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Ensuring your information is safe online
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The Internet has been an amazing force for good in the world—opening up communications, boosting economic
growth and promoting free expression. But like all technologies, it can also be used for bad things. Today, despite
the efforts of Internet companies and the security community, identity theft, fraud and the hijacking of people’s

email accounts are common problems online. Bad actors take advantage of the fact that most people aren’t that

tech savvy—nhijacking accounts by using malware and phishing scams that trick users into sharing their
passwords, or by using passwords obtained by hacking other websites. Most account hijackings are not very
targeted; they are designed to steal identities, acquire financial data or send spam. But some attacks are targeted at
specific individuals. Through the strength of our cloud-based security and abuse detection systems*, we recently
uncovered a campaign to collect user passwords, likely through phishing. This campaign, which appears to
originate from Jinan, China, affected what seem to be the personal Gmail accounts of hundreds of users including,
among others, senior U.S. government officials, Chinese political activists, officials in several Asian countries
(predominantly South Korea), military personnel and journalists. The goal of this effort seems to have been to
monitor the contents of these users’ emails, with the perpetrators apparently using stolen passwords to change
peoples’ forwarding and delegation settings. (Gmail enables you to forward your emails automatically, as well as
grant others access to your account.) Google detected and has disrupted this campaign to take users’ passwords
and monitor their emails. We have notified victims and secured their accounts. In addition, we have notified
relevant government authorities. It’s important to stress that our internal systems have not been affected—these
account hijackings were not the result of a security problem with Gmail itself. But we believe that being open
about these security issues helps users better protect their information online. Here are some ways to improve your

security when using Google products:

Enable 2-step verification. This Gmail feature uses a phone and second password on sign-in, and it

protected some accounts from this attack. So check out this video on setting up 2-step verification.
L

e Use a strong password for Google that you do not use on any other site. Here’s a video to help.

» Enter your password only into a proper sign-in prompt on a https://www.google.com domain. We will

never ask you to email your password or enter it into a form that appears within an email message. Here’s a
video with more advice.

e Check your Gmail settings for suspicious forwarding addresses (“Forwarding and POP/IMAP” tab, Fig. 1)

or delegated accounts (“Accounts” tab, Fig. 2).
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https://www.google.com/support/chrome/bin/answer.py?answer=99020
https://www.google.com/support/accounts/bin/static.py?page=guide.cs&guide=1056283&topic=1056284
https://www.youtube.com/watch?v=zMabEyrtPRg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjHn27RrVGDnjwdaVUVg1to31_6KFsT1-Z7Q25CqZxHPN2RSIARMf_RdVqxHD4JDccSXE8RYz8EwJk0hc0TXa94SmIVlFtj7HmqbeFv2N7VoM_sSJM5tvOfmoF3rgyluAKJhydb/s1600/2-step+promptB.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjHn27RrVGDnjwdaVUVg1to31_6KFsT1-Z7Q25CqZxHPN2RSIARMf_RdVqxHD4JDccSXE8RYz8EwJk0hc0TXa94SmIVlFtj7HmqbeFv2N7VoM_sSJM5tvOfmoF3rgyluAKJhydb/s1600/2-step+promptB.png
https://www.google.com/support/accounts/bin/answer.py?&answer=32040
https://www.youtube.com/watch?v=0RCsHJfHL_4
https://www.google.com/
http://mail.google.com/support/bin/answer.py?hl=en&answer=8253
https://www.youtube.com/watch?v=3vcLyvoKYZc
http://mail.google.com/support/bin/answer.py?answer=10957
http://mail.google.com/support/bin/answer.py?hl=en&ctx=mail&answer=138350
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg0aJI1JKRVIBhgEoUd-Y-jcNnWqdTLl40-joStf5NipeBL7Ko3pYgjs7nLW_T03-jhpxSMqtt2q2OxD1e6eludQ9npeRXAaRw3C5ybjDuLfVdgMiIhbjiZN8MhVVY176ygZx0_/s1600/Picture+4.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg0aJI1JKRVIBhgEoUd-Y-jcNnWqdTLl40-joStf5NipeBL7Ko3pYgjs7nLW_T03-jhpxSMqtt2q2OxD1e6eludQ9npeRXAaRw3C5ybjDuLfVdgMiIhbjiZN8MhVVY176ygZx0_/s1600/Picture+4.png
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Fig. 1
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Fig. 2

e Watch for the red warnings about suspicious account activity that may appear on top of your Gmail inbox.

o Review the security features offered by the Chrome browser. If you don’t already use Chrome, consider

switching your browser to Chrome.
o Explore other security recommendations and a video with tips on how to stay safe across the web.

Please spend ten minutes today taking steps to improve your online security so that you can experience all that the

Internet offers—while also protecting your data. *We also relied on user reports and this external report to

uncover the campaign described.

Source: https://googleblog.blogspot.com/2011/06/ensuring-your-information-is-safe.html

Page 2 of 2


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgSSNj_9QfW-np2CWJggVdNpNBbT3tlD7Ai0Px1Iu6g9HwdC_7lYEXJdQxea0dX5JJ4HsYrLr11XCoCO9Qbuee6lTPdVk_OZRjK3Gga9WwM2tJkFznGDvrvbGsNJTWj3JIQ0nVM/s1600/Picture+3.png
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http://gmailblog.blogspot.com/2010/03/detecting-suspicious-account-activity.html
https://www.google.com/chrome/intl/en/more/security.html
https://www.google.com/help/security/
https://www.youtube.com/watch?v=nOgsXdB67Pc
http://contagiodump.blogspot.com/2011/02/targeted-attacks-against-personal.html

