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This research was conducted jointly with Julian-Ferdinand Végele of Recorded Future’s Insikt Group. Details of

the joint research and presentation are available here.

e Cisco Talos identified UAT-6275 (TAG-193 by Recorded Future) activity targeting government
organizations across the Commonwealth of Independent States (CIS). Recovered artifacts show additional
interest in water resources and energy. This focus is consistent with intelligence collection and may reflect
the regional effects of the Russia—Ukraine war.

 In activity observed from June 2025 through August 2026, Talos identified four infection-chain types that
use macro-enabled documents, PS2EXE downloaders, GitHub-hosted PowerShell, and a crafted WinRAR
archive exploiting CVE-2025-8088. The recovered payloads include several custom reverse shells that
provide interactive remote access.

e Three publicly accessible staging directories and GitHub repository history exposed payload builds, tool
inventories, and changes to command-and-control (C2) infrastructure. These operational security lapses
gave us direct visibility into the group's recent activity.

e The files recovered from the exposed infrastructure suggest preparation for post-compromise operations
and potential activity against Linux hosts and internet-facing appliances.

e Talos assesses with medium confidence that UAT-6275 has a Kazakhstan nexus, based on infrastructure

access, language artifacts, sample submissions, working hours analysis, and regional targeting interests.
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Background

Cisco Talos and Recorded Future Insikt Group jointly investigated UAT-6275 activity targeting government
organizations across the Commonwealth of Independent States (CIS). The investigation uncovered three publicly
accessible staging directories and a previously unreported GitHub repository used to host malicious scripts and
payloads. These exposed assets provided visibility into the threat actor's malware development, infrastructure

changes and preparations for additional intrusion activity.

Talos tracks this activity as UAT-6275, while Recorded Future tracks it as TAG-193. It overlaps with Silent Iynx

(first reported by Segqrite) and sits within a broader set of campaigns connected to YoroTrooper, which we first

(BL.ZONE), and Hydra Saiga (VMRay) identified overlapping indicators across these reported clusters. We assess

that UAT-6275 and YoroTrooper likely belong to the same broader activity cluster. However, we continue to track

them separately because we have not observed direct indicator or toolset overlap between the two.

This post summarizes our joint Virus Bulletin 2026 white paper, “Break the silence: tracking Silent Lynx through

exposed infrastructure” which contains the full technical analysis and indicators of compromise (IOCs).

Victimology

UAT-6275's targeting is concentrated in Central Asia and the wider CIS region. Across the reviewed campaigns,
observed victims and lure themes span nine countries: Kazakhstan, Kyrgyzstan, Tajikistan, Turkmenistan,

Uzbekistan, Armenia, Azerbaijan, Russia, and Belarus.
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Figure 1. Regional targeting.

Government and diplomatic affairs
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UAT-6275 targets government institutions responsible for diplomacy, economic development, agriculture, and
environmental management. These organizations hold information that can inform bilateral negotiations,

economic planning, and regional security decisions.

Our network flow analysis identified activity involving a Tajik government entity shortly after treaty discussions
with Kazakhstan in March 2026 and a Belarusian government entity ahead of a bilateral meeting in April. This

timing may indicate an interest in regional diplomatic developments.

The decoy documents we recovered also suggest an interest in diplomatic relations, international trade, and

aviation. Examples include a diplomatic letter addressed to Armenia’s Ministry of Foreign Affairs.

2 : f=To e
Home Tools Document [§ w8 B Q n KA A R P m ® Sign In
i;z;i
y & r L
r.‘ ﬁC]]HdTO]] MHuHHCTEPCTBO HHOCTPAHHBIX €T
HI/DKCI'O[]OI_ICKOH odJacTi Pecny6muku ApMenHs

Anpec MecTa Haxo&neRHA: Kpemts, kopn. 1
r. Huzxmmit Hoeropon, 603082
[MouroEri agpec: Kpemis, kopm. 14
r. Hinxrnii Hosropon, 603082
Ten. 419-90-12, 439-08-29, dakc 439-00-48
e-mail: nikitin@nobl.nu

Ne

Ha Ne AS53-5110mp or _01.04.2026

F A

YBaxaemble KoJL1ern!

Ot umenn IlpaBurensctBa Hukeropojackoi obmactu M cebs IHMYHO cepieuHO
I03/IPaBIIfi0 KOLUIeKTHB MHHHCTepCTBa HHOCTPAHHBIX Jiell PeciryOImKkn ApMeHHS H Bech
apMSAHCKHI Hapoj ¢ 34-if TOOBIIMHOM YCTAaHOBICHHS JAMILIOMAaTHUECKHX OTHOLIECHHI
mexay Poceuitckoit Meaepanueit u Pecry6inikoi ApMenus.

3 ampens 1992 roma cramo AHEM, OTKPBIBIIHM HOBYIO CTPAHHILY B HCTOPHH
MEKTOCYAapCTBEHHOTO B3aHMOJIEHCTBHA HAIHX CTpaH. 3a MPOMIEAIMINE JCCATHICTHS
oTHomeHHs Mexay Poccueidl m ApMenHell pa3sBHBallHCh B JIyXe COIO3HHYECTBa,

Figure 2. Lure document masquerading as a Russian diplomatic congratulatory letter to the

Armenian Ministry of Foreign Affairs.
Water security and resource management

The group’s interest in regional resources spans environmental management and energy. Talos observed activity
involving an Armenian government entity responsible for environmental matters and Uzbekistan’s Smart Forestry
initiative, consistent with earlier reporting on Silent Lynx targeting water resource organizations across Central

Asia.

Energy-themed decoys included a cooperation proposal between Turkmenistan’s state oil company, Turkmennebit,

and Russia’s Orsk Oil Refinery, used in an August 2025 sample. The refinery supplies petroleum products to

Kazakhstan and later shut down after a Ukrainian drone strike in August 2026, with repairs expected to take up to
six months. These ties suggest a possible intelligence interest in regional fuel supplies and the war’s implications

for Kazakhstan’s energy security.
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Figure 3. Decoy impersonating Turkmennebit and proposing cooperation with Orsk Oil Refinery

management.
Campaign timeline

Since Seqrite first reported Silent Lynx in January 2025, we have identified at least eight campaigns across the
region through May 2026. These include malware delivery targeting Russia, Turkmenistan, and Uzbekistan; a
credential-harvesting site impersonating Azerbaijan’s State Agency for Public Service; and lures referencing the
China—Central Asia Summit and Russian energy infrastructure. In 2026, we also observed activity involving

government entities in Tajikistan, Armenia, and Belarus, as well as Uzbekistan’s Smart Forestry initiative in May.
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Timeline of UAT-6275 campaign activity

Selected activity and lure themes, January 2025-May 2026

Activity involving the government of Nizhny
Novgorod, with further activity observed in J

D Russia: regional government

Azerbaijan: suspected credential harvesting

Site impersonates the State Agency for Public Service
and Social Innovations.

Russia: energy sector lure

Turkmennebit-Orsk Qil Refinery cooperation proposal.
Compromise of the refinery remains unconfirmed

Turkmenistan: business forum lure

Decoy references the Turkmen-Italian Business
Forum in Rome

Tajikistan: government activity

Activity invalving the Ministry of Economic
Development and Trade.

Armenia and Belarus

Armenia: Foreign Affairs lure and Environment activity.
Belarus: government activity related to agriculture.

Uzbekistan: environmental initiative

Activity linked to the Smart Forestry initiative.

Figure 4. Campaign timeline.

Infrastructure and malware delivery

Talos identified three publicly accessible staging directories containing malware and tools of UAT-6275. One
sample led to the previously unreported GitHub repository, where the group hosted PowerShell scripts and

payloads. Its commit history allowed us to track infrastructure changes and malware development.
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The group relies on lightweight reverse shells, including Chvost, Laplas, and PickleShell, to issue commands on

compromised systems.

We also recovered Linux-compatible tooling and a publicly available proof-of-concept exploit for FortiWeb CVE-
2025-25257 from UAT-6275 infrastructure. These findings suggest interest in expanding the group’s operational

capabilities.
Four infection chains

UAT-6275 used malicious documents, executable downloaders, and shortcuts to deliver malware, and later
incorporated a WinRAR exploit. Talos categorized the recovered samples into four infection chains, A — D, based

on how they retrieve and execute their payloads.

Observed infection chains
First observations, June 2025-April 2026

2025

} ) )

Chain A Chain B Chain C Chain D

VBA macro S2EXE GitHub-hosted WinRAR
Word document downloader PowerShell CVE-2025-8088

Figure 5. First observations of four UAT-6275 infection chains, June 2025 — April 2026.

The first Chain A samples, observed in June 2025, used macro-enabled Word documents to download and execute
a second-stage binary. In July 2025, we observed Chain B downloaders built with PS2EXE, a tool that packages
PowerShell scripts as standalone Windows executables. These downloaders retrieved reverse-shell payloads and

created scheduled tasks for persistence.

We first observed Chain C in October 2025. A malicious shortcut launches PowerShell to retrieve and execute a
GitHub-hosted script that provides remote shell access. Later samples also downloaded PickleShell and placed it

in the Windows Startup folder for persistence.
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Chain C: GitHub-hosted PowerShell

PowerShell script serving as reverse shell and launcher

RAR archive
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Figure 6. Chain C retrieves a GitHub-hosted PowerShell script; later samples also deploy
PickleShell to the Startup folder.

In April 2026, we identified a RAR archive that exploited CVE-2025-8088 in WinRAR to place PickleShell in the
Windows Startup folder (Chain D). The payload runs at the next user sign-in. This was the first vulnerability

exploit we observed in UAT-6275’s malware delivery.
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Chain D: WinRAR exploit delivery
CVE-2025-8088 places PickleShell in Startup

)

aaa.rar 45.130.146.197:80

TLS via SsiStream
Y
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MpunoxeHwe. pdf MozppaeneHue. pdf PickleShell stdin/stdout/stderr

Figure 7. Chain D exploits CVE-2025-8088 to place PickleShell in the Windows Startup folder for
execution at the next sign-in.

Kazakhstan nexus assessment

Talos assesses with medium confidence that UAT-6275 has a Kazakhstan nexus. Supporting evidence includes

Russian-language artifacts, apparent malware-testing submissions from Kazakhstan shortly after compilation, and

operator activity consistent with UTC+5 working hours.
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Figure 8. Timing of 77 GitHub commits in UTC+3 and UTC+5, with 09:00—18:00 local working
hours shaded.

Looking ahead

UAT-6275’s sustained activity and adoption of new delivery techniques suggest the group will continue pursuing
access to government organizations across Central Asia and the CIS. Its interest in environmental agencies,
economic ministries, and energy infrastructure reflects the intelligence value of regional diplomacy and resource

management.

Defenders in these sectors should monitor unexpected PowerShell activity and payload downloads from public
services such as GitHub, alongside scheduled tasks and Startup-folder changes. Keeping archive utilities patched

can help reduce exposure to the exploit-assisted delivery observed in this campaign.

For further details on this research and our accompanying presentation, see “Break the Silence: Tracking Silent

Lynx Through Exposed Infrastructure” on Virus Bulletin’s website, as well as Recorded Future’s related blog post.

Coverage

The following ClamAYV signatures detect and block this threat:

e Win.Backdoor.PickleShell-10060602-0
e Win.Backdoor.Chvost-10060603-0

e Win.Malware.Generic-10060604-0

e Win.Malware.LAPLAS-10060605-0
e Win.Malware.LAPLAS-10060606-0
e Win.Proxy.Generic-10060628-0

The following Snort rules cover this threat:

e Snort 2: 1:11192, 1:15306, 1:46983, 1:47398
e Snort 3: 1:46983, 4:16

I0Cs

IOC:s for this research can be found at our GitHub repository here.

Source: https://blog.talosintelligence.com/break-the-silence-kazakhstan-nexus-uat-6275-targets-cis-government-organizations/
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