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MetadataBin Ransomware
Ransomware32 Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

OTOT KPUIITO-BBIMOTaTe/ b i pyeT JaHHbIe TI0/1b30BaTe el ¢ moMoipio AES+RSA, a 3aTteM TpeOyeT BLIKYI B
$1000, uto6B! BepHYTH (aiinbl. OpUrrHambEHOE Ha3BaHMeE: B 3alUCKe He yKa3aHo. Ha ¢aiine HammcaHo:
ransomware.exe, ransomware32.exe. HarricaH Ha si3pike Rust.

OGHapyxeHHs:

DrWeb -> Trojan.Encoder.32937, Trojan.Encoder.32940

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1, Trojan.GenericKD.44206852

ALYac -> Trojan.Ransom.Filecoder

Avira (no cloud) -> TR/FileCoder.uxgkl

ESET-NOD32 -> A Variant Of Win32/Filecoder.OED

Kaspersky -> Trojan.Win32.Udochka.y, Trojan-Ransom.Win32.Encoder.klv
Malwarebytes -> ***

Rising -> Ransom.Agent!1.CDES5 (CLASSIC)

Symantec -> ML.Attribute.HighConfidence

TrendMicro -> TROJ_GEN.R002H09JP20

© I'eneanorus: ??? >> MetadataBin
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I/I306pa)KEHI/Ie — JIOT'OTHII CTAaTbH

K 3ammidpoBanHbIM (aiinam qobapssieTcs: pacivpenye: _encryptedOBHnMaHne! Hogsle pacimmpenus,
email ¥ TeKCTBI 0 BBIKYIIe MOXKHO HAalTH B KOHLIE CTaThU, B 0OHOB/IEeHUsX. TaM MOTYT ObITb Pa3/Inuuusi C

T1epBOHA4Ya/IbHbIM BapUAHTOM.

O6pa3et1] 3TOT0 KpUMTO-BBIMOTaTe 1s1 ObIT Hali/ieH B KoHIe OKTs0pst 2020 r. OpreHTHPOBaH Ha aHTJIOS3LIUHBIX

T10/Ib30BaTesiel, UTo He MellaeT paclpOCTPaHsATh ero o BCEMY MUPY.

3armcka c TpeboBaHreM BbIKyTa Ha3biBaeTcsi: README_encrypted.txt

[P T ey v— ! Lo i |
)

AVE BEEN PNCRYPTED

O HAWE T PAY 51000 DOLLARS TO UNLGCK FOUR FILES

PLEASE CONTACT i ovian sl hi i usEeg Ter Begw

Copep)xaHue 3aMCKH 0 BbIKyIIe:

ATTENTION!!! ALL YOUR FILES HAVE BEEN ENCRYPTED

YOU HAVE TO PAY $1000 DOLLARS TO UNLOCK YOUR FILES.
PLEASE CONTACT <insert onion site here>.onion using Tor Browser.
Make sure to provide the metadata.bin file that you can find in your user

folder.

ITepeBop 3an¥cKu Ha PyCCKMIl SI3BIK:

BHMMAHME!!! BCE BAIIIN ®AWJIBI 3AIITNPPOBAHEI

BbI IOJIKHBI 3ATIJTATUTH $1000 OJ1 PA3BJIOKMPOBKU ®AJIOB.

KOHTAKT HA <BcraBbTe ctofia onion-caiT>.onion, ncrosnb3ys Tor Browser.

Y6eputech, uto nepeganu datin metadata.bin, KOTOPBIM MO)KHO HAWMTH B TIAIKe IMOJTb30BATEJIs.

TexHuuecKue geTanu

MoxkeT pacripoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momotisto email-criama

Y BPeJIOHOCHBIX BIIOKeHWH, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIIONTOB, BPeJOHOCHOM PeK/IaMbl, BeO-HHKEKTOB,
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(anmbIIMBLIX 0OHOBJIEHUH, ITePeTTIaKOBAHHBIX U 3apa)KEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CIIOCOOBI

pacIpoCTpaHeHus KPUIITOBLIMOTaTe el Ha BBOAHOU CTpaHulle biiora.

OHY)KHO BCeryja MCT0/1b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Eciu BbI nipeHe6GperaeTe KOMILJIEKCHOM aHTUBMPYCHOM 3aruToi Kiacca Internet Security vn Total Security, To

X0Ts1 OblI ZieialiTe pe3epBHOe KOMPOBaHKUE BaXKHBIX (aiiyioB 1o MeTosy 3-2-1.

Crucok ¢ail/1oBbIX paclIMpeHuil, NoBepraniuxcsa MuppoBaHUIO:

[MTocne gopabotku 310 MOTyT OBITH AOKyMeHTBI MS Office, OpenOffice, PDF, TekcToBble (atisibl, 6a3bl JaHHBIX,

(ororpaduu, My3bika, BUzie0, (haiiyibl 00pa3oB, apXUBHI U TIP.

daiiibl, cBA3aHHBIE ¢ 3TUM Ransomware:
README_encrypted.txt - Ha3BaHHe (haityia ¢ TpeboBaHUEM BBIKYTIA

ransomware.exe, ransomware.bin - Ha3BaHus1 BpeJjoHOCHOTO (haiina
ransomware32.exe - Ha3BaHUe BPeJJOHOCHOTO (aiisia

metadata.bin - crierfuanbHbIN Gaiin

Pacnosioxxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBA3dHHbIE C 3 TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHau30B.

MbI0TeKChbI:

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOAK/IIUEHHA U CBA3MU:

Email: -

BTC: -

CM. HIDKe B 0OHOBJIEHUSIX [IpyTHe afipeca U KOHTaKThI.

CM. HuKe pesy/bTaThl aHA/IM30B.

Pe3ynbrarel aHa/1M30B:

v Triage analysis >>

) Hybrid analysis >>
Z VirusTotal analysis >> VT> VT>
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* Intezer analysis >> IA> IA>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

ITonpobHble cBefieHUst cOOUparoTCs pery/sipHo. IIpuckinaiite 0Opaswpl.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJ/IEHUMI === BLOCK OF UPDATES ===

Bapwuasr ot 12 okTabpsa 2021:
Pacmvpenue: _encrypted

3armmcka: README _encrypted.txt

N LRI A
RREansom '|"':|:. ment HL-;:i:\lr:llil::m

Py 1 MR o che fidlos
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Tor-URL: hxxx://t2tqvp4pctcr7vxhgz5yd5x4ino5tw7jzs3whbntxirhp32djhi7q3id.onion

@aiin: hptestu.exe

Pesynwrarel aHanu3os: VT + TG + IA

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 9
k Read to links:

Tweet on Twitter + Tweet + Tweet + myTweet

ID Ransomware (ID as ***)

Write-up, Topic of Support

*

Thanks:
xiaopao, 0x4143, Karsten Hahn

Andrew Ivanov (author)
*%k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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