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Dcrat Malware Analysis - How to Manually Decode a 3-Stage

Malware Sample

By Matthew
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Analysis of a 3-stage malware sample resulting in a dcrat infection. The initial sample contains 2 payloads which
are hidden by obfuscation. This analysis will demonstrate methods for manually uncovering both payloads and

extracting the final obfuscated C2.
Tooling

e Detect-it-easy - Quick initial analysis of pe-files
e Dnspy - Analysis, decompilation and debugging of .NET files

e Cyberchef - Interactive tool for prototyping decoders
Samples

The malware file can be found here

And a copy of the decoding scripts here

Initial Analysis

The initial file can be downloaded via Malware Bazaar and unzipped using the password infected

Name

T8 fd687a05b13c4f87f139d043c4d9d936b73762d616204bfb090124fd163c316e.exe
fd687a05b13c4f87f139d043c4d9d936b73762d616204bfb090124fd163c316e.zip

detect-it-easy is a great tool for the initial analysis of the file.
Pe-studio is also a great option but we personally prefer the speed and simplicity of detect-it-easy

Detect-it-easy revealed that the sample is a 32-bit .NET-based file.

- The protector Confuser(1.X) has also been recognized.
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DS Detect It Easy v3.01 - o X

File name

C:\Users\Milhouse\Desktop\dcrat2\fd687a05b13c4f87f139d043c4d9d936b73762d616204bfb090124fd163c316e.exe

File type Entry point Base address MIME
PE32 004518ae > Disasm 00400000 Memory map ’T
as|

] . R
Import Resources .NET Strings

Sections TimeDateStamp SizeOfImage Resources

Entropy
[1[1]1c] > 2023-04-01 03:36:33 00056000 Manifest VEE)

Hex
Scan Endianness Mode Architecture Type

Detect It Easy(DiE) LE 32 1386 GUI

protector Confuser(1.X)[-]
library .NET(v4.0.30319)[-]
linker Microsoft Linker(11.0)[GUI32]

Options
Signatures |:| Deep scan About

100% 359 msec Exit

Initial analysis using Detect-it-easy
Before proceeding, we checked the entropy graph for signs of embedded files.
I used this to determine if the file was really dcrat , or a loader for an additional payload containing dcrat .

In my experience, large and high entropy sections often indicate an embedded payload. Indicating that the file

being analyzed is a loader.
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Entropy — O X

Type Total Status Offset
PE32 7.97990 packed 00000000 00050400

Entropy Bytes
Regions

Offset Size Entropy Status
PE Header 00000000 00000200 2.70760 not packed
Section(0)[".text'] 00000200 0004fa00 7.98897 packed
Section(1)[".rsrc'] 0004fc00 00000600 4.12711 not packed
Section(2)[".reloc'] 00050200 00000200 0.10473 not packed

50,000 100,000 150,000 200,000 250,000 300,000 350,000

Entropy Analysis of the Initial .exe file - Showing a large section of high entropy

The entropy graph revealed that a significant portion of the file has an entropy of 7.98897 (This is very high, the

maximum value is 8).
This was a strong indicator that the file was a loader and not the final dcrat payload.

To analyze the suspected loader, we moved on to Dnspy

Dnspy Analysis

Utilizing Dnspy, we saw that the file had been recognized as rewrwr.exe and contained references to
confuserEx. Likely this means the file is obfuscated using ConfuserEx and might be a pain to analyze.
dnlib (3.3.2.0)

dnSpy (6.1.8.0)
rewrwr (4.2.6.1) : ConfusedBy("ConfuserEx v1.0.8")]

System;

PE
P =B Type References

D =-B References
D M Resources
4 () -
P %, <Module
P *%, Confusec

Dnspy overview of the initial file
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To peek at the code being executed - we right-clicked on the rewrwr.exe name and selected go to entry

point
This would give me a rough idea of what the actual executed code might look like.

The file immediately creates an extremely large array of unsigned integers. This could be an encrypted array of
integers containing bytecodes for the next stage (further suggested by a post-array reference to a Decrypt

function)

[1 array =

1880563524U,
3110281651U,
3737408670U,
1376871950U,
185872267U,
769682325U,
287549547U,
2095780025U,
3864692579U,

Viewing Encrypted Arrays using Dnspy

<Module>

[1 array = [16];

[]1 array2 = [16];
num = ( JA_1;

( i=0; 1< 16; i++)

Using Dnspy to locate and view the Decryption function
The initial array of uints was so huge that it was too large to display in Dnspy.

Given the size, we suspected this array was the reason for the extremely high entropy previously observed with

detect-it-easy

After the array, there is again code that suggests the array's contents are decrypted, then loaded into memory with

the name koi
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3821091257V,
283078313U,
73222479%U,
2882807258U,
"Not showing all elements because this array is too big (78747 elements)"

}s
Assembly executingAssembly = Assembly. 0

Module manifestModule = executingAssembly. H
gchandle = <Module>. (array, 306067877U);
[1 array2 = ( [1)gchandle. ;
Module module = executingAssembly.LoadModule("koi", array2);
Array. (array2, 0, array2. )
gchandle.Free();

Given the relative simplicity of the code so far - we suspected the encryption was not complex, but still, we

decided not to analyze it this time.
Instead, we considered two other approaches

» Set a breakpoint after the Decrypt call and dump the result from memory.
e Seta module breakpoint to break when the new module is decrypted and loaded. Then dump the result

into a file.

I took the second approach, as it is reliable and useful for occasions where the location of decryption and loading
isn't as easy to find. (Typically it's more complicated to find the Decryption function, but luckily in this case it was

rather simple)

Either way, we decided to take the second approach.

To extract stage 2 - We first created a module breakpoint which would break on all module loads.
To do this, we first opened the module breakpoints window.

Debug -> Windows -> Module Breakpoints

Debug Window Help P Stat P

Windows Breakpoints Ctrl+Alt+B
Start Debugging... Module Breakpoints

Start Without Debugging Ctrl+F5 2 Exception Settings  Ctrl+Alt+E
Attach to Process... Ctrl+Alt+P Qutput

Attach to Process (Unity)... 936929380

Toggle Breakpoint 3609776243U,
116963954U,
32253094980,

Options...

How to set a module breakpoint using Dnspy

We then created a module breakpoint with two wildcards. This will break on all new modules loaded by the

malware.
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Module Breakpoints
+- 0’ .f) G =: Search

Name Dynamic InMemory Load Order Process AppDomain

v | | | | v

Module breakpoint to break on all loaded modules

We then executed the malware using the start button

P Start

Dnspy button to Start or Continue execution

We can accept the default options.

Debug engine .NET Framework

Executable C:\Users\Milhouse\Desktop\dcrat2\fd687a05b13c4f87f139d043c:
Arguments

Working Directory C:\Users\Milhouse\Desktop\dcrat2

Break at Don't Break

Cancel

Default options for Dnspy Debugging are ok

Immediately, a breakpoint was hit as mscorelib.dll was being loaded into memory. This is a default library and we

ignored it by selecting Continue

Analyzer Module Breakpoints

LoadModule A=05FF0000 $S=0056C000 mscorlib.dll

Dnspy alert when a module breakpoint has been triggered

P Continue

Once executed - the Continue button can be used to resume the execution
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The next module loaded was the original file being analyzed, which in this case can be safely ignored.

After that, a suspicious-looking koi module was loaded into memory. (If you don't have a modules window, go

to debug -> windows -> modules )

Debug  Window Help < M P Continue

Windows

P Start Debugging...

Continue

Stop Debugging
Detach All
Terminate All
Restart

Attach to Process...

Attach to Process (Unity

Step Into
Step Over
Step Out

Toggle Breakpoint
203 Options...

Breakpoints

Module Breakpoints

Exception Settings

Ctrl+Alt+B

Ctrl+Alt+E

Output
Watch
Shift+F5 Autos

Locals

Call Stack

Ctrl+Shift+F5
Ctrl+Alt+P

Threads
Modules
)-ee
F11
F10
Shift+F11

Memory

F9

Processes

Ctrl+Alt+V, A
Alt+4

Ctrl+Alt+C
Ctrl+Alt+H
Ctrl+Alt+U
Ctrl+Alt+Z

Disassembly

acuritySafeCritical]

How to View Currently Loaded Modules in Dnspy

Here we could see the koi module h

PlnvokeAttributes
Pointer @020005EE
PortableExecutableKinds
ProcessorArchitect
PropertyAttributes @020(
Propertylnfo @020005F0

ReflectionConte
ReflectionTypeLoa
ResourceAttributes
Resourcelocatio
RtFieldinfo @020005BC

RuntimeAssembly @020C

RuntimeConstructorinfo (
4 »

ad been loaded.

Modules
Process All Search

Name

v 4

Analyzer Module Breakpoints Locals

LoadModule DYN=0 MEM=1 05F10000 000D5C00 koi

Example of a suspicious module being loaded into memory

FileStream GetFile(

Optimized
No

xe |No
No

At this point, we saved the koi module to a new file using Right-Click -> Save Module .
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Copy Ctrl+C
Select All Ctrl+A

[SecuritySafeCritical]
FileStream Go To Module Enter

100 %
Open All Modules

Modules Show in Memory Window

Process All Hexadecimal Display

Name

Copy Filename

Save Module...
U

Dnspy Option for Saving a Loaded Module
We can then exit the debugger and move on to the koi.exe file.

Analysis of koi.exe

We can observe that koi.exe is another 32-bit .net file containing references to the ConfuserEx Obfuscator

Detect It Easy v3.01 - o X

File name

C:\Users\Milhouse\Desktop\dcrat2\koi.exe

File type Entry point Base address

PE32 ~ 004d705e > Disasm 00400000 Memory map
PE Import Resources .NET Strings

Sections TimeDateStamp SizeOfImage Resources

Entropy
0003 > 2059-04-16 11:12:07 000dc000 Manifest Version

Hex
Scan Endianness Mode Architecture Type

Detect It Easy(DiE) LE 32 1386 GUI

protector Confuser(1.X)[-]
library .NET(v4.0.30319)[-]
compiler VB.NET(-)[-]

linker Microsoft Linker(80.0)[GUI32]

Options

Signatures [7] Deep scan About
> Log 505 msec Exit

Initial Analysis of a .NET file using Detect-it-easy

This time it does not seem to contain any large encrypted payloads.

Although the overall entropy is low, large portions of the graph are still suspiciously flat. This can

sometimes be an indication of text-based obfuscation.
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Entropy

Type
PE32

Total Status

3.49955 not packed

Entropy Bytes

Regions

PE Header
Section(0)[".text']
Section(1)[".rsrc']

Section(2)[".reloc’]

Offset

Offset

00000000
00000200
000d5400
000d5a00

00000000

Size
00000200
000d5200
00000600
00000200

000d5c00

Entropy
2.72211
349612
4.12383
0.10473

Status
not packed
not packed
not packed

not packed

1e+06

Save

200,000 400,000 600,000 800,000

Entropy Analysis when a text-based obfuscation is used
We can now go ahead and open koi.exe in Dnspy.

This time there was another rewrwr.exe name and references again to ConfuserEx

PresentationFramewor
dnlib (3.3.2.0)

dnSpy (6.1.8.0)

rewrwr (4.2.6.1)
System.Runtime (5.0.0.0)
mscorlib (4.0.0.0)

rewrwr (4.2.6.1)

System;

: ConfusedBy("ConfuserEx v1.0.0")]

b PE

P =B Type References

P =B References

> Ml Resources

>{} -

P{} rewrwr

>{} rewrwr.My

> {} rewrwr.My.Resources
> B System (4.0.0.0)

100 %

Modules

File Overview with Dnspy

Koi.exe does not have a defined Entry Point. Instead we can begin analysis with the rewrwr namespace

(located in the side panel). This namespace contains one Class named Form1

The Form1 class immediately called Form1_Load , which itself immediately referenced a large string that

appeared to be base64 encoded.
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Example of Entry Point Containing Obfuscated Data

Despite appearing to be base64 - the text does not successfully code using base64. This was an indicator that some

additional tricks or obfuscation had been used.

Recipe BB E  nput + 0O § =
TAT1TAAAAAAAAAAAAAAQAAAAARAUARAAC SDADBDCGS HWHBAAMAAQBEF cGOGAARAE AMAABDARE MABACAATEAGACARD "
Rt aset TAWAARAAMABAAAAQTACAAARVMAWAC AABM ARAKABAAAAAC AARAVY ABAAAZARAARAAKABAAAAAC ABAAUA
Alohabet AgADAAAA AkABAAWAAg ARACAAAAAGAAARAAAKACAARAAC AAAAUAAADAAAAA EAAAAAAAKABAAAAA
A-Za-20-9+/= = CAAMAUAAZACARAAABAAMAARAKADE AMAWCAAEF AAECDAZZAAMCCAKSEABCBACEAAMAOAYATANBABMAQA JKARDALH/

bAd4BACA5aMQOMAPAEATALAALT gRKQEABANT J4FArBAEANRVK IAALKCLCFAQLWOTEAALBQIqeQATAESDA T ACAMKBA
tLOBIABECAYBEAAGYASK +AIKJATAOAUKMKYCIAINQEQK ) cAAOBACLLATL ISAYANBMKAATAMKUAOKEBOMARMABKMAN

Remove non-alphabet chars [ strict mode A 8 & A PR T A & AR A AF LA =2 A A2 0 AN A AU T AR IR A Al A T 4.0 & 2 MUANAFRAARAAAAT I~
mec 8616 = 1 Tr Raw Bytes & LF

Output R0 m::

@ oNg
@R LABE, AR A e @ o0l

Attempting to Decode Base64 Using Cyberchef - Initially fails due to additional obfuscation

I decided to jump to the end of the base64-looking data - Noting that there were about 50 large strings in total.
Eachtitled Str1 str2 ...all the wayto Str49

It was very likely these strings were the cause of the flat entropy graph we viewed earlier. Text based

obfuscation tends to produce lower entropy than "proper" encryption

OHK
5

gDMCkKGgL EQBUOKAGSMF I EKgODEAGCA]

"ABGAAAAAAACAACAARAFAAFAAQAAAAOA
JAVAVIVAY Y LVAVAVAVAVAVANVZAVAVAVAVAVAVAY JVAVAVAVAVAVAY s VAVAY:

Example of another "base64" obfuscated string in Dnspy

At the end of the data was the decoding logic. Which appeared to be taking the first character from each string and
adding it to a buffer.
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text2 = "";
length = text.

( i =1; i <= length; i++)

text2 = . (
{
text2,

Strings. (text, i, 1),
Strings. (str, i, 1),
Strings. (str2, i, 1),

Strings. (str3, i, 1), L
Strings.Mid(strd. i, 1), string is added to a

Strings.Mid(str5. i, 1), buffer, then _the second_
Strings.Mid(stré, i, 1), char, then third. Etc until
Strings.Mid(str7, i, 1), the end of each string
Strings.Mid(strs8, i, 1), has been reached
Strings. (stro, i, 1),

Strings. (strie, i, 1),

Strings. (str11, i, 1),

Strings. (str12, i, 1),

The first char from each

Decoding Logic Utilised by the Dcrat Loader - Viewed with Dnspy

After the buffer is filled, it is base64 decoded and loaded into memory as an additional module.

48, 1, 1),
49, i, 1)

g(NewLateBinding.LateGet(NewLateBinding.LateGet(AppDomain. .FromBase64St g(text2)), nu

ew object[@], null, null, null), null, "Invoke", new objec

t[2], null

Example of Decoded Contents being loaded into Memory

In order to confirm the theory on how the strings are decoded, we can take the first character from the first 5

strings and base64 decode the result.

Output RO ®::

text = "TAT1IAAAAAAAAAAAAAAQAAAAAAAUAAAA
J

str = "VAMvgABAAACAAAAAQAFAAFAAQABAAIAAQ
\

str2 = "gA®ZEAAAAASABAUAAAGAAAAYMAAAAAAL First character from each string
l is added to the file. Then 2nd,3rd
str3 = "QAhGLgACAABGAAAAAFAAFAAQAFAAAAAA etc
\
str4 = "AAVUAAAAAAZAAArAAEAAAAAAACAAAAMA
str5 = "AAGUQABFAAXUAAAAFAAFAARAFAALAAAA

Brief Overview of the Additional obfuscation used
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Output
MZe*]

An example of this decodes using base64

This confirmed the theory of how the malware was decoding the next stage.

In order to extract the next module, we can copy out the strings and place them into a Python script.

import base6d

#List containing all strings from the malware

textArray = ["TAT1IAAAARAAAAAAAAAAQAAAAARAAUAAMACSDAD8DcGsSHWHOAAAARQBEFcGOGAAAAEAAAABI
output = ""

#Iterate through strings, grab 1st char from each, then 2nd, 3rd etc

for 1 in range (0, len(textArray[0])):
for text in textArray:
try:
output += text[i]
except:

~ontinue
#Base64 Decode the results
outbin = base64.b6ddecode (output)

#Write output to a file

f = open("output.bin", "wb")
f.write (outbin)

f.close ()

Python Script to Decode the Dcrat Encoded Strings

Running this script creates a third file. Which for simplicity's sake is named output.bin

The file is recognized as a 32-bit .NET file. So the decoding was successful.
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Detect It Easy v3.01 - o X

File name

C:\Users\Milhouse\Desktop\dcrat2\output.bin

File type Entry point Base address MIME
PE32 004503fe > Disasm 00400000 Memory map ’T
EE

] . e
Import Resources Strings

Sections TimeDateStamp SizeOfImage Resources
—— Entropy
0003 > 2022-07-24 22:13:08 00056000 Version

Hex

Scan Endianness Mode Architecture Type

Detect It Easy(DiE) LE 32 1386 GUI

library .NET(v4.0.30319)[-]
compiler VB.NET(-)[-]
linker Microsoft Linker(8.0)[GUI32]

Options
Signatures |:| Deep scan About

> Log 349 msec Exit

Initial Analysis of Third .NET File using Detect-it-easy

Stage 3 - Analysis
We have now obtained a stage 3 file - which again is a 32-bit .NET executable.

Luckily this time, there are no references to ConfuserEx or other obfuscators.

Detect It Easy v3.01 - o X

File name

C:\Users\Milhouse\Desktop\dcrat2\output.bin

File type Entry point Base address MIME
PE32 004503fe > Disasm 00400000 Memory map ’T
as|

PE Import Resources NET e
Sections TimeDateStamp SizeOfImage Resources
I Entropy
0003 > 2022-07-24 22:13:08 00056000 Version
Hex
Scan Endianness Mode Architecture Type

Detect It Easy(DiE) LE 32 1386 GUI

library NET(v4.0.30319)[-]
compiler VB.NET(-)[-]
linker Microsoft Linker(8.0)[GUI32]

Options
Signatures |:| Deep scan About
Scan
> Log 349 msec Exit

Initial Analysis of Third .NET File using Detect-it-easy

The entropy is reasonably normal - and does not contain any large flat sections that can indicate a hidden payload.
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Entropy - O X

Type Total Status Offset
Reload
PE32 5.75978 not packed 00000000 0004ee00

Entropy Bytes
Regions

Offset Size Entropy Status
PE Header 00000000 00000200 2.74986 not packed
Section(0)[".text'] 00000200 0004e600 5.77587 not packed
Section(1)['.rsrc’] 0004800 00000400 2.64323 not packed
Section(2)[".reloc'] 0004ec00 00000200 0.06398 not packed

50,000 100,000 150,000 200,000 250,000 300,000 350,000

Save
Close

The lack of ConfuserEx and relatively normal entropy - is an indication that this may be the final payload.

Moving on to Dnspy, the file is recognized as IvTdur2zx

Despite the lack of ConfuserEx , the namespaces and class names look obfuscated in some way.
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lvTdur2zx (3.1.1.3)

EE D
= mKHIR

= PE
D =-B Type References

D =-B References
P {} -

P {} 135
P {} 13
D {} 15k
P {} 164
P {} 172
D {} 171
P {} 1Dz
P {} 1A
D {}

Dnspy view of Obfuscated Functions in the Final Payload

We can jump to the Entry Point for further analysis.

[STAThread]

{
WTq();
¥

The first few functions are mostly junk - but there are some interesting strings referenced throughout the code.

For example - references to a .bat script being written to disk

text = . O+ "\\" + . (10) + ".bat";
contents = . ( [1]
{
"@echo off\r\nw32tm /stripchart /computer:localhost /period:5 /dataonly /samples:2 1>nul\r\nstart \"\" \"",

ZIL3

"\"\r\ndel /a /q /f \"",
text,

Dnspy Overview of Strings in The .NET File
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Since the strings were largely plaintext and not obfuscated - At this point we can use detect-it-easy to look for

more interesting strings contained within the file.

This reveals a reference to DCrat - as well as some potential targeted applications (discord, steam, etc)

00041560 0000001f
00041520 00000014
000415ca 0000000d
000415e6 00000016
00041614 0000000b
00041652 00000011
0004167e 0000000c
000416e1 00000224
00041b2c 000000e8
00041d7a 0000000a
00041d90 0000000a
00041da6 00000015
00041dd6 0000000d
00041e04 0000000d
00041e34 00000014
00041e68 0000001c
00041eb0 0000001f
00041f00 00000029
00041f61 000001cc

\discord\Local Storage\leveldb\

SOFTWARE\Valve\Steam

AutologinUser

/config/loginusers.vdf

AccountName

/steamapps/common

rdscreensize
H4sIAAAAAAAEAFXSTVPCMBAG4B/khYL4cfCglUgipCRtirY3UT7SBoEBLfDrDfbNjB4y7DO72d00eXhQCyeHs1WS5TqwyyjZpeT50i/W24hNJ/ ...
H4sIAAAAAAAEAA3OuwqDMBQAOFIRcg2ImCwiLj7QRbNYCrbolKT1WgWxFCq4SL69PVIwsixSkTIgMUsF2QkLvFWcKRfdRwGZz9wa8ety 1h6EPE...
DCRat-Log#

dd.-MM.yyyy

Saving information...

Work results:

Saving log...

Done! Elapsed time:

Processing stealer plugins [

Processing other information...

[SystemInfromation] Saving information...

ICBfX18gICAgICAGICAGIF8gICAGICBIX18gICAgICAgICAGICAGXyAgICAGICAgXyAgIFOfXyAgICBfFfX19fIAOKIHWGICBCIFOfIF8gXyBffCBBX18gIC...

U
U
U
U
U
U
U
U
U
U
U
U
U
u
U
U
U
U
U

Overview of some plaintext strings contained in the malware

At that point, you could probably assume the file was DCrat and an info stealer - but we wanted to continue my

analysis until I'd found the C2.

In the above screenshot, we noticed some interesting strings that looked like base64 encoding + gzip (the
H4sIAA* is a base64-encoded gzip header).

So we attempted to analyze these using CyberChef.
The first resulted in what appeared to be a base64 encoded + reversed string.
This was strongly hinted by the presence of == at the start.

Recipe Bl E  npu + O35 8=
H4sTAAAARAAEAFXSTVPCMBAGAB /khYL4cFCglUgipCRt1rY3UT7SBoEBLFDrDfbN] B4y 7D072d80eXhQCyeHs IWST Al
quyyJZpeT501 /W24hNT /Sy xnudSurAN+2 12 tVS 2YUSAXtbHTuXF Fra7mZPjcX792BbnRbPQFic2LeBizn+F Tex7rz
/bnuMbbgld+]1WiR1HKhbx6LSpulGUZTEOFUPT

From Base64 @ n

Alphabet

A-Za-z8-9+/= T /18/FAP911IzPfal9vplgmyPp4LKTroDZoF T366a7bY20ix]G6IsIST1UOWAZBZY62cM2YAUBDI fMey+9
/He/X7gLVzDPXgHW/gKbuBbuM9bL+Ea+TvRUOT3yEvAC+4i94]6e
Feuz TNXCRH20XAGPSF 3RRx 5P £ TN+FFRT dwhbyAt 3AKI 16/ /+3cuh5vY1I34491 hFNTHA it
Remove non-alphabet chars [ strict mode ke Tr Raw Bytes & LF
Output B rD m
Gunzip @ n

==QfINHDhZmOiQUQiwSZzxWYmp ] IPNVQiwSZzxWyYmpJITFKISISTiwFdzFmREBCI1IXZkx2bGNNCINXV1IICXEICXORXY|
Wh2YyFWZz]CX71101ickRONVQiwSMET IUWFKISAJOIMIQCICLYo JIUNVTTICL10j IUNIUIWSZ2XWYmp JIHIERIWSZZXWY |
mpjINRFRMICLi4GWRN3RSIVZOSOVZI3Qv1ibgp3VtgVRUVWTFI1QE 1101 gVRUMTiwi 110 IHFEVIWIT9ICXIICKEICK
sJCXSICXtICX6ICXpICKSICXKICK6ICK3ICXSICKGICXEICXIICKs ICX+ICX6 ICXWICKSICXZICXBICKSICXSICXBICK]
BICXKICKSICXBICK6ICKZICKS ICXS ICXEICXNICX S ICKULCKEICK2ICKS ICXAICXO ICKIICKS ICXBICXE ICXWICKSICK|
hICXEICXYICXSICX+ICKEICKTICKSICXMICXEICKUICKSICKeICXEICKVICKSICXoICKBICKHICKSICKFICXEICKAICX)]
sICXFICKEICKIICKSICKpICKBICKSICXSICXgICKE6ICKQICK7I10iQIUDBLISISFiwF fFiwl0IWVHinFLiwFQiwl0iwFR
iWFLiW1Fiwl0iwveiwFLiwlPinl0iwlbiwFLiwFJiwl0iwlWiwFLiwVIiwl0iwldiwFLiwVLinl0iwlViwFLiwVKiwl0|
iwlMiwFLiwV]iwlOiwlaiwFLiwFPiwlOiwlQiwFLiwlIiwl0iwvaiwFLiwlKiwlOiwVOiwFLiwFKiwlOiwvSiwFLiwFL
AWl0iWVNIWFLiW1Xiwl0iwFbiwFLiwFTiwlOiwVMiwFLiwlXiwlOiwFMiwFLiwl0iwlOiwVUiwFLiwl]iwlO0iwlUiwFL)
AWFYiwl0iwlSiwFLiwll iwl0iwFTiwleiofTUI1QTIve

Cyberchef - Base64 + Gzip + Additional Obfuscation

After applying a character reverse + base64 decode . We were able to obtain a strange dictionary as well as a

mutex of Wzjn9oCrsWNteRRGsQXn + some basic config.

Page 16 of 22


https://gchq.github.io/CyberChef/?ref=embeeresearch.io

This was cool but still no C2.

Recipe

From Base64

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars

Gunzip

Reverse
By
Character
From Base64
Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars

https://embee-research.ghost.io/dcrat-manual-de-obfuscation/

®

D Strict mode

®

o

D Strict mode

Input

+O3 e =

H4s IAAAAAAAEAFXSTVPCMBAGAB khYL4cfCglUgipCRELrY3UT7SBoEBL FOrDFfbNI B4y 7D07 2d@0eXhQCyeHs IWS T Al
quyyFZpeT504/W24hND/5yxmudsuraN+zi ztVS2YuSs4XtbHTUXF fFra7mZPicX7 jz0bnRbPF ic2LeBizmiFTex7rZ
/bnuMbbgld+j1WiR1HKhbx6LSpulGUZTE0FUPT
/18/FAP9111zPfal9vplqmVPpaLKTroDZ9FT366a7bY90ixIG6]sISI1UOWAZEZYE2cM2ZYAUBD3 FMey+9

/He /x7gLVzDPXgHW/gKbuBbuMIbL +Ea+TvRuoT3yEvAC+4igd jbe

feur TNX e RBH2OXAGr 5F 38R x50 F TN+FF At dwhhwAt 3AKI 16/C/+3cubhSvY134491 hFNTHA s

i

- 547 Tr Raw Bytes = LF

B0Om::

TAATIAT AT ATATIN:
VTEVTLATZAT AN,
TR, O I, YA AT, VDA VTR, YA

ol LA A R L e L e e R e LA S A A S T A N
LA N A e e e R R e e - e e e N N R e e L A L LR T AR
L R e e e N P e e LA AP S AR RN R
\"E\"}, UTAG: "MUTEX" : "DCR_MUTEX-

Wzjn9oCrsWNteRRGsQXn", " LDTM" :false, "DBG" : false, "S5T":5,"SMST":2,"BCS": @, "AUR" : 1, "ASCFG":"
{\"searchpath\":\"%UsersFolder% - Fast\"}","AS":false, "ASO":false,"AD":false}

Cyberchef - Decoding the "base64" strings

Recipe
From Base64
Alphabet

A-Za-z@-9+/=

Remove non-alphabet chars

Gunzip

But the result was largely junk.

D Strict mode

®

I then tried to decode the second base64 blob shown by detect-it-easy .

Input +ooE =
HAsTAAAARAAEAAZOUWGDMBQABFORCE2IMCwWE L  7QRONYCrbol KTIWgWX FCo4SLEOPVIWs ixSkTIgMUsF2QkLvFHcKRFd
RwGz9wa8etylh6EpEn/ih6ZvaQQHbVd5ojl8qcLZcunnxWCoepASYG5a2lesYANgXFCLMNZ tWt 26bVYDYHENSYPZSwem
S1FjBYRYaETINLQ/SOhKXCO@B/ 0/ TQ2ZbVWBZp3Z46QAAAA=

e 232 =1

Tr Raw Bytes 4 LF

a0m:

== FHAK(6(<-Hwh (% m-48)-WpHS (" UM$ Gew~ d*_@; !g)|"&n._-)$~ m.38X3skHdh" ). |>@c_&Hal>%
(~gk{s(~| t$Fekd"-64GSFTHLhHCSAXP*A_. >NW$_, cd*dW$# , ~d_-Gb_8X | #*~ . 6AHd_hm(6(SM(" ~e

Output

Cyberchef - Failed Decoding of Additional "base64" strings

Recipe
From Base64

Alphabet

A-Za-28-9+/=

Remove non-alphabet chars

Gunzip

Reverse
By
Character
From Base64
Alphabet

A-73-20-9+/=

Remove non-alphabet chars

o

I:' Strict mode

Q

(]

El Strict mode

n

n

1]

Attempting to reverse + baseb4 decode returned no results.

Input + 03§ =
H4s TAAAAAAAEAA3OUWGDMBQABFIRcg2 ImCwt L j7QRBNYCrbolKT1NghxFCqaSLE9PYOwWsixSkTIgMUSF 20k LvFWcKRFd
RwGz9wal8etylh6EpEn/ih6ZvaQQHbVdSoj18gclZcunnxWCoepABYG5a2 leSYANgXFCLmNZ tWt26bVYDYHBNSy Pz Swem|
S1F jByRyaETINLQ/SONkXCoB8/ 0/t Q2 zbvwBZp3246QANAL=

wac 232 =1 Tr Raw Bytes € LF
Output B rD m o
xAw oG Y0 Geuc@=w\ " WLT o800 o jUeNL_y§elwAn¥ngA <
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Cyberchef - Additional failures when decoding strings

At this point - we decided to search for the base64 encoded string to see where it was referenced in the .net code.

Search

HAsIAAAARAAEAA3OUwWqDMEQADFIRc Jr\\C\'ﬂtL|?QFibde(,rL}elK_'FT\Nh'u‘-'}:FCq-iSLE-J 5ixSkTIgMUSF2CY VeKRfdRwiGz9walet 2 or: ng |~ All Files

Using Dnspy to search for string cross-references (x-refs)
This revealed an interesting function showing multiple additional functions acting on the base64 encoded data.

In total, there are 4 functions ( M2r.957 , M2r.i6B , M2r.1vX , M2r.i59 ) which are acting on the encoded
data.

6(Dictionary< ng,

.Uls();

1g[] array = .q2G(dictionary["DCL"],

Viewing Additional layers of string obfuscation using Dnspy

The first function M2r.957 is a wrapper around another function M2r.276 which performed the baset4 and

Gzip decoding.

2(A_0);
({Vema ream memoryStream = new MemoryStream(buffer))

1sing (MemoryStream memoryStream2 = new MemoryStream())

ng (GZipStream gzipStream = new GZipStream(memoryStream, CompressionMode.

gzipStream.CopyTo(memoryStream2);
¥
@string = Encoding. . t g(memoryStream2.ToArray());
bs
b3
eturn @string;

Delving Deeper into an "obfuscation" function.

The next function M2r.i6B took the previously obtained string and then performed a Replace operation based

ona Dictionary
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Recipe AmaE Input + O3 8 =

HAsTAAAAAAAEAAZOUWgDMBQABFORCEg2ImCwt L] 7QRONYCrbol KTIWEWX FCQASLEOPYOws ixSkTIgMUs F2QkLyFWcKRFd

From Base64 @ n 5 .
RwGz9wa8etylh6EpEn/ih6ZvaQQHbvVdSojl8gcLZcunnxkWCoepABYG5a2leSYANgXFCLMNZ tWt 26bVYDYHENSyPZSwcm
Alphabet S1FjBYRYaETINLQ/SOKXCO@8/ 0/ TQ2ZbvwBZp 3Z46QAAAA=
A-Za-2@-9+/= N
e 232 & 2 Tr Raw Bytes 4= LF
Remove non-alphabet chars D Strict mode
Output B |_|:| £ [
Gunzip Q n ==; FHAX(6( <-thwit (% m-4&) -WpHE (" UME Gew™ d*_@; Ig)|~&n._-)$"" m.38X8s&Hdh ). | >@c_&Ha#»%

(~gk(s(~|t#Fekd"-6EGS<FTWEhHCSAXP*A_, >NWS_, <d"dW3#,~d_-Gb_&X | #*~. 6AH_hm({6(SM( ~e

Cyberchef View of Obfuscated String

Interesting to note - is that the Value is replaced with the Key and not the other way around as you

might expect.

( A_@, Dictionary<

9; i < A@. / A_®. 5 i++)

A ©.Trim();

< s > keyValuePair )

A_0.Replace(keyValuePair. , keyvaluePair. DB

Dnspy - Overview of Dictionary-based String Replace

Based on the previous code, the input dictionary had something to do with a value of SCRT

static void 2s6(Dictionary<string, o

.U1s();

Analysing additional string obfuscation using Dnspy

Suspiciously - there was an SCRT that looked like a dictionary in the first base64 string that was decoded.

Output BO®@::

7SCRT™ VLA VA, VIV LR LR, A TQA T E A5 A, A8 E VA, VIV A VTV
A - A N R R N A R S G S N A e S W AN W N N o S W S W A N A T S A S A

A A N R N AN T i A S R N N A e N R R A S o S N D A N N A N A W

A A A 1o R AN A S S A G A S S A AN A G N S S S A S A R N N VA N N
R e e e A A N e I e SN R R LA AN IREACR RIS
R A I A A e R A R A A A A
\"%\"}","TAG" :"" , "MUTEX" : "DCR_MUTEX-
Wzjn9oCrsWNteRRGsQXn","LDTM" : false, "DBG" : false, "SST":5,"SMST":2,"BCS":@, "AUR" :1, "ASCFG": "
{\"searchpath\":\"%UsersFolder% - Fast\"}",“AS":false,"ASO“:false,“AD":falseH

Cyberchef - locating the dictionary used for decoding
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So we obtained that dictionary and prettied it up using Cyberchef to remove all of the \ escapes.

Recipe AEa Input + 0Oz m =

£STRT™ "LV, VIR L LRV VR, VU030, V0LV, ATV 5L AT, Ve
AT ATBTET, AT VTV, IR, I I, VO T, IR, VN
R AT e e e R e A e e A R e AT B AN R LSRR LR b A

Al A0 o RS AL R Tl VR O A L B A A T O o L S T e N S A R T T R Nl
R e e e A R A S R R T R e e R e e L A
IR, LB A, LB T L T, VR A, VT A

Unescape string ® n

me 535 = 1 Tr Raw Bytes 4 LF
Output aoOm:
LUSORT™ 1" 7L 1., "3 1 R 1R, MO, TR T, 1 T, A e e

e s

R

P8

<~

Cleaning up escape characters with Cyberchef

We then created a partial Python script based on the information we had so far. (I'll post a link at the end of this
post)

basetd,gzip

Al = {"3

encoded 2JmCu bH
encoded = strigzip.decompress (basetd.bbddecode (encoded) )}
fobtain the SCRT D

dictionar

i dictionar
encoded = encoded.replace{dictionary[i], i)

Python Script used to decode the string
Executing this result and printing the result - we were able to obtain a cleaner-looking string than before.
Here's a before and after

Output RO@E

==; FHA% (6 (< -#wi# (% m-4&) -WpH$ (" UM$ Gew” d*_@;!g)|~&n._-)$" m.3&X$s&Hdh ). !>@c_&Ha#>%
(~gk(s(~|t$Fekd”-68GS<FTWthHc$dXP*A_. >NW$_, <d*dW$#,~d_-Gb_&X |#*~.6AHd_hm(6(SM(" ~e

Before applying additional text-replacement

============= RESTART: C:\Users\Milhouse\Desktop\dcrat2\decode?.py =============
'==QfiAjTI6ICViwiTIjImVAR2VWPpHZTJUMZ 1Gewl11d90DQvg2Y1RnLOV2Z21ImL3RXZsRHdhJ2L.voDcOR

HaiojlygklIsIyYtZFekdlV6RGSCFTWthHcZdXPIAOLONWZOS5CAIdWZ15ydOVGhORXY19yLE6AHAOhmT 6T

SMIJye'

>>>

After applying additional text-replacement

It was probably safe to assume this string was reversed + base64 encoded , but we decided to check the

remaining two decoding functions just to make sure.

M2r.1vX was indeed responsible for reversing the string.
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( A_@)

[] array = A_@.ToCharArray();

Array. (array);
(array);

Dnspy - Analysis of additional obfuscation (string reverse)

M2r.i59 was indeed responsible for base64 decoding the result.

flag =
result;
(flag)

result =

result Encoding. .GetString(

result;

Dnspy - Analysis of additional obfuscation (base64 encoding)

So we then added these steps to my Python script.

base6d, gzip

e e e L e e g T R e e e I e s

de (encoded) ) )

d.replace (dictior

Updated Python Script for decoding Dcrat

And executed to reveal the results - successful C2!
http://battletw[.]beget[.]tech/

===========—== RESTART: C:\Users\Milhouse\Desktop\dcrat2\decode?.py =============
First round of Decoding:

"==QfiAJI6ICViwiIjImVARZ2VWpHZIJUMZ1Gew11d90DQvg2Y1RnLOV2Z1ImL3RXZsRHAhJ2LvoDcOR
HaiojIygkIsIyYtZFekdlVERGSCFTWthHCZdXPIAOLONWZ05CA1dWZ1i5yd0OVGhbORXY1i9yLEAHAOhMIGT
SMIJye'

Second round of decoding:
b'{"H1":"http://battletw.beget.tech/@==wYpxmY1BHdzVWdxVmc", "H2" : "http://battletw
.beget.tech/@==wYpxmY1BHdzVWdxVmc", "T":"0"}"'

>>> |

Ln: 10 Col: 4

Successfully obtaining the decoded C2 using Python.
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(The URLs contained some base64 reversed/encoded strings and were not very interesting)

Recipe S Input

==wYpxmY1BHdzViWdxVmc
11

Reverse © ==wamelBHszdeVmc|

By

Character Ree 41 = 2
Output

From Base64 o n
requestpublicrequestpublic|

Alphabet

A-Za-z0-9+/=

Remove non-alphabet chars D Strict mode

This C2 domain had only 2/85 hits on VirusTotal

(]
2 @ 2 security vendors flagged this domain as malicious
185
e
battletw.beget.tech
beget.tech

media sharing  spyware and malware  web hosting

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

At this point, we had obtained the C2 and decided to stop my analysis.

In a real environment, it would be best to block this domain immediately in your security solutions. Additionally,
you could review the previous string dumps for process-based indicators that could be used to hunt signs of

successful execution.

Additionally, you could try to derive some Sigma rules from the string dumps or potentially use the C2 URL

structure to hunt through proxy logs.
Links

e Copies of the decoding scripts - https://github.com/embee-research/Decoders/tree/main/2023-April-dcrat
 Link to the original malware -
https://bazaar.abuse.ch/sample/fd687a05b13c4f87f139d043c4d9d936b73762d616204bfb090124fd163c316e/

Source: https://embee-research.ghost.io/dcrat-manual-de-obfuscation/
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