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Qealler — The Silent Java Credential Thief

By David Cohen

Published: 2019-01-17 - Archived: 2026-04-05 14:48:29 UTC

Qealler is a new type of malware that CyberArk Labs recently detected in a spam campaign targeting corporate
mailboxes in the UK. At first sight, it looks to be a simple, harmless file that can be detected by antivirus software.

However, our analysis shows that there’s more to it.

Qealler very efficiently hides a dropper and credential stealing script. Bypassing antivirus protection, it can capture

more than 20 third-party software and Windows credentials and use them to access sensitive files.

In this blog, we’ll share our malware analysis — including insight into the information returned to the attacker. We’ll

also share best practices for protecting against it.

Qealler in the Wild
‘ ) -
5 g 5 engines detected this file & = hd x
v ‘ d730a8d0ee52ab14961a48C0eb04bDE94dI3475a345035p8a 1624490009 1ea31  296.25 KB 2018-06-14 20:13:50 UTC i
1d0a2ef59350975013693a293954a201bbd7 cob8 JAR

jar

Figure 1 Older Qealler samples found, only 5/61 positives on VirusTotal (VT).

Qealler was first detected in August 2018 by J arnes_inthe_box@ [fig. 1] and determined to be mainly hosted on UK

websites. Since it has a very low engine detection rate, as shown in the screenshot above, a lot of antiviruses
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consider it to be a safe file and don’t block it. In short, the door is open for the execution of this malware without
any problems.
[ii]

As seen in the detected samples in figure 2 from URLhaus-—, Qealler disguises itself as a Remittance Advice

File@. URLhaus is a project by abuse.ch with the goal of sharing malicious URLs being used for malware

distribution.

Dateadded (UTC) URL Status  Tags GSB Reporter

2018-10-08 11:52:03 http://159.65.84.42:11666/lib/7z [ Offinc. Il Qcallcr @c_APT_ure
2018-10-08 11:51:04 http://159.65.84.42:11530/lib/qealler c e @c_APT_ure
2018-10-08 11:47:02 https://sparkuae.com/PL_Remittances_Fairburns_pdfjar [ Offline I Gealler | @c_APT_ure
2018-10-07 16:42:02 https://oropremier.com/Remittance_HULWILO11018_PDF jar [ Otfline Il Gealler | Anonymous
2018-09-10 14:50:05 http://acetgroup.co.uk/Remittance.jar s Anonymous
2018-09-10 10:24:06 http://mcgresources.info/Remittance_Advice jar [ Otfiine I Qealler | Anonymous
2018-09-10 09:09:05 http://fschgroup.co.uk/Remittance_Advice.jar [ Offtine I Gealler | Anonymous
2018-09-10 08:42:03 http://webgroup.co.uk/Remittance_Advice.jar [ Offline Il Qcaller | Anonymous

Figure 2 URLs hosting the malware are from UK.

Most recently, we detected Qealler in a spam campaign targeting UK users. As you can see in figure 1, it’s mostly
present as a Jar file, which is a package file format typically used to aggregate many Java class files and their

associated metadata and resources (text, images, etc.) into one file for distribution. It’s acting as an executable

[iv]

running in the Java Virtual Machine
Technical Analysis

Qealler can be difficult to detect because of its high-level and multi-layer self-encryption, which has different keys
for each malware sample coupled with tricky obfuscation in every sub-file. This means that it can decrypt and
compile itself in multiple steps. Basically, using a signature-based approach, as most of the anti-viruses do for this

kind of malware, would not protect against other Qealler samples.

Here we’ll examine the recent sample we found:
61a8b7f9260d163d0f20059bf21d6c55954ee77b0588610bfab4907dd964cfbalv].

The first question is: how do we know it’s a malicious file? Some versions have a really low detection rate on
VirusTotal (VT) [fig. 1]. Moreover, when we ran it for the first time, nothing seemed to happen. If we run it a second

time, a message box [fig. 3] appears. That’s strange for remittance advice.

Let’s see what we can learn from procmon logs about its behavior.
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Message X

@ LRI filedCiUsers/David/Downloads/gealler.jar
URL: file:/C:/Users/David/Downloadsigealler.jar
URL.toExternalForm: file:/C:/Users/David/Downloads/gealler.jar
URlLgetPath: /C:/Users/David/Downloads/gealler.jar
FILE: C:\Users\David\Downloads\gealler.jar
FILE.getAbsolutePath: C:\Users\David\Downloads\gealler.jar
FILE.isFile: true
FILE.exists: true
FILE.length: 68736

OK

Figure 3 What happens when Qealler is run more than two times.

Using procmon, we see that Qealler is trying to communicate with 146[.]185[.]139[.]123:7766, but fails. Indeed, this
IP was already down the day of the analysis. Instead, we’ll try to use the first IP in the table in figure 2 (i.e.,
159].165[.184[.142:11530), which was online at the time of writing this. How can we redirect all the packets sent to

the active server?

@ ProxyCap Co tion O | @y Prox iguration u] X
definition
L. Prosies i+ Provies
I Define your proxy servers "4 D i Y Y <
- Chains .- Chains
g;\;s p ] atrbute gn‘;s
5 ¥ fal)

- Miscellaneous

- Miscellaneous
Proxy Server Properties X Routing Rule Properties >
Display Mame:  [NewServer Action| Progiams | Ports P didhesses |Hostnames Transparts | Mame |
© This nle applies to all destination |P addresses
Type [HTTPR | Carcel o
Hostname I159 6584 42 Help | Specity which destination P addresses this rle applies to
Port [11530 IP Range
NewServer defines 146185199123
as Proxy server [~ Prosy requites authentication
Usemame |
A I Defining rules to redirect every packet with destination IP
[T Use integrated Windows authentication Help I address set to 146.185.139.123 (for all ports) to the NewServer

Figure 4 ProxyCap configuration to redirect IP.

In our case, we use ProxyCap@. ProxyCap enables you to redirect your computer’s network connections through
proxy servers. You can tell ProxyCap which applications to connect to the internet through a proxy and under what
circumstances. This is done through a user-friendly interface without the need to reconfigure any of your internet

clients.

Page 3 of 13


https://www.cyberark.com/#_edn6

https://www.cyberark.com /threat-research-blog/qealler-the-silent-java-credential-thief/

6:28:54.0134474 AM | £ javaw exe 9560 AWTCP Connect  DESKTOP-ARK28HLlocaldomain: 1637 -(IMJE.‘ISE.HB.‘IZS 7766 ) SUCCESS
6:28:54.0155368 AM | £ javaw exe 9560 i TCP Send clalbel0:7300:3100:5830:24f 3.bb 31 cB48:8042.848:c1e1:648. 771 SUCCESS
6:28:54.0742232 AM | £ javaw exe 9560 &4TCP Receive  c0afbef0:7200:3100:9830:2aFLbb 31637 -> 9209:8h7h:4823:c848:8042:848:c 1 1:648: T’Eﬁ SUCCESS
6:28:54.0747038 AM | £ javaw exe 9560 sk TCP Disconnect c0a8:be80:7300:3100:9830:2af 3.bb 31637 > §2h9.80 74373 348:8042:848:c 12 1:648: 7766 SUCCESS
6:28:54. 1405554 AM | javaw exe 9560 44 TCP Comnect  DESKTOP-ARK2EHLlocaldomain: 1638 - 1 SUCCESS
6:28:54.1409708 AM | £ javaw exe 9560 4k TCP Send c0albed0: 7300:3100:5830:2af3.bb 3 fffF: 153 H2/3cl48:8b42 848.c1e1:B48.7766 SUCCESS
6:28:54 2058367 AM | & javaw exe 9560 &aTCP Recsive  c0aBbeB80:7300:3100:9830:2af 3bb3fHF:1638 - BZbB' 8b7b:4823.c848:80b42.848:c1e1:648:7766  SUCCESS
6:28:54. 2064288 AM | £ javaw exe 9560 &aTCP Disconnect c0adbe80:7200:3100:9330:2aF 3bb 3 ;1638 -» 92b9:8b 7h:4823:0848:3b42:848:c 12 1:648: 7766 SUCCESS
6:259:55.0166957 AM | £ javaw exe 7932 A4 TCP Connect  DESKTOP-ARKZ28HL:1640 -> DESKTOP-ARK28HL:163% SUCCESS
6:29:55.0168540 AM W-pcapsvcexe 3092 AaTCP Accept DESKTOP-ARKZEHL: 1639 -> DESKTOP-ARKZEHL: 1640 SUCCESS
£:29.55.0183423 AM T-pcapsvcexs 3092 @aTCP TCPCopy DESKTOP-ARK28HL:1639 -> DESKTOP-ARK2BHL:1640 SUCCESS
6:29.55.0183479 AM T pcapsvcexse 3092 &aTCP Recsive  DESKTOP-ARK28HL:1639 -> DESKTOP-ARK2BHL: 1640 SUCCESS
6:29:55.0183710 AM | £ javaw exe 7932 &8 TCP Send DESKTOP-ARK28HL:1640 -> DESKTOP-ARKZAHL. SUCCESS
6:29:55.0794488 AM 'E- pcapsvc.exe 3092 _&TCP Connect DESKTOP-ARKZ8HL localdomain: 1647 - 1' SUCCESS
6:29:55.0793593 AM 'E- pcapsvc exe 3092 _&TCP Send DESKTOP-ARKZ8HL localdomain: 1641 -> 15565553 SUCCESS
6:29:55 1449660 AM 'E- pcapsvc exe 3052 _&TCF‘ TCPCopy DESKTOP-ARKZ8HL localdomain: 1641 -» 155.65.84. 42 11531} SUCCESS
6:29:55 1449965 AM 'E- pcapsvc exe 3092 &TCP Receive DESKTOP-ARKZ8HL localdomain: 1641 -> 159.65.84 42:11530 SUCCESS
6:29:55.1450188 AM 'B- pcapsvc exe 3052 _&TCP TCPCopy DESKTOP-ARK28HL localdomain: 1641 -» 159.65.84 4211530 SUCCESS
6:29:55.1450220 AM 'N- pcapsvc exe 3052 _&TCP Receive DESKTOP-ARKZ28HL localdomain: 16471 -> 155.65.84.42:11530 SUCCESS
6:29:55.1451808 AM | £ javaw exe 7932 _QTCP TCPCopy DESKTOP-ARKZEHL:1640-> DESKTOP-ARKZEHL:1639 SUCCESS

Figure 5 Successfully redirected packet and received packets!

Configuring ProxyCap is an easy game. You have to define two things: 1.) the proxy server — the destination IP

address where redirected packets should be sent; and 2.) the rule — the indicator needed to spot, according to their

initial destination IP addresses, which packets to redirect . After configuring ProxyCap [fig. 5], let’s try to open the

Qealler file again and check the behavior on procmon.

Congratulations! The redirection was a success and, in return, we received a packet triggering a new set of events

from Qealler. Let’s dig into the huge procmon log for more good stuff.

One thing we like to check before everything else when using procmon is the process create event.

| £ javaw exe
| £ javaw exe

Figure 6 Process created by Qealler.

Qealler created two processes [fig.6]:

12172 &7 Process Create  C:\Users\David“\A4ppDatatLocal\Temp 7z_90996694598 9400906303 1506687658669 exe  SUCCESS

12172 &% Process Create  C:\Users\David AppData®Local\ Temptgealler'pythonpython exe SUCCESS

e ... executable, decompressing another file in the windows temporary folder referred as % TEMP%. The exact

command executed by this executable is:

%TEMP%\7z_<RANDOM_NB>.exe x %TEMP%\_<RANDOM_NB>.tmp -0 %TEMP%
-p "<PW>" -mmt -aoa -y

« exe executed with the following parameters:
%TEMP%\gealler\python\Python.exe %TEMP%\qealler\gazagne\main.py all

Looking at the first process created, it appears Qealler is decrypting a password-protected file using 7z after
receiving a packet from the server. Procmon logs give us more information: Qealler has created four files: three

related to 7zip executable (two dlls and one executable) and the password-protected archive. So, finally, Qealler is

either including those files (using a packer@) or downloading them. The second option seems more logical if we
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look at the size of the malware. First, let’s dive deeper into this archive and then reverse Qealler to understand the

exact way it works.

v T6ME qealler
v 73 MBE python
1.0ME DLLs
3.8 ME Lib
v IJ 25MB [3 Files]
|j 4.0KB Microsoft.VC90.CRT.manifest
[#5] 2B.0KB python.exe
[#] 25MB python27.dIl
v 328.0KE gazagne
172.0KB pyasni
~ [ 156.0KB [1 Files]
P 156.0KE main.py

6.9 MB
6.6 MEB
995.0 KB
3.1 MB
2.5 MEB
1.8 KB
26.5 KB
2.5 MEB
300.8 KB
1445 KB
1558 KB
1558 KB

Figure 7 File tree of the downloaded archive using TreeSize.

7.6 ME
7.3 ME
1.0 MEB
3.8 ME
2.5 MEB
4.0KB
28.0KB
2.5 MEB
328.0 KB
172.0KE
156.0 KB
156.0 KB

384
365

336

29
28

[PE]
mﬁmh

(=10 =T - e =T = = )

100080 5/25/2018
958l | 5/25/2018
134% | 87182018
518% | 8r18/2018
348% | 6/27/2016
02% | 7/29/2008

1.1% 6/27/2016
93850 6/27/2016
42% | 8/25/2018
524 % | 8/25/2018
476 % | 8/25/2018

1000580 5/25/2018

The password-protected archive contains two folders [fig. 7]. One contains a python script called Qazagne and the

other contains the python software with all of the libraries required to run the script.

The script is not called Qazagne for nothing. Indeed, the script is a compact version of the famous credential

recovery tool Lazagne.["iﬁ] The LaZagne project is an open source application used to retrieve lots of passwords

stored on a local computer [fig. 8]. Each software stores its passwords using different techniques (plaintext,

Windows APIs, custom algorithms, databases, etc.). This tool was developed for the purpose of finding these

passwords for the most commonly used software. The output is a list of credentials in JSON format.

Why does Qealler steal all those credentials? Why is it bypassing AVs? Is it a dropper or a packed malware? Let’s

dig deeper.
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Windows

Browser Chrome, firefox, IE, Opera
Chats Jitsy, Pigdin, Skype

DBVisualizer, Postaresal, Robomongo, Sauirrel,
Databases gresq E Sk

SQldevelopper
Games GalconFusion, Kalypsomedia, RogueTale, Turba
Git Git for Windows
Mails Outlook, Thunderbird

D f
S Keepass, Wdigest (mimikatz method)
memaory

SVN Tortoise
Apache Directory studio, CoreFTP, CyberDuck, fileZilla,

Sysadmin FTPNavigator, Open55H, OpenVPN, PuttyCMRDPManager,
WinSCP, Windows Subsystem for Linux

Wifi Wireless Network

Internal

mechanism NET Passport, Generic Network Hashdump (LM/NT), LSA
passwords secret

storage

Figure 8 Lazagne credentials target very similar to Qazagne target [ix],
Reversing Qealler

In order to learn more about Qealler’s inner workings, we decided to reverse it. A JAR archive can be easily
decompressed using different tools (WinRAR, JarExplorer, Java Decompressor etc.). Once decompressed, you get
all the compiled Java class files. The next step is to decompile them with tools like JD-Eclipse, Cavaj Java

Decompiler or JBVD. Let’s apply this to our sample.
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| | Landsale.cpm 8/28/201811:32PM  CPM File 1KB
D Lapped.oba 8/28/2018311:32PM  OBA File 2 KB
D Loaden.dux 8/28/201811:32 PM  DUX File 1KB
D Mallecho.hid 8/28/201811:32PM  HLD File 1KE
D Misdirects.pet 8/28/201311:32 PM  PET File 1KE
Mussaenda.ass 8/28/201811:32 PM  Subtitle File 1KB
D Marcaciontes.unp /28/201811:32 PM UNMP File 1KB
D Megrophiletpi 8/28/20183 11:32 PM TPl File 1KB
D Monassimilation.pen 8/28/201811:32PM  PEN File 1 KB
D Moncircuitousness. lut 8/28/201811:32 PM  LUT File 1KE
D MNonevilness.ech 8/28/201811:32PM  ECB File 1KB
[] Nonlepidopteran.bos Encryptedfileg o018 11:32PM  BOS File 1KE
D Ddontogenesis.ers 2/28/201811:32PM  ERSFile 1 KB
D Oenanthaldehyde.yep /28/201811:32 PM YEP File 1KB
D Chverplying,jud 8/28/201811:32 PM  JUD File 1KB
D Ovibovinae.yus 8/28/201811:32PM  YUS File 1KB
D Teygenizing.ubi 8/28/201811:32 PM  UBI File 1KB
D Pachyrneningitis.rps 8/23/201311:32PM  RP5File 1KB
D Panetela.sam 8/28/201811:32 PM  SAM File 1KB
D Pavoncella.flo 8/28/201811:32PM  FLO File 1KE
| Photopias.noh /28/2018 11:32 PM NOH File 2 KB
| Piezoelectric.class 8/28/2018 2:32 PM__ CLASS File
. Polanese.one 828720181132 PM - Microsoft OneMot... 1KR
D Polygamistic.uri 8/28/201811:32PM  URIFile 1KB
D Precampaign.aor 8/28/201811:32PM  AOR File 1 KB
D Predigests.laz Encrypted files8/28/2018 11:32PM  LAZ File 1KB
@ Prediscontent.log 8/28/201811:32PM  Text Document 1KB
D Protectionist.lum /28/2018311:32 PM LUM File 1KB
D Pseudaxis.arb 8/28/201811:32PM  ARB File 1KB

Figure 9 Content inside the Jar archive decompressed with JavaDecompressor.

At a first look [fig. 9], the files obtained from JavaDecompressor seem weird. There’s only one class file
(com.aglyphodonta.naiadaceous.Piezoelectric) and other files with unknown extensions. In other words, the files

seem to be encrypted.

Let’s focus on the Piezoelectric.class file and decompile it with JBVDE . The decompiled source code obtained
[fig. 10] is quite simple. It uses the ScriptEngineManager object configured in Javascript mode in order to execute

the script defined in the abettors’ variable.
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[ Bytecode Viewer 2.9.11 - https://bytecodeviewer.com | https://the bytecode.club - @Konloch
File View Settings Plugins

Files Work Space
27| Piezoelectric.class
48 com
& agiyphodonta * +
(= i naizdaceous
= | Piezoelectric.dass

com/aglyphodonta/naiadaceous/Fiezoslectric.dass X

ot

ID-GUI Decompiler -Editable: false

1 package com.aglyphodonta.naiadaceous; &
3E import javax.script.ScriptEngine;

4 import javax.script.ScriptEngineManager;

¢ public class Piezoslectric
extends Classloader
EH=N

public static
public static unvaryingly:

public static EngineManager contraorbital;
public static ScriptEngine auctioneers;

abettorsy

Class defineClass (Soring

pytel]

return defineCl Byte, 0, Byte.length) ;

1

public static void main(String[] pararArray0fString)
throws Th

abettors variable contains a seript

|Quick file search (no file extension)
Clexect =

abettors =
unvaryingly
Contraorbital - new poriptEnginelanager (1
e 25 auctioneers 3 Gontracrbital.getEnginesy]
earch from | All_Classes - 26 euumneemaneccnm o
27 }

Loc

va.lang.Byte[('TE'+'PE')]; OO (Tq'+7ua.en '+ CeEp 4 Tl 49214 Tead 41T 4 OF 41 Tea +IQT 41+ 0NS.5 '+ Tand +1ar |+ TBOOT 4 'STral £1p. '+ Bl +leadez ) 000!

unvaryingly contains script's type

- ) Executing the abettors JS script
Search string:

[Jexact Java objest to execute non-Java script
Search

# Root

Figure 10 Decompiled Piezoelectric file.

The serious part begins now. The JavaScript part [fig. 11] is our key to decrypt some of the encrypted files in the
archive. As you can see in figure 11, it is obfuscated. Nonetheless, the main function calls (purple) and their
definitions in the java documentation suggest that it’s a decryption process and you can identify the decryption key

as well. The variable [fig. 11] in green contains everything:

¢ Decrypted class package name: enterprise.reaqtor.reaqtions.standartbootstrap

e Decrypted class name: Header

¢ File to decrypt: com/agliphodonta/eparchies/Reticulatocoalescent.ski
 File size in bytes: 6251

¢ Decryption key: xml1JzxHQcBFVSiJ
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0000000000000 = java.lang.Byte[{('TYPE")];

2 Q0000000 000000=( "qua.enterprise.reagror.reagtions. standartbootstrap. Header ') 7
3 00oo0oD00o0000=java.lang.Class[{('forName ') ] {{'com. aglyphodonta.naiadaceous.Piezoelectric'))
4 OOODDDGODODO:OOGDODOOODGDDD[{ getClassLoader')1({),
] CO0oo00o00oo0 [0]
3 ODOOOODODODD=OOODDODDOOODDO[ s
7 Qo00000000000=000000000000004+ (' . " y +000000000000 ¢
g Coo00000000000=00000000000000[2] / Reading each element of the structure
= CCCoooCoooColC0=Co0Coo0oolCoC[1] ; to pass them as parameters
10 Coo00o000000000=0000000000000[2]
11 000000000 000000=000000000000000[L] ;
12 CoCoCooolool=000000000000l[32] ;
15 {(CCCooooloolCC0 , OoooC0ololC000o) ¢
14 CCooolCoCooC=00000000000000 7
3 ] CoooCCCooolo=(" /") +000000lo000Col00[0] -
16 Q0000000000 000=000000000000 [ (' getResource ') ] {OooolDOooo00) ;
16 CooCCCoCCCo0o0=C0000000C0000000 openStream')] () -
18 CCCCoooooooCol=new java.io 5
18 Co0CoooooooCo0[ (' readFully! function ca"S
<d _ e )] MRS s ey
21 G Y T
22 000ooo0ooo=new javax.crypto.spec ('AE
23 CCCoC0ooCool[('initc') ] (javax.crypto. EURL G MO OODDGODDD) z
24 CCoCoColloooo=00000000Cool [ ("doFinal ') ] (C00Co00)
25 000000000000l = {(00ooDoDD0ooooo[ {"getConstruglr')]1{)) [{"newInstance")] ()
26 C0oooo00o0oCl=0000Co0o0oolo0 . defineClass ( Ogif CCo0oCoCo , C0ooCol0oo0o )
:j . Structure containing all the
28 if (CO00000ooolooo == Col0C0CCoColo) CogghoCoollo=C0oooooloooCl; 7
. important element
30 ions.standartbootstrap'), {('Header'),[L
31 Y, ' .noc-fixed"}],[
32 cent . ski'") ], [
23
39
35 for (CooCCOCCCC0o=0 QoolCCoC0000<C00oooC0o0o0ol] (' lengthn') 1 CoolCOo00000++) {
36 T CoCoCC0oCoo (CO0o00oC 0000000 [ CoolCOoCo00o] ) ¢
37 Lz
38 Oooooolool0o [ ("newInstance') ] () 7
39

Figure 11 JS script embedded in the main java class.

So, now we have everything. The script decrypted the file com/agliphodonta/eparchies/Reticulatocoalescent.ski
using AES-256 with the key xml1JzxHQcBFVSilJ.
The decrypted file (with a file size of 6256 bytes) is saved in a file called Header (also the name of the class) in the

package qua.enterprise.reaqtor.reaqtions.standartbootstrap. Finally, the class is instantiated and executes the

constructor and main function of the Header Class.

Now that we understand the behavior, we can easily write a function that does the same thing and save the decrypted

file in order to be able to read it.
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1 Epubﬁa* R R R A T R S R PR e T TV
2 H try {

3 | JecretKeydpec skeydpec = new SecretKeydpecl{key.getBytes(), "2E3");

4 | Cipher cipher = Cipher.getInstance("AE3");

5 | cipher.init{Cipher.DECRYPT_MODE, new SecretKeySpec(skeySpec.getEncoded(), "2ES"));:

6 | byte[]l original = cipher.doFinal({encrypted):

% | return original;

A | } catch ...

. ...

10 1 return null;

11 4y

= L

iz 37 public static woid main(String[] war0) throws Throwahle {

14 // Reading data from the same file

A5 DataInputStream dataln = new DatalnputStream{new FileInputStream({”\‘\com'\zaglyphodonta'ieparchies\\Reticulatocoalescent. ski”))
16 String key = new String{ anllTzxHOcBFVELT") ;

17 byte[]l buffer = new byte[fZ56];

18 dataIn.read(buffsr); Input parameter for the decryption function
19

20 DataQutputftream dataOut = new Datadutputdtream(new FileOutputdtream(“Header.clasa™)):
z1

2z dataout.write({decrypti{key, buffer));

A datatut.close() ;

=7

z5 }

26 1

Figure 12 Script to decrypt the Reticulatocoalescent.ski file.

The output of our script [fig.12] is a java class called Header. It contains a map. By changing the source code a little

to look at the content stored in the map object, we discovered that it stores all the remaining encrypted files and their

original file names. It was not clear at first because it uses the map to decrypt only three files (Head, Loader$1 and
Loader$1$1) out of a lot of files.

Another important point is that there are not only AES encrypted files this time (using a different key than before),
but also a Gzip compressed file. Even with the high obfuscation, we can still identify the next decrypted class that

will be instantiated afterwards (aka Head class).

Now that we know the map contains all of the remaining files, what happens if we can do it all over again, but this

time add in some code to save all the files in the decryption function? We tried and obtained something astonishing.
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Figure 13 Files obtained decrypting all the content of the map.

The result is, as you can see [fig. 12], very obfuscated. Moreover, a lot of obfuscation mechanisms are used: useless
functions with long and closed names; functions that return the object itself; filenames above 256 characters, which

cause problems with a lot of software (including Windows Explorer); etc.

We could have spent a lot of time refactoring and simplifying the code to have something that can at least be
compiled (though still obfuscated), but instead we chose to analyze the malware’s behavior based on the static

analysis (i.e., looking for static analysis’ indicators in the reverse source code).
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public enum I1ITI111TTITI1ITITIIT1I11ITITITIIII1I2I1T111TITIAIIITINIIIITIIIN1]
{

LTI T LTI T T TI T DI T T L TITITLITITITITLITITITITIITTLITITIL("OUID", 0, "2a898bc98aaf6c96f2054bbleadc9848eb7763303%e9e9ffd833184ce553fedb"),

T TTITITTITTITINITTITITATTLITIITINTIIIITITITIIITITILL ("REPORT ORL", 1, "d7c363a2019dac744cf076e11433547a47907e2c2f781e2d1c8F59240c57dd03"),

LT0ATTT I T ITT T A I TTITIT ITITAITTITTILITITIITIITIITITINANICTITIINNIL("LIB 7Z URL", 2, "8e65437409feadb2alf3125f1c0f552080edb4celailebl4698chbEd0ablSbbed"),
TONTTII T NI T DI TT I TTT NI I TITTITTIITIITITIITITINNNI) ("LIB QEALLER URL", 3, "0el0ad6938394f2466b192dBF29217ad39155b8a3a082b6412048f4a12126b3b");

Figure 14 Encrypted URL found in the source code.

Let’s quickly look at those files to see if something can help us. In this type of malware, you’ll usually look for the
next stage it will download from a URL or unpack from within. Indeed, figure 13 contains the variables found in one
of the obfuscated files. Clearly, we can detect two important variables: LIB_7Z_URL and LIB_QEALLER_URL,

which prove that Qealler is a dropper.

Thanks to our knowledge of the behavior so far, in the Head file, which is the real main class, we easily spotted the
part of the code responsible for downloading 7z and the Qealler archive from the server [fig. 13], decompressing it
and executing the python Qazagne script. Moreover, after the execution of the script, Qealler is looking for #ff# and

#fs# strings in the output of the python script.

Interestingly, that is exactly what we got: a JSON format output with those strings at the start and the end of the
output. These are clearly not correct JSON syntax and so there must be a difference between the original Lazagne

script and this compressed and fake one. All the important information is between those tags.

The next step is to send them to the server. From there, we got everything from the script : the JSON is encrypted
using AES 256 bytes again with another key and the packet data will contain “output=XXX” with XXX being the
encrypted message. We found it on Wireshark and using decryption on it with the key found by reversing Qealler

gives you the exact content of the JSON.

Mitigation

So how do we protect against similar threats? A multi-layer protection strategy is best.

An updated and well-configured antivirus solution should be your first wall of defense. While an antivirus will
detect and block some threats, dynamic, rapidly evolving and highly obfuscated threats like Qealler will likely go

undetected.

Case in point: In June, only 5 out of 61 well known and widely deployed AV engines detected it as a threat [fig.2].
As Qealler’s old samples signatures are being added to AV databases, Qealler can still improve and reinforce its

obfuscation mechanism so that it can continue to bypass AV signatures.

Moreover, AVs and a lot of protection tools have been built to block known attacks and attacks using the same

techniques, but cannot block new attacks. As a consequence, AVs are clearly not enough.

Qealler executes a python script targeting sensitive resources. Having defense in depth on the endpoint is a good
way to prevent this kind of new attack. For example, solutions like CyberArk’s Endpoint Privilege Manager (EPM)
can protect endpoint credential stores that reside in memory, registry or files. EPM also has the ability to block
lateral movement like Pass-the-hash, Pass-the-ticket and more. With this product, it does not matter if the malware

bypasses traditional security protections: you can rest assured that critical resources are protected.
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