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 Tool: EAGLEDOOR

Names EAGLEDOOR

Category Malware

Type Backdoor, Info stealer, Exfiltration

Description
(Trend Micro) Earth Baxia also used a new backdoor named EAGLEDOOR, which supports
multiple communication protocols for information gathering and payload delivery.

Information
<https://www.trendmicro.com/en_us/research/24/i/earth-baxia-spear-phishing-and-geoserver-
exploit.html>

Last change to this tool card: 23 October 2024

Download this tool card in JSON format

All groups using tool EAGLEDOOR

Changed Name Country Observed

APT groups

  Earth Baxia 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=a58df191-062c-4ff5-ad70-c5d66ac711cc
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