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Key Discoveries

Page 3 of 23




https://www.group-ib.com /blog/gtfire-phishing-scheme/

GTFire abuses Google Firebase (web.app) to host phishing pages at scale.
Google Translate is used as a phishing shield to evade detection and filtering.

Over 120 unique phishing domains and more than 1,000 organizations are observed to be
impacted.

Redirection from fake login pages back to legitimate brand sites often leave victims none the
wiser that their credentials have already been stolen.

Victims span 100+ countries and over 200 industries globally.

Who May Find This Blog Interesting

Cybersecurity analysts and corporate security teams
Malware analysts

Threat intelligence specialists

Cyber investigators

Computer Emergency Response Teams (CERT)

Law enforcement investigators

Cyber police forces

Group-IB Threat Intelligence Portal: GTFire

GTFire threat actor and phishing scheme
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Victimology

Country (Top 5) Industries Targeted Total Victims

Mexico Manufacturing, Education, Government 385

United States Multiple 101

Spain Multiple 67

India Multiple 54

Argentina Multiple
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Infrastructure and Techniques

Abuse of Google Firebase Hosting (web.app)

Domain Generation Patterns
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Randomized alphabetic strings of 6-10 characters

Alphanumeric combinations designed to evade simple blocklists

Google Translate as a Phishing Shield

Google Translate - Website Translation Mode
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Obfuscation of the final phishing destination.

Increased trust due to the use of Google-owned domains.

Reduced likelihood of blocking by email and web gateway security controls.
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Internationalized Domain Name (IDN) representations encoded in Punycode

Google Translate proxy subdomains

Dynamically generated path segments

Page 11 of 23




https://www.group-ib.com /blog/gtfire-phishing-scheme/

The initial link
Victim clicks a translate.goog URL distributed via phishing messages.

Google Translate proxy layer
The request is processed by Google Translate's web translation service, which rewrites the URL
and forwards the request through Google-controlled infrastructure.

Intermediate translated domain
The browser resolves encoded and translated domain names (including IDN/Punycode variants),
further obscuring the true destination.

Final destination on Firebase (Primary Request)

The request ultimately resolves to the phishing page hosted on Firebase (see below). Even at
this stage, the Firebase domain only becomes visible in network traffic or browser developer
tools, not necessarily in the address bar during earlier steps.

Google Translate URL
https://gxvv3mrr1-xn--wtsyr9q6-xn----cla2cj-xn----plai[.]translate.goog/mon9K20E/KvQk3/Y6l

Intermediate Translated Domain
https://gxvv3mrr1-xn--wtsyr9qb6-xn----cla2cj-xn----plai-translate.xn--c1a2cj[. ]xn--plai/Cz
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Primary Request on Firebase https://it1lhz.web[.]app/host:-%20%201ogin.:45927+& x_tr_sl=p.

URL Obfuscation and Encoding

Credential Harvesting Workflow

The victim enters their username and password.

The phishing page displays an “incorrect password” message.
Credentials from the first attempt are silently exfiltrated.

The victim is prompted to re-enter their password.

Credentials from the second attempt are also harvested.

The victim is redirected to the legitimate website of the impersonated brand.

Page 13 of 23




https://www.group-ib.com /blog/gtfire-phishing-scheme/

Data Exfiltration

Victim email address

Country of access

Browser language
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GET /myown/A11l-in-1.php=user=&pass=&pass2=&visit=&lang= HTTP/1.1

Command-and-Control (C2) Infrastructure
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Date

Language

Targeted service or brand
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Conclusion

Recommendations
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For Organizations

Implement phishing-resistant MFA
Monitor for brand impersonation on trusted cloud platforms

Educate employees about Google-based phishing techniques

For Security Teams

Correlate URL patterns involving translate.goog and web.app

Share IOCs across industry and CERT communities

Frequently Asked Questions (FAQ)

What makes GTFire different from typical phishing campaigns?

Why is Google Translate used in this scheme?

Are only Latin American companies targeted?

How does redirection to the real brand website reduce suspicion? ~
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Group-IB Fraud Matrix

Indicators of Compromise (I0Cs)

Network IOCs

jnhwzs[ ]fyi

gnpnial.]lat

Network Indicators

*web.app with Google Translate redirects

File Indicators

All-in-1.php credential collection scripts
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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