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&2 Tool: Allakore RAT

Names

Category

Type

Description

Information

Malpedia

AlienVault OTX

Allakore RAT
AllaKore

Malware
Backdoor

(Talos) Allakore is a Delphi-based RAT first observed in 2015. This RAT has been used by
SideCopy extensively, along with CetaRAT.

<https://s3.amazonaws.com/talos-intelligence-

site/production/document files/files/000/095/591/original/062521 SideCopy_%281%29.pdf?
1625657388>

<https://github.com/Anderson-D/AllaKore>

<https://www.seqrite.com/documents/en/white-papers/Seqrite-WhitePaper-Operation-

SideCopy.pdf>
<https://blog.talosintelligence.com/2021/07/sidecopy.html>

<https://blogs.blackberry.com/en/2024/01/mexican-banks-and-cryptocurrency-platforms-

targeted-with-allakore-rat>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.allakore>

<https://otx.alienvault.com/browse/global/pulses?q=tag:allakore>

Last change to this tool card: 06 March 2024
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SideCopy 2019-Mar 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2e02e633-0429-4966-8cea-f19b782da97b
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