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SHA-1 malware

B3094794A9D2A5C16D0A95D236FB1FAAD6973F8E

5329EFEA85D725228FCCFA39494EFDO86FA786(C4

AF12FD706F24B5296916FD85AF815541CC8FB310

B56122668F30F678D60753EE4D13EBESETE2F395

0C8F24DAA4489329DOCDD4A82B3B45DAD14CA024

FC7DCOECF1E2B931EAB2B653070CAEAESFC78BEB

AF5F9CD45757F928E5BCCHF50BCD62AAB50119C1

F18BA69C54664E0BC801E9DE4AD7096DD3BAEC3BS

Filename malware

SynTPHelp.exe

DSBTray.exe

tvw32.exe

chrmtsp.exe

nvstregs.exe

RAVCp6b4.exe

fsnotifier32.exe

RdrCER.exe
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Legitimate

App

Synaptics
Pointing
Device

Driver

HD Audio
Background

Process

Intel USB
3.0 installer

Tencentdl

Windows
Installer
Table

Creator

Java
Platform
SE 8 U131

Google
Update

Core

Google
Crash
Handler

Possible legitimate SHA-1

40DAFOE93B2F6C7DAGA48DACH5113C19B993(

2FEAE85AA80C64E3AC75B25C58246DFB7618¢

22C4F55BBA23E9B886923784E7BABSEI5SC33I

7D6AFAC88CD869BFADB8ED40TEAF652FE75B(

B2824928A60B3C129E257F16F41CDD5DD236!

2D3452A5B430F 3DCDBEDBEAA78CCFAREQE3T(

14FDFFEB640F897C120870155F7FB2C8EA62)

ACD6F130238FE953ECA23CC3C3C596384CAB!
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BDC58CFB499E96695386B722053B52AF66EA3372

09448ADB01064F9EIECC38B8274FA7D7AF6C9423

919C812C524EAE95781E64FEIBIB035542727FD0

(8458A1568639EA2270E1845B0A386FF75C23421
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nvsmartmaxapps.exe

runnerw32.exe

MagicTransfers.exe

nvstviews.exe
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NVIDIA
nView
Toolbar

NVIDIA
GeForce
3D Vision

NVIDIA
Uninstaller
Utility
(unsigned)

ALPS
Setup

3032C3AF72C4462EF7587CCB5732D6B579B8!

633E8B759929B35A19D9424DFDA4512176C4!

738020EBFDAEBES9F7FOAECBACIDCBEE3CAG:

B1C248AD370D1ACE6FA@3572CETAED297E 14/



