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Description(Menlo Labs) The term “Soc” in the “SocGholish” framework refers to the attack’s use of social
engineering toolkits masquerading as a software update. Thus far, Menlo has observed this particular framework

using several social engineering themes that impersonate browser updates (Chrome/Firefox), Flash Player
updates, and more recently, Microsoft Teams updates.

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=9da2592e-91a9-4ee1-a05e-fe50fb16bffe
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