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&3 Tool: ADRecon

Names ADRecon
Category Tools
Type Reconnaissance

ADRecon is a tool which extracts and combines various artefacts (as highlighted below) out of
Descrini an AD environment. The information can be presented in a specially formatted Microsoft
escription ) . } ) . . .
Excel report that includes summary views with metrics to facilitate analysis and provide a

holistic picture of the current state of the target AD environment.

Information  <https://github.com/adrecon/ADRecon>

Last change to this tool card: 29 November 2023

Download this tool card in JSON format

All groups using tool ADRecon

Changed Name Country Observed

APT groups

l» Subgroup: Scattered Spider [Unknown] 2022-Aug 2025 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=018bbbb7-5573-4940-b13c-8ff6eb2f3aeb
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