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Killada
Killada Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe/ b IMpyeT JaHHbIe TI0/Ib30BaTe el C IIOMOIIbI0 KoMOuHarmK anroputMoB ChaCha20-
GNACH, a 3atem Tpebyert Boikym B 0.1111 BTC, uto6bl BepHyTb Gaitibl. OpurrHanbHoe Ha3Banue: Killada
Ransomware. Ha c¢atine Harmicano: killada.exe.

OO0HapyxeHHs:

DrWeb -> Trojan.Encoder.44675

BitDefender -> Trojan.GenericKD.79799674

ESET-NOD32 -> Win64/Filecoder.ALU Trojan

Kaspersky -> Trojan-Ransom.Win32.Encoder.agut

Malwarebytes -> Ransom.FileCryptor

Microsoft -> Trojan:Win32/Wacatac.B!ml

Rising -> Stealer.Greedy!8.133BA (CLOUD)

Tencent -> Win32.Trojan-Ransom.Encoder.Nqil

TrendMicro -> TROJ_FRS.VSNTCV?26

© I'eneanorus: poacTBo BbisicHsieTcsa >> Killada

IDR IDENTIFIED

Caiit "ID Ransomware" Killada moka He uzieHTUGUIUPYET.

Nudopmanus s uaeHTHPUKATAN
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AKTHBHOCTb 3TOTO KPHUIITO-BbIMOT aTe/Isd Oblna B KOHIIe MapTa 2026 T. OpI/IEHTI/IPOBaH Ha aHIJIOA3BIUHBIX

T0Jib30BaTesield, MO>KeT pacrlpoCTPaHIThCS TI0 BCEMY MHDY.

K 3ammmdpoBaHHbIM (hatinaM 00aB/sieTcs paciiupeHe: *HeT JaHHBIX*,

3anmcka c TpeboBanveM BeiKyma Ha3biBaeTcsi: KILLADA_README.txt

0.01111 BTC

AN WSO A L B X SADR TP H I OC TR 10 N L

T Tiewill wed el eilereise,

EAEL AL Wik ANF FEVEE WELA NE 4 Biid

I, Buumanue! HoBble 3/1eMeHTBI H/eHTH(DUKAIMN: PaCIIIUPeHHst, email, 3aTicKu 0 BBIKYTIe MOKHO HaWTH B

KOHIIe CTaThbH, B obHoBeHusx. OHU MOI'yT OT/IMYATbCA OT I1IepBOI'0 BapMWaHTa.

Texanueckue aeranu + I0C

Mo>KeT pacripoCTpaHAThCS MyTEM B3/I0Ma uepe3 He3alluileHHY0 KoHburypaiuio RDP, ¢ momMoiipio email-criama
Y BPEZIOHOCHBIX BJIOXKEHWH, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIJIOWTOB, BPe/JOHOCHOM PeK/Iambl, BeO-UHKEKTOB,
(banbIMBLIX 0OHOB/IEHUH, TIePeNaKOBAaHHBIX U 3apaKEHHBIX MHCTA/UIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI
pacIpoCTpaHeH s KPUITTOBLIMOTaTe el Ha BBOAHOU CTpaHuLle biiora.

!, Buumanue! Ec/m BBl ITpeHeOperaeTe KOMIUIEKCHON aHTUBMPYCHOM 3alliUTOM Kiracca Internet Security v
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Total Security, To xoTst ObI fie/aiiTe pe3epBHOe KOMMPOBaHVe BaKHBIX (aiiioB o Metozy 3-2-1.

Cnucok Tunos ¢aiinios, nogsepramomyxca mugpoBaHUIo:
310 gokymenTsl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, dhoTorpaduu, My3bika, BUIEO,

(hatinbl 06pa3oB, apXUBHI U TIP.

®daiisbl, CBsA3aHHbIE € ’TUM Ransomware:
KILLADA_README.txt - Ha3BaHUe (aiina c TpeOOBaHKEM BBIKYTIA;

killada.exe - Ha3BaHHe BpeZoHOCHOTO (haiina.

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBA3dHHbIE C 3TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IHM30B.

MpBI0oTeKChbI:

CM. HIKe pe3y/ibTaTbl aHA/IN30B.

CeTteBbie NOAK/TIOUEHUA U CBA3HU:

Tor-URL: killadaayyuzdshwskrnsvh5owzuwadyj7gs2vbhkcjpfslrplfgwwqd[.]Jonion
killadaxczzw3wnuaxkygib671k2qkgnki4gyjqoo76vh53egitoyaqd|.]Jonion
killadax36r6bbb3md67ekcfv5yasdlnoaklyag66otdtefa32ywgnyd[.]Jonion
killadahaynpqrkppe2m2tgindbruaeiefzr7pm3cp47tzohhhnogwad|.]Jonion
killada7qgdpvzpezjxaa64b47bz47hzbn6oql5aadlppzzwymnukqqd[.]Jonion
killada5556ahpb4cwmatv5qpzku2qmdlwawshtykpq37cvfva7zjhid[.]Jonion

Email: -
BTC: -

Cwm. HiKe B OOHOBJIEHUSIX [IPYTHe ajipeca v KOHTAKThL

PesynbTarel aHa/IM30B:
IOC: VT, HA, IA, TG, AR, VMR, JSB
MDS5: f444568cedf788ef157356fea05bcc49

SHA-1: d449bd9a79062729e9a60064ed32ca8669d4a525
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SHA-256: 75c4d15bddcd401088d1a9f0a3364382482ea0689427526a5d0919b375a9779¢
Vhash: 055066655d155d055095zb00793z5hz6fz

Imphash: 53b37¢3b9f37d7f06071a7dd9d5e5333

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

Nudopmanys nononHsietcst. [Iprckuiaiite 06pasiibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

OG6HOBNEHUH He OBIIO UK He 00aB/IeHbI.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http://
T

Read to links:
Message + Message + Message

Write-up, Topic of Support

*k%k
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Thanks:
Bitshadow
Andrew Ivanov (article author)

*kk

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Exitium

Exitium Ransomware

(mmudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe b MndpyeT JaHHbIe TI0/Ib30BaTe el C ITOMOIIbI0 KoMOrHaLyu aaroputMoB AES+RSA, a
3aTeM TpebyeT BBIKYTI, UTOObI BepHYTH (aiiibl. OpurrHaibHoe Ha3BaHue: Exitium Ransomware. Ha datine
HanycaHo: HeT JaHHBIX.

O0OHapyxeHHs:

DrWeb -> Trojan.Encoder.44626 / same

BitDefender -> Gen:Heur.Bodegun.23 / same

ESET-NOD32 -> Win64/Agent_AGen.EMB Trojan / same

Kaspersky -> Trojan-Ransom.Win32.Encoder.agqi / same

Malwarebytes -> Ransom.FileCryptor / same

Microsoft -> Trojan:Win32/Qwexlafiba!rfn / Ransom:Win32/Genasom

Rising -> Malware.Undefined!8.C (TFE:5:eGHwWIbSYQU) / Ransom.Encoder!8.FFD4 (CLOUD)
Tencent -> Malware.Win32.Gencirc.14abd114 / Malware.Win32.Gencirc.14abf139

TrendMicro -> Ransom.Win64.EXITIUM.THCBEBF / same

© T'eHeasiorusi: pojCTBO BhbisicHsieTcA >> Exitium

IDR IDENTIFIED
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Caiit "ID Ransomware" Exitium noka He WZeHTU(ULUPYET.
Nudopmanus ansa uaenTuGuKanuu

AXTHBHOCTb 3TOTO KPHUMITO-BBIMOTaTe Ist Ob1a B KOHIe MapTa 2026 1. OpreHTHpOBaH Ha aHIJIOSN3bIYHBIX

T10Jib30BaTesield, MOXKeT paclpoCTPaHIThHCS [0 BCEMY MUPY.

K 3ammbpoBanHbIM (atinam no0aB/seTcs pacivpeHye: .exitium
3amumcka c TpeboBanueM Beikyra Ha3biBaeTcsi: YOU ARE UNDER ATTACK!.html

@ Bxaumanue! HoBble 3/1eMeHTbI I/I,E[EEHTI/ICl)I/IKaL[I/II/IZ pacinrpeHusd, ernail, 3aIlIMCKH O BBIKYII€ MOXXHO HaWTH B

KOHILIe CTaTbH, B obHoBnenusx. OHU MOT'YT OTJIMYATbCA OT IepPBOT0 BApUAHTA.

Texunueckue aeranu + I0C

MoxkeT pacnipoCTpaHsSIThCs MyTEM B3/I0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momotisto email-criama
Y BPe/IOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UH)XEKTOB,
(hanbUIMBBIX 0OHOBJIEHUM, TEPETIAKOBAHHBIX U 3aPaXKEHHBIX UHCTALIATOPOB. CM. Takke "OCHOBHBIE CIIOCOObI

pacrmpoCTpaHeHusl KPUIITOBBIMOTaTe el Ha BBO/IHOM CTpaHuIle biiora.

I, Buumanme! Ecnu BbI IpeHe6peraeTe KOMILIEKCHOM aHTMBMPYCHOM 3aluTol Kiacca Internet Security um

Total Security, To X0Tst OBl [jesiaiiTe pe3epBHOe KOMMPOBaHUEe Ba)KHBIX (aliioB o MeTony 3-2-1.

Cnucok TUnoB (aiisioB, mojBepraomuxcsa mudpoBaHUIo:
910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.
daiiibl, cBA3aHHBIE ¢ 9TUM Ransomware:
YOU ARE UNDER ATTACK!.html - Ha3BaHue ¢aiina c TpeboOBaHHEM BBIKYTIA;

<random>.exe - c/iyyaiiHoe Ha3BaHHe BPeJOHOCHOTO (haiina

Pacnosioxxenus:

\Desktop\ ->
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\User_folders\ ->
\%TEMP%\ ->

3anucH peecTpa, CBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3ysbTaThl aHaIl30B.

MpbloTeKchbI:

CM. HuKe pesy/bTaThbl aHA/IM30B.

CeTeBbIe MOAK/IIOUEHUA U CBA3HU:
Email: -
BTC: -

CM. HIDKe B 0OHOB/IEHUSIX IpyTHe afipeca U KOHTaKThI.

PesynbTarel aHa/1M30B:

MD5: 21e3ee033f416297165ed67f68382e3f

SHA-1: 4d65238e1b1013a769824320b3b7d26905590fc8

SHA-256: c369df262b5c786b950a0e412cd93a9da%9a22e0048dcc8ff88197a3f3d2266e5
Vhash: 085066655d155555519289122326055213z25za7z

Imphash: 3fd8e3eb9785b233860b41f061374cc6

MD5: 6a0a21bf4£3140148bdf905a20446820

SHA-1: 4ab3a3f85198cb8a18b0c5923abed054c2a85bla

SHA-256: 522c9f8d614818b2c0489763144648fcfdf7202f1e9c413f59683fa23373b7ea
Vhash: 085066655d1555555192891223z6055213z25za7z

Imphash: 3fd8e3eb9785b233860b41f061374cc6

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

Wudopmarnus gornosHseTcs. I[Tpuckuiaiite o6pasibl.
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=== JICTOPUSI CEMEVICTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

OG6HOBNeHHUH He OBLIO UK He 00aB/IeHbI.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http://
T

Read to links:
Message + Message + Message
Write-up, Topic of Support

*k%k

6
Thanies

-

Thanks:
Bitshadow

Andrew Ivanov (article author)
*%x%

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Reynolds
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Reynolds Ransomware

(mudpoBanbIMK-BbIMOraTe/ib) (MePBOMCTOYHHUK)

Translation into English

OTOT KPHITTO-BbIMOTaTe b IH(PYeT JaHHbBIe M0/Ib30BaTe/el C TOMOLbI0 KoMOuHatun anroputMoB AES+RSA, a
3aTeM TpebyeT BBIKYTI, UTOOBI BepHYTh (aiibl. Vicnons3yeTcs Texarka BYOVD (Bring Your Own Verificant
Driver) a/ist 06x0/ia Cpe/iCTB 3allUThL

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.44391

BitDefender -> Gen:Heur.Ransom.Imps.1

ESET-NOD32 -> Win64/Filecoder.Slug.A Trojan

Kaspersky -> Trojan-Ransom.Win32.Gen.cfmt

Microsoft -> Trojan:Win32/Etset!rfn

Rising -> Ransom.LockFile!8.12D75 (LESS:bWQ10vC9sq3WKwGWpQ415F43DMU)

Tencent -> Win32.Trojan-Ransom.Gen.Ckjl

TrendMicro -> Ransom.Win64.REYNOLDS.THBAABF

© TI'eHeanorusi: poACTBO BbIsACHsIeTCS >> Reynolds

IDR IDENTIFIED

Caiit "ID Ransomware" 3T0 1oka He WeHTU(ULpYeT.
Nudopmanus s uaeHTHPUKATAT

AKTHBHOCTb 3TOTO KPUITO-BBIMOTaTesisi Oblia B Hauaste ¢eBpasisi 2026 . OpueHTUPOBAH Ha aHITIOSI3bIUHBIX

T0Jib30BaTesield, MO>KeT pacrpoCTPaHIThCS TI0 BCEMY MHDY.

K zammdpoBansbiM aiinam gobasnsieTcs pacivpenue: Jocked

3anucka c TpeboBaHMeM BbIKyTia Ha3biBaeTcsi: ___RestoreYourFiles_ .txt
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Copep)kaHue 3aMHCKH 0 BBIKYIIe:

All your important files have been encrypted!

Contact us for price and get decryption software.

You have 3 days to contact us for negotiation.

If you do not contact us within three days, we will attack you again and leak your files.

1) Contact our qtox.

session download address: https://qtox.github.io

Our poison ID:

6F7831EBB5SEEB933275BD6F4B4A A888918E9B7E40454A477CADDE7EE(02461153D3B77AE50798
* Note that this server is available via Tor browser only

Follow the instructions to open the link:

1. Type the addres "hxxps://www.torproject.org" in your Internet browser. It opens the Tor site.
2. Press "Download Tor", then press "Download Tor Browser Bundle", install and run it.

3. Now you have Tor browser. In the Tor Browser open :

http://bs2tlg32pfj***xumisfeory32qd.onion

@ Buaumanue! HoBble 3/1eMeHTbI I/I,E[eHTI/ICbI/IKaL[I/II/IZ paciirpeHus, ernail, 3allMCKH O BBIKYII€ MOXXHO HaWlTHu B

KOHIIe CTaTbH, B ob6HoBeHHsX. OHU MOT'yT OT/IMYATbCA OT IepBOT0 BApHWaHTA.

Texunueckue aeranu + I0C
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MoxkeT pacnipoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momolisto email-criama
Y BPe/IOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCTUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(banbLUIMBBIX 0OHOBJIEHU, TEPETIAKOBAHHBIX U 3aPaXKEHHBIX UHCTALIATOPOB. CM. Takke "OCHOBHBIE CIIOCOObI

pacIpoCcTpaHeHust KPUITTOBLIMOTaTe el Ha BBOJIHOM CTpaHuIie biiora.

I, Buumanme! Eci Bbl ipeHe6peraeTe KOMIIEKCHOM aHTMBUPYCHOM 3alUTOM Kiacca Internet Security niu

Total Security, To X0TsI OBbI [je/iaiiTe pe3epBHOE KOMMPOBaHKEe Ba)KHBIX (aliioB Mo MeTony 3-2-1.

Crucok TunoB ¢aiijioB, MoABEPrawIuxcsa MHU(pPOBaHHUIO:
910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBble datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.

daiiibl, cBA3aHHBIE ¢ 3TUM Ransomware:
RestoreYourFiles_ .txt - Ha3BaHHe (haiisia ¢ TpebOBaHUEM BBIKYTIA;

<random>.exe - c/iyyaiiHoe Ha3BaHHe BPeJOHOCHOTO (atina

Pacnionoxxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHaIu30B.

MpB10TeKChbI:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble MOAK/IIOUEHUA U CBA3MU:
Email: -
BTC: -

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

Pe3y/nbTaThl aHA/IH30B:

I0C: VT, HA, 1A, TG, AR, VMR, JSB

MD5: fObdb2add62b0196a50e25e45e370cc5

SHA-1: 6dae1c4879d951af60f26c56b8701a2c1a8cd550

SHA-256: 6bd8a0291b268d32422139387864f15924e1db05dbef8cc75a6677f8263falld

Page 11 of 27


https://id-ransomware.blogspot.com/2016/05/blog-post.html
https://id-ransomware.blogspot.com/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://id-ransomware.blogspot.com/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://www.virustotal.com/gui/file/6bd8a0291b268d32422139387864f15924e1db05dbef8cc75a6677f8263fa11d/detection

https://id-ransomware.blogspot.com

Vhash: 01503e0f7d1019z4!z

Imphash: e0e1f2570066873a57b410327671b6da

CrermneHb pacrpoCTPaHEHHOCTH: HU3Kast

Vuadopmauus goronHsetcs. [Ipuckuiaiite o6pa3mbl.

=== VICTOPUSI CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHU! === BLOCK OF UPDATES ===

OO6HOB/IeHNH He ObITI0 WK He Z00aB/IeHbI.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http://
T

Read to links:
Message + Message + Message

Write-up, Write-up, Topic of Support
*k*k

Thanks:
PCrisk
Andrew Ivanov (article author)
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*k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

GreenBlood

GreenBlood Ransomware

(mudpoBanbIMK-BbIMOraTe/b) (MepBOMCTOYHHK)

Translation into English

4k THE GREEN BLOOD GROUP Jjk

=1] 1.0

5 Turgut Countries §

OTOT KpUITO-BBIMOTATe/Th IIHUGPYeT AaHHBIE TI0/Ib30BaTe/el C TOMOIILI0 KOMOWHAIMK anropuTMOB AES+RSA, a
3aTreM TpebyeT BhIKYyT, uToObI BepHYTh (hatisibl. Ha datine HanmcaHo: green.exe, sql_update.exe.
Pacnpocrpanurens: THE GREEN BLOOD GROUP.

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.44290

BitDefender -> Trojan.GenericKD.78769005

ESET-NOD32 -> WinGo/Filecoder.GreenBlood.A Trojan

Kaspersky -> Trojan-Ransom.Win32.Encoder.afyu

Malwarebytes -> Trojan.Dropper.GO

Microsoft -> Ransom:Win32/Avaddon.P!MSR

Rising -> Ransom.Agent!1.129F5 (CLASSIC)

Tencent -> Win32.Trojan-Ransom.Encoder.Ijgl
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TrendMicro -> Ransom.Win32.ABBADON.USBLAU26

© I'eneanorusi: poACTBO BbIsICHsIeTCA >> GreenBlood

IDR IDENTIFIED ¢

Caiit "ID Ransomware" 3T0 1oKa He UIeHTU(PUIIIPYeT.
Nudopmanus ansa naentudukanuu

AKTHBHOCTD 3TOr0 KPUIITO-BBIMOTaTesisi Oblyia B KOHITe stHBapsi 2026 . 1 pojo/pKuiach B Mapte 2026 1.

OpI/IEHTI/IpOBaH Ha aHIJIOA3BbIUHBIX HOHLBOBaTeHEﬁ, MOXXET pPacCIIpOCTPAaHATBHCA 10 BCEMY MUDY.

K 3ammdpoBanHbM (aiinam nobaBsieTcst pacinvpenue: .tgbg

3ammcka c TpeboBaHueM BbiKyria Ha3biBaeTcs: 'READ_ME_TO_RECOVER_FILES!!!.txt

3armcka c TpeboBaHKEM BBIKyTIA HalvicaHa Ha SKpaHe OITOKMPOBKH:

ket

Cojep)XaHue 3alMCKH 0 BBIKYIIe:

YOUR FILES HAVE BEEN ENCRYPTED!
### TH3 GR33N BLOOD GROUP ###
What happened?

All your important files (documents, photos, databases, etc.) have been encrypted 'enc++' using military-grade

AES-256 encryption. Your files are now inaccessible and cannot be recovered without our decryption service.
Your unique identifiers:

* Recovery ID:

* Machine ID:

* Date/Time: 2026-01-29 06:48:59

* Files encrypted: .tgbg extension
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How to recover your files:

1. Contact Us

2. Provide your Recovery ID and Machine ID

3. Follow the payment instructions (Bitcoin only)

4. After payment confirmation, you will receive the decryption tool

Sesksk

MREAD ME_TO_RECOVER_FILEZ!! =

File Edit View

ALL YOUR FILES HAVE BEEN ENCRYPTED!

Recowvary ID: GREEM

BLOOD-34554797 2BE2FCGFGBE60EDATO2ESEGF 5 SERF@SCCa@1DASASA0C
Ca19488FAFS

Machine ID: GF7AT1727374ATSTGTTTETOTATETCIOVE

Contact: thegreenblood@proton.me
Subject: DAF-5N-1258T45612548523 - PAYMENT IMQUIRY

DO NOT ATTEMPT TO DECRYPT FILES YOURSELF!

Linix (LF]

WiRE FILES maaf BEEN ERCEVFITD
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4\ THE GREEN BELOOD GROUP A

FRl (.1 ]

&5 Target Countries

!, Buumanue! HoBbie 37eMeHTbI HIEHTU(DHMKALMK: PACIIMPEHKs], €mail, 3ariCKU 0 BBIKYTIE MOKHO HAiTH B

KOHIIe CTAaThbH, B obHoBeHusx. OHU MOTI'yT OT/IMYaThCA OT I1IepBOI'0 BapdaHTa.

Texanueckue geraau + I0C

Mo>KeT pacripoCTpaHAThCS TyTEM B3/I0Ma uepe3 He3alluIleHHYI0 KoHburypaiuio RDP, ¢ momMotipro email-criama
Y BPEJIOHOCHBIX BIOYKEHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIOUTOB, BPEJOHOCHOH PeK/IaMbl, BeO-UH)KEKTOB,
(banmbLIMBBIX 0OHOBJIEHUH, ITePeTIaKOBAHHBIX U 3apa)KEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CIIOCOOBI

pacrpoCTpaHeHus KPUIITOBbIMOTaTe el Ha BBOAHOU CTpaHulle biiora.

!, Bunmanue! Ec/u Bel peHeOperaeTe KOMIJIEKCHON aHTHBMPYCHOM 3aIluToi Kacca Internet Security niu

Total Security, To X0Tst ObI [je/1aiiTe pe3epBHOE KOMMPOBaHKe BAXKHBIX (aiioB o Metony 3-2-1.

Cnucok TUNOB (haii/ioB, MoABeprawuxcsa mudpoBaHHIO:
910 mokymenTsl MS Office, OpenOffice, PDF, TekcToBbIe datiibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(hatinbl 06pa3oB, apXUBHI U TIP.

®daiinbl, cBA3aHHBIE ¢ 9TUM Ransomware:
INMREAD_ME_TO_RECOVER_FILES!!!.txt - Ha3BaHue (aiiia c TpeOOBaHUEM BBIKYTIA;

green.exe, sql_update.exe - Ha3BaHUe BpeJOHOCHOTO (haiina.

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBsi3aHHbIe ¢ 3TUM Ransomware:

CM. HIDKe pe3y/ibTaTbl aHA/IN30B.
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MpbloTeKchbI:

CM. HuKe pesy/bTaThbl aHA/IM30B.

CereBble MOAK/TIOUEHHS U CBA3M:
Tor-URL: scbrksw5fgjtujc2ah42roo6bij2unr2tggfcynpbgl5a7yp3s22taid[.]Jonion:8000

Email: thegreenblood@proton.me
BTC: -

CM. HIKe B 0OHOBJ/IEHUAX Apyruve agpeca U KOHTAKThI.

Pe3ynbrarsl aHa/1M30B:

IOC: VT, HA, IA, TG, AR, VMR, JSB

MD?5: e760729dcee518659d9510ae1705db51

SHA-1: f0336d1dad9615f3227bf7750d1cdfd3efal0008

SHA-256: 12bba7161d07efcb1b14d30054901ac9ffe5202972437b0c47c88d71e45c7176
Vhash: 0360f6655d15551555757az2e!z

Imphash: d42595b695fc008ef2c56aabd8efd68e

CrerneHb pacripoCTPaHEHHOCTH: HU3Kasl.

Wuadopmanus gornosHsetcs. [Ipuckuiaiite o6pasipbl.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHMI === BLOCK OF UPDATES ===

OG6HOBNeHMH He OBLIO WK He 00aBIeHbI.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===
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https://id-ransomware.blogspot.com

http://
s

Read to links:
Message + Message + Message

Write-up, Topic of Support

*k%

&

o

Thanks:
Hyuna Lee, pcrisk

Andrew Ivanov (article author)
*k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

ClearWater

ClearWater Ransomware

(g poBabIIMK-BBIMOraTe/b) (MIePBOMCTOYHHK)

Translation into English

ITOT KPUITTO-BBIMOTaTe/ b MMdpyeT JaHHbIe TI0/1b30BaTe el C ITOMOIIbI0 KoMOMHayK aaroputMoB AES+RSA, a
3arem Tpebyet BbIKyN B # BTC, uroObI BepHYTh (atinbl. OpurvHaabHOe Ha3BaHHe: B 3aMUCKe He yka3zaHo. Ha

(haiine HamMcaHo: HET JAHHBIX.

OGHapyxeHHs:
DrWeb -> Trojan.Encoder.44197

BitDefender -> Gen:Heur.Ransom.Imps.3
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https://id-ransomware.blogspot.com

ESET-NOD32 -> Generik. DZGDAZR Trojan

Kaspersky -> HEUR:Trojan-Ransom.Win32.Crypmod.gen
Microsoft -> Ransom:Win64/ClearWate. YBG!MTB
Rising -> Ransom.Agent!1.129F5 (CLASSIC)
TrendMicro -> Ransom_ClearWate.RO02CO0DAN26

© I'eneasiorus: poAcTBoO BhisicHsAeTcA >> ClearWater (CLEARWATER)

IDR IDENTIFIED ¢

Caiit "ID Ransomware" 3T0 1MoKa He WAEeHTU(PULIPYET.
Nudopmanus ansa uaentuukanuu

AXTHBHOCTB 3TOr0 KPUMITO-BBIMOTaTesis Oblsia B Havasie ssHBapsi 2026 r. OpreHTHPOBaH Ha aHITIOS3BIYHBIX

T10/1b30BaTesield, MOXKeT paclpoCTPaHAThCS 10 BCEMY MUPY.

K 3aum¢poBaHHbIM (aiinam fo6aemseTcs pacivpenye: .clear

3armcka c TpeboBanreM BeIKyTa Ha3biBaeTcsi: CLEARWATER_README. txt

j§ N PASELITE BT e — Lo -

1 encrypted by CLEARWATER Ransomwane. Unluck @
Do mot attempt decryption or recovery without proper instructions or your data will be lost.
:-

CEETE : shing personal, axclusively butlnass
Hawe 3 pice day, felly Christmas and Happy Mew Year 1)

CopeprxaHue 3allUCKH 0 BBIKyIIe:
Your files have been encrypted by CLEARWATER Ransomware. Unluck :(

Do not attempt decryption or recovery without proper instructions or your data will be lost.
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To contact us, write to this TOR address:

hxxx://b6rgpykvtyqah4q5tii250uevr5g3u2s7pqc24jdlyhrfms3itljtkqd.onion/index.html?chat=409da0d0-125e-
4b48-8a3b-6535ffbd4617

And remember, nothing personal, exclusively business!

Have a nice day, jolly Christmas and Happy New Year! :)

Session Indtiation

!, Buumanue! HoBrble 2/1eMeHTbI HeHTU(hUKAIMK: PaCIIMpeHust, email, 3aricKy 0 BBIKYIIe MOXKHO HalTH B

KOHILIe CTaThbH, B obHoBnenusx. OHU MOT'YT OTJIMYATbCA OT IE€PBOT0 BAPpUAHTA.

Texunueckue aeranu + I0C

MosKeT pacrpoCTpaHsSThCSl MyTEM B3/I0Ma uepe3 HesallUileHHY0 KoHpurypauuto RDP, ¢ nomometo email-ciama
Y BPe/IOHOCHBIX BJIOKEHHI, 0OMaHHBIX 3arpy30K, 00THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHKEKTOB,
(habIMBLIX 0OHOB/IEHHUH, TIeperakoBaHHbIX U 3apaKEHHBIX MHCTA/LIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacrmpoCcTpaHeHu s KPUITTOBBIMOTaTe el Ha BBO/IHOM CcTpaHuIte biiora.

!, Buumanue! Ec/iv Bl peHebperaeTe KOMIUIEKCHON aHTUBUPYCHOM 3aliuToit Kimacca Internet Security wmm

Total Security, To X0Tst OBI [jesiaiiTe pe3epBHOe KOMMPOBaHUe Ba)KHBIX (aliioB Mo MeTony 3-2-1.

Cnucok TUIoB (aiisioB, mogsepramomuxcsa mudpoBaHUIo:

910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,
(haiinbr 06pa30B, apXUBHI U TIP.

daiinpl, CBA3aHHBIE € 9THM Ransomware:

CLEARWATER_README.txt - Ha3BaHHe (haiisa ¢ TpebOBaHUEM BBIKYTIA;

<random>.exe - c/iyyaiiHoe Ha3BaHHe BPeJOHOCHOTO (hatina

Pacnosioxxenus:
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\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peectpa, CBA3aHHbIe ¢ ’TUM Ransomware:

CM. HIDKe pe3y/ibTaTbl aHA/IN30B.

MBIOTEKChbI:

CM. HUXKe pe3y/bTaThl aHaIn30B.

CeTeBbie MOAK/TIOUEHUA U CBA3U:

Tor-URL: hxxx://b6rgpykvtyqah4q5tii25ouevr5g3u2s7pqc24jdlyhrfms3itljtkqd.onion

Email: -
BTC: -

Cwm. HIDKe B OOHOBJIEHUSIX PYTHeE afipeca ¥ KOHTAKThL

Pe3ysbTarhl aHaIU30B:

MD5: d762a79258667ee965a32b2983a4339%

SHA-1: 2f9dcef2b5a20fefb1a22b8e2b0a93fc0b48e2e4

SHA-256: 7116b9e0dd107e20cf0169bdd5580a7d5ff0cae1bbdda77d1be92c66c4367901
Vhash: 0261266d1555655c051d00c3z32z44561z2fz

Imphash: 3b90653d18aa7396b0a04211c3c6d3b2

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

Nudopmanys nonosHsietcst. [Iprckuiaiite 06pasiibl.

=== VICTOPUSI CEMEVICTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

OG6HOBNEHUH He ObLIO UK He Z00aB/IeHbI.
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=== BJIOK CCBUIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

http://
s

Read to links:
Message + Message + Message
Write-up, Topic of Support

*k%

6
A=

-

Thanks:
Hyuna Lee

Andrew Ivanov (article author)
*%k%

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Sicari
Sicari Ransomware
Aliases: Sicarii, Sicarius

Sicari Ransomware Group
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(g poBabIIMK-BBIMOraTe/b) (MePBOMCTOYHHK)

Translation into English

STOT KPUITO-BBIMOTaTe b IU(PYeT JaHHbIe OHU3HeC-TI0/Ib30BaTe el C TIOMOLIBbI0 KOMOWHALIMY aJITOPUTMOB
AES+RSA, a 3arem Tpebyet BbIKyn B # BTC, uT0o0bI BepHYTb (aiinbl. PacipocTpanutens: Sicari Ransomware
Group

O0OHapyXeHHA:

DrWeb -> ***

BitDefender -> Trojan.Ransom.PKV

ESET-NOD32 -> Win64/Filecoder.AEV Trojan

Kaspersky -> HEUR:Exploit. Win32.BypassUAC.b

Malwarebytes -> Ransom.Sicarius

Microsoft -> Ransom:Win32/Avaddon.PIMSR

Rising -> Ransom.Agent!1.129F5 (CLASSIC)

Tencent -> Malware.Win32.Gencirc.14a642b3

TrendMicro -> Ransom.Win64.SICARI.SMPI

© I'eneasiorus: poACTBO BbIsICHsAETCA >> Sicari

IDR IDENTIFIED

Caiit "ID Ransomware" 3T0 roka He UleHTU(PULIMPYeT.
Nudopmanus ansa uaenTuGuKanuu

AKTHBHOCTB 3TOTO KPUMITO-BBIMOTaTe ist Oblia B KOHL[e Ziekabpst 2025 r. OpreHTHPOBaH Ha aHITIOS3bIYHBIX

TI0/Th30BaTesiell, MOXKET PaCIPOCTPAHATHLCS B OT/AEIBHO B3ATON CTpaHe WX IaKe TI0 BCEMY MHUPY.

K 3ammcpoBaHHbIM (aiiam 100aBsIeTCs paciivperye: *HeT JaHHBIX®.

3amucka c TpeboBanueM Beikyma Ha3biBaeTcs: README_SICARII_LOCKED.txt

Conepmanne 3dlMMCKH 0 BBIKYyIIE:
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https://id-ransomware.blogspot.com

!l, Bunmanme! HoBble 3/1eMeHThI MIeHTH(UKALMK: PacLIMpeHHts, email, 3aIiCcKu 0 BBIKyTle MOKHO HaliTH B

KOHIIe CTaTbH, B obHoB/meHusax. OHU MOT'yT OT/IMYATbCA OT I1epBOTr'0 BapyvaHTa.

Texunueckue aeranu + I0C

MosKeT pacripoCTpaHsITLCS MyTEM B3/I0Ma uepe3 He3alluilieHHYI0 KoHpurypauio RDP, ¢ momorisio email-criama
Y BPEZIOHOCHBIX BJIOKEHUH, 00MaHHBIX 3arpy30K, O0THETOB, SKCIJIOWTOB, BPe/JOHOCHOH pPeK/IaMbl, BeO-UH)KEKTOB,
(habIIMBBIX 0OHOBJIEHUH, ITeperTakoBaHHbIX 1 3apaXKEHHBIX MHCTaNIATOPoB. CM. Takke "OCHOBHBIE CITOCOOBI

pacrpoCcTpaHeHHsT KpUITTOBBIMOraTesiel" Ha BBOJJHOM CTpaHHMIle bJora.

!, Bunmanue! Eciu Bbl peHe6peraeTe KOMILIEKCHOM aHTHBUPYCHO# 3alUToil Kacca Internet Security nm

Total Security, To X0TsI ObI [le/laiiTe pe3epBHOE KOMMPOBaHKUEe BAXKHBIX (aii/ioB Mo MeTony 3-2-1.

Crucok TunoB (¢aiisioB, noABeprawmuxcsa MudpoBaHuio:
310 gokymenTsl MS Office, OpenOffice, PDF, TekcToBble dati/bl, 6a3bl JaHHBIX, dhoTorpaduu, Mys3bika, BUIEO,

(haiisbl 06pa30B, apXUBbI U TIP.

®daiisbl, cBsA3aHHbBIE € ’TUM Ransomware:
README_SICARII_LOCKED.txt - Ha3BaHue (paiina c TpeOOBaHKEM BBIKYTIA;

sicarii_wallpaper.bmp - usobpakenue, 3ameHsiroiriee 0601 Pabouero ctosa;

Project3.exe, file.exe - Ha3BaHUs1 BPeOHOCHBIX (haii/IoB.

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

C:\Users\User\AppData\Local\Temp\sicarii_wallpaper.bmp

3anucu peecTpa, CBA3dHHbIE C 3TUM Ransomware:

CM. HuKe pe3y/bTaThl aHA/IH30B.
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MboTeKchbI:

CM. HIDKe pe3y/1bTaThl aHa/IU30B.

CeTeBble NOAK/IIOUEHUS U CBA3U:
Tor-URL:

sicariifoucvhyqg54smi3esg5sfcyw5z65t6yigqudloyuoz62bb2id.onion
sicarilxx2br6esqnhad4w26bcgb5j2snbbnhyo4b6t7kby2oy4x3jad.onion
sicari7m63wlggfxajiuonfsk72fgencne5ztzakyuhfxzg5mbkjead.onion
sicariktdbhjtrk6f2pwdh6wlequw7pcjva25skkzz4m3zz3opyox3qd.onion
sicari7zpu3mtxqggde7mu3ywppntdqg22arcukvlaihjbfcb2rnktid.onion

sicarinb4ktqcdpubjifzw3vixvzgtwacjmc5ks56kevh2gxitegigad.onion

Email: -
BTC: -

CM. HIDKe B 0OHOBJIEHHUSAX Apyruve agpeca U KOHTAKThI.

Pe3ynbTaThl aHA/IN30B:

IOC: VT, HA, IA, TG, AR, VMR, JSB

MD5: b8874058df485767451961e86¢f52dce

SHA-1: 04e18e6a11801456fffade6df99689c54d97d0a6

SHA-256: 4104542714022cb6ef34e9ee5affca07b9a38dbee49748{8630c5f50a26db8b2
Vhash: 0260a6551d15551d151d019322228ehz33231291zb7z

Imphash: b78e76e49402748ad77cc672c513626¢
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https://www.virustotal.com/gui/file/4104542714022cb6ef34e9ee5affca07b9a38dbee49748f8630c5f50a26db8b2/detection

https://id-ransomware.blogspot.com

CrerneHb pacpoCTPaHEHHOCTH: HU3Kast

Nndopmariust nononHsietcs. [puckuiaiite 06pasiibl.

=== VICTOPVSI CEMEVICTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHII === BLOCK OF UPDATES ===

OO6HOBIeHNI He ObIIO WK He N00aB/IeHb.

=== BJ/IOK CCBUIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

http://

| 3

Read to links:

Message + Message + Message

Write-up, Topic of Support

*k%

Thanks:
PaduckLee, Bitshadow

Andrew Ivanov (article author)
*kx

to the victims who sent the samples

Page 26 of 27


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEihCdBNSJv9OyIuwx-ECbWBEQAkIKqTd3j9-gdpBuy9s6mZkpKC2pCGtcliDXqfjwCbxtrVIUkJ-_vk0tfO9e9jUznhrjQPoCeHu2fEYYP_QMVRCCaO-I9mE1NorEHp3gf2RZGupuZvwWCZF2zR5YGe6fNZfBawgNjI56abvHkjmBNGPq8MYBGPixmi/s122/address2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEihCdBNSJv9OyIuwx-ECbWBEQAkIKqTd3j9-gdpBuy9s6mZkpKC2pCGtcliDXqfjwCbxtrVIUkJ-_vk0tfO9e9jUznhrjQPoCeHu2fEYYP_QMVRCCaO-I9mE1NorEHp3gf2RZGupuZvwWCZF2zR5YGe6fNZfBawgNjI56abvHkjmBNGPq8MYBGPixmi/s122/address2.png
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© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com
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