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Inside view of Lyposit aka (for its friends) Lucky LOCKER

Archived: 2026-04-05 16:01:18 UTC

2012-11-29 - Panel

The Lyposit Ransomware appeared wild in second week of September 3 days after this post :

Lucky LOCKER advert (note the IR )

Text of the Advert (click to unfold)

DYucreiii Bun Anu.

2)IIpakThueckasi HeyOMBaeMOCTh JIOKepa, B TOM UMCJie U uepe3 6e30TacHbIN PeXXuM, U JiaXKe eCii TPY3UTCS C

3arpy30uHOro /IUCKa.
To ecThb TOT e JIOKEp OT FaHCThl MOXKHO OTPYOUTH uepe3 ctrl+alt+delete )) o ypoBHe MOXKeTe CyAUTb CaMH...

CMBIC/I B UeM UTO JIOKep JieslaeT Takve U3MeHeHUs CUCTeMBI - UTO [JaKe eCJI 103ep KaKiM To 00pa3omM
YMYZPUTBCST YOUTE TIPOLIeC - eMy MPUIA/IeTbCST PeUHCTall BUH/IBI Jle/laTh - Tak Kak CUCTeMa HOpMasbHO paboTarh He

OyzeT, 00 repe3arpy3uThCs

U 3aI/IaTUTh ‘JEK)
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3)51 6epy 20% oT Bailiei IpUOBLIH - BM3 WIH JTMOEPTU. TO €CTh YeKU Bbl HasmuTe CaMu. U Y)Ke CaMU ITePeBO/IUTe

MHe MO TPOLIEHT.

4) KaueCcTBeHHO ITPOMO KOTOPOE IOCTOSTHO M3MeHSIeTCsI - CMOTPUM KOHBEPTHI U BBIOMpaeM Hanbosiee
ontuMasibHoe. ctpansl : IR CH ES AT BE FR GB PL DE DK PT

¢dhopmar ipomo html u USA - ocHOBHO# ymop ciesiaH Ha Hell Kak pa3

BOO0OIIIe HHTEpecyeT 3-5 ue/loBeK C KOTPLIMU Ha TIOCTOsIHKe Oyay paboTaTh. POAYKT MOXKeT ObITh M3MeHeH 110

BalllM COBeTaM U KakK yrofiHO /IOTIICaH.
Quote:

YcTaHoBKa

[Ipu 3amycke BBINOJ/IHSAETCS YCTAHOBKA 110 CJ/IeIYIOIIMM HallpaB/eHUsIM:

1) npu foctarouHbix npaBax (agmuHucTparop A1 WinXP, Elevated Integrity Level / Admin gist Win Vista+)

oCyllecTB/sieTcs 3anuch B napametp Shell paszena

Sk sk sk ok

obecriedeHHsI aBTO3aITyCKa Kak B 0OBIUHOM, TaK ¥ B 6e3011acHOM pesKUMe

2) TIpu HeJJOCTaTOUHBIX TIPaBaX OCYIeCTB/SIeTCs 3alTMCh B IOCTYTIHbIN pa3fien *****

3) B 1r000M CiTyYae MCIOb3yeTCsT IOMOTHUTETHHBIM aBT03aImyCK IyTeM MOAUGHUKALIAN HACTPOEK KOMaHAHOTO

riporieccopa (He TpeOyeTcst 0COOBIX MPUBUIETHIA)

B pe3ysibrare mpH 3amycke KOMaHZHOTO TIPOL[eCcopa B Xo/ie 00bIYHOTO MpOoIiecca yCTaHOBKHU/y/ia/ieHusl TIPOrpaMm,

OCYILEeCTBJ/IAETCS aBTO3aIlyCK

Pab6ora

[TpoBepsieTcst Hamuuue Qaiia KOHPUTYPALUK, KOTOPBIH MpeAcTaBisieT U3 cebs apxuB ZIP c oKambHOM Korreit

CTPAHHULIBI //Is1 0TOOPa)KeHUsI T10/Ib30BaTeIo, B hopmare **%*,

ITpu oTcyTcTBUM (haiisia, BEINOIHSETCS €ro 3alpoc U3 MaHeu yripasaeHus yepes TexHosoruu BITS u Wininet,

YTO MO3BOJISET BBIMOJTHUTE 00X0/ HEKOTOPO# uacTy 3arurHoro I10.
[MomyueHHBIH (aiis pacriakoBBIBaeTCsl BO BpeMEHHYIO TIallKy, ¥ BBITTOTHSETCS 3aMyCK CKPUMTa

B ,Z[ed)OIITHOM TpyuMepe MCI0J/JIb30BaHbI HaCTpOﬁKI/I CKpHUIITA, KOTOPbIE€ Pa3BOPAYMBAIOT CTPAHULY Ha B€Cb 5KPdH,

OTKJ/TIOUAIOT MPOKPYTKY U T.I. [Ip1 M3roTOBIEHMH Criel{ianu3upOBaHHBIX

Mo, CTpaHbl CTPaHULL HGOGXO,E[I/IMO HCI10/Ib30BaTh aHA/IOTMUHbIE HaCTpOﬁKH
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l'[apamleano C 3aIllyCKOM CTPAaHMHIbI C COO6H.[€HI/I€M, BBITIOJ/IHAETCA LUK/IMYeCKasd CMeHa LIBeTOBOI'o OCI)OPMIIEHI/IH

OC (Bce a7eMeHThI UepHbIe/KPACHBIE), OTK/II0UeHHe BU3yalbHbIX U UHBIX

3¢eKTOB, a TaK>Ke COKPBITHE BCeX He OTHOCSIIIUXCS K MPOLeCCY CTPAHHUIIBI OKOH. B pesynbrare, gaxe npu

HeAO0CTaTOYHBIX IMPUBW/IETHUAX, OCYILIECTB/IAETCA CyILeCTBEHHOE 3aTPpyAHeHK e

JlOCTyTa K 71eMeHTaM uHTepgetica. HacTpoliku 1jBeToBOro o(hopMiIeHHsI COXPaHSIFOTCS JIMILb 10 MOMEHTa BbIXOZla

nonb3oBarens u3 OC.

B ('lJOpMaTe CTPaHULIbI MTPpEATIo/iaraeTCda HaJlnuue 110J14 AJ19 BBOZia KO/a . HPI/I nx pa3pa60TKe HEO6XO,ILI/IMO HMeTh B

BH/1y, UTO [jBeTOBbIe HacTpokn OC OyzyT U3MeHeHbI

U [I/Ist BUAWMOCTH IT0JIs ¥ TEKCTa HeoOX0AMMO TIPUHYAUTEILHO OTpeAeIuThb LBeT IprdTa / GoH 11o/st BBOAa, a

TaK)Xe He MCII0/Ib30BaTh CTaHAAPTHYIO KHOIIKY OTIPaBKHU ()OPMEI (BMeCTO
Hee CJie[lyeT MCTI0/Ib30BaTh H300pakeHHe).

CKpUIIT BHYTPH CTPaHULIbI ZI0JDKEH BBITIOIHUTL 6a30BYI0 MTPOBEPKY BBeIEHHOTO Ko/ja (AJIMHA, LUGPHI U T.I1.) U

TIPH TIOJI0XKUTE/IbHOM TTPOBEPKE - BBIMOHUTD BBIBOJ, €r0 Uepe3
javascript:alert(); IIpuo)keHre TepeXBaTHT MOSBUBIIIEeCS] OKHO, CUMTAeT KOZ, M 3aKPOeT ero.

[MosyueHHBIH Kof, Oy/ieT OTIpaB/IeH U COXPaHeH Ha cepeepe. B ciyuae ycrielniHol oTrpaBKy CTpaHULA OyaeT

3dM€HE€Hd Ha - B KOTODOM peKOMeHAYyeTCs MOArOTOBUTDb

TEKCT O BpeMeHHOM OTKJTIOUeHNH OJIOKUPOBKU U TTPOCHOe OCYIeCTBUTD BBIXOZ, U3 CHCTEMBI / Tiepe3arpy3Ky, eCiu

OHa He Tpon3okaeT bmokaimye 10 cekyH.

ITo MnpoIIeCTBUr 10 CeKyH/ CTpaHHWlla NNPpUHYAUTE/IbHO 3dKPbIBAETCA U MHULIUMPYETCA IIPOLieJyPa BbIXO[dad

T10/1b30BaTesst U3 cucteMbl. [1py HeJOCTaTOYHBIX TIPUBUJIETUSIX TTOYUYUTCS
MPOCTO MyCTOW 3KPaH WX KpaH C HEKOTOPbIMU OKHaMH.

BbIXO,I[ U3 CUCTEMBI U l'[OC]'[e,Z[yI-OU_[I/II‘/"I BXOJ HeO6XO,E[I/IMbI AJ1d aBTOMdTHU€CKOTO BOCCTAHOBJ/IEHHS LIBETOBOI'O

o opmsieHuUs.

l'[epe,u; BbIXOOM YCTaHAB/IMBAETCA CHELII/IaJ'[belf/’I (bnar, KOTOpI:Iﬁ CHUTHAJ/IU3UPYET O H606XO,E[I/IMOCTI/I OTJ/IOXKeHHWs

BU3YyaJIbHBIX 3¢ deKkToB 6710KUpoBKH noctyma K OC. TIpu ero Hamuuuu

TIpUIo)KeHHe B (JOHOBOM pe>KHMMe OCYILLeCTBIIsIeT 3arpOChl K CepBePY C MHTEPBasoM 15 MUHYT /151 [TO/TyueHUst

vHpopMaIuK 0 pe3ynbraTe 00pabOTKH OMePaTOPOM JIaHHBIX OT K/IMEHTa.

Oneparop uepe3 afiMUH UHTePGEC MOXKET IaTh KOMAHZy Ha TIOBTOPHOE 0TOOpakeHHe CTPaHUILIbI TIPH HEBEPHBIX

JJaHHBIX, MO0 Ha camoy/aieHre, ec/Ii TIPOBepKa JaHHbIX MPOLIIa
YCIIEIIHO.

BOO6H.[€ MPOAYKT rOTOBUJ/ICA AJIs cebs.

Page 3 of 14



http://malware.dontneedcoffee.com /2012 /11 /inside-view-of-lyposit-aka-for-its.html|

translated by google as : (click to unfold)

Our advantages:

1) Net Win Api.

2) Practical indestructibility locker, including a safe mode, and even if the boot from the startup disk.

That is the same locker from gangsta can cut off a ctrl + alt + delete)) on the level you can judge for yourself ...
What is the meaning of that locker makes such changes in the system - even if the user somehow manage to kill
the process - he will have to reinstal Windows to do - because the system does not work properly, or reboot

and pay check)

3) I take 20% of your profits - wmz or liberty. that is, checks can nalite themselves. and already I translate my own
interest.

4) Qualitatively promo is always changing - see the envelopes and select the most optimal. country: IR CH ES AT
BE FR GB PL DE DK PT

html format promotional and USA - the main focus is on her right

3-5 people generally interested with KOTRA on postoyanke will work. product can be changed by your advice

and somehow appended.

contact Jaber joker5139@jabbim.cz

Quote:

Installation

When you run you are installing in the following areas:
1) with sufficient privileges (administrator for WinXP, Elevated Integrity Level / Admin for Win Vista +) writes to

the parameter section Shell

skokskok ok

ensure autorun both in normal and safe mode

2) the failure of the right of the recording available in section *****

3) In any case, the additional auto settings by modifying the shell (no special privileges)

As aresult, when you start a shell in the normal course of the installation / removal of software, by auto

Checks for a configuration file, which is a ZIP archive with a local copy of a page to display to the user in the
format. ***
In the absence of a file, it runs a query from the control panel through the BITS technology and Wininet, that

allows you to bypass some of the security software.
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The resulting file is extracted to a temporary folder, and you are running a shell script

Example used in the default configuration script that deflect the page on the screen, turn off scrolling, etc. In the
manufacture of specialized

under the country pages to use the same settings

In parallel with the launch of the page message, the cyclic change colors of the OS (all the black / red), disabling
visual and other

effects, and the secrecy of the process of non-page windows. As a result, even with insufficient privileges, is a
significant difficulty

access to user interface elements. Setting color schemes remain only until the user logs out of the OS.

In the format of the page assumes a field to enter the code. In their development must be borne in mind that the
color settings of the OS will be changed

and visibility of the field and the text you want to force to identify the font color / background input field, and do
not use the standard submit button (instead of

She should use the image.)

Script within the page should perform basic validation code entered (length, numbers, etc.) and with a positive test
- run its output through

javascript: alert (); application intercepts the window that appears, according to the code and close it.

The resulting code will be sent to and stored on the server. If successful, the page is submitted will be replaced -
which is recommended to prepare

text to temporarily disable blocking and request to implement logout / reboot, if it does not happen the next 10
seconds.

After 10 seconds Page forcibly closed and the procedure is initiated logout. If there is insufficient privileges will
just a blank screen or a screen with several windows.

The output from the system and the subsequent input required for the auto recovery color choices.

Before the release are indicated by a flag that indicates if a pending visual effects to block access to the OS. If
available

application in the background, makes a request to the server every 15 minutes to provide information about the
result of processing the data from the client.

Operator through the admin interface can give the command to re-display the page with incorrect data, either on
samoudalenie if the test data was successfull.

all products are ready for you.

What make Lyposit different from others :

- it seems to be the first one to target Denmark,

Page 5 of 14



http://malware.dontneedcoffee.com /2012 /11 /inside-view-of-lyposit-aka-for-its.html

Computeren er,blevet b
I.iqul_ yningen i Danmark:

ADVARSEL!

Afslarede falgende overireedelser:
+ Download videa recording aor averlersal of pornografisk Meienale dar invalverar mindrednge, bermapamografl, @n hava and ¥old mod fadt
Brugen AF piratuspierade audio-video-recordings and thair ferdeling
Distribution and |agring of pormography strfbar handling | henhold the Aricke (Article 227 to the 23) Jog straffoloven | Danmark. The involves fmng-
sal for an panod in 2 1 5 years.
» usa of soltware krenkelss of ophaveretlen. Siral | hanhold the Anicia (Aricla 323-2] | stralfeloy Danmark giveran fengsal for an period in 9 10 3
yaars
« Ovarler medallar krenkalse of ophavaralten. Siral | henhold the Article (Arlicke 323-3) | strafeloy Danmark greeren Tmngsel for en pericd in 1 e 3
yRars

Far at lise computeren, skal du betala an bede. | overensstemmelse med lovgavningen | Danmark, hvilked svares il 100 euro far 3 dege. Straffan far
an beda ar mulgt, hvis lsvovarirmcalsan er bagiat for Ierste gang. Du v biva bragt B2 ansvar | hanhokd 1l lovan kriminalisenat 1end, Darmark. Hyis
du ikka betale baden nden for 1-3 dage. vil din computer bliva korfiskaret, vil din sag bliva henvis? til gennemsyn byrethen

Du kan batala baden med hjadp fra voras partner Ukash voucher. Du skal keba on Ukash vaerdibavis varrd 100 swro, of demefier wdfylda an formular
til &t ndiesta din koda og kikka pé "batela badar F QK" Din computar vil live 1ést eftar godkendalse kesh vouchar, . Maormalt 1-4 timar

Hvor kan jeg fa Ukash?

Ukash kuponer kan kabes & mane end 5.000 salgssteder | Darmark, kan du 4 Ukash pd lusindvie af stedar oner hele varden, intemetkioshar og pengeauto-
maler, henundar iohak, kasar og lenksiatoner (VLA AGIF Esso O 01

Epay - Du kan keba Ukash | tusindvis af susermiarkeder og oninae-but kker, FER  PayPoint - Du kan <g0e Ukssh, hvor cu kan s8 PayPoint tagn
apny  Oer har datle kogo

.

betale en bade pa 100 € | ENTER | @kash

Lyposit DK (09-2012)

- it was targeting Irish (IE) people with a poor Iranian (IR) design
- it was showing images (gathered from the browser cache?) at the bottom of the screen
- the design downloaded from the C&C was conditioned by the Regionals Settings of the infected computer

- the Background was blinking from Black to Red
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q'"&ﬂ'""'""ﬁ!

Lyposit Design in September 2012

(The sample I used to gather design was catched by Malekal and spotted as a new Ransomware by S!ri )

Now we should talk about Ransom Casier but I think you'll get seriously bored so let's move on.

1 week ago :

Text:

Ha JIHSX TeCcTu1 Tpad:
USA 2970 60toB
12300% - MoHetinaka

Habepy HOBBIX a/IBepPTOB
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3-5 uenoBek.

OcnoBHoe HanpasieHne KOCA

Or Bac:

OT 5K 10ca O0TOB B CyTKH,

CKPHH CTaThI CrijionTa Ha (hoHe Baiiieli >kabbl B [TM. 51 CTYKHY K BaM B /xabep.

BO3MO)>XHA YCTaHOBKA CO('bTa TMOJIHOJICTBIO Ha Badlll CepBeEP. TO €CTb HUKAKOTO 1IeiiBa B NpyuHLUIIEe OBITH HE MOXKET.

translated by google as

recently testil cores:

USA 2970 bots

$ 12,300 - moneypaka

gathering a new adverts

3-5 people.

The main direction of JSA

From you:

Yusa bots from 5k a day

screen sploita stats against your toad in the PM. I knock to you Jaber.

polnolstyu optional software on your server. that is, no sheyva in principle can not be.

3 days after ...here is it, pushed by ProPack :

Page 8 of 14


https://malware.dontneedcoffee.com/2012/11/meet-propack-exploit-pack.html

http://malware.dontneedcoffee.com /2012 /11 /inside-view-of-lyposit-aka-for-its.htm|

* R Fratocnl Hast  LHL Bacy  Coment-Type

&a B3 HTP backend 10 200 Sredrectt gy A texthin

3 z X0 HTIR by changi..  doushl feerpe fopaly Jphp 3351 teoathiml) charset <UTF-B
Q.‘ 3B HTTP marlmeros...  jpbimecorpial Moo R A ecre .. 0 ppcason ol

34‘ X0 HTIP IPF5RE3 skl e g frodoniodoloy. php 2172 tewbfhiml) charset=UTF-E
o o0 HTTR EPRSNEY sk frer g frrdowindoky. g 3171 texthin; charset=UTF -5
s X0 HTIP IT5.53B3  budDfemrpe 955 phoT = 1Bka 1 SppRCHIOn et -Sieam
(OF; =0 HTIP ol o g 2. e = k= 1 srseaon i sk pam
[a X0 HTTR gy et Sean
s 20 HITR tet bl

ProPack pushing Lyposit with a New Design

] F— P

Procemsl [ s |um|w-h|-ln:u.|mm Autr | Cockes | Haw

Request Hoaders
GET Ansdel?mrge/ S0 58 phe = 18k=1HTTRL1

et
Arommts St b, macr i, rmagelpestog B oo T
Liwer -Agent: MarlaH.0 (W 7 6.
Transport
Commsectiore kevgs
Hesk: 37

T Cnboview | Transfumer | Meaders | Textiew | Imagetew | Hexdew

crtent-Type: application/octet-str
J000000056M330000000

d00000D5533300000005
Ter pIOOLEN: REnDiSplay TRueCated ab 128 characters. mighe-cl

Named few hours Adneukine by Microsoft and then renamed to Lyposit.B here are the design
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et AT (110010 et CH (193817 dairgaieny [E J110 D

-

- BT L

L e R Bt L e LRt dairgicay PR J11ET

Eadragirm LU [70-2592

deirguiirsy FT (11200123 ey ¥ V12300 Aol IUF3-Deptaml (1120017

Lyposit.B design in November 2012.
2 new design (US, UK), reuse of Epubb design for FR, PT and DE...and it's still showing

an iranian Flag to people living in Ireland

[ v0.2

Panel Title - v0.2...

they plan a big future it seems.

Not that much to see inside :
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Loads stats

[reload] [downioad nevw data fromif i lezou

Tocales Budid iy bl resulss paraer
F—— P build Paste here a Bt of parsed vouchers, one on a Bne, adding g or b a2 the end of the Ene,
."m!rd — T i couny after a space, to mndicate a good or bad result
L ol .3534' Parser will set the state for al found vouchers and 1ssue wilock command for machmes
3% l=_____- with at least ome vabd voucher
10 |
b
1]
5
5 [Parsa |
[
|Likrnine 5

Incoming data

client info added data mark record

AA2s01EAD: T |
United Stabes

20121127 -xssgiza-m [adl]

L EeE

Ureted States
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Urnted States

-
B R
£ 201211 —
k2oi2-11. 2012-11-24

[eif-remone]  [re-lock]

LuckyLocker Control Panel v0.2

Lyposit.A

€2569d952c0c48976¢20758fd13e6155 12/09/12
da9e23912e82eaa865527cdaebef49e5 10/09/12
c3ae37d3e970e6b7aee99b1c144cabfc 14/09/12

Lyposit.B :

€2569d952c0c48976c20758fd13e6155 26/11/12
6d4dd63d0290b83c1f8cbd40b368b349 27/11/12
€33987e0a9043f33dae133d2586b0253 27/11/12

Some C&C Call :
Lyposit.A:

Page 13 of 14


https://2.bp.blogspot.com/-KDPGKCFWYQU/ULdA9vNkX2I/AAAAAAAADL4/n2meZiTeylY/s1600/screenshot_2024.png
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windowsonlypositives .org GET /ad/?eaisx=Somebase64encodedData 91.218.231.196 - 12/09/12
orp-pro.org GET /ad/?vzos=Somebase64encodedData 46.254.19.102 -- 14/09/12
Lyposit.B :
neufbem9jefnike .com GET /ad/?ck=Somebase64encodedData 37.143.12.145 -- 26/11/12
kiribati91 .org GET /ad/?sshe=Somebase64encodedData 37.143.12.145 -- 27/11/12

Source: http://malware.dontneedcoffee.com/2012/11/inside-view-of-lyposit-aka-for-its.html
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