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Mimikatz has become an extremely effective attack tool against Windows clients, allowing bad actors to retrieve

cleartext passwords, as well as password hashes from memory. This paper will begin with an overview of
Mimikatz's capabilities and payloadvectors. Several methods to mitigate the risk posed by Mimikatz will follow,

and the paper will conclude with methods that may be used to detect the presence of Mimikatz.
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FOR589: Cybercrime Investigations

FOR589Digital Forensics and Incident Response

 5 Days (Instructor-Led)

 30 CPEs / 30 Hours (Self-Paced)

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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https://sansorg.egnyte.com/dl/7xjcvvbFFvQt


 Labs: 20 Hands-On Labs

View course detailsRegister
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FOR585: Smartphone Forensic Analysis In-Depth

FOR585Digital Forensics and Incident Response

 GIAC Advanced Smartphone Forensics (GASF)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 22 Hands-On Labs

View course detailsRegister
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FOR478: Cyber Threat Intelligence Foundations

FOR478Digital Forensics and Incident Response

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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https://www.sans.org/cyber-security-courses/cybercrime-investigations
https://www.sans.org/cyber-security-courses/cybercrime-investigations#schedule-pricing
https://www.sans.org/cyber-security-courses/advanced-smartphone-mobile-device-forensics
https://www.sans.org/cyber-security-courses/advanced-smartphone-mobile-device-forensics#schedule-pricing


 2 Days (Instructor-Led)

 16 CPEs / 16 Hours

 Labs: 8 Hands-On Labs

View course detailsRegister
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FOR608: Enterprise-Class Incident Response & Threat Hunting

FOR608Digital Forensics and Incident Response

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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https://www.sans.org/cyber-security-courses/cyber-threat-intelligence-foundations-training
https://www.sans.org/cyber-security-courses/cyber-threat-intelligence-foundations-training#schedule-pricing


 GIAC Enterprise Incident Responder (GEIR)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 20 Hands-On Labs

View course detailsRegister
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FOR518: Mac and iOS Forensic Analysis and Incident Response

FOR518Digital Forensics and Incident Response

 GIAC iOS and macOS Examiner (GIME)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 23 Hands-On Labs

View course detailsRegister
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FOR508: Advanced Incident Response, Threat Hunting, and Digital Forensics

FOR508Digital Forensics and Incident Response

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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https://www.sans.org/cyber-security-courses/enterprise-incident-response-threat-hunting
https://www.sans.org/cyber-security-courses/enterprise-incident-response-threat-hunting#schedule-pricing
https://www.sans.org/cyber-security-courses/mac-and-ios-forensic-analysis-and-incident-response
https://www.sans.org/cyber-security-courses/mac-and-ios-forensic-analysis-and-incident-response#schedule-pricing


 GIAC Certified Forensic Analyst (GCFA)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 35 Hands-On Labs

View course detailsRegister
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FOR610: Reverse-Engineering Malware: Malware Analysis Tools and Techniques

FOR610Digital Forensics and Incident Response

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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https://www.sans.org/cyber-security-courses/advanced-incident-response-threat-hunting-training
https://www.sans.org/cyber-security-courses/advanced-incident-response-threat-hunting-training#schedule-pricing


 GIAC Reverse Engineering Malware (GREM)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 48 Hands-On Labs

View course detailsRegister
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FOR578: Cyber Threat Intelligence

FOR578Digital Forensics and Incident Response

 GIAC Cyber Threat Intelligence (GCTI)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 20 Hands-On Labs

View course detailsRegister
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FOR509: Enterprise Cloud Forensics and Incident Response

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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FOR509Digital Forensics and Incident Response

 GIAC Cloud Forensics Responder (GCFR)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 23 Hands-On Labs

View course detailsRegister
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FOR528: Ransomware and Cyber Extortion

FOR528Digital Forensics and Incident Response

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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https://www.sans.org/cyber-security-courses/enterprise-cloud-forensics-incident-response
https://www.sans.org/cyber-security-courses/enterprise-cloud-forensics-incident-response#schedule-pricing


 4 Days (Instructor-Led)

 24 CPEs / 24 Hours (Self-Paced)

 Labs: 13 Hands-On Labs

View course detailsRegister
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FOR577: LINUX Incident Response and Threat Hunting

FOR577Digital Forensics and Incident Response

 GIAC Linux Incident Responder (GLIR)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 23 Hands-On Labs

View course detailsRegister
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FOR710: Reverse-Engineering Malware: Advanced Code Analysis

FOR710Digital Forensics and Incident Response

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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https://www.sans.org/cyber-security-courses/ransomware-and-cyber-extortion
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https://www.sans.org/cyber-security-courses/linux-threat-hunting-incident-response
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 36 CPEs / 36 Hours (Self-Paced)

 Labs: 12 Hands-On Labs

View course detailsRegister
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FOR498: Digital Acquisition and Rapid Triage

FOR498Digital Forensics and Incident Response

 GIAC Battlefield Forensics and Acquisition (GBFA)

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 20 Hands-On Labs

View course detailsRegister

Slide 14 of 16

FOR563: Applied AI for Digital Forensics and Incident Response: Leveraging Local Large
Language Models

FOR563Digital Forensics and Incident Response, Artificial Intelligence

 1 Day (Instructor-Led)

 6 CPEs / 6 Hours (Self-Paced)

 Labs: 4 Hands-On Labs

View course detailsRegister
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FOR500: Windows Forensic Analysis

FOR500Digital Forensics and Incident Response

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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 GIAC Certified Forensic Examiner (GCFE)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 22 Hands-On Labs

View course detailsRegister
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FOR572: Advanced Network Forensics: Threat Hunting, Analysis, and Incident Response

FOR572Digital Forensics and Incident Response

https://www.sans.org/reading-room/whitepapers/intrusion/mimikatz-overview-defenses-detection-36780
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https://www.sans.org/cyber-security-courses/windows-forensic-analysis
https://www.sans.org/cyber-security-courses/windows-forensic-analysis#schedule-pricing


 GIAC Network Forensic Analyst (GNFA)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 20 Hands-On Labs

View course detailsRegister
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