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 Tool: CrossWalk

Names

CrossWalk
Motnug

ProxIP
TOMMYGUN

Category Malware

Type Reconnaissance, Backdoor

Description
(Carbon Black) Crosswalk is a modular backdoor application that gathers system

information and is capable of executing shell code in response to C2 messages.

Information
<https://www.carbonblack.com/2019/09/30/cb-threat-analysis-unit-technical-analysis-of-
crosswalk/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.crosswalk>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:Crosswalk>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool CrossWalk

Changed Name Country Observed

APT groups

  APT 41 2012-Jul 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ca046430-9048-4373-9d4a-73fa1ee76fc0

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ca046430-9048-4373-9d4a-73fa1ee76fc0
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