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Background

The RoamingMantis cybercrime group has been extensively blogged about, analyzed and discussed on different
information security conferences and blogs since 2017. It is known to infect victims with the following range of
malware families for the Android OS: FakeCop, FakeSpy, MogHao and FunkyBot. The malware is meant to
provide the criminals with access to the victims’ Android OS devices for further monetary fraud. Until now, the
group has been known to focus mostly on Asian countries. It was attacking Europe back in 2018 as well, however

we have found those campaigns to be not as organized as these new ones.
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The image above is present on every FakeCop malware’s control panel

This trojan is usually delivered via SMS spam, containing links to a variety of different fake websites, which

entice the victims to download and install a malicious component — in this case FakeCop.

Cases of infections via the official GooglePlay store have been identified in the past as well. Please see the

references section to find the articles featuring technical analysis of each of the malware families used by this
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group, as well as a summary of the group’s operations and timelines.

The recent events have exposed the novel ambitions of this group, particularly in their desire to extend their fraud
to European countries. Specifically, we have observed such campaigns in: Denmark, France, Germany, Italy,
Netherlands, Sweden and Finland. Besides these EU countries, we have also seen this attack against the mobile
users in United Kingdom, Switzerland, Brazil and Japan. With this campaign, RoamingMantis is not only
attacking Android OS with malware, but also employs phishing against Apple ID accounts. Please note, that

unlike the Android OS component, the iOS part of the fraud is unrelated to any malicious apps.

The Move on Europe

Besides the previously used SMS spam, the chosen strategy for attacking mobile device users in these newly-
added regions is the use of phishing website lures. All of these websites impersonate a locally-used postal/delivery

service.

For example, the campaign in Denmark involves a website, which looks almost identical to PostNord — a
postal/delivery service widely used in this country. The rest of the campaigns for the aforementioned new target

countries each feature that country’s own locally-popular postal/delivery service.
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Examples of the European adaptations of the FakeCop’s spreading websites

On such fake websites, the victim is usually being asked to enter their phone number. Upon entry, the website
offers to download and install an APK file (APK is the file extension of app packages for the Android OS). This

technique has been successfully utilized by the group in other regions in the past.

Apple ID Phishing

Along with extension to the new regions and the phishing page strategy, the RoamingMantis group has also

decided to incorporate a phishing attack on the victims’ Apple ID accounts.
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Examples of AppleID phishing pages — these are displayed to the users who run iOS

Unfortunately, the phishing pages impersonate the original websites accurately enough. For that reason, we have
found these phishing pages to yield Apple ID account names and passwords to the criminals at an alarming rate.
At one point we have observed the traffic of between 10 to 15 credentials per hour, in Denmark alone. However,

this rate has slowed down greatly on the second day of our observations.

Data Collection
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The backend of RoamingMantis’ FakeCop malware and its European phishing campaign is split between different
hosts, each responsible for providing the criminals with a web user interface for management of the stolen data, as
well as the database behind it. Each of the phishing websites runs its own panel, which stores the data acquired

from the phishing.

In case anyone reading out there has looked at the screenshot above and instantly remembered an article on

Krebsonsecurity about Trump’s Dumps — sorry, we are not aware of any connection of RoamingMantis to it

beyond the use of this design.
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Notably, all of the control panels that we have observed provide the user interface in Chinese language. It is

highly uncommon for Chinese-speaking carders to attack European financial organizations.

RoamingMantis has a wide variety of monetization schemes, which ranges from bitcoin mining and money
laundering to banking fraud. You can expect a group as large as this one to use every opportunity at their disposal

to generate revenue.

Get Aleksejs Kuprins’s stories in your inbox
Join Medium for free to get updates from this writer.

Remember me for faster sign in

Using these control panels, the criminals can change different settings to fine-tune the phishing activity. We have

used GoogleTranslate on some of the screenshots for the ease of reading.
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The Settings of the phishing website designed to attack Denmark
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This user interface provides the criminals with access to the stolen data from the campaign in

Denmark

Meanwhile, the IDs of the stolen data records on the main panel are much larger, indicating its magnitude (nearly

7,000 records). This panel includes data from various campaigns:
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Finally, the user interface for monitoring of specifically the FakeCop’s malware data in EU has a different design,

but also shows the amount of devices affected in EU (nearly 300).
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Summary

Roaming Mantis campaigns usually come in huge volumes of spam, but now also have a wide regional coverage.

The analysis above covers only a minor part of such campaigns during just two days of observation.

The technique of impersonation of postal/delivery services is nothing new and has been used rather successfully
around the world by cybercriminals for years. Nearly everyone expects a package delivery from time to time and
often would be impatient to receive it. The criminals will always exploit such impatience, because the phishing

page can seem more credible when the victim is actually expecting a delivery.

Please remember to always verify the source of notifications for your mail or other delivery. Is it the same
incoming phone number in that SMS notification as it was previously, when you have received a different
delivery? Did you receive an email notification at the same time as well? Can you remember or check the official
website name of your postal/delivery service? If so, maybe you could navigate to that page manually instead of

clicking the provided link in the notification.

Exercise caution and avoid installing any unknown apps or entering your AppleID credentials when the context

should not call for that. Your real postal/delivery service is most likely to provide their official app only through
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the official app store, which is relevant for your device: Apples AppStore in case of iOS devices and Googles

GooglePlay, if your device runs Android OS.
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