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&2 Tool: GORBLE

Names GORBLE
Category Malware
Type Backdoor

(Recorded Future) A report issued by Google-Mandiant TAG on August 14, 2024, included

Description ~ hashes for a malware sample it calls GORBLE, which uses GreenCharlie infrastructure for

command-and-control C2

Information  <https://go.recordedfuture.com/hubfs/reports/cta-ir-2024-0820.pdf>

Last change to this tool card: 23 October 2024

Download this tool card in JSON format

All groups using tool GORBLE

Changed Name Country Observed
APT groups
=
APT 42 — 2015-Feb 2024
—
GreenCharlie ——— 2020

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=9b3e049a-7354-4b5b-8591-87c7deef9eb9
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