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Overview

Risk Score: 8

Confidence Level: High

Suspected Malware: FormBook Malware/Trojan

Function: Information Stealing, Credential Harvesting and download/drops stealthier malware
Tactic Used: Process Injection/Process Hollowing

Threat actor Associations: ng-Code

Other Malware related to FormBook: XLoader

First Seen: July 2016
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Latest Seen: Nov 2021

Target Industry: Multiple

Target Countries: Multiple/Global Effect but predominately the US

Relevancy: Global Effect and used the latest zero-day vulnerability of Office-365 in 2021.

Brief Introduction: FormBook Malware is quite popular among attackers. It is basically an information
stealer/trojan and is available in darkweb market as a Malware-as-Service. It is first seen in July 2016 and has
been quite active since then. In 2020 it affected 4% of organizations worldwide and was among the top 3 list of
trending malware. It logs and monitors keystrokes, searches and accesses files, takes screenshots, harvests
credentials from different browsers, drops files, downloads, and executed stealthier malware as per commands

received from Command-and-Control-Server (C2).

XLoader appears in 2020, consider as the successor of FormBook having similarities on the base of code and also
advertise for sale in the same dark-web forums where FormBook was earlier sold. XLoader also has the capability

to compromise macOS.

FormBook is mainly distributed using email campaigns, various infecting mechanisms and different types of file
attachments including pdfs, doc, RTF document, exe, zip, rar etc. It takes advantage of various vulnerabilities like
CVE-2012-0158 (Microsoft Windows Common Controls ActiveX Control Arbitrary Code Execution
Vulnerability), CVE-2017-01182 (Microsoft Office Memory Corruption Vulnerability), CVE-2017-0199
(Microsoft Office/WordPad Remote Code Execution Vulnerability), and recently used an Office-365 zero-day
vulnerability CVE-2021-40444 (Microsoft MSHTML Remote Code Execution Vulnerability).

File Details: As shown in Figurel, the following are the details related to the malware “FormBook”
File Type: Windows PE-32 Executable

MD5: ¢504£8e950801fd90e45b01023¢29702

SHAZ256: be24cc41a8c8b2c292743055cccd8a9ca25eddcaa26aa984a63a6dff70ddae55

Subsystem: GUI

Compilation Time: April 2016

Figure 1

formbook3_be24.exe: PE32 executable (GUI) Intel For MS Windows, Nullsoft Installer self-extracting archive

DECIMAL HEXADECIMAL

@

Figurel above shows that FormBook Malware is a Windows PE-32 Executable and has the signature of Nullsoft
Installer. The file has different parts, one PE executable along with an embedded XML document and two lzma

compressed files.
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Figure2 and Figure 3 show the different hash values corresponding to our malware file. Figure 2 also other basic

information like it has GUI subsystem and compilation time of April 2016.
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Figure5

Figure4 above shows that the malware has an NSIS installer, and it is present in the overlay part. We further
examine and extract it. Figure5 shows the entropy curve corresponding to the malware. It mentioned it as not
packed but the curve at the end is somewhat flat with high entropy provides us an indication of the presence of

some packed code inside the executable file.

Figure6
Elastic rrshicious (high confidence)
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When we check, the malicious file in different anti-virus engines then it is detected as primarily a

trojan/spyware/information stealer which is the main function of the FormBook malware.

Figure7
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property value value value value value

name JSext rdata data ndata JEFG

md5 A F47 A . MPOGCEBRBCCEDST4AATSE.,. ETEF 4 EIF1T2E24,. F1ACS4TTSFB2B..,
entropy 6422 5.203 4.048 2334

file-ratic (60.95%) 357 % 0.70 % 023 % 5645 %

raw-address (nD0000400 0006000 Ce00007200 0 00 (0007500

raw-size (401920 bytes) CeD0005C00 (23552 bytes) 00001200 (4608 bytes) Co00000600 (1536 bytes) (0 bytes (D00SAEDD (372224 bytes)
virtual-address 00401000 Cr0407000 CoD0409000 D04 20000

virtual-size (43257 bytes) (23275 biytes) 000001196 (4502 bytes) Ce0001 80328 (110648 bytes) (O000E000 (32768 bytes) (hD00SADED (372064 bytes)
entry-paint 0 B

writable - - X ] -

executable ®

Figure7 above shows us different sections present in the FormBook. All are quite normal except .ndata which is

totally a virtualized section means only available in memory.

Figure8
library (7) blacklist (0] type (1) impornts (152) description
kernel22.dII - implicit 58 Windews NT BASE AP Client DLL
user32.dll - implicit 62 Multi-User Windows USER APT Client DLL
gdi32.dll - implicit 8 GO Client DLL
shell32.dIIl - imphcit 6 Windows Shell Common DIl
advapid2.dil - imphcit 10 Advanced Windows 32 Base APl
comecti22.dll - implicit 4 Commaon Controls Library
ole32.dlil - imnplicit 4 Micrasoft OLE for Windows

Figure8 above shows different libraries imported by the FormBook. All are important and provide us an indication
of the functionality the malware incorporates. It includes memory, low-level functioning, user interface, graphical
manipulation, registry access and manipulation capabilities. Shell32.dll and Ole32.dll are quite important here as
ole32.dll is used for handling ole objects and is required for embedding ole objects of different applications to
another application like excel-sheet embedded into a word document whereas shell32.dll is used to open

webpages and files.

Figure9
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Figure9 above shows the various APIs/Functions corresponding to the above-mentioned libraries in Figure8 and

provides us important information that the FormBook malware has the following capabilities:

. Anti-Debugging Capability.

. Capability to collect system information.

. Capability to handle windows/GUI functions.

. Ability to create new threads, processes, and their manipulation.

. Synchronization capability to handle multiple processes and threads and to access shared resources.

D Ul A W N R

. Have the capability to access native APIs to perform low-level functions like handling/manipulation of

hardware, memory, and processes directly.

~

. Ability to access and manipulate registry entries.
8. Capability to load other DLLs, libraries, and processes in memory.
9. Ability to handle, search, open, close, write, access and manipulating files.

10. Capability to search Drives, Folders.

embly srming="umschemnas sl ="10°> <assembhidestity ="1000° 386" names Nullsoft NS exehesd” types"winiZ'/ »< description> Nullsoft Install System
comeasm.3"s <securitys < requestedPrivieges <requessedEnecution evel levels "ssdewoker” uificcesss fabe')> </ ilegess ¢ fuacurity> < \patibity aminzs"
50560631k Bedd-sHMOIZS RN /> <suppededls Id="[e 2114571546 43¢5- aShe D05 deaad R/ </ apphicstions < compatibibty: < assembly-

Figurel0

Figure10 above shows the XML code present as manifest in the file. It contains meta-data corresponding to
different files that are part of the same group or package. The privileges are used as “asInvoker” which means
adopting any privilege assigned to the user. This further demonstrates the dependency on NullSoft NSIS and its
version number. NSIS is a free framework used to bundle many elements of an application together including
DLL or executable, and an NSIS script is also bundled along with the application/file/malware to control how all

can be extracted and executed.

Figure 11 below also shows the overlay part present in the file. It also has the Nullsoft signature. FormBook most
likely used it to bypass anti-viruses and load or extract the code/files present in the overlay section which are

packed by using Nullsoft installer.
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property value
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entropy 1999
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Size (eO0IEFCD (2356461 bytes)

signature fit

furst-bytes-hex 04 000000 EF BE AD DESE TS 6C 6C TIGF 66 74
first- bytes- et wwvaane-Mullzaft

file-ratic 3869 %

i overlay (Mullsoft)

Figurell

We further extracted the hidden files present in our malicious executable as shown in Figure12 which are dropped
by the file when it gets executed and used accordingly. There are three more files present in our malicious
executable, one is the DLL “jnjvrzet.dll” which is present in the folder named $PLUGINSDIR and the second is
the .nsi file which is the NSIS script to control that how to extract and use these files as mentioned above. The
third file is “6celnlzjaolgh5df” which is in lzma compressed and encrypted also and most probably is an

executable or DLL and the main payload.

Mame Size Packed 5ize Modified Attributes  Method
0 47149

|| BeelnlzjaclghSdf 203534 2021-11-0203:40 LZMA:23

|| [M5IS].nsi 20780 20780

;i ChUsers\ IR O ==ktop'\ Malwares\Formbooki\formbook3_b E24.Ex

Mame Size Packed Size Modified Attributes  Method
& jnjverzet.dll 471449 LZMA:23
Figure12

Figure13 and Figure14 show hexdump corresponding to the file DLL “jnjvrzet.dll” and “6celnlzjaolgh5df”.
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¥ C:'l.u:ers"-ﬂesl-ciap'-.h.-'lalwarH.\Fnrmhnak\!’armbﬁniﬂ_bdl.u

Marme Size Packed Size  Modified Attnbutes Metho
[ njrzet.dil 47149 LIMA:

Figurel3

Mame Size Packed Size Modified Attributes  Methc
. [SPLUGINSDIR 0 47149

| | GcelnlzjaclghSdf 203534 2021-11-02 03:40 LZMA

6celnlzjacighSdf x

Figurel4
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Figurel5

Fumction func_64
call fune_0
Stro !H rbrutkopbma
Pop SRO
ReadEnvStr SRO APPDATA
STre !L! mtft:lfgtgryzr.

STrC 55 c! xayfg
Fi t $RG SRE

sStripy $2 1xfomreggpy
Push SINSTOIR\rendered. hgx
exch Sad

i Pop ims
petailPring cmk?kkm
Push SINSTOIR\deliberate' incensed acted
createpirectory SINSTOIR'fellahs
Funct {onEnd

Function func_Bl
GetFullPathuame SRS SINSTDIR'\Slut'commendable'\sick. hgx
Exch $9
i Push 59

op SRS
D-eta.11l1r1rrt kmrwimobcozxg
call func_23
seterrorLevel 0
Push 44510
Dqtiﬂl'rfrlt ﬂll.lil'i'"l-'g

strg RO rubkesrim
glvum j ARENT §{SW_SHOW]}
aring'mﬂrm

pelete SINSTDIR\belonging.ra
GetCurrentaddress SRT | Strepy SRT 98
MessageBox MB_YESND etmndbzvpgfac

Mog
FumcT 1 onEnd

run-ctian func_101

eﬂ_:mﬂo $RO HELM SOFTwaRE'manic'\offbeat unjlhktekb
n-eta1 usvimhyljar hegun

Figurel6

me.
entat'lm‘.xefu'l.aiff SINSTDIR\Toby'\boarder \team., eps |

SINSTDIR undoubtedlyhorentarion’ hateful, ai ff->SINSTOIR \ Toby/\ boarder' Tean, eps

Figure15 and Figure16 show the snippets of .nsi script corresponding to Nullsoft Installer to control the process of

extracting these embedded files and how to use them for further exploitation. It accesses various folders, creating
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files, copying, and doing initialization, etc.

We further checked the extracted .DLL file “jnjvrzet.dll” as shown below in Figurel7. It is Windows 32-bit DLL.

We checked it through different anti-virus engines and found it to be malicious and they categorized it as mainly

trojan as shown in Figure 18.

property

md5

shal

shal5s
mdS-without-overlay
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first-bytes-text
file-size
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Figurel7
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library (7} blacklist (4) type (1) imports (109) description

wsZ_32.dll x implicit & Windows Socket 2.0 32-Bit DLL
wianmp32.dil ® implicit 5 Micreseft WinSMMP v2.0 Mansger AP
setupapi.dil X implictt 4 Windows Setup APl

wiock32.dil ® implicit 4 Windews Socket 32-Bit DLL

kernel32.dil - implicit 55 Windews NT BASE AP] Client DLL

ole32.dil - implicit B Micreseft OLE for Windows

oleaut32.dil - implicit Fa) © Mizrozaft Carporation. All fghts rezenved.
Figurel9

The imported libraries corresponding to the extracted DLL are shown in Figure19 above. The presence of
ws2_32.dll and wsnmp32.dll indicates that our extracted DLL is responsible for handling and managing network
connections. Setupapi.dll is also quite important as it is used for setting up and installing the applications means
the extracted DLL also helps in installing or setting up other malicious files for execution and most probably the

main payload.
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! diF e w wiE
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1120 network 102 (SnmpGeiRetansmithlode]
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GetsadHandle
W s ley

Page 12 of 15



https://www.cyfirma.com /outofband/formbook-malware-technical-analysis/

Figure20

Figure20 above shows the imported APIs/Functions by our extracted DLL. The DLL also has the following

capabilities in-addition to the capabilities we mention for our malicious executable:

1. Capability to deactivate/sleep to hide its functionality or capability to wait for any trigger to continue
2. Capability to manage network connections

3. File handling, searching and manipulation capability

4. Capability to handle Critical Sections/locks to handle shared resources

5. Capability to access Thread local storage area and handling of multiple threads

6. Several anonymous functions and their validity or usage are not yet confirmed

7. Ant-debugging capability
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PID Operation

216 &Y Process Start
216 &% Thread Create
816 & Load Image
216 £F Load Image
216 &Y Load Image
816 BhCreatsFile

816 #%ReqOpenkey
816 ﬁF{egOuew‘u’alue
816 @¢RegOpenkey
816 #%RegOpenkey
316 ﬁF{egOueryValue
816 @ ReqClosekey
816 ShCreatsFile

816 BhCreateFile

316 Eﬂu@uewBasiclrﬁor... R

816 BhCloseFile
816 ShCreatefile

816 BhCreateFileMapp...
816 BhCreateFileMapp...C:

216 £Y Load Image

816 PhClossFile

816 ShCreateFile
]

LEToR S RPN N

216 &% Load Image
216 &% Load Image
216 &% Load Image
216 &% Load Image
216 &% Load Image
216 &% Load Image
816 BhCreateFile

316 BuOuewBasicldor. .

816 BhClos=File
816 Sh.CreatsFile

816 BhCreateFileMapp...
816 BhCreateFileMapp...

216 &% Load Image
816 BhClossFile

216 &% Load Image
216 &% Load Image
216 &% Load Image
216 & Load Image
216 &% Load Image

816 @¥RegQueryKey
816 @{RegOpenkey
316 ﬂﬂeg@uew\-falue
816 @ RegQuerykey
816 @XReaQuenykey
816 @ RegOpenkey
316 ﬁﬂeg@uew\-"alue
816 @¥R=gQueryKey
816 @XRegQuenkey
816 @¥RegOpenkey
316 ﬁﬂeg@uew\-"alue
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CiUsersdilpreetDesktop' Malwares Form Book Malware\formbook 2_be24 exe
“WindowsSystem 32 ntdll.dll

SWindows SysWOWES \ntdll dil

C\Windows\Prefetch\FORMBOOK3_BE24 EXE-37FD187E pf

HKLMSoftware Microsoft \Windows NTCumentVersion\Image File Execution Options

HELMSOFTWARE Microseft ' Windows NT\CumentYersion'/mage File Execution Options*Disable UserModeCallbackFi

HELM"System \CumrentControl Set\ControlSession Manager
HELM"System \CumentControl Set\ControlSession Manager
HKLM\System*CumentControl Set’\Control W SESSION MANAGERNMCWDllegalInDLLSearch
HELMSystem\CumentControl Set'\Cortrol W SESSION MANAGER
CA\Windows

AWindows\System 32wowe4 dil
Mindows"System32wow64 dil
AWindows" System 32'wowE4 dil
MindowsSystem 32 wowed dil
Mindows"System 32 wow64 dil
Mindows" System 32 wow64 dll
“Windows' System 32 wows4 dll
Mindows System 32 wowe4 dil
AWindows\System 32 wowE4win dil

A e DO SN, T, (R e N

“Windows'\ SysWOWE4 wserd2 dl
Windows'\SysWOWE4 \gdi32 dIl
Windows \SysWOWESpl. dl
“Windows' SysWOWESwsp10.dl
Windows' SysWOWE4 \mavert dl
Windows \SysWOWEed advapil2 dll
“Windows' SysWOWE4L \sechost dl
Windows"SysWOWE4 sechost dl
Windows \SysWOWE4 sechost dil
“Windows '\ SysWOWES \sechost dll
Windows"SysWOWE4 sechost dl
Windows'\ SysWOWE4 sechost dll
Windows \SysWOWE4 sechost dl
Windows \SysWOWE4 \sechost dll
Windows"SysWOWELvport4 dil
Windows' SysWOWEL sspicli dll
“Windows'\ SysWOWE4 cryptbase dil
Windows"SysWOWE4\shell 32 dil
SWindows' SysWOWEL shiwapi.dl

HKCR\Wow6432Node CLSID{20D04FEQ-3AEA-1065-42D8-080028 303050 1\ ShellFolder

HKC U\Software\Classes \WowE432Node \CLSID\{20D04F EQ-3AEA-1069-A2D8-080028303090 1 ShellFolder
HKCR\WowE432Node CLSIDW{20D04FEQ-3AEA-1065-A2D8-080028303090} ShellFolderUse Drop Handler
HKCR\WowE432Node \CLSID{20D04FED-3AEA-10659-A2D8-080028303050 1\ ShellFolder
HKCR\Wow6432Node CLSIDN20D04FED-3AEA-1063-A2D8-080028303090 1 ShellFolder

HKC U\Software\Classes \WowE432Node \CLSID\{20D04F EQ-3AEA-1069-A208-080028303090 1 ShellFolder
HKCR\Wow6432Mode \CLSI D200 04FED-3AEA-1065-A2D8-080028303050 1\ ShellFolder'WantsFORPARSING
HKCR\Wow6432Node CLSID{20D04FEQ-3AEA-1065-42D8-080028 303050 1\ ShellFolder
HKCR\Wow6432Node \CLSIDW{20D04FEQ-3AEA-1065-A2D8-080028303090 1 ShellFolder
HKCU\Software'\Classes'WowE432Node \CLSIDW{20D04F EQ-3AEA-1065-A2D8-080028303090 1 ShellFolder
HKCR\WowE432Node \CLSI D200 04FEQ-3AEA-1069-A2D8-080028303030\ShellFolder'\Wants Parse DisplayName
HKCR\Wow6432Node CLSID{20D04FEQ-3AEA-1065-42D8-080028 303050 1\ ShellFolder
HKCR\Wow6432Node \CLSIDW{20D04FEQ-3AEA-1065-A2D8-080028303090 1 ShellFolder
HKCLU\Software"Classes  WowB432Node \CLSID{20D 04F EQ-3AEA-1065-A2D8-08002B8303090 1 ShellFolder
HKCR\WowE432Node \CLSID\{20D04FEQ-3AEA-1065-42D8-080028303050 1\ ShellFolder'\QueryForOveray
HKCR\Wow6432Node CLSIDV20D04FED-3AEA-1063-A2D8-080028303090 1 ShellFolder
HKCR\WowE432Node \CLSIDW{20D04FEQ-3AEA-1065-A2D8-080028303090 1 ShellFolder
HKCLU\Software"Classes  WowB432Node \CLSID{20D 04F EQ-3AEA-1065-A2D8-08002B8303090 1 ShellFolder
HKCR\Wow6432Mode CLSID\{20D04FEQ-3AEA-1065-42D8-080028 303090 1\ ShellFolder'Map Net DriveVerbs
HKCR\Wow6432Node \CLSIDW{20D04FEQ-3AEA-1063-A2D8-080028303090ShellFolder
HKCR\WowE432Node \CLSIDW{20D04FEQ-3AEA-1065-A2D8-080028303090 1 ShellFolder

HKC U\ Software"\Classes'WowE432Node \CLSID'{20D 04F EQ-3AEA-1063-A2D8-08002B8303090 1 ShellFolder
HKCR\Wow6432Node CLSIDN{20D04FED-3AEA-1069-A2D8-080028303090 1 ShellFolder\QueryForlnfo Tip
HKCR\Wow6432Node \CLSIDW{20D04FEQ-3AEA-1065-A2D8-080028303090 1 ShellFolder
HKCR\Wow6432Node \CLSI D200 04FED-3AEA-1065-A2D8-080028303050 1\ShellFolder

HKC UM SoftwareClasses\WowE432Node \CLSIDN{20D04F EQ-3AEA-1063-A2D8-080028303090 1 ShellFolder
HKCR\Wow6432Node \CLSIDW{20D04FEQ-3AEA-1063-A2D8-080028303090 1 ShellFolderHide InWebView
HKCR\WowE432Node \CLSIDW{20D04FEQ-3AEA-1065-A2D8-080028303090 1 ShellFolder
HKCR\WowE432Node \CLSID{20D04FED-3AEA-10659-A2D8-080028303050 1\ ShellFolder

HKC UM SoftwareClasses\WowE432Node \CLSIDN{20D04F EQ-3AEA-1063-A2D8-080028303090 1 ShellFolder
HKCR\WowE432Node \CLSID{20D04FEQ-3AEA-1063-A2D8-080028303090 ShellFolderHideOn Desktop PerUser
HKCR\Wow6432Node \CLSI D200 04FED-3AEA-1065-A2D8-080028303050 1\ShellFolder
HKCR\Wow6432Node CLSID{20D04FEQ-3AEA-1065-42D8-080028 303050 1\ ShellFolder

HKC U\ Software\Classes\Wow6432Node \CLSID\{20D04F EQ-3AEA-1069-A2D8-080028303090 1 Shell Folder
HKCR\WowE432Node \CLSIDW{20D04FEQ-3AEA-1065-A2D8-08002B303090 " ShellFolder'Wants Aliased Notifications
HKCR\Wow6432Node \CLSID\{20D04FED-3AEA-1065-A2D8-080028303050 1\ShellFolder
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2:33... v formbook3_beZ.. 816 @fRegQueryKey HKCR\Wow6432Node CLSIDN{20D04FEQ-3AEA-1063-A2D8-080028303050 1\ ShellFolder

2:33... - fombook3 beZ.. 816 @¥RegOpenkey  HKCLU'\Software'Classes'\Wow6432Node \CLSI D200 04FED-3AEA-1069-A2D8-08002B30308D ¥ ShellFoldsr
2:33.. formbook3 be2.. 816 ﬁF{egQuer}'\f’alue HEKCR\Wow6432Mode \CLSIDN 200 04FED-3AEA-1063-A2D2-080028 303090 1 Shell Folder\Wants Universal Delegate
2:33... vlombook3 be2.. 816 qﬂegQuewKey HKCRWWow&432Node CLSIDN{ 200 04FEQ-3AEA-1065-A208-080028 303090 1 ShellFolder

Figure21

Figure21 mentioned above shows the processes spawned by the malicious executable when it runs. It starts and

creates various processes and threads, loads various system libraries, and accesses many registry entries.

List of IOCs
Sr Indicator Type Remarks
No.
1 c504f8e950801fd90e45b01023¢29702 File Hash MD5
2 be24cc41a8c8b2c292743055cccd8a9ca25eddcaa26aa984a63a6dff70ddae55 File Hash SHA256
3 c439604f01c988cc0d33f3b69f624921ffe847e821e392afbc3126ea44225bcc9907b01dcd36ab225fab505e5f8199951 File Hash SHA512
8f91253d4447a221bb144e79927ff06
4 a500638a0197e27649cd3ef3d574f6e7 DLL Hash MD5
5 5f02d1a61e6c20966ccf55ab8e028ec839283e114e94556fd5ac8689d1b64754 DLL Hash SHA256
6 46ecee6911deff33081034dc3aealed652c8b5bdafaad658d1d79fc62c277143c2fe792cf4e96537f7b7cff76a07b1515e DLL Hash SHA512
0417a57293e392fc6c416bd7f8d8f2
7 ad764a0e99f9b236779a9656ecce9779 Encrypted File Hash MD5
8 ec0d3cc02378ff9ac99adcfad57e7fb92e9c70185da93e5fb310977b5ac7462a Encrypted File Hash SHA256
9 €993c06999395ee9e757d0a4d4f55ff4d 1fee25¢594¢3527236b0e3226963f9874381b5ac5c47708f7813db735f5e5d5 Encrypted File Hash SHA512
1e1b9d49b69cd8137cce4836b3a7b4d7
10 e730637b16ffd64e5daab0751c074b8f NSI Script Hash MD5
11 8bbdb9ec034c1b308b9e93078ae14979d2aa9b29d5f075b7d3041cd19dbbf201 NSI Script Hash SHA256
12 ¢2d02a89e6f96b6d1d757a7f35a938390a3059b15b6587f19f823d13f8f5a7f8bdcadc2b99d5a9140e3681df4350ea5a NSI Script Hash SHA512

e1d70f82fdfea37ffcfe658cddad38e

Mitre Attack Tactics and Techniques

Sr No. Tactic Technique
1 Initial Access (TA0O001) Email Campaigns
Spear Phishing
2 Execution (TA0002) Malicious File
User Execution
3 Persistence (TAO003) Registry Keys
4 Defense Evasion (TA00O5) Disabling Security Tools
Process Hollowing
Obfuscation
Anti-Debugging/Sandbox Evasion
Credential Access (TA0O031) Credentials from Web Browsers
5 Discovery (TAO007) Query Registry
System Information Discovery
6 Collection (TA0O035) Input Capture
Screen Capture
7 Command and Control (TA0O011) Application Layer Protocol
8 Exfiltration (TAOO36) Over C2 Channel

Source: https://www.cyfirma.com/outofband/formbook-malware-technical-analysis/
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