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Conti DragonForce  LockBit Ransomware

Introduction

Group-IB’s Hi-Tech Crime Trends
2023/2024 Report
Ransomware-as-a-Service (RaaS)
Dedicated Leak Sites (DLS)
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Key discoveries in this blog

DragonForce Ransomware Overview and Tactics: DragonForce operates a Ransomware-as-a-
Service (RaaS) affiliate program utilizing a variant of LockBit3.0, and the other, though initially
claimed as original, is based on ContiV3. The group employs double extortion tactics, encrypting
data, and threatening leaks unless a ransom is paid.

Affiliate Program and Customizable Ransomware: The affiliate program, launched on 26
June 2024, offers 80% of the ransom to affiliates, along with tools for attack management and
automation. Affiliates can create customized ransomware samples, including disabling security
features, setting encryption parameters, and personalizing ransom notes.

Security Bypass Techniques and Defense Evasion: DragonForce uses the “Bring Your Own
Vulnerable Driver” (BYOVD) technique, included in their Conti variant of ransomware, to disable
security processes and evade detection. Additionally, they clear Windows Event Logs post-
encryption to hinder forensic investigations and obscure their tracks.

Targeted Industries and Ransomware Payload Analysis: Between August 2023 and August
2024, DragonForce targeted 82 victims across various industries, focusing on Manufacturing,
Real Estate, and Transportation industries. The ransomware payload features advanced
encryption techniques and anti-analysis countermeasures.

SystemBC, Cobalt Strike, and Network Reconnaissance: The DragonForce ransomware
group utilizes the SystemBC backdoor for persistence, Mimikatz and Cobalt Strike for credential
harvesting, and Cobalt Strike for lateral movement. The group also uses network scanning tools
like SoftPerfect Network Scanner to map networks and facilitate the spread of ransomware.
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What is DragonForce Ransomware?

Ransomware-as-a-Service

dark web
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Inside the belly of the beast

The following is a translation of the post made by DragonForce on
26 June, 2024
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The following is a translation of the post made by DragonForce on
4 July, 2024

v

Group-IB’s Threat Intelligence

Each affiliate has a unique .onion address, and a new profile needs to be created for each team

member to grant them their own access.

The affiliates have two ransomware variants for Windows: one of their own creation, and a
variant of LockBit that allows individuals coming from LockBit to adapt quickly. According to

DragonForce, their ransomware can bypass XDR and EDR.
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Builder
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URL of the company
Revenue

Comment

Test decryption (enable or disable)

Time range for ransom payment and use of the test decryptor.
Percentage of encryption

Impersonation (enable or disable)

Encrypt shares (enable or disable)

Skip hidden folders (enable or disable)

Kill services (enable or disable)

Excluded files

Excluded folders

Excluded extensions
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URL of the company
Revenue

Comment

Test decryption (enable or disable)

Time range for ransom payment and use of the test decryptor.
Encrypt whole system + Network or only Local Path
Percentage of encryption

Extension for encrypted files

Choice of driver to terminate EDR/XDR processes

Name of ransom note

Excluded files

Excluded folders

Excluded extensions

Excluded shares
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Add Adver
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Publications

Constructor
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The following is the original text of the “Rules” within the section,
in English:

v
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The following is the original text of the “Guides” within the
section, in English:

The following is the original text of the “Contacts” within the
section, in English
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Tactics, Technigues, and Procedures (TTPs)

Digital Forensics and Incident Response (DFIR)

Incident Response Case: September DragonForce Attack

Timestamp Source IP Address
2023-09-21 20:11:08 2[.]147[.168[.]96
2023-09-21 20:40:24 185[.]59[.]221[.]75
2023-09-21 22:34:47 69[]4[.]234[.]20

2023-09-22 16:22:56  69[.]4[.]234[.]20
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Execution Time File Location

23/09/2023 4:04:46 C:\Users\[Redacted]\AppData\Local\Temp\2\netscanold.exe

23/09/2023 4:11:47 C:\Users\[Redacted]\Music\netscanold.exe

Multiple RDP Connections - Used for lateral movement within the network.

Mimikatz Execution - Used to dump credentials from LSASS memory.
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ADFind Execution — Used for Active Directory enumeration.

SystemBC, CobaltStrike, and Network Scanner Execution — Used to establish persistence,
command-and-control communication, and perform network reconnaissance.

Disabling Antivirus — Antivirus features were disabled, exceptions added, and antivirus
uninstalled to avoid detection.

Ransomware Execution - Deployed ransomware to encrypt files across multiple systems.

Clearing Event Logs — Event logs were cleared after ransomware execution to cover tracks.
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Malware Analysis

SystemBC

File path MD5 Hash

C:\Users\username\AppData\Local\Temp\2\ socks

97B70E89B5313612A9E7A339EE82AB67
aug\socks.exe

Cobalt Strike Beacon
File path MD5 Hash

C:\Users\username\AppData\Local\Temp\ 2\a65.exe A50637F5F7A3E462135COAE7C7AF0D921
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SoftPerfect Network Scanner

File path MD5 Hash

C:\Users\username\AppData\Local\Temp\2\netscanold.exe BB7C575E798FF5243B501477725363!

Ransomware Payload

File path MD5 Hash

df.exe (dropped in multiple paths) C111476F7B394776B515249ECB6B20EG

Technical information about ransomware
builds
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ContiV3 fork

leaked

Embedded Configuration

Bring Your Own Vulnerable Driver (BYOVD) for process termination
Encrypt filenames

Persistence via Scheduled tasks

Verbose logging

DragonForce wallpaper and icon

String obfuscation using ADVobfuscator

Resolving APIs by Hash — Names are hashed with "MurmurHash2A™ algorithm with the seed
value of 'OxB801FCDA’

Anti-hooking — compares the currently loaded functions with the original files. If the bytes have
been modified, it replaces them with the original bytes

Deleting Shadow Copy with COM Objects - enumerates shadow copies and deletes them.

SELECT * FROM Win32_ShadowCopy

cmd.exe /c C:\Windows\System32\wbem\WMIC.exe shadowcopy where "ID="%s'" delete
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Arguments Description

EncryptMode - path

EncryptMode - all, local, net

Specify log file

-size Specify file encryption percentage

-nomutex Do not create mutex
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start_marker: @xDEAD

build_key

offset_embedded_resource

encrypt_mode: 10/11/12/14 - all/local/network/path
time_sync

logging option and filepath
filesize_for_fullencrypt
filesize_for_headerencrypt
header_encrypt_size
other_encrypt_chunk_percent
encrypt_file_names

custom_icon option, size and filepath
schedule_job details

kill

use_sys: 0/1/2 - None, Truesight, RentDrv
driver offset and sizes

driver encryption key

driver encryption nonce

list of processes to kill (priority)

list of processes to kill
custom_extension

whitelisted paths

whitelisted extensions

whitelisted filenames

whitelisted shares

custom_ransomnote_name

custom_wallpaper option, size and filepath
end_marker: OxBEEF
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Microsoft recommended driver

block rules
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Name

RentDrv.sys

RentDrv.sys
(64-bit)

Truesight.sys
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SHA256

1laed62a63b4802e599bbd33162319129501d603cceebbeleb22fd4733b3018a3

9165d4f3036919a96b86d24b64d75d692802¢c7513f2b3054b20be40c212240a5

bfc2ef3b404294fe2fa05a8b71c7f786b58519175b7202a69fe30f45e607fflc
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Files with Database extensions are fully encrypted

Files with Virtual machine extensions are 20% encrypted

For other files:

Page 30 of 40




https://www.group-ib.com /blog/dragonforce-ransomware/

File size < full_encrypt_threshold: Full encryption

File size < header_encrypt_threshold: Only the first [neader_encrypt_size] bytes are
encrypted

Other: Encrypted by [other_encrypt_chunk_percent]

.4dd, .4dl, .accdb, .accdc, .accde, .accdr, .accdt, .accft, .adb, .ade, .adf, .adp, .arc, .ora, .alf, .ask,
.btr, .bdf, .cat, .cdb, .ckp, .cma, .cpd, .dacpac, .dad, .dadiagrams, .daschema, .db, .db-shm, .db-
wal, .db3, .dbc, .dbf, .dbs, .dbt, .dbv, .dbx, .dcb, .dct, .dcx, .ddl, .dlis, .dpl, .dqy, .dsk, .dsn, .dtsx,
.dxl, .eco, .ecx, .edb, .epim, .exb, .fcd, .fdb, .fic, .fmp, .fmp12, .fmpsl, .fol, .fp3, .fp4, .fp5, .fp7, .fpt,
frm, .gdb, .grdb, .gwi, .hdb, .his, .ib, .idb, .ihx, .itdb, .itw, jet, .jtx, .kdb, .kexi, .kexic, .kexis, .Igc,
lwx, .maf, .maq, .mar, .mas, .mav, .mdb, .mdf, mpd, .mrg, .mud, .mwb, .myd, .ndf, .nnt, .nrmlib,
.ns2, .ns3, .ns4, .nsf, .nv, .nv2, .nwdb, .nyf, .odb, .oqy, .orx, .owc, .p96, .p97 .pan, .pdb, .pdm,
.pnz, .gry, .qvd, .rbf, .rctd, .rod, .rodx, .rpd, .rsd, .sas7bdat, .sbf, .scx, .sdb, .sdc, .sdf, .sis, .spq, .sql,
.sqlite, .sqlite3, .sqlitedb, .te, .temx, .tmd, .tps, .trc, .trm, .udb, .udl, .usr, .v12, .vis, .vpd, .vvv, .wdb,

wmdb, .wrk, .xdb, .xId, .xmlff, .abcddb, .abs, .abx, .accdw, .adn, .db2, .fmb5, .hjt, .icg, .icr, .kdb,
Jut, .maw, .mdn, .mdt

.vdi, .vhd, .vmdk, .ovm, .vmem, .vmsn, .vmsd, .nvram, .vmx, .raw, .qcowz2, .subvol, .bin, .vsyv,
.avhd, .vmrs, .vhdx, .avdx, .vmcx, .iso
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LockBit 3.0 fork

other generic LockBit 3.0 variants

provided in the builder
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"config": {

"settings": {
"encrypt_mode": "auto",
"encrypt_filename": false,
"impersonation": true,
"skip_hidden_folders": false,
"language_check": false,
"local_disks": true,
"network_shares": true,
"kill_processes": true,
"kill _services": true,
"running_one": true,
"print_note": true,
"set_wallpaper": true,
"set_icons": true,
"send_report": false,
"self destruct": true,
"kill_defender": true,
"wipe_freespace": false,
"psexec_netspread": false,
"gpo_netspread": true,
"gpo_ps_update": true,
"shutdown_system": false,
"delete_eventlogs": true,
"delete_gpo_delay": 1

H

"white folders": ,

nn

"white files": ,

nn

"white extens": ,

nn

"white_hosts": ,

"kill_processes": ,

nn

"kill_services": ,
"gate_urls": "",
"impers_accounts":

llnotell: nn
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Conclusion

Recommendations

Add more layers of security: Multi-factor authentication (MFA) and credential-based access
solutions help businesses secure their critical assets and high-risk users, making it harder for
attackers to be successful.

Stop ransomware with early detection: Leverage the behavioral detection capabilities of the
Endpoint Detection and Response (EDR) solution to help identify ransomware indicators across
your managed endpoints, promptly alerting your teams to any suspicious activity for further
scrutiny. This proactive approach enables agile detection, investigation and remediation of both
known and unknown threats on your endpoints.

Have a backup strategy: Data backup processes should be conducted regularly as they
reduce damage and help organizations avoid data loss following ransomware attacks.
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Leverage an advanced malware detonation solution: Organizations should leverage Al-
infused, advanced analytics-based solutions to detect intrusions in real time. Learn how Group-
IB’s Managed XDR coupled with Threat Intelligence helps businesses to:

gain insights into the unique Tactics, Techniques, and Procedures (TTPs) used by
Advanced Persistent Threats (APTs) and other cybercriminal groups and pivot their
security strategies accordingly; and

enable multi-layered cybersecurity (endpoint, email, web, and network) through automated
threat detection and response.

Patch it up: The longer a vulnerability remains unpatched, the greater the risk that it will be
exploited by cybercriminals. Security patches should therefore be prioritized, and organizations
should also set up a process to regularly review and apply patches as they become available.

Train employees: The human factor remains one of the greatest vulnerabilities in cybersecurity.
Educate employees about the risks relating to the organization’s network, assets, devices, and
infrastructure. Organizations should conduct training programs and security drills to help
employees identify and report the tell-tale signs of cybercrime (e.g. phishing emails).

Control vulnerabilities: Do not turn a blind eye to emerging vulnerabilities. Checking your
infrastructure annually with a technical audit or security assessment is not only a good habit, it
also adds a much-needed layer of protection. Infrastructural integrity and digital hygiene
processes should be monitored continually.

incident
response experts

|OCs

IP Addresses

File Hashes

File path MD5 Hash
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C:\Users\[Redacted]\AppData\Local\Temp\2\

C:\Users\[Redacted]\AppData\Local\Temp\2\a65.exe

C:\Users\
[Redacted]\AppData\Local\Temp\2\netscanold.exe

df.exe (dropped in multiple paths)

MITRE ATT&CK

Tactic Technique with ID

Initial Access Valid Accounts (T1078)

Executi
xecution PowerShell (T1059.001)

Valid Accounts: Domain Accounts

Persist
ersistence (T1078.002)

Boot or Logon Autostart Execution:
Persistence Registry Run Keys [ Startup Folder
(T1547.001)

Create or Modify System Process:

Persist
ersistence Windows Service (T1543.003)
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Command and Scripting Interpreter:

97B70E89B5313612A9E7A339EE82AB6G7

A50637F5F7A3E462135COAE7C7AFOD91

BB7C575E798FF5243B5014777253635D

C111476F7B394776B515249ECB6B20E6G

Description

DragonForce affiliates gain access
using compromised valid domain
accounts.

PowerShell is used to download and
execute malicious payloads like Cobalt
Strike.

Maintaining access by using
compromised domain accounts.

Registry keys are created to ensure
malware execution at startup.

SystemBC creates services for
persistence.
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues

@ GROUP-IB Products Resources

Partners Company

Page 39 of 40



https://twitter.com/intent/tweet?text=Inside%20the%20Dragon:%20DragonForce%20Ransomware%20Group&url=https://www.group-ib.com/blog/dragonforce-ransomware/
https://www.facebook.com/sharer/sharer.php?u=https://www.group-ib.com/blog/dragonforce-ransomware/&quote=Inside%20the%20Dragon:%20DragonForce%20Ransomware%20Group
https://t.me/share/url?url=https://www.group-ib.com/blog/dragonforce-ransomware/&text=Inside%20the%20Dragon:%20DragonForce%20Ransomware%20Group
https://www.linkedin.com/sharing/share-offsite/?url=https://www.group-ib.com/blog/dragonforce-ransomware/
https://api.whatsapp.com/send?text=https://www.group-ib.com/blog/dragonforce-ransomware/
https://www.group-ib.com/resources/research-hub/
https://www.group-ib.com/resources/success-stories/
https://www.group-ib.com/resources/knowledge-hub/
https://www.group-ib.com/resources/certificates/
https://www.group-ib.com/resources/webinars/
https://www.group-ib.com/resources/podcasts/
https://www.group-ib.com/top-investigations/
https://www.group-ib.com/resources/ransomware-notes/
https://www.group-ib.com/ai-hub/
https://www.group-ib.com/products/threat-intelligence/
https://www.group-ib.com/products/fraud-protection/
https://www.group-ib.com/products/managed-xdr/
https://www.group-ib.com/products/attack-surface-management/
https://www.group-ib.com/products/digital-risk-protection/
https://www.group-ib.com/products/business-email-protection/
https://www.group-ib.com/products/cyber-fraud-intelligence-platform/
https://www.group-ib.com/products/cyber-fraud-intelligence-platform/
https://www.group-ib.com/products/unified-risk-platform/
https://www.group-ib.com/integrations/
https://www.group-ib.com/partner-program/
https://www.group-ib.com/mssp-and-mdr-partner-program/
https://www.group-ib.com/mssp-and-mdr-partner-program/
https://www.group-ib.com/technology-partners/
https://www.group-ib.com/partners/
https://www.group-ib.com/about-us/
https://www.group-ib.com/team/
https://www.group-ib.com/services/cert/
https://www.group-ib.com/careers/
https://www.group-ib.com/careers/internship/
https://www.group-ib.com/academic-alliance/
https://www.group-ib.com/sustainability/
https://www.group-ib.com/media-center/
https://www.group-ib.com/
https://www.group-ib.com/

https://www.group-ib.com /blog/dragonforce-ransomware/

Subscription plans Services Resource Center

Subscribe to stay up to date with the

latest cyber threat trends

Page 40 of 40



https://www.group-ib.com/contacts/
tel:+6531593798
tel:+31202269090
tel:+97145681785
mailto:info@group-ib.com
https://twitter.com/GroupIB
https://twitter.com/GroupIB
https://twitter.com/GroupIB
https://www.linkedin.com/company/1382013/
https://www.linkedin.com/company/1382013/
https://www.linkedin.com/company/1382013/
https://instagram.com/groupibhq/
https://instagram.com/groupibhq/
https://instagram.com/groupibhq/
https://www.facebook.com/groupibHQ
https://www.facebook.com/groupibHQ
https://www.facebook.com/groupibHQ
https://t.me/Group_IB
https://t.me/Group_IB
https://t.me/Group_IB
https://discord.com/invite/QSy3XqjFsh
https://discord.com/invite/QSy3XqjFsh
https://discord.com/invite/QSy3XqjFsh
https://www.group-ib.com/terms-of-use/
https://www.group-ib.com/cookie-policy/
https://www.group-ib.com/privacy-policy/
https://www.group-ib.com/subscriptions/managed-xdr/
https://www.group-ib.com/subscriptions/managed-xdr/
https://www.group-ib.com/services/
https://www.group-ib.com/services/
https://www.group-ib.com/resources
https://www.group-ib.com/resources

