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Lilocked Ransomware

LILU Ransomware

(mu¢poBabLIIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe/ b i pyeT JaHHbIe Ha Beb-cakiTtax U cepBepax, Linux cucremax ¢ momorsio AES, a
3aTeM Tpebyet Boikym B 0.001 - 0.01 u 6osiee BTC, uto6b! BepHyTh (haitibl. OpUruHaabHOE Ha3BaHUE: B 3aIlIMCKe

He yka3aHo. Ha ¢atine HarvcaHo: HeT JaHHBIX.

OGHapy)xeHH:
DrWeb -> Linux.Encoder.66

ALYac -> Trojan.Ransom.Linux.Gen
BitDefender -> Trojan.Linux.Lilock.A

Kaspersky -> HEUR:Trojan-Ransom.Linux.Lilock.a
Microsoft -> Trojan:Linux/Multiverze

TrendMicro -> Ransom.Linux. LILOCKED.THIAOAIA

© T'eHeanorusi: BbISICHSIETCS, IBHOE POJCTBO C KeM-TO He JI0Ka3aHo.

W306pa>keHrie — JIOTOTHIT CTaThH
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K 3ammdpoBaHHbIM (atiniam n00aB/sieTcs: pacivpeHue: .lilockedOBHnMaHne! HogBgbie pacmivpenusi, email u
TEKCTBI O BBIKYTIE MO>)KHO HAWTH B KOHIIE CTaThy, B 0OHOBIEHUSIX. TaM MOTYT OBITb Pa3/IMuMs C ePBOHAYATbHBIM

BapUaHTOM.
AKTUBHOCTB 3TOTO KPUIITO-BBIMOTaTeIs MpUIIIach Ha Havyasio uronsg 2019 1., Ho npofo/kanach BeCh UHOJb.
OpHeHTUPOBAaH Ha aHIVIOS3bIUHBIX [10J/Ib30BaTesield, UTo He MelllaeT PaclipOCTPaHSATh ero 1o BCeMY MUDY.

B noATBepk/ieHre HauaIbHOM J1aThl Mbl 0OHAPYKU/IM HECKOJTBKO CKOMIIPOMETHPOBAHHBIX CAHTOB C

3aIIngpoBaHHBIMY (haiiiaMu ¥ pacCTaBUIIU KX TI0 JjaTaM 3aliu(pOBaHHBIX (aiisioB.
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3armcka c TpeboBanveM BbIKyTa Ha3biBaeTcsi: #README. lilocked

Cojiep>kaHue 3alMCKH 0 BbIKYIIe:
WE APOLOGIZE BUT YOU NEED TO PAY THE RANSOM - ALL YOUR FILES HAS BEEN LILOCKED
IT IS STRONG ENCRYPTION AND YOU LOSS YOUR DATA UNLESS YOU PAY US
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PLEASE VISIT OUR SITE WITH TOR

https://www.torproject.org/download/
y7mfrrjkzql32nwemgzwp3zxagktqywrwvzfnidhm4sebtpw5kuhjzqd.onion

COPY THE FOLLOWING KEY THERE AND FOLLOW THE INSTRUCTIONS, YOUR KEY IS
99dc9£575a0c90aac37b13c68bf82a7be88de2521a696f9778dfe94108790d9fb52***

IMepeBop 3anMCKU Ha PYCCKHI A3BIK:

MbI U3BUHAEMCS, HO BBl JOJ/DKHBI 3ATIJIATUTH BBIKYII - BCE BAIIN ®AWJIBI BBIIA
LILOCKEHBI

3TO HAZIEXKHOE IIN®POBAHUE U BBI TIOTEPAETE BAIIIV TAHHBIE, ECJIN HE 3ATIJIATUTE HAM
TTOXKATTYVICTA, TIOCETUTE HAIII CAWT C TOR

https://www.torproject.org/download/

y7mfrrjkzql32nwemgzwp3zxagktqywrwvzfnidhm4sebtpw5kuhjzqd.onion

CKOIIMPYUTE CJIEAYIOIINI KITFOU TYZIA U CJIEAYUTE MHCTPYKILIUAM, BAII KJIFOU 3TO
99dc9f575a0c90aac37b13c68bf82a7be88de2521a696f9778dfe94108790d9fb52***

COOGIJ.IEHI/IE Ha calTe BbIMOrare/iei mocje BBO/la K/TI0UA:

Dear, you damn too fast. Please, wait until I update my database or contact me via email xijintao@tutanota.com

IlepeBoj coo0LIeHHsI HA PYCCKHI A3BIK:
Ioporoii, Tbl )XyTKO ObICTp. TTofoX/1H, TIOKa 51 00HOB/TIO 6a3y JaHHBIX WM MUIIK MHE Ha email

xijintao@tutanota.com

TexHuuecKue geTanu

MoxkeT pacnipoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momotisto email-criama
Y BPe/IOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(hanbUIMBBIX 0OHOBJIEHU, TEPETIAKOBAHHBIX U 3aPaXKEHHBIX UHCTALIATOPOB. CM. Takke "OCHOBHBIE CIIOCOObI

pacrnpoCTpaHeHus: KPUIITOBBIMOTaTe el Ha BBO/IHOM CTpaHuIle biiora.

OHY)KHO BCeryla MCT0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3aiuTy!!!
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Ecu BbI ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aInuToi Knacca Internet Security i Total Security, To

X0Ts1 OBl ZienaiiTe pe3epBHOe KOMMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

» [ludpoBanbIyK MoC/e MUPPOBAHUS CaMOY/IasIeTCsl.

Cnucok (aiinoBbIX pacliMpeHuii, nojsepramomuxca mugpoBaHUIo:
3Ito pokymenThl MS Office, OpenOffice, PDF, TekcToBbIe (haiiibl, 6a3bl AaHHBIX, (HhOTOrpadun, My3biKa, BUJIEO,

(aiisiel 06pa3oB, ApXUBHI U TIP.

daiinbl, cBA3aHHbBIe ¢ 5TUM Ransomware:
#README .lilocked

<random>.exe - cjiyyaiiHoe Ha3BaHHe BPeJOHOCHOrO (aiiia

Pacnosioxxenus:
/tmp/bin/**** elf

3anucu peecTpa, CBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHaIn30B.

CeTeBble NOAK/TIOUEHHS U CBA3M:

URL: hxxx://y7mfrrjkzql32nwcmgzwp3zxagktqywrwvzfnidhm4sebtpwSkuhjzqd.onion
Email: xijintao@tutanota.com

BTC:

CM. HIKe B OOHOB/IEHUSIX APYTHE afipeca ¥ KOHTAKThIL.

CM. HuKe pe3y/bTaThl aHA/IH30B.

Pe3ynerarsl aHa/1M30B:
@ Hybrid analysis >>
Z VirusTotal analysis >> VT>>

# Intezer analysis >>
2 ANY.RUN analysis >>
O JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIsI.

ITonpobHble cBefieHUst cOOUparoTCs pery/sipHo. IIpuckinaiite 0Opaswpl.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===
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=== BJIOK OBHOBJ/IEHIH === BLOCK OF UPDATES ===

Oo0HoBieHue ot 5 ceHTA0ps 2019:

IToct B TBUTTEpE >>

CraTtbs Ha caiite BleepingComputer >>

Pacmmipenue: .lilocked

3amucka: #README lilocked

URL: hxxx://y7mfrrjkzql32nwcmgzwp3zxagktqywrwvzfnidhm4sebtpw5kuhjzqd.onion
Email: xijintao@tutanota.com

BTC: 1IKxvgPWMVpCzjx7TevBY3XbMeFNj85Keef

& O [0 il pommgrphompiiiitaabiipi o &9 % =

L T g L
Lt e il Wom sl s s
Thorarafiomal s manies, ety 13 sl iy s e shomrmiond

it el el wwe B e oy

s maalked D wer P I g o T T Y R M Y B

> CO,Z[EP)K&HI/IE TEKCTda B 3dIThCKe:

I'VE ENCRYPTED ALL YOUR SENSITIVE DATA!!! IT'S A STRONG ENCRYPTION, SO DON'T BE NAIVE

TO RESTORE IT;)
YOU CAN BUY A DECRYPTION KEY FOR A SMALL AMOUNT OF BITCOINS!

YOU HAVE 7 DAYS TO DECRYPT YOUR FILES OR YOUR DATA WILL BE PERMANENTLY LOST!!!

PLEASE VISIT MY SITE WITH TOR BROWSER https://www.torproject.org/download/
hxxx://v7mfrrjkzql32nwcmgzwp3zxagktqgywrwvzfnidhm4sebtpw5kuhjzqd.onion

COPY THE FOLLOWING KEY THERE AND FOLLOW THE INSTRUCTIONS! (L2)
YOUR KEY IS

[key]

» CopiepKaHue TeKCTa Ha CTpaHULIe caiTa:
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Hi: dear, I apologize but I've encrypted all your data:)

Don't worry - I'll give it back in exchange for small amount of bitcoins

Let me help You with some instructions...

Download bitcoin wallet, Electrum is ok hxxxs://electram.org/#download

Then go to https://localbitcoins.com/buy_bitcoins and find a seller in your country
Transfer 0.030 BTC to this wallet 1IKxvqPWMVpCzjx7TevBY3XbMeFNj85Keef
Return to this site to get your key

In case of any problems you can contact me at xijintao@tutanota.com

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 3

k Read to links:

Tweet on Twitter + Tweet + myTweet
ID Ransomware (ID as Lilocked)
Write-up, Topic of Support

*

iy

Michael Gillespie, MalwareHunterTeam, JAMESWT
Andrew Ivanov (author)

*k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: https://id-ransomware.blogspot.com/2019/07/lilu-lilocked-ransomware.html
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