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Neoichor can use HTTP for C2 cornrnunications.[ll

Neoichor can upload files from a victim's machine.ll

Neoichor can clear the browser history on a

compromised host by changing the
ClearBrowsingHistoryOnExit wvalue to 1 in the
HKEY_CURRENT _USER\Software\Microsoft\Internet

Explorer\Privacy Registry key.[l]

Neoichor can download additional files onto a

compromised host.LL]

Neoichor can use the Internet Explorer (IE) COM

Component

Object Model

Modify Registry

System
Information

Discovery

interface to connect and receive commands from C2.[1!

Neoichor has the ability to configure browser settings
by modifying Registry entries under

HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer Hl

Neoichor can collect the OS version and computer name

from a compromised host.l!
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Domain ID Name Use

System Location

Discovery: Neoichor can identify the system language on a
Enterprise ~ T1614 .00

—_

System Language  compromised host.l4!

Discovery
System Network
2. Neoichor can gather the IP address from an infected
Enterprise  T1016 Configuration
) host.[1]
Discovery
Internet Neoichor can check for Internet connectivity by
.001  Connection contacting bing[.]Jcom with the request format
Discovery, bing[.]com?id=<GetTickCount> 8
System . -
Neoichor can collect the user name from a victim's
Enterprise = T1033 Owner/User 1
. machine.l11
Discovery

Source: https://attack.mitre.org/software/S0691
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