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A few days ago @brad published a post on the twitter about a resume-themed password-protected Word doc that
was dropping IcedID (also known as #BokBot). The sample is available for download on the any.run
https://app.any.run/tasks/13d6d9f9-7033-4ce7-9ad4-76591f15274c/ service for further analysis.

BTW. any.run is the awesome sandbox which can speed up the initial analysis of malicious files.
The IcedID sample was packed and contains an interesting startup mechanism

File analysis:

MD5:b05ea5fd73d25140cdb31£36789d9003

Filename:5.exe
sha256:d350d150f658a32c32984d7{879c6f3b3ddb6ba7918bfe22e19471a79a0cd490

At the first glance you can see, that the file is packed.
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Entropy

0 50000 100000 150000 200000
Offset

After launching the sample in the debugger we can identify, that a standard packing mechanism is in use.

The first stage, or how to unpack IcedID?

If we want to unpack this file ourselves, then we can look at the OA Labs video tutorial, which is available there

or follow the instruction below.
Briefly to unpack this sample:
1. Set breakpoint on VirtualAlloc method
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2. Launch sample and wait for the debugger to stop on this method, and then look at the allocated memory address
(the address is returned by VirtualAlloc $EAX).

Press enter or click to view image in full size
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Once we have this address, set a breakpoint on the initial bytes of the address and wait until the program write

data to this address.

3. As we can see at this point, the initial bytes of the allocated memory area begin with 4D 5A (MZ). It means that

there is the second stage of the sample.

Press enter or click to view image in full size

00580000 (48] 5A 90 00|02 00 OO0 OO(O4 00 OO0 OO|FF FF QD OO MZ.......... V..
00580010 |B8 00 00 0OO|00 OO0 OO0 00|40 00 OO0 OD|OO0 OO OD 00| L .ucuesa- Bisnsnss
00580020| 00 0O OO0 0O|00 OO 0D OO(O0 00 OO0 OD|00 OO OD 00| . .cuesnaaannnnas
00580032000 00 00 00|00 OO0 OO0 00|00 OO0 OO0 OO|DO 00 00 00| .veusasasssaBaas

00580040 |0E 1F BA OE|00 B4 09 CD|21 B8 01 4C|CD 21 54 68|..°.. .1t .LI!Th
00580050 |69 73 20 70|72 &F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno
00580060 |74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
00580070| 6D 6F 64 65|2E OD 0D 0A|24 00 00 OO|00 OO OO OO mode....%.......

00580080|B9 9B 75 42(FD FA 1B 11(FD FA 1B 11|FD FA 1B 11| '.uByU..y0..v0..
DO5E80090 | 8E 98 1A 10|FB FA 1B 11|FD FA 1A 11|E5 FA 1B 11|....00..y0..ad..
005800A0|15 E5 1F 11|FE FA 1B 11|1B 9E 1F 10|F1 FA 1B 11|.4..p0...... fd. .
005800B0|1B 2E 19 10|FC FA 1B 11|52 69 63 68|FD FA 1B 11|....ud..Richyd..
005800C0 (00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| ..veveunvssunnns
005800D0 |50 45 00 0D|4C 0L 05 00|A2 FA EC 5C|00 00 00 OO|PE..L...¢0%\....
005800ED |00 00 00 QOD|EO 0D 02 01(0B 01 OE OC|00 12 00 00| . veeBevassscnnas
005800F0 |00 5A DO 00|00 06 OO0 DO|0D 10 00 00|00 210 00 00| .2 cvecascanss
DO580100| 00 30 00 00|QQ 00 40 00|00 10 0D 00|00 D2 00 00| .0....@....cuun.-
00580110|05 00 01 00|00 OO0 OO0 00|05 00 01 00|00 00 00 00| +eveeeeeannnnnans

4. We save the memory to a file and and now we have a copy of the second stage to analyze.
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The second stage

After unpacking the file and then previewing the generated pseudocode in #Ghidra, we can see the following flow.
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2 |undefined4 entry(int param_1,int param_2,char *param_3)
3

4 {

5 char cVarl;

6 byte bVar2;

7 LPSTR pCVar3;

8 LPSTR value_of_argl;

9 int iVar4;

1@ char *magic_string;

11 uint uVars;

12 uint uVarg;

13

14 | pCVar3 = GetCommandLineA();

15 value_of_argl = obtain_argv_q{pCvar3);

16 | if {value_of_argl == (LPSTR}@x@) {

17 iVard = pbtain_argv_param_p(pCvar3);

18 if ({iVard != @) && (magic_string = FUN_@04811be(), magic_string !'= {char #*)@x@)}) {
19 Sleep(1008@);

20 create_self_process_with_additional_params(magic_string);
21 }

22| }

23| else {

24 create_svchost_process();

25 }

26 | ExitProcess();

In line Ne15, the argument from parameter “-q=" is retrieved.
If this parameter is not present, the code beginning on line 17 is started.Further parameters are checked.

Why does he do it ?
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The process under debugger, creates the a new process which is not debugged. It is one of the way to escape from

the debugger.

Press enter or click to view image in full size

svchost.exe
—

We have several options to debug the new process.

Ps. For instance I looked at what parameters it is run “CreateProcessA” and again execute the malware with the
additional option under the debugger.

“C:\Users\admin\AppData\Local\Temp\5.exe” -q=[int]”

for example:
“C:\Users\admin\AppData\Local\Temp\5.exe” -q=412588568”

Get Dawid Golak’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in

Once these argument checks have passed the next interested function to analyze is FUN_004011be().

Press enter or click to view image in full size
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char * __stdeall FUN_204@11be{void)

char * EAX:4 <RETURMN:
FUN_B@40811be XREF[1]: entry: 02401826 (c)
Bo4@llbe 6B aa B3 PUSH Bubaa
28 @9
884@11c3 eB 39 Bc CALL allocate_heap_memory
aa @e
fB4@1lcas Bb de Mo EDX, EAX
f@d@ilca 509 FOP ECX
fB481lch B5 d2 TEST EDX, EDX
fe4@llcd 75 @1 INZ LAB_Bg4211de
apaellcf c3 RET
LABE_@a4011dd XREF[1): 294911cd(])
BR4911de 56 PUSH ESI
Ba4e11dl Bb ca MoV ECX, EDX
Ba4e11d3 33 fe X0R ESI,ESI
LAB_8@4811d5 EREF[1]: paagizaalj)
Ba4011d5 8f b6 86 MOVZX EAX, byte ptr [CHAR_??_AB403008 + ESI]
20 38 40 o8
fB4e1lde c1 eB B4 SHR EAX, Bxd
f04811df Ba 88 T MoV AL, byte ptr [s_8123456789ABCOEF_DA404070 + £Ax])
48 49 09
BR481les BB @1 Mo byte ptr [ECX]) AL
BRd@1ley Ed 4% A2 LEA ECK, [ECK + @x2]
Bod@llea of b6 B MOVEX Enx,byte ptr [CHAR_77_PR48300@ + E51)
80 39 48 op
88481111 B3 ed af ] EAX, Bxf
fa4apilfa 46 INC ESI
8r4011f5 Ba 80 7O Mov AL,byte ptr [s_@123456789ABCOEF_pe4@4nte s c/x]
48 4@ a9
fodeilfe B8 41 ff MOy byte ptr [ECX + -Bx1],AL
fpagllfe B1 ks 81h
aeAe11ff fe ks FEh
BR481200 54 PUSH ESP
BRAB1ZEL B4 @0 ADD AL, Bx@
BE4B1ZE3 B8 " agh
BRde1204 72 of i LAG_B@4911d5
P8491206 cb @1 09 Moy byte ptr [ECX],0x0
BA401209 Bb <2 Moy BN, EDX
fB4e1zéb Se POP ESI
Bodeizdc c3 RET

This function contains a simple decryption algorithm, that begins at address 004011d5. Here there is a loop, which
gets value from the address [00403000+ESI].

Press enter or click to view image in full size

@ oump 1 | @4 Dump 2 I 44 Dump 3 | g4 Dump 4 | ¥4 Dump 5 | 55 watch 1 [ }}’smct|

Address | Hex ASCII

00AE3001 |00 00 00 00|00 00 OO0 60(2E_FS 76 00|00 00 00 20|K.--..- NUV....

O0OAE3011| 66 F9 76 00|00 00 00 AO|SA F9 7& 00|00 00 00 AD|fUv.... ZUV....

00AE3021 |85 _F9 7¢ Q0|00 00 00 9F |20 FR 76 Q0|00 00 00 74|elv..... Ov....tT
ODAE3031 |20 FR 76 00|00 00 00 31|RE_EA 76 00|00 00 00 00| Ov....1R0V.....

00AE3041 |52 F9 7¢ QOQ|(00 00 00 8D |57 Q0 77 QOQ|00 OO 0O 0O Syv.....w.w.....
O00AE3051 (22 E9 7€ 00100 00 00 B3|13 00 00 DDO|BA BB 8F OL|UUV...s (eeea® as
O0AE3061)| 00 00 BA BES(D7 00 00 OO(BA BS 87 0L|00 00 BA 8B|..°% X...% ....%,
ODAE3071|FF 55 8B EC|S51 8B FF 55|88 EC 6A BB|FF 55 BB EC|yU.1Q.yU.13,¥U.1
00AE3081 |52 B8 SD Q0|00 00 BA 8B|FF 55 8B EC|QFE B8 7D 00/S . J...°%.¥U.7. }.
00AE3051| 00 00 EBA 00|00 00 00 Q0|00 00 Q0 00|00 00 00 00| ..%. . isusvnnnnnsn
00AE30A1| 00 00 OO 00|00 00 OO0 OO(OD 00 OO0 OC|(00 OO0 00 00| .vvevnvnvernnnns
00AE30B1| 00 00 00 00|00 00 00 00|00 00 00 OO|00 00 00 00| .vvscseecscnsnns
NnnarzIncCd | an AN AN and o an a0 Aanlon an an aalon A0 N nn

Then the bitwise shift operation is performed to the right. Then the lower bits of $EAX register is downloaded.
The value of the AL register indicates the element number from the second data set “0123456789ABCDEF”

In the next step, the value from the address [00403000 + ESI] is taken again and the “AND” operation is

performed.

Press enter or click to view image in full size
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004011f1 83 ed Of AND

00401114 46 INC

004011f5 8a 80 70 MoV
40 40 00

984011fb 88 41 ff MoV

EAX, Oxf
ESI
AL,byte ptr [s_0123456789ABCDEF_00404070

byte ptr [ECX + -0x1],AL

AND EAX,0xf, the retrieved is lower bits of $EAX register
The AL register value indicates the element number from the second data set “0123456789ABCDEF”

Press enter or click to view image in full size

ODAE4070
O0AE4080
O0AE4090
O0AE40AOD
O0AE40B0Q
O0AE40CO
ODAE40DO
O0AE40EOQ
ODAE40F0Q
O0AE4100
O0AE4110
O0AE4120
ODAE4120
ODAE4140
ODAE4150

20
oo
00
86
26
FD
D&
E&
BES
8E
BE
8E
EE
8E
BE

21
00
00
De
6B
72
7F
28
1B
06
ie
0e
1B
D6
1B

32
o0
0o
42
BE
6
E2
3A
cC
42
cC
42
CC
42
cC

33
00
o0
EOQ
CA
90
ce
29
AL
EOQ
AS
EOQ
AL
EO
AL

34
2D
0o
3F
21
58
FD
55
91
2F
91
2F
91
2F
91

25
71
oo
B7
17
De
72
De
o7
De
07
De
o7
D&
o7

36
3D
oo
46
2F
3B
20
2A
42
2A
42
2A
42
2A
42

37
00
00
36
8F
26
ED
54
EOQ
54
EQ
54
EQ
54
ED

38
25
94
08
55
08
22
&3
2F
]
2F
&9
2F
69
2F

44
2D
4F
27
72
21
66
5t
03
55
03
55
03

39
75
44
81
B7
3D
AS
F3
D&
F3
D&
F3
D&
F3
D&

41
00
5C
4C
c7
4B
DF
38

42
0o
27
B3
Fe
Be
EQ
DB
94
DB
94
DB
24

43
20

45
71
7C

46| 01234567 89ABCDEF
3D|....-0=.%U.. -Q=
C = (RNl [ 1 18
87|..Ba?:F6..L*Y"'..
FA|.k%E../.U-COarpd
96 |yr1.X0;&. .KJE!..
FC|O.agyr a"¥Ruaf=i
F3|2(:.U6=Ti680,Ui6
9F| ..I¥..B2/0%...A,
F3|..Bas/6=Ti080,uio
9F | ..I¥..Ba/0%...A,
F3|..Ba/0=Tios0,uio
oF | ..I¥..Ba/02...A,
. .B8/0=T1680,Ui6
.-I¥..Bas0%...A.

59
EOD
45

E4
2C
&9
2C
g3
2C
=3

BS

B2
&3
co
63
co
69
co

38

SeEal

94|89 03 CO 9F

This algorithm has been replicated in python below.

key=file(‘data3.txt”).read()
tab=file(‘data2.txt’).read()
ind=0

for i in key:

first_poz = ord(i)>>4
second_poz = ord(i)&O0xf
res.append(tab[first_poz])
res.append(tab[second_poz])
ind+=1

if ind > 1107: # while (uVar5 < 0x454);
break

for iinres:

p=pti

print(p)

An example of the output is shown below.

Press enter or click to view image in full size
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[bash-3.2$ python ./decrypt.py

010000000V PVOOB6BLE3B77000000002066387700000000A0
5A387700000000A0653877000000009F203A77000000007420
3A770000000031DF39770000000000533877000000008D573F
77000000000055387700000000B813000000BAB88F010000BBA
B8D7000000BAB887010000BA8BBFF558BECS518BFF558BEC6ABB
FF558BEC53B85D00000OBABBFF558BECOFB87D000000BAR0OOO
000DV POVO00DV0POLOVOVOOONODD0DVVPOODDODOROLAD
el s e e Raa e e e e e e e s e L e e L e e e e e e Lo e e s L e e o L L e oL e
0000000000 PR0RNO0VELNERREREROODREROA00DOLVRLARM
lalaa e e e a o L e e s Lo L e L e e e Lo L e e L e s L e oL L
00600V ERERERLRORBNELRLREREERRNERANEEEBLRERAA
el s e e de e e e e e s e e e L e e d e e e s L e e s e e R e e g o e o )
00000000V PRVRNO0RVELANENOROROLOOPROROB0BLRLRRALS
P03A005C005500730065007/20073005C004900450055007300
6500/72005C0044006F007/ /006EVB6CORE6FRB6100640073005C
P073006F00660074005C007/700690072007500730079005C00
3300350030003000300030002DP06COR61007/900650072002D
P032002E00620069006E000000000000000000000000000000
000000 RORRRORRRORANORLRALRAELRLABLRAERVOALRABE
L e e e e e e e e e L e e e e e s L e e e e e e L L e e e
00PPVOOOOLLOOVLLOPRVLOOOVORORVVOOLOOLOOVOORRRRLAD
lalaa e e e e e e e L e e e e e L e e e L L e L e
laado e e aRala e e el sl e e e o Lo L e o h s L el Ll aha e R e o el ah el s et L ol e e oL o)
Ll e e e e e e e L e e L R e e e e e e e L e e L e e e o )
000V 0000RVO0VV0VPVLOV0V0OPOLVLV0DOLRO0OD0LD0D0BRRLAD
el e e e e e e e L e e e e e e e e L e e e e e e e L L L e e e
Laladola e g el el e a e e s L el s L e ad e e s LT e e o e La L h e o g oo )
L e oA e L Lo L e L L L e e R L Lo e e e A L e L L e Lo R e ) o L e LN % e
e e e e e e e e e e e e e e e L e e L e e L e e e
00000000000 P0000VPROLO0VOR0RORENVEPRVRNALOLORRRA00
el el e e a e e e L e e e L e e e L e e e e e s L e L e e e L e oL e
00RO ERLRRNNRVERBLRRRELRANERNDDEBLRAERA
el s e e e e e e e e e e e e e e e e L e e e L e e L L L e oL e
000000000 PAPN00OROLONOLPRORONVOODVRNALORRRRI4L44LL
BC276C4F7C99860642E03FB7463608814CB359271A87966BBE
CA911/2F8Fb55B/C/F6EB/2B5FAFD/726C9058D63B26089D4BB6
45211D96D67FE2C6FD7220EB22A5DFF9E466B2FCE6283A9955
D62A5469F338DB2C5569F3B81BCCAS910742EQ2FD6AASR4LB903
CO9FBEQ642ER2FD62A5469F338DB2C5569F3B81BCCAS910742
EO2FD6AAS48903CO9FB8EQG64L42EO2FD62A5469F338DB2C5569F3
B81BCCAS910742E02FD6AA94LBI03CO9FB8ER642EQ2FD62A5469
F338DB2C5569F3B81BCCAS910/742E02FD6AA948903CO9FB8ERS
42EQ2FD62A5469F338DB2C5569F3B81BCCAS910742EQ2FD6AA
Q48903CO9F8EQGO4L42EQ2FD62A5469F338DB2C5569F3B81BCCAS
9168742E000000000
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Using the debugger we can verify the output from our script.

Press enter or click to view image in full size

D03 4FA4F | 00 0D
O034FASF| 00 00D
DOZ24FAGF | 77 64
Q034FA7F |77 E4

00|00 00O OO0 OO|00 OO0 00 OD|O0 00 D0 DO| &+ ceceensnnsansasn
O0O|00 O1L D1 06|00 01 01 06|00 25 7B 4D| cvuaas IEERREE %{M
A E2|77 B1L F9 4D |77 71 58 4F |77 22 59 4C | wdZSweuMw EDW"YL
BC 78|00 E6 DO 78|00 CA E3 78|00 CC F7 78|wakx.®Dx.Eax.I=x
003 4FABF| 00 00 OO0 00|00 OO OO OO|OD OO0 OO0 OD|O0 OO0 DO DO @ v v senuennansaans
0034FA9F |00 00 00 00|00 OO0 00 00|00 00 00 OD|O0 OO0 OO0 OD| v eeanannanneas
0O034FAAF |00 00 00 00|00 OO OO0 Q0|00 OD OD OD|ODD OO0 DO DO| @ v eeeonansanssans
0034FABF |00 00 OO 0O|0Q0 BO F9 24|00 00 00 00|00 0O 00 OO0

O0034FACF| 00 2D S0 DA S8 &£ 20 21 20 0720720

D0Z24FADF | 30 2 30 3 e
D03 4FAEF
D034FAFF
003 4FBOF
D024FB1F
D034FB2F
003 4FB3F
DOZ4FB4F
DO34FBSF
003 4FBGF
DO24FETF
D03 4FBSF
0034FB9F
D032 4FBAF
D03 4FEBEBF
Q034FBCF
DOZ24FEDF |
D032 4FEEF |
D03 4FBFF |
D02 4FCOF
DOZ4FC1F
Q034FC2F
0034FC32F
DOZ4FC4F | 3C

003 4FC5F | 30 3 = D 30 30 30 30 3 30 10000
0034FCGF 0000000000000000
DO34FCTF 0000000000000000
D034FCEF 0000000000000000
D03 4FCOF 0000000000000000
D02 4FCAF Q000000000000000

003 4

883

Afterwards, the “q” parameter is generated.

Press enter or click to view image in full size
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Decompile: obtain_argv_q - (350000-layer-2.bin) € N O 8- x
1
2 |LPSTR __cdecl obtain_argv_gq(LPCSTR param_1)
3
4 ({
5 LPSTR argv_1;
6 int iVari;
7 LPSTR 1pBuffer;
B CHAR value_of_argvl [32];
9

18 | argv_1 = StrStrA(param_1,"-g=");
11 if {argv_1 != (LPSTR)&x@) {

12 iVarl = StrToIntA{argv_1 + 3);

13 wsprintfA(value_of_argvl,"%u",iVarl);

14 LpBuffer = (LPSTR)allocate_heap_memory(@x8e8);

15 argv_1 = 1pBuffer;

16 if (lpBuffer != (LPSTR}Ox@) {

17 argv_1 = (LPSTR)GetEnvironmentVariableA(value_of_argvl, lpBuffer,@xBe8);
18 if (argv_1 != (LPSTR)@x8) {

19 argv_1 = (LPSTR)FUN_@040104c( (int) lpBuffer, 8x454,&CHAR_77_00403000);
20 }

21 heap_free_memory({lpBuffer);

22 }

23 }

24 return argv_1;

25 |}

26

The next step is to run the process again with the parameters that were checked in the above conditions (-g=[int]).

In the second start of the process, after passing the conditions, we come to the function.

create_self_process_with_additional_params() (org. FUN_0040124a()), which launches a new process of

svchost.exe

Press enter or click to view image in full size

make_svchost.exe_string XREF[1]:
0040122d 8b 44 24 04 MoV EAX,dword ptr [ESP + param_1]
svchost.exe
00481231 c7 @8 5¢ ds C7,"\@\\syc",C7,"@",04,"host",C7,"@\b.exe"
73 76 63
c7 40 94 ..
20401245 cb 40 Oc 00 MoV byte ptr [EAX + 0Oxcl,0x@
004081249 c3 RET

Anti-debugging, or GetNativeSystemInfo.

Before the creation of the svchost process the malware uses an anti-debugging method. Malware uses a known
method to this end called “GetNativeSystemInfo” (User32.dll).

Press enter or click to view image in full size
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Decompile: FUN_00401706 - (350000-layer-2.bin)

uint FUN_00401706(void)

i
short local 28 [18];

FUN_00401e58( (undefined *)local_28,0x24);
GetNativeSystemInfo((LPSYSTEM_INFQ) local_28);
return (uint)(local_28[0] == 9);

W o0 dOouU b Wk

I.—'l
=)
[~~]

|—I
=

The method is called in a function FUN_00401706(), which is called in FUN_004015a9()

Press enter or click to view image in full size

Decompile: FUN_004015a%9 - (350000-layer=2.bin)

e WARNIMG: Globals starting with '_' overlap smaller symbols at the same address */
void FUN_@@4815a9(void)

{
uint uVarl;
int xpiVar2;

9| wuint wvar3;

18 vint uVard:

11| wuint uVars;

12 | wuint wVarg;

13 uint uVar?;

14 uint uVar8;

15 uint uVarg;

16 | wvint uVarld;

17 | uint wVarll;

18 int ivarl2;

19 longlong 1Varl3;

G~ O WU W ke

21| _DAT_08403098 = 8;
22 | uvarl = FUN_BB4@1706();
23| if (uwarl 1= @) {

24 Warld = empty_fun();

25 iVarl? = [int){(ulonglong) 1Warll >= @x28);

26 wVarl = {uint)Var13;

27 if {(Warl3 != @) & (piVar? = (int *}allocate_heap_memory2{uVarl,iVari2), piVar2 != (int *)@x@}
28 o

29 uvar3d = FUN_BB40142d(pivar2,uvarl, iVarl2, Oxedd6dfd2, (int *)&DAT_go403aed, (int)SOAT_00403128);
30 uVard = FUN_8040142d(piVar2,uvarl, iVarl2,0x434¢7242, (int *)SDAT_804030e8, { int }E4DAT_00403126) ;
31 uvarS = FUN_804@142d(pivar2,uVarl, iVarl2,@xd510f438, (int *)&DAT_004030a8, (int)&DAT_08403016) ;
32 uVars = FUN_B@49142d(piVar2,uVarl, iVarl2,xbedthod8, (int «)&DAT_BB403008, { int)&DAT_08403102);
33 uVar? = FUN_8@48142d(piVar2,uVarl, iVari?,@x3d3fbS8a, (int +)&DAT_@R4030de, { int)EDAT 88403114);
34 uwvarg = FUN_8R40142d(pivarz,uvarl, iVarl2,@xc33bb247, (int *)&DAT_884830al, { int)&OAT_B040307a);
35 uvar9 = FUN_80840142d(piVar2,uVarl, iVarl2,8xedf137ca, (int *)&DAT_BB4D3AdE, (int}EDAT_0848311a);

According to the documentation MSDN we can obtain SYSTEM_INFO structure
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SYSTEM_INFO structure

Containg information about the current computer system. This includes the architecture and type of the processar, the number of processors in the
systam, the page size, and other such infarmation.

Syntax

typedef struct _SYSTEM_INFOQ {
union {
DWORD  dwOemId;
struckt |
WORD wProcesscrArchitecture;
WORD wReserved;
bi
bi
DWORD dwPageSize;
LEVOID lpMinimumApplicationfAddress;
LEVOID lpMaximumApplicationfAddress;
DWORD_PTR dwhetiveProcessorMask;

DWORD dwumberCfProcessors;
DWORD dwProcessocrType;
DWORD dwhllocationGranularity;
WORD wProcessorLevel;
WORD wProcessorRevision;

} SYSTEM INFG;

The code shows that the returned value is compared with 0x9 which means the comparison of the processor

architecture.
PROCESSOR_ARCHITECTURE_AMD64x64 (AMD or Intel) =9

Press enter or click to view image in full size

wProcessorArchitecture
The processor architecture of the installed operating system. This member can be one of the following values.

Value Meaning
PROCESSOR_ARCHITECTURE_AMDSE4  xg4 (AMD or Intel)
?’RGC ESSOR_ARCHITECTURE_ARM ARM
EF,’HOC ESSOR_ARCHITECTURE_ARMG4 ARMG4
;iOC ESSOR_ARCHITECTURE_IAG64 Intel Itanium-based
ﬁROC ESSOR_ARCHITECTURE_INTEL x86
g:fgc ESSOR_ARCHITECTURE_UNKNOWNUnknown architecture.
0

Once the malware executes the svchost process it injects a final stage of itself into the process. I will cover this

technique and continue out analysis in Part Two.

Source: https://medium.com/@dawid.golak/icedid-aka-bokbot-analysis-with-ghidra-560e3eccb766
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