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Ongoing Phishing Campaign Abusing Google Cloud Storage to Redirect Users to Multiple Scam
Pages

Domain: 56 | Hostname: 2

A recent analysis revealed an ongoing phishing campaign leveraging Google Cloud Storage infrastructure to
redirect users to various scam sites, primarily hosted on the .autos top-level domain. A key aspect of this campaign

is a centralized Google Cloud Storage page that functions as a traffic distribution hub. This page directs users to
multiple phishing sites based on predetermined campaign configurations, targeting victims with diverse scams

including fake surveys, reward schemes, antivirus alerts, and false job offers.
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CVE: 7 | FileHash-MD5: 3654 | FileHash-SHA1: 2282 | FileHash-SHA256: 4712 | URL: 886 | Domain: 333 |
Hostname: 831
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Threat Intel Report - W04-2026

FileHash-MD5: 31 | FileHash-SHA1: 31 | FileHash-SHA256: 61 | URL: 457 | Domain: 8 | Hostname: 65
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These are weekly base recommendations to all IT Administrators and CISOs to take corrective actions to upgrade
their security infrastructure against newly identified threats and attacks in the week.
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