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Executive Summary:
“Vawtrak” is a banking Trojan —malware that attempts to steal credentials from banks.

The Banker gains access to bank accounts via custom key logging, utilizing the access of a wide range of login
credentials, such as passwords stored in browsers, FTP client private keys, or information stored within remote

desktop settings.

To communicate, the Banker utilizes SOCKS connection and exfiltrates information such as screenshots and video

captures.

Technical Analysis:

Unpacking Process:

From analyzing the malware in IDA, I see suspicious API such CreateToolhelp32Snapshoot call that retrieves
running processes, I guess that the malware will use it to get snapshot of them until it finds a legitimate process to

inject his malicious code.

3—-- il | il bor bl | F -'O ——— -
call cs:CreateToolhelp32Snapshot
movV rdi, rax

using CreateToolhelp32Snapshot

In addition, I have checked on online sandboxes such as Any.run & Hybrid Analysis to see additional info about

the injection and I find that it tries to inject into the explorer.exe process.

Press enter or click to view image in full size

start malware.bin.exe iniect explorer.exe
B | gl 52
no specs
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Process Tree from Any.run

After the conclusions, I choose to put my BP on WriteProcessMemory because the malware try to inject her code

into other process so this call is perfect to use.

Get Ilan Duhin’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

After placing a breakpoint on WriteProcessMemory, in order to catch the injection of the malware, and checking
the functionality of the API calls within the code in MSDN, the parameter to dump the MZ header is clearly

shown.

Press enter or click to view image in full size

- 4 LIOMOF e w2 1
B “ BB FF mov _edi,edi |WriteProcessMemory

o /415047 35 push ebp

o 74156A73 B EC mov ebp, esp

®| 74156A75 Es] pop ebp

& T4156A76 ~ FF 25 24 12 18 74 ;]imp dword ptr ds:[<8WriteProcessMemorys |WriteProcessMamory

&| T4156a7C ' o nt3

&) 74156A70 = int3

®| 74156ATE cc int3

| 74156ATF cC int?

| 74156480 cC int3

o || 74156481 =4 int3

| 74156482 = int3

& 7415GA33 cc int3

| 74156A84 oC int3

&| T4156A85 cc int3

| 74156A86 = int3

®| 74156ABT = int3

® || 74156ABE cC int3

| 74156489 cc int3

o 74156A84 cc int3

o || 74156488 (= int3

| 7415GASC cc int3

& 74156A8D cC int3

| 7T4156A8E cc int3

® || 7T4156ABF =4 int3

o 74156A90 BB FF mov edi, edi 15TrempA

®| 74156492 55 push ebp

The parameter required to dump the packed information is the third parameter, according to MSDN. The
parameter is “IpBuffer” — A pointer to the buffer that contains data to be written in the address space of the

specified process or in other words “holds our unpacking file data”.

Syntax

C++

BOOL WriteProcessMemory(
[in] HANDLE hProcess,
[in] LPVOID 1lpBaseAddress,

[in] LPCVOID lpBuffer,

[in] SIZE_T nSize,
[out] SIZE T *1pNumberOfBytesWritten
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Press enter or click to view image in full size

[in] lpBuffer

A pointer to the buffer that contains data to be written in the address space of the specified

Press enter or click to view image in full size

The third parameter on the
stack.

| 0480FC9C
0480FCAO
0480FCA4
0480FCA8
| 0480FCAC

"000995B4
0000029C
 005D0000

D

0480FCC8

Scroll down a little bit and we actually see the MZ Header (4D 5A).

ret

n to 000995B4 from 777?

U4 Dump 1 gly Dump 2 @2y Dump 3 WY Dump 4 4l Dump 5 @ Watch 1 [e=
Address |Hex ASCII

00060030 |85 75 FF FF|FF 8B 47 28[8D 4D EC S1/FF 75 08 03| .uyyy.G(.MIiQyu..
00060D40 |C6 56 FF DO|85 CO 75 0A |68 00 80 00|00 50 56 FF|A&vyD.Au.h....PVy
00060050 |55 EO 8B 45|EC EB 02 33|c0 SF SE SB|8B ES 5D C2|Ua.Eié.3A_A[.4]
00060060 | 04 00 4D 5A 0 00 Q0 FF FF|..M&.......... Vi
00060070 | 00 00 B8 00 00 00 00 Q0| .. ,....... Q.....
00060DE0 |00 00 QO Q0|00 00 00 00 00 Q0000 0015 e mia oo mrists o mi s
00060090 | 00 00 00 00|00 Q0 00 00|00 00 00 00|00 00 E8 00| ......cvvuun. .
00060DA0 (00 00 OE 1F|BA OE 00 B4|09 cD 21 B8|01 4Cc ¢D 21|....°%.. .1! .L1!
00060DE0O | 54 68 69 73 7 F|67 72 61 6D EQ %g ﬂ, gﬁ This program can
00060DCO | GE 6F 74 20 75 6E 20 69 |GE Flnot be run in DO
00060DDO | 53 20 6D 6F |64 65 2E OD|OD 0A 24 00|00 00 00 00|S mode....S.....
**if we don't find the header in the two first Dumps in the stack, we keep Run (F9) until the

address | size

| Info

| content

next WriteProcessMemery BP and do the same operations.

to check the header, we press "Follow in Memory Map" to check the file permissions.
You can see that he has ERW permissions which means Execute, Read, Write in memory

| Type |Protection

00010000

00030000

QOOE 0000

00060000]

1

10000
00007000
00019000
000ze000

Memory Map permissions

Q0001000 | Reserved
00011000 | 00001000
00020000 | 000

Press enter or click to view image in full size
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) File Edit Search View Analysis Extras Window ?
)@@ @ 46 [ ans M| he
) vawtrak_00060000.bin

Offsect(h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF

00000500 EO 99 SE 3F OC 55 6A SB F8 D1 36 37 A4 OD C2 D3 a™*?.Uj[efé7n.Ab
00000510 10 09 OE 2F 3C CS 1A 4B 28 41 E6 27 D4 7D 72 €3 .../<A.K(ax'6)zh
00000520 40 7% BE 1F €C 35 CA 98 62 TF 57 oC Bl 24 29 48 @y%.158"b.Weil)H
00000530 06 SA D1 07 DC 3A DC ES BA €B C8 &1 86 47 74 9D .3R.U:U4°kEatGe.
00000540 12 E3 E0 9% SE 3F OC 55 éA SB F8 D1 36 37 A4 OD .8a™*7.Uj(eflé7n.
00000550 C2 D3 10 09 OE 2F 3C CS 1A 4B 28 41 E€ 27 D4 70 A6.../<A.K(a=x'0)
00000560 72 C3 40 79 BE 1F 6C 35 CA 3B 58 31 CO 40 90 OF rA@y%.1SE:;X1AQ..
00000570 85 1C 04 00 00 48 89 SC 24 18 48 89 4C 24 08 55 .....HE\$.HELS.U
00000580 56 57 41 54 41 55 41 S€ 41 57 48 8B EC 48 83 EC VWATAUAVAWH¢ LHfL
00000590 40 45 33 FF 4C 8B Cl 44 8% 7D 48 48 85 C9 OF 84 @E3YL<ADW)HH.E.,
00000SA0 D3 03 00 00 65 48 8B 04 25 €0 00 00 00 48 85 CO O...eHc¢.%"...H.A
O0000SBO 75 05 49 8B D7 EB 22 48 8B 40 18 48 BB 40 30 48 u.I<=&"H¢@.H<QOH
000005C0 85 CO 74 EE 42 8B 00 48 85 CO 74 E6 48 8D 50 E0 _AtiHc.H.AteH.PA
00000SD0O 48 85 D2 74 DD 48 8B 52 30 41 BE 00 00 45 H.OtYH(ROAWIE .E
00000SEO0 8B CF 66 44 39 32 OF 85 8B 03 00 00 48 63 4A 3C <¢IfD92..<¢...Hcd<
00000SF0 41 BC 01 00 00 00 48 03 CA 48 3B CA OF 82 3E 01 AM....H.EH:E.,>.

The dumped memory file:

Press enter or click to view image in full size

Offset(h) 00 01 02 03 04 05 086

o
=1

08 09 OA OB OC OD QOE OF Decoded text

00000000 00 00 45 8B CF €6 44 39 32 OF 85 8B 03 00 ¥ .Ec¥fD92..<..
00000010 00 48 63 4& 3C 41 BC 01 00 00 00 48 03 CA 48 3B .HcJ<Aw....H.EH:
00000020 CA OF 82 3E 01 00 00 48 8D 82 00 10 00 00 48 3B E.,>...H.,....H:
00000030 C8 OF 83 2E 01 00 00 81 39 50 45 00 00 OF 85 22 E.f..... SPE. ...~
00000040 01 00 00 B 81 88 00 00 00 85 CO OF 84 14 01 00 ...<."....A.....
00000050 00 4C 8D 04 02 4C 3B C2 OF 82 3E 03 00 00 8B 41 .L...L:A.,>...<A
00000060 50 48 8D OC 10 4C 3B Cl OF 83 2E 03 00 00 45 8B PH...L:;A.f....E
00000070 50 1C 45 8B 58 20 41 8B 58 24 4C 03 D2 4C 03 DA P.E<X AcX$L.OL.U

00000080 48 03 DA 4C 3B D2 OF 82 10 03 00 00 4C 38 D1 OF H.UL;0.,....L:f.

After cleaning the junk code:

the malware immediately writes itself into the autoruns paths, in order to have a foothold on the host upon startup

or restart.

Press enter or click to view image in full size

Writer Thin Computatisnally CAlsers)

After running, “Vawtrak” creates a child process with same name as the original running process. 30 seconds into
the run, the original malware process terminates itself, and removes itself from the original running path and
copies itself into APPDATA\LOCAL\TEMP, in order to elevate privileges (because of existence Writing
privileges at this path).
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v banker.exe

After establishing itself, the malware, through the injected process drops additional PE files, which contain DLL

and an executable.

Press enter or click to view image in full size

Drop the dll from pe-sieve after I dumped the implemented files into the folder to get more information. IDA also
verify us that it is a dll file.

Press enter or click to view image in full size

BOOL _ stdcall DllEntryPoint(HINSTANCE hinstDLL, DWORD fdwRea:

?

public DllEntryPoint
DllEntryPoint proc near

D 1DA - 7df43860000.dII C:\Users\[iiiil Desktop\ process_5996\7df438¢f0000.dl!
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the DLL contains is creating a snapshot and list of all the currently running processes (as we mentioned earlier),

this is usually done by reconnaissance malwares in order to target specific artifacts within the host.

Press enter or click to view image in full size

call cs:GetUserNameW
eax, eax
short loc_18000A859

= - ik’ ) g g Tm TR -
call cs:CreateToolhelp32Snapshot
movV rdi, rax

cmp rax, @FFFFFFFFFFFFFFFFh

j short loc_18@@0A578

s =

loc_18@0@BAS578: ; lppe
lea rdx, [rsp+158h+pe]
mov rcx, rax ; hSnapshot

When reconnaissance is complete, the malware extracts its C2 server from a seed that the malware file contains —
hard coded. It will perform certificate validation in order to check if the server is still available, if not, the malware

goes to sleep for a random amount of time.

Press enter or click to view image in full size

call GenerateDomainOrStringFromSeed 10008E1B
pop ecx

pop ecx

push [ebp+1pString2] ; 1pString2

lea eax, [ebp+Stringi]

push eax ; 1pString1

call ds:1lstrcatA

lea ecx, [ebp+String1] ; 1lpszServerHName
call Connect_And_Check_Cert_data_1000417A
test eax, eax

jnz short loc_10004300

|

a5
push 3E8h ; duMilliseconds
call ds:Sleep
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In addition to certificate validation, the Banker checks if any reconnaissance information has been retrieved. If

not, the malware does not initiate communication methods.

push offset szUerb “"GET"
push ebp hConnect
mov [esp+38h+var 4], eax

call ds:HttpOpenRequestA

Press enter or click to view image in full size

pUSh ebx . lpSZPaSSWOFd
push ebx s lpszUserName
push 1BBh ; hServerPort
push edi ; lpszServerName
push esi : hInternet
call ds:InternetConnectA
Press enter or click to view image in full size
5C 1C 20 00 Seed dd 201C5Ch ; seed value

dd 2FGCa5DDhN - Encrypted data starts)
Encrypted data start with the C2 server:
Press enter or click to view image in full size
DNS 78 Standard query @x7cfb A cookingwithme.date
DNS 78 Standard query ©x7cfb A cookingwithme.date
DNS 78 Standard query Ox7cfb A cookingwithme.date
DNS 78 Standard query @x7cfb A cookingwithme.date

DNS query to C2 server

Following all these steps, “VawTrak” will attempt to spread through the network utilizing SMB — a legitimate
Windows file-sharing protocol.
Press enter or click to view image in full size

B2 188 Toctl Request FSCTL_SRV_ENUMERATE_SMAPSHOTS File: Users\ \Desktep\TR7AISSTECTeI (5091710720049 BabESGA6011 886616480928 08be5 Fabe (2). exe
Tcp 64 445 = 49674 [ACK] Seqe3277 Ack3156 Wine2615808 Lened

- 196 Ioctl Response FSCTL SRV ENUMERATE SHAPSHOTS File: Users\ \Desktop\TeTdBs5TcchSe I 50T T 10T 2andibBabs5d62631d1 L0250 1648c 2504 be STk (2) . exe
e E4 23674 = 445 [ACK] Scqe=3156 Ack=3483 Wine2615552 Lened
82 154 Close Request File: Usersh WDesktop\Te 735 Tccd5e 35091 71072000508 ab 550081 df SadEc 164892 Batbe ST abe (2). cxe

After completing all activities within the host and attempting to preform lateral movement, the malware wipes

itself off the host and terminates its process.
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Press enter or click to view image in full size

20 0.022149 11 1 sv82 172 [free Connect Request Tree: \\localhost\IPCS

Tries to do lateral movement to another computers via SMB protocol.

Press enter or click to view image in full size

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

|114q

Event 1149, TerminalServices-RemoteConnectionManager

/ General Details

Event ID 1149 describes |Remote Desktop Services: User authentication succeeded:
RDP protocol according

to Microsoft.

looking for RDP sessions:

reg add HKLM\SY STEM\CurrentControlSet\Control\SecurityProviders\WDigest \UseLogonCredential / — auth

of http protocol, stored in plaintext user credentials.
- By default the key isn’t shows in registry.
Press enter or click to view image in full size

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Controf\SecurityProviders\WDigest

> MUl A || Name
» NetDiagFx ) Default)
::E . 74 Debuglevel
! N“T::;ﬂm ab) DigestEncryptionAlgorithms
:' il »
% Network E-:_Iﬂ;got;:tr:
> NetworkProvider ;:U eH
MetworkSetup2 .-,UTFS-SASL
> NetworkUxManager i) UserLogonCredential

Source: https://medium.com/@Ilandu/vawtrak-malware-824818c1837
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