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Protocol: Web Protocols
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Data Encoding:
T1132 .001
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Encrypted Channel:
T1573 .001  Symmetric
Cryptography
T1105 Ingress Tool Transfer
Server Software
T1505 03

Component: Web Shell

Source: https://attack.mitre.org/software/S1115

Page 1 of 1

Use

WIREFIRE can respond to specific HTTP POST

requests to /api/v1/cav/client/visits Li2]

WIREFIRE can modify the visits.py
component of Ivanti Connect Secure VPNs for

file download and arbitrary command execution.
[1]12]

WIREFIRE can Base64 encode process output
sent to C2.[1

WIREFIRE can decode, decrypt, and decompress
data received in C2 HTTP POST requests.[l]

WIREFIRE can AES encrypt process output sent

from compromised devices to c2.[1

WIREFIRE has the ability to download files to

compromised devices.[l

WIREFIRE is a web shell that can download

files to and execute arbitrary commands from

compromised Ivanti Connect Secure VPNs
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