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Hi there, this is Gabriele Pippi, from the Certego Purple Team.

I want to share this simple password-based FTCODE decryptor.

e Note #1: this must be considered a beta version of the script; the author assumes no responsibility for

any damage caused by running it.

e Note #2: currently the malware sends the password both as plain and cypher text; we believe the
behavior may change soon as the malware is updated, and the plain text form may not be available

anymore.

e Note #3: decrypting files with an incorrect password may make them unrecoverable; so, we recommend

taking a backup of the files before running the script.

Why should a password-based decryptor be useful?

Since the first observed campaigns, documented in this article, we have noticed that FTCODE was sending the

password in plaintext within the body of an HTTP post request to the C&C. Once implemented the relevant
Suricata signatures, I decided to develop this tool internally, in order to make the decryption operation feasible. In

all of the cases we had the opportunity to put hands on, we were able to recover the encrypted files up to version
1018.1.

Network Traffic

In order to be able to decrypt the files successfully, it is necessary to intercept the contents of the POST request

that the malware sends to the C&C at infection time; an example of such request follows:
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POST / HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Host: pta.bsspta.com

Content-Length: 591

Expect: 108-continue

Connection: Keep-Alive
ver=1018.1&vid=legl&guid=507df552-5c4b-4d38-a486-0c721e84abdb&ext=10b15d&ek
=fumgTaloYphVclRntCG2vQrU4AeBHIb7WFJ0o9LDMXE3k6s jOS5&r1=UjVUZHdSekpXbThoTkpr
cOVZbTBNM25vdkNYTFpYdFpCdnYxZKMAITTY2MDZOenZINFEVVVIXxVzk5ZTVscnJwhNkx@Y1FIbnY
wWOFRoeStzc ThWWURaWGd jZ0pzY jdGL3USMHVPC jViTUdIeGRsQTAZ2YNFINGNNen LQaHNKMWRUYE
5wWOUxjcGZ2czVRQUNSSTRZRKY3R3Ba0H LuSn LVOVRiIN3FHCENvb 2dWY kKSvP Tt hWDdHZVNVOVozT
1dGdCtMRDhBeGIRTXZFU3YwU jBXWHBENbGAOS08yd3IVNUNTeXhIamZtM1dOoUytGMKZ jdnVwTXEL
bWUSTEIVNkNvSEdpTnZSbmNWZGZsdUZ1d2p2cVdHbEWWNOE3bWSXbEVXT3pCMX1ETM135EWZCGX
qRORrN2JmQklhMytmclc2bGFxZX1qcO535UKkwNESZTXNueHJGSYpUQXhlem50Qms9&

ext = extension of encrypted files ek = password in plain text r1 = Base64 chunk containing the encrypted

password

In order to intercept the POST request, we developed the following Suricata signature, and deployed it to our

network monitoring system:

alert http $HOME_NET any -> $EXTERNAL_NET any (msg:"CERTEGO TROJAN FTCODE Registration Request (m.bompani)";
flow:to_server; content:"POST"; http_method; content:"ext=";

http_client_body; content:"quid=";

http_client_body; content:"ek="; http_client_body; classtype:trojan-activity; sid:9000931; rev:1;)

What does the tool do?

Given the extension and the password, the tool is able to recursively decrypt the encrypted files in all the mounted

disks or in a given path.
It offers the following features.

o In-memory fileless utilization: it is possible by wrapping the script in a function, leveraging the built-in

PowerShell cmdlet Invoke-Expression

o Logger: it traces the activities carried out, leveraging two cmdlets described at Start/Stop Transcript

e Backup: it backs up all the files that the tool will try to decrypt.

e Some options were added to the script for possible future uses.

Additional details

For further technical details and demonstrations, please refer to the official github project FTdecryptor
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For further FTCODE details, please refer to this article FTCODE article
Author:

Gabriele Pippi, Threat Research Lead Engineer
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