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Remember Stuxnet? Chances are you do- a few months back there was a worm that spread over USB using the 0-

day .LNK vulnerability (CVE-2010-2568) and targeted Siemens SCADA systems. Additionally the rootkit

package that it installed was digitally signed using real certificates from real hardware manufacturers: Realtek

Semiconductor Corp. (realtek.com.tw) was one of the companies (JMicron was the other - both are Taiwanese

companies).

In recent days, I have seen malware with Realtek Semiconductor Corp. signature information. Specifically, it has
been of the Trojan Lethic / Ddox malware family. About a year ago, Jose Nazario detailed his analysis on the

Lethic bot being used to spew pharma, replica, etc. spam. About a month after he posted his analysis, M86

reported on the Lethic botnet takedown. Well it appears that there is a new variant / botnet of this malware family:
Here are two recent samples:

MD5: 0460d89f0091d951184a8d77c6641340
First seen: 2010-10-31 17:42:29
VirusTotal Report

MD5: ddb7aee9b335f479e0e2ac7aaf223856
First seen: 2010-11-07 09:58:39
VirusTotal Report

Both have Realtek information reported from Microsoft's Sigcheck tool:

sigcheck:

publishes, ... Realtek Semicenducter Corp.

copyright....1 Copyright (o) 2004 Realtek ESemiconductor Corp.
product : Realtek ACST Audis - Evant Maor

descripbtitn..: Realtek Azalia Audic EBvenk Monaitesr

original name: Alowmotr.exe

iptarnal nama: Alcsmate

Film wersion.; 1.6.0.2

OOEMENES . o asll

signecs......2 =

signing date.:
varified.....: Unsignad

However, the tool shows no signer / certificate authority

verified the signature. Here is a snapshot of the Stuxnet signcheck output for comparison:

sigaheck:

publishes....: Micresot i

copyright....: tion. All rights reserved.
product.ss.snad Mi _ Operating Systen
degeripbion..: Wir NT CLS Minirdr

original name:

inkernal name; MRxCla.avs

file wersion.: 5.1.2800.2802 ([xpap ap2? gdr.dE60505-003E)

commentBa..wei 0fE

sigress......: Raaltak Somizendustor Carp

VeriBign Clasa 3 Codo Sigre 2004 Ch

Clazz I Public Primary Cert ication Authority

signing datae.: 4:45 PM 1/25/2010

pEEiiied Lt Stuxnet and Lethic are completely different, and I am in
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no way presuming that one or more authors behind either malware campaign intersect - I did think it was

interesting that this one company is being "picked" in malware campaigns though.

There may be some correlation with the exact Realtek information in the Lethic binary. The information within the
Lethic binary does appear to mimic valid Realtek information for their AC97 Audio product. Doing some

searches, I've found other malware families have used this exact Realtek information within their malware

binaries. Here is a VirusTotal report from an SDBot sample first seen in January 2010, that has the exact same
Realtek information used by Lethic. Separate malware authors could have simply selected a legitimate software
package and included the exact information - however this does seem pretty coincidental. Or perhaps it could be
the "signature" of a common author or group behind these artifacts - perhaps they seek to tarnish the reputation of

this Taiwanese company for personal or political motivation - who knows?

There are about 91 Lethic samples with the "Realtek" signature information that Google shows from VirusTotal.

These date from early September to present.

GO 1 _Jg[e sitevirustotal.eom Lethic Realtek

About 31 mauls (0,15 seoonds) - Zscalar SES on

In the past few days, locations that I've seen the Lethic bot spread from include:
77.79.9.174 over port 17678

85.17.58.165 over port 36182

91.121.175.219 over port 16512

The port location changes over time, and rotates through funky sounding executable names that appear to be auto-
generated from various letter permutations. For example:

bknx.exe

fewfdewwe.exe

fefewwew.exe

rfvmimikwe.exe

vgewfwqwq.exe

vgrwvew.exe

Following infection, connection attempts have been seen to:
izuhjsn.com (173.236.56.218) on port 8706
xkihjhx.com (67.159.45.104) on port 2904

The domains were both registered August 1, 2010 through the Registrars:
BEIJING INNOVATIVE LINKAGE TECHNOLOGY LTD. DBA DNS.COM.CN,
XIN NET TECHNOLOGY CORPORATION

DomainTools shows 12 other registered domains with the "voip53" Yahoo email address and 62 other registered
domains with the "dfghddf" Hotmail email address within the whois information - presumably other malicious /
C&C domains.

In mid-October, an Anubis report shows a "Realtek" Lethic sample looping through a number of SMTP

proxies/open-relays and sending spam similar to the pharma, replicas, etc. that Jose had reported in the previous
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2009 iteration of the botnet. Here is a pcap snapshot of a replica spam message sent from the recent, Fall 2010

iteration of the Lethic bot:

Dalc 7464 2062 G763 Gf6o GET7Z 1d66 GHEE <td bgoolor=fff
GE6E 6620 Blbe 6967 Gedd 6o6S 6674 Jale fff align=laft><
666f GaTd 2073 697a 653d 3230 6661 BIES font size=2 face
1d22 5365 GTEEf 6520 5549 2220 G3IGEf Gobf ="Spgoe UI® colo
7234 4646 3030 3030 3add Dalc GEEE Gald r=FF0000>. .cfont
2073 697a 653d 3520 636f Go6f 7234 3548 size=5 color=5F
I584E I54E delde 6365 GeTd 6572 lelec £21e EFLiFr<oenter><hs
5265 7031 6963 6157 6174 6368 6573 3a20 ReplicaWatohess

5377 6973 7320 5265 7031 6963 6157 6174 Bwiss ReplicaWat
BIGE Jok2 T23e 4275 7920 5065 TIRE BSR3 ch<br>Buy Ferfec
7420 5761 7463 GBES 7320 436c Gffe 6573 t Watches Clones
2043 6B65 6170 3s2f 6365 6aT4 6572 Jade Cheap</center>c
2f66 6f6e 743a 3062 T23e O0d40a 5265 7031 [ffont><bre>. .Rapl
6963 G157 6174 6368 2c20 6952 Gf6c B57H icaWatch; ifAolex
4f6d G567 61l2ec 2042 7265 6974 Ge6d GabT Omega, Breitling
2c20 4276 667 6172 6920 61l6e 6420 GE74 ; Bvlgari and ot
GE6E T220 4765 a5 B96a B520 53T 6973 hier Genuine Swis
7320 5265 7031 6963 6157 6174 G3IGB 6573 s ReplicaWatches
Je6z T23e 4661 7374 2057 GETZ Gebd TTER cbr>Fast Worldwi
6465 2044 £56c RITE 6572 7930 Glbe B420 da Delivery and

G6Gc G174 2073 G865 7070 696e 6730 E6GE flat shipping feo
653 6272 3e20 0d0a 3c6l 2068 7265 663d athr> ..<a hraf=
GE74 7470 3alf 2£63 Ge65 Gl6e TTTZ 6170 http: f/cleanwrap
272 753e Ic6E Gf6e 7420 7369 TatS 3d34 .rus<font mizewd
2063 Gf6e GET2 3433 3733 3746 461e Jckd colaor=31717FF»<g
6568 7465 T23ie 3Jeb2 3e50 7572 636E BL73 antar=<p>Purchas
6520 4275 TETS 7279 2052 A570 316% 6361 & Luxury Replica
5761 7463 GBE5 7320 GAGE 7220 6173 206c Watches for as 1
GETT 2061 7320 2431 3530 3e2f 623a Jcif ow as $150</byc/
6365 GaT4 6572 3e3c 2£66 Gf6e T4le Jcif conter></fonk></
613e 3cE2 723m Jc2f BEEE Bel4 Jeldc 2£74 ax<hrs</font></t
Gd43e Jc2f 7472 Jedo 2£74 6162 GobE5S Jeldc d></tr></table><
2f63 656a 7465 723e 3Jec2f 6874 Gdec JelD feantar></htmlx>

El Reg recently reported on how prolific the Lethic botnet was and the success of the takedown... could it be

ramping up to make a come back? Also, can this "Realtek" signature info be used to tie the author/group to the

malware they have released?

Update:

The Sigcheck tool apparently parses the PE File Version Info data structure and includes this in the output. The
above "Realtek" information is actually extracted from the PE File Version Info data structure (e.g., here). While
this is not a digital signature- it is still identifying info that may be able to tie certain malware samples to the same

author / group / or binary builder.

Source: https://www.zscaler.com/blogs/security-research/lethic-botnet-returns-uses-realtek-identifier
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