https://mandarnaik016.in/blog/2024-09-21-malware-analysis-pxrecvoweiwoei/

Malware Analysis - PXRECVOWEIWOEI

By Mandar Naik

Published: 2024-09-20 - Archived: 2026-04-05 18:06:11 UTC

In this post, We will do malware analysis and reverse engineering on a sample called PXRECVOWEIWOEI
(AKA PureLogs Stealer).

The source of the sample is

hxxps[://]bazaar[.]abuse[.]ch/sample/574403dced5be3a5edec18e66f16fef5e013ce99c7713479ab67c11e61472330/#intel

Static Analysis

Let’s get the hash of the file first.
SHA256: 574403DCE45BE3ASEDECT8E66F16FEFSEA13CE99C7713479AB67C11E6F472330

On VirusTotal, the file is detected as malicious by 25 engines.

The sample opened in notepad++ looks full of long strings assigned to variables with extremely long names.

e ————
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The variables seem to be added purposely to distract us from the actual investigation point. The occurrence of

variables is only one for each, meaning they are declared with strings but never used.

After ignoring them, we see some interesting variables that have been used repeatedly.

Let’s evaluate the variables.
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The variables are interconnected. i.e. the variable tonta is used in variable aligulado, inturn that variable is used in

publicista. We are going to focus on the content of publicista. We can see a base64 string, after decoding it.

The decoded base64 is a powershell script that is gibberish. Let’s evaluate the script to make it understandable.

After beautifying the script, we can connect the dots
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The powershell script downloads the DetahNoteJ.txt, loads the content into a variable, then base64 decodes that
content, eventually storing it in a variable called $assembly. The result of the above script can be accessed via
variable $OWjuxD (I.e. base64 decode of $Codigo).

Finally, the output is executed via a powershell.

Let’s check the content of a file called DetahNoteJ.txt. (PSSS: Shouldn’t the filename be DeathNote and not
DetahNote]?)

After base64 decoding and checking the file type

Now we can check the compiler or packer used to compile or protect the program; we can use DIE for this.
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Dynamic Analysis

The sample is compiled in .NET without any packer or crypter used. we can directly decompile it using dnSpy

After a night with tea by my side, I was not able to understand the logic behind few variables, and was not able to

decrypt them either. Let’s directly execute the sample.
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) et -Notepad
Fle Edt Fomat View Hep
Regshot 1.9.8 x64 ANSI

Comments
Datetime: 2024/9/20 16:49:46 , 2024/9/20 16:51:24
Computer: DESKTOP-E3VCH2D , DESKTOP-E3VCH2D
Username: Admin , Admin

Keys added: 15
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HKU\S -1-5-21-1307405066 -4231961867- 2609905208 - 1000\ SOF TWARE \Microsoft \Windows \CurrentVersion\Explorer\ConD1g32\OpenSavePidIMRU\hiv
HKU\S-1-5-21-1307485066 -4231961867 2609905208 - 1808\ SOFTWARE \Microsoft \Windows\CurrentVersion\Explorer\FileExts\.hiv
HKU\S-1-5-21-1307485066 -4231961867-2609985208 - 1008\ SOF TWARE \Microsoft\Windows \CurrentVersion\Explorer\FileExts\ . hiv\OpenliithList
HKU\S-1-5-21-1367485066-4231961867-2609905208 - 1008\ SOF TWARE \Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\ . hiv
HKU\S-1-5-21-1307485066-4231961867-2609905208 - 1808\ SOFTWARE \Microsoft \Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagenent\32: 6000080000110118

HKU\S-1-5-21-1307405066-4231961867-2609905208 - 1000\ SOFTWARE \C1as ses\Local Settings\Software\Microsoft\Windows\Shell\BaghRU\0\6

HKU\S-1-5-21-1307485066 -4231961867-2609905208 - 1000\ SOF TWARE\C1as ses\Local Settings\Software\Microsoft\Windows\Shell\Bags\78
HKU\S -1-5-21-1307405066 -4231961867- 2609905208 - 1000\ SOF TWARE\C1asses\Local Settings\Software\Microsoft\Windows\Shell\Bags\70\ConDlg
HKU\S -1-5-21-1307485066-4231961867-2609905208 - 1608\ SOFTWARE\(1as ses\Local Settings\Software\Microsoft\Hindows\Shell\Bags\70\ConD1g\{7D49D726-3C21-4F05 -99AA-FDC2CI474656}
HKU\S -1-5-21-1307485066 -4231961867- 2609905208 - 1800\ SOFTWARE\C1asses\Local Settings\Software\Microsoft\lindows\Shell\Bags\70\Shell

HKU\S-1-5-21-1307485066-4231961867-2609905208 -1000_Classes\Local
HKU\S -1-5-21-1307405066-4231961867- 2609905208 - 1000_Classes\Local
HKU\S -1-5-21-1307405066-4231961867- 2609905208 -1000_Casses\Local
HKU\S -1-5-21-1307405066-4231961867- 2609905208 -1000_Classes\Local
HKU\S -1-5-21-1307485066-4231961867- 2609905208 - 1000_C1asses\Local

Settings\Software\Microsoft\Windows\Shell\BagMRU\B\6
Settings\Software\Microsoft\Windows\Shell\Bags\70
Settings\Software\Microsoft\Windows\Shell\Bags\70\ComDlg

Settings\Software\Microsoft\Windows\She1l\Bags\70\ComD1g\{7D49D726 -3C21-4F@5-99AA-FDC 2(9474656}

Settings\Softuare\Microsoft\Windows\Shell\Bags\7@\Shell

HKU\S-1-5-21-1307485066 -4231961867-2609905208 - 1808\ SOFTWARE \Microsoft\Windows\CurrentVersion\Explorer\ComD1g32\CIDSizeMRU\G: 52 80 65 00 67 B0 73 00 68 @0 G6F 00 74 80 2D G0 78 00 36 0@ 34 @0 2D B0 41 00 4E 00 53 00 49 60 2E 00 65 00 78
© 90 00 00 00 0O 00 0O P 00 00 00 0P 0@ 0O 0O OO P B0 00 60 0O 0O 00 00 0P O 00 60 0P 0@ 0O 60 0O 6P ©O 00 00 00 0D 00 00 0O O 00 60 0P 0@ B 00 0O 6P 0O 00 00 00 0D 00 00 OO O 00 60 0P 0@ 0O 00 0O 6O 00 00 00 00 0D 60 60 0O B9 00 ©
HKU\S -1-5-21-1307405066 -4231961867- 2609905208 - 1000\ SOF TWARE \Microsoft \Windows\CurrentVersion\Explorer\ConD1g32\LastVisitedPidlMRU\6: 52 00 65 @0 67 00 73 0 68 00 GF 0@ 74 00 2D 00 78 00 36 0@ 34 00 2D 00 41 00 4E 00 53 00 49 00 2E 00 6
HKU\S-1-5-21-1307485066 -4231961867-2609905208 - 1000\ SOFTWARE \Microsoft\Windows\CurrentVersion\Explorer\ConD1g32\OpenSavePid1MRU\*\7: 14 88 1F 50 E@ 4F DB 20 EA 3A 69 10 A2 D3 @8 80 2B 3@ 36 9D 14 0@ 2E 88 3A CC BF B4 2C DB 4C 42 B8 29 7F
HKU\S-1-5-21-1307485066 -4231961867-2609905208 - 1808\ SOFTWARE \Microsoft \Windows\CurrentVersion\Explorer\ComD1g32\OpenSavePid1MRU\Niv\@: 14 @@ 1F 50 E@ 4F DB 20 EA 3A 69 10 A2 D @8 60 2B 30 30 9D 14 0@ 2E 80 3A CC BF B4 2C DB 4C 42 80 29
HKU\S -1-5-21-1307485066-4231961867-2609905208 - 1600\ SOF TWARE \Microsoft\Windows\CurrentVersion\Explorer\ConD1g32\OpenSavePid1MRU\hiV\MRUListEx: 00 88 00 8O FF FF FF FF

HKU\S-1-5-21-1367485066 -4231961867-26@9905208 - 1808\ SOFTWARE \Microsoft \Windows \CurrentVersion\Explorer\RecentDocs\9: 66 89 69 08 72 6@ 73 @@ 74 B0 2E 08 63 60 69 00 76 GO G0 0@ 63 80 32 00 @0 6O B0 00 00 00 60 00 00 80 66 69 72 73 74 2E
HKU\S-1-5-21-1307405066-4231961867-2609905208 - 1000\ SOF TWARE \Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.hiv\@: 66 80 69 00 72 60 73 @0 74 00 2E 00 68 00 69 00 76 00 0O ©9 68 @0 32 0@ 00 00 00 B0 ©0 00 00 00 00 @0 66 69 72 73 7
HKU\S-1-5-21-1307485066 - 4231961867 -2609905208 - 1008\ SOFTWARE \Microsoft \Windows\CurrentVersion\Explorer\RecentDocs\ .hiv\MRUListEx: 00 @@ B8 @8 FF FF FF FF

HKU\S-1-5-21-1307485066 -4231961867 2609905208 - 1808\ SOFTWARE \Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationVieuManagement\li32: 600008BO0O1101A8\VirtualDesktop: 10 0@ 00 @8 30 30 44 56 72 E6 90 8B 19 28 F4 43 B6 ES 98
HKU\S-1-5-21-1307485066-4231961867-2609905208 - 1008\ SOF TWARE\C1as ses\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\G\6: 14 8@ 2E 8@ 92 28 16 D3 65 93 7A 46 95 68 92 7@ 3A CA 85 AF 00 80
HKU\S-1-5-21-1307485066-4231961867-2609905208 - 1808\ SOF TWARE\(1as ses\Local Settings\Software\Microsoft\Windows\Shell\BaghMRU\B\6\NodeSlot: 0x0000846

HKU\S-1-5-21-1367485066-4231961867-2609905208 - 1808\ SOF TWARE \(1asses\Local Settings\Software\Microsoft\Hindows\Shell\BagMRU\@\6\MRUListEx: FF FF FF FF

HKU\S-1-5-21-1307485066-4231961867-2609905208 - 1008\ SOF TWARE\C1as ses\Local Settings\Software\Microsoft\Windows\Shell\Bags\78\ConD1g\{7D49D726-3C21-4F05 -99AA-FDC2C9474656} \Mode : 0x0B000084

HKU\S-1-5-21-1307485066 -4231961867-2609905208 - 1008\ SOF TWARE\C1as ses\Local Settings\Software\Microsoft\Hindows\Shell\Bags\70\ConD1g\{7D49D726-3C21-4F05 -99AA-FDC2C9474656} \Logi calViewtode: 9x00080001

HKU\S -1-5-21-1307405066 -4231961867 - 2609905208 - 1000501 : 0x80000801

Ln 162, Col 120 100%  Windows (CRLF)

o &
do cat /var/ Lo
on 1421°

2024-09-20 12
2024-09-20 12

34:56
34

DNS.
DNS
DNS connection,
HTTP connecti
HTTP connection,
ol tion,
43 DNS connection,
43 DNS connection,
13 DI tion,
13 DNS connection
13 HTTP connection,

connection, R, class: e a .0.0.224.in-addr.arpa
s £.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2
URL I e name: /var/lib/inetsim/http/Fakefil ple. htm
URL: http:/ le.com/favicon.ico, file name: /var/lib/inetsim/http/fakefiles/favicon.ic
push.services.m
push
requested name: push.services.mozilla.com
d nam 1.us.ar

a.f.f.ip6.arpa

type
Ttype

requested name: ctldl.windowsupdate. com
URL: http://ctldl.windowsupdate.com/msdownload/update/v3/static/trustedr/en/authrootstl.cab?fc522c1cco056638, file name: /var/lib/inetsim/http/fakefiles/sample
illa.com
illa.con

illa. com

5:08
3: 08
3: 08
3: 08

DNS connection,
DI

Last simulated

My platform architecture seems incompatible, the program exited with some errors.
Atlast, we get no intel from dynamic analysis.

On VirusTotal, the file DetahNotelJ.txt is detected by 17 engines.

SHA256: 16912B71BDEFBBOBIEOBOE71D85B0095880D4DC250239E7D26E12454F7F6BADF
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Whereas the base64 decoded content of DetahNoteJ.txt is a DLL file, detected by 7 engines.

SHA256: 97164081607B6FDB9B095CBA1BBAA818FC77DBI2DAD38B910B05A90160748756

We meet next time dissecting another sample or comming up with an evasion technique until then ¢au cau

Source: https://mandarnaik016.in/blog/2024-09-21-malware-analysis-pxrecvoweiwoei/
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