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{"_ref":"User:user:221690"},"depth":0,"hasGivenKudo":false,"board":{"__ref":"Blog:board:microsoft-entra-
blog"},"conversation":{"__ref":"Conversation:conversation:2007610"},"messagePolicies":
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[1}},"canTag":{"__typename":"PolicyResult","failureReason":
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[1}},"canEdit":{"__typename":"PolicyResult","failureReason":
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error.lithium.policies.accepted_solutions.action_allow.message.unmark_as_accepted_solution.accessDenied
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[1}}},"contentWorkflow":

"__typename":"ContentWorkflow","state":"PUBLISH","scheduledPublishTime":null,"scheduled Timezone":null,"userContext":

{"__ref":"ModerationData:moderation_data:2007610"},"teaser":"

In this document, we are sharing what we know about the Solorigate (https://aka.ms/solorigate) attacks from an Identity
specific lens, so Identity vendors, IAAS, PAAS, and SAAS vendors and organizations who use these products can detect,

remediate, and most importantly, prevent these and similar attacks.
\n","body":"

Microsoft recently disclosed a set of complex techniques used by an advanced actor to execute attacks against several key
customers. While we detected anomalies by analyzing requests from customer environments to the Microsoft 365 cloud, the
attacks generalize to any Identity Provider or Service provider. For this reason, we want to detail what we know about these
attacks from an Identity specific lens, so Identity vendors, IAAS, PAAS, and SAAS vendors (and organizations who use
these products) can detect them, remediate them, and most importantly, prevent them. This document is broadly intended to
support the security teams who are focused on protection, hunting, and remediation in Identity vendors in the interest of
protecting our mutual customers. It generally assumes an advanced understanding of identity infrastructure and related

components.
\n\n

As part of our ongoing security processes, we leverage threat intelligence and monitor for new indicators that could signal

attacker activity. There are two anomalies pertinent to this report, and discussed at https://aka.ms/solorigate:
\n\n

\n

—

. Anomalies in SAML tokens being presented for access. In some impacted tenants, we detected anomalous SAML
tokens - signed with customer certificates - being presented for access to the Microsoft Cloud. The anomalies indicate
that the customer SAML token signing certificates may have been compromised, and that an attacker could be
forging SAML tokens to access any resources that trust those certificates. Because compromise of a SAML token
signing certificate typically requires administrative access, there is a high probability the presence of forged tokens
implies customer on premises infrastructure may be compromised. Because the signing certificate is the root of trust
for the federated trust relationship, it is unlikely Service Providers would detect the forgeries.

\n

N

. Anomalies in Microsoft 365 API access patterns in a tenant. We have detected such anomalies in some impacted
tenants which originate from an existing applications and service principals. This pattern indicates that an attacker
with administrative credentials — possibly related to the SAML issues above - has added their own credentials to
existing applications and service principals. The Microsoft 365 application program interfaces (APIs) can be used to
access email, documents, chats, and configuration settings, such as email forwarding. Because highly privileged
Azure AD administrative accounts are required to add credentials to service principals, these changes imply that one
or more such privileged accounts have been compromised and may have made other significant changes within the
impacted tenant.

\n
\n\n

Built-in security and monitoring capabilities provided by the Microsoft Cloud detected these anomalies, but such anomalies
could present at any Identity Provider or Resource Provider, regardless of vendor. Any resource which trusts a customer’s
compromised SAML token signing certificate should be considered at risk. The SAML attack is not specific to any
particular identity system or identity vendor you use. It impacts any vendor’s on-premises or cloud identity system, and any
resources that depend on industry-standard SAML identity federation. Likewise, while the specific mechanism for
impersonating applications may vary from vendor to vendor, the pattern is vendor independent. We are not aware of any
Microsoft software or cloud service vulnerability that has led to the exposure of customer SAML token signing certificates,
the change in API usage, addition of credentials to service principals, or exposure of administrative credentials on premises

or in the cloud. The traffic detected did not impact our production cloud environment
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\n\n

Elements of the activity we have detected and discuss in this blog suggest it was orchestrated by a sophisticated attacker. We
believe over time this activity may be determined to be state-sponsored, but we do not have sufficient evidence to support

that conclusion at this time.
\n\n

It is important to emphasize — these attacks were criminal in nature, and so sophisticated that even top security companies
fell victim to them. The fault lies with the criminal actor, not the victims. Further, these attacks leveraged broadly used
patterns that impact many levels of the IT industry — focusing on any one technology type or vendor limits our ability to see
systemic problems. By studying them and learning from these broad issues together, we can improve security throughout the

industry.
\n\n

We are sharing this information to help vendors who provide Identity Providers and Service Provider software and services,
as well as their customers, hunt for activity and better defend against similar attacks. We will update this information as our

investigations evolve.
\n\n\n

Identity experts may skip this section, but it may help level set terminology and understanding of key components of the

attack.

\n\n

The following describes a typical environment. However, several caveats are worth mentioning:
\n\n

\n

—

. Most customers run on premises identity infrastructure. Microsoft offers popular versions of all such infrastructure,
but several other vendors offer similar infrastructure.

\n

N

. Not all components of this infrastructure are present in all environments.
\n
. The sophisticated actor adapted their attack to specific environments.

w

\n
\n

For these reasons, it is important that you consider how elements of the attack pattern can impact your organization, even if

your organization varies from the typical elements described below.
\n\n

Components pertinent to this attack typically include:

\n

\n

e A SAML Identity Provider (IDP), which brokers authentication requests from applications to that directory.
Applications and other identity providers — called Service Providers, or SPs — refer clients to federation servers to
acquire access tokens which are signed by the SAML token signing certificate.

\n

* SAML Service Providers (SP), also called Relying Parties, which are applications told to trust the tokens coming
from a federation server, and which accept claims made in SAML tokens because they are signed by the trusted
federation server’s SAML token signing certificate.

\n

¢ Cloud Identity Providers (Cloud IDPs), which would typically act as a Service Provider to the SAML Identity
Provider but acts as an identity provider to applications which have been told to use it. (This is called Identity
Provider chaining — where one Identity provider delegates authentication to another if so configured). Azure AD is an
example of a Cloud IDP.

\n

» Cloud Service Providers (Cloud SPs), which rely on the tokens issued by a cloud IDP to validate requests.
\n

« Applications and Service Principals in Azure AD are two types of code that authenticate to Azure AD using
certificates, keys, or passwords and to other applications or APIs using OAuth 2.0 access tokens granted Azure AD in

order to talk to other applications, including Microsoft 365 Graph APIs.
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\n
\n\n
Typical Components
\n\n

If this is new to you, you can think of tokens as a ticket to a show, the SP as the ticket taker, and the IDP as the box office,
and the signature as the little holograph on the ticket. If someone wants to go to the show, they go to the IDP, get a token,

then present it to the SP who validates the holograph then lets them into the show.
\n\n

In terms of a typical email interaction with Microsoft 365 with federated auth, think in terms of a user going to their on
premises federation server to get a signed token, then presenting that token to Microsoft 365 (via Azure AD as a chained
IDP) to get access after the signature is validated. If an application is trying to access that data, it will be pre-configured to
know the IDP location, so it will always come to Azure AD first to get the token, but otherwise the OAUTH flows are

similar.
\n\n

For SAML federation relationships where Azure AD has been configured to trust a tenant-configured SAML token signing
certificate from a customer-configured federation server, the federation server is the Identity Provider (IDP)and Azure AD is
the Service Provider (SP).

\n\n

Applications and Service Principals in Azure AD don’t use SAML or delegate trust to on premises federation servers;

credentials must be managed directly in Azure AD.
\n\n\n\n\n

OK, let’s lay all of this out in terms of the typical attack patterns, and how you might go about looking for them. The actions
were targeted in nature and varied from target to target. Not all indicators of compromise or methodologies are present in all

cases.
\n\n

A rough overview of an indicative attack is as follows (see also https://aka.ms/solorigate). Each attack varied in details, but

this pattern emerged repeatedly:
\n\n

\n

o The attacker compromises network management vendor software which is typically deployed with high privileges in
on premises networks.
\n

o The attacker uses the on premises administrative access to extract SAML Token Signing certificate.
\n

» The attacker uses the stolen SAML Token Signing certificate to forge SAML tokens representing privileged cloud
users.
\n

o The attacker uses the forged token to sign in impersonating the privileged user and add credentials to an existing
application or service principal.
\n

o The attacker uses the added credentials to impersonate the existing application or service principal, and call
Microsoft 365 APIs to extract mail.

\n
\n\n
Attacker Patterns
\n\n
The details of each phase of the attack are described below.
\n\n\n\n

The first significant pattern we have seen is evidence of forged SAML tokens. It is worth noting that we don’t retain logs for

very long. We do this in accordance with our data retention and privacy policies. It varies by agreement, but is generally is
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30 days, and we never log complete tokens, so we can’t see every aspect of a SAML token. Customers who want longer

retention are encouraged to configure storage in Azure Monitor or other systems. What token anomalies we did detect were

tokens which were anomalous in lifetime, usage location, or claims (particularly MFA claims). The anomalies were

sufficient to convince us that the tokens were forged. We did not find this pattern in all cases.

\n\n\n

\n\n

\n\n

\n\n

\n\n\n

\n

Tokens with expiration instant exactly 3600 seconds or 144000 seconds (no milliseconds value) — note 144000 (40
hours) is exceptionally long

\n

Tokens which were received at the same time as the issuance time— no latency between creation and usage

\n

Tokens which were received BEFORE the issuance time — falsified issuance time after token received

\n

Tokens used from outside normal user locations

\n

Tokens which contained claims which were not previously seen from the tenant’s federation server

\n

Tokens indicating MFA used when token claimed auth from within corporate boundary where MFA not required

\n

\n

SAML token signing certificate was exfiltrated from the customer environment and used to forge tokens by the actor.
\n

Administrative access to SAML Token Signing Certificate storage compromised, either via service administrative
access or by direct device storage or memory inspection.

\n

Deep penetration of the customer environment, with administrative access to identity infrastructure or the hardware
environment on which it executes.

\n

\n

SAML Tokens received by the SP with configurations which deviate from the IDP’s configured behavior.

\n

SAML Tokens received by the SP without corresponding issuing logs at the IDP.

\n

SAML Tokens received by the SP with MFA claims but without corresponding MFA activity logs at the IDP.
\n

SAML Tokens which are received from IP addresses, agents, times, or for services which are anomalous for the
requesting identity represented in the token.

\n

Evidence of unauthorized administrative activity.

\n

\n

Determine mechanism of certificate exfiltration and remediate (see below)
\n

Roll all SAML token signing certificates

\n

Consider reducing your reliance on prem SAML trust where possible

\n

Consider using an HSM to manage your SAML Token Signing Certificates
\n

In some cases, the SAML token forgeries described above correspond to configuration changes in the Service Provider. By

impersonating a user with valid administrative credentials, the actor can change the configuration of the SAML Service

Provider (in our case, Azure AD). In this case, the actor tells Azure AD to trust their certificate by, in effect, saying to the SP

“There’s another SAML IDP you should trust, validate it with this public key.”
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\n\n

\n

Addition of federation trust relationships at the SP done which later resulted in SAML authentications of users with
administrative privileges. The attacker took care to follow naming conventions of or impersonate existing federation
server names (e.g. FED_SERVERO1 exists, and they add FED_SERVERO1). The impersonated users later took
actions consistent with attacker patterns described below.

\n

» Token forgeries consistent with pattern 1, above.

\n

These calls came from different IP addresses for each call and user, but generally tracked back to anonymizing VPN
Servers.

\n
\n\n

\n
» Administrative access to the Azure AD was gained.
\n
o Attacker may have been unable to gain a toe-hold on premises, or was experimenting with other persistence
mechanisms.
\n
» Attacker may have been unable to exfiltrate tokens, possibly due to use of HSM.

\n
\n\n

\n
» Anomalous administrative session associated with modification of federation trust relationships.

\n
\n\n

\n

Review all federation trust relationships, ensure all are valid.

\n

e Determine mechanism of administrative account impersonation (see below).
\n

¢ Roll administrative account credentials.

\n
\n\n\n

Once the attacker was able to impersonate a privileged Azure AD admin account, they added credentials to existing
applications or service principals, usually with the permissions they wanted already associated and high traffic patterns (e.g.
mail archival applications). There are some cases in which we see the attacker add permissions to existing applications or
service principals. We also see cases in which a new application or service principal was set up for a short while and used to
add the permissions to the existing applications or service principals, possibly to add a layer of indirection (e.g. using it to

add a credential to another service principal, then deleting it).
\n\n

\n

Addition of federation trust relationships at the SP done which later resulted in SAML authentications of users with
administrative privileges. The impersonated users later took actions consistent with attacker patterns described below.
\n
» Service Principals added into well known administrative roles such as Tenant Admin or Cloud Application Admin.
\n
» Reconnaissance to identify existing applications with application roles that have permissions to call Microsoft Graph.
\n
» The applications or service principals impersonated were different from customer to customer — the actor did not
have a “go to” target.
\n
o The applications or service principals included both customer developer and vendor developed software.
\n
» No Microsoft 365 applications or service principals were used impersonated (customer credentials cannot be added to
these applications and service principals).

\n
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» Token forgeries consistent with pattern 1, above.

\n
\n\n

\n
o Administrative access to the Azure AD was gained.

\n

Attacker did extensive recon to find unique applications which could be used to obfuscate their activity.

\n
\n\n

\n
e Anomalous administrative session associated with modification of federation trust relationships.

\n

Unexpected service principals added to privileged roles in cloud environments.

\n
\n\n

\n

» Review all applications and service principals for credential modification activity.
\n

» Review all applications and service principals for excess permissions.
\n

» Remove all inactive service principals from your environment.

\n

Regularly roll creds for all applications and service principals.

\n
\n\n\n

With credentials added to an existing application or service principal, the actor proceeded to acquire an OAUTH access
token for the application using the forged credentials, and call APIs with the permissions which had been assigned to that
applications. Most of the API calls we detected were focused on email and document extraction, but in some cases API calls
added users, or added permissions to other applications or service principals. Calls were generally very targeted,

synchronizing then monitoring email for specific users.
\n\n

\n

 Application calls attempting to authenticated to Microsoft Graph resource with applicationID: \"00000003-0000-
0000-c000-000000000000\"
\n

» Impersonated calls to the Microsoft Graph Mail.Read and Mail.ReadWrite endpoints.
\n

» Impersonating calls came from anomalous endpoints. These endpoints were not repeated from customer to customer.
The endpoints were usually Virtual Private Server (VPS) vendors.

\n
\n\n

\n

« Attacker was primarily interested in persistence and reconnaissance.
\n

» Attacker was attempting to obfuscate their activity.

\n
\n\n

\n

» Anomalous requests to your resources from trusted applications or service principals.
\n

» Requests from service principals that added or modified groups, users, applications, service principals, or trust
relationships.

\n

\n\n
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\n

» Review all federation trust relationships, ensure all are valid.
\n

» Determine mechanism of administrative account impersonation (see below).
\n

¢ Roll administrative account credentials.

\n
\n\n\n\n
This section relates other observations of attacker behavior.
\n\n\n

Our optics into on premises behavior are limited, but here are the indicators we have as to how on premises access was
gained. We recommend using on premises tools like Microsoft Defender for Identity (formerly Azure ATP) to detect other

anomalies:
\n

\n
o Compromised network management software used as command and control to place malicious binaries which
exfiltrated SAML token signing certificate.
\n
» Compromised vendor credentials with existing administrative access (vendor network compromised).
\n
» Compromised service account credentials associated with compromised vendor software.
\n
» Use of non-MFA service account.

\n
\n\n
For administrative access to the Microsoft 365 cloud, we observed:
\n

\n

» Forged SAML tokens impersonating accounts with cloud administrative privileges.
\n

» Accounts without MFA required — these are easily compromised (see https://aka.ms/yourpassworddoesntmatter)
\n

e Access from trusted vendor accounts where the attacker had compromised the vendor environment.
\n

\n\n\n\n

This graph summarizes the vectors and combinations tracked in this document.
\n\n\n\n\n\n\n

The following guidance may assist customers in protecting their environments.
\n\n

\n

* We published an Azure AD Workbook to help you hunt for the behaviors described in this document.
\n

» To protect Microsoft 365 resources from a compromise of on-premises environments: https://aka.ms/protectm365
\n

« If your organization has been compromised, review recovery guidance from DART at
https://aka.ms/dartrecoveryguide
\n

» To configure for Zero Trust to increase explicit request verification, least privileged access, and assumed breach

protection: https://aka.ms/ztguide

\n

\n\n\n\n
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The Solarwinds attack is an ongoing investigation, and our teams continue to act as first responders to these attacks. As new
information becomes available, we will make updates through our Microsoft Security Response Center (MSRC) blog

at https://aka.ms/solorigate.
\n\n\n\n","body@stringLength":"26521","rawBody":"

Microsoft recently disclosed a set of complex techniques used by an advanced actor to execute attacks against several key
customers. While we detected anomalies by analyzing requests from customer environments to the Microsoft 365 cloud, the
attacks generalize to any Identity Provider or Service provider. For this reason, we want to detail what we know about these
attacks from an Identity specific lens, so Identity vendors, IAAS, PAAS, and SAAS vendors (and organizations who use
these products) can detect them, remediate them, and most importantly, prevent them. This document is broadly intended to
support the security teams who are focused on protection, hunting, and remediation in Identity vendors in the interest of
protecting our mutual customers. It generally assumes an advanced understanding of identity infrastructure and related

components.
\n\n

As part of our ongoing security processes, we leverage threat intelligence and monitor for new indicators that could signal

attacker activity. There are two anomalies pertinent to this report, and discussed at https://aka.ms/solorigate:
\n\n

\n

—

. Anomalies in SAML tokens being presented for access. In some impacted tenants, we detected anomalous SAML
tokens - signed with customer certificates - being presented for access to the Microsoft Cloud. The anomalies indicate
that the customer SAML token signing certificates may have been compromised, and that an attacker could be
forging SAML tokens to access any resources that trust those certificates. Because compromise of a SAML token
signing certificate typically requires administrative access, there is a high probability the presence of forged tokens
implies customer on premises infrastructure may be compromised. Because the signing certificate is the root of trust
for the federated trust relationship, it is unlikely Service Providers would detect the forgeries.

\n

N

. Anomalies in Microsoft 365 API access patterns in a tenant. We have detected such anomalies in some impacted
tenants which originate from an existing applications and service principals. This pattern indicates that an attacker
with administrative credentials — possibly related to the SAML issues above - has added their own credentials to
existing applications and service principals. The Microsoft 365 application program interfaces (APIs) can be used to
access email, documents, chats, and configuration settings, such as email forwarding. Because highly privileged
Azure AD administrative accounts are required to add credentials to service principals, these changes imply that one
or more such privileged accounts have been compromised and may have made other significant changes within the
impacted tenant.

\n
\n\n

Built-in security and monitoring capabilities provided by the Microsoft Cloud detected these anomalies, but such anomalies
could present at any Identity Provider or Resource Provider, regardless of vendor. Any resource which trusts a customer’s
compromised SAML token signing certificate should be considered at risk. The SAML attack is not specific to any
particular identity system or identity vendor you use. It impacts any vendor’s on-premises or cloud identity system, and any
resources that depend on industry-standard SAML identity federation. Likewise, while the specific mechanism for
impersonating applications may vary from vendor to vendor, the pattern is vendor independent. We are not aware of any
Microsoft software or cloud service vulnerability that has led to the exposure of customer SAML token signing certificates,
the change in API usage, addition of credentials to service principals, or exposure of administrative credentials on premises

or in the cloud. The traffic detected did not impact our production cloud environment
\n\n

Elements of the activity we have detected and discuss in this blog suggest it was orchestrated by a sophisticated attacker. We
believe over time this activity may be determined to be state-sponsored, but we do not have sufficient evidence to support

that conclusion at this time.
\n\n

It is important to emphasize — these attacks were criminal in nature, and so sophisticated that even top security companies
fell victim to them. The fault lies with the criminal actor, not the victims. Further, these attacks leveraged broadly used
patterns that impact many levels of the IT industry — focusing on any one technology type or vendor limits our ability to see
systemic problems. By studying them and learning from these broad issues together, we can improve security throughout the

industry.

\n\n
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We are sharing this information to help vendors who provide Identity Providers and Service Provider software and services,
as well as their customers, hunt for activity and better defend against similar attacks. We will update this information as our

investigations evolve.

\n\n

First things first — understanding typical environments
\n

Identity experts may skip this section, but it may help level set terminology and understanding of key components of the

attack.

\n\n

The following describes a typical environment. However, several caveats are worth mentioning:
\n\n

\n

—

. Most customers run on premises identity infrastructure. Microsoft offers popular versions of all such infrastructure,
but several other vendors offer similar infrastructure.

\n

N

. Not all components of this infrastructure are present in all environments.

\n

w

The sophisticated actor adapted their attack to specific environments.

\n
\n

For these reasons, it is important that you consider how elements of the attack pattern can impact your organization, even if

your organization varies from the typical elements described below.
\n\n

Components pertinent to this attack typically include:

\n

\n

o A SAML Identity Provider (IDP), which brokers authentication requests from applications to that directory.
Applications and other identity providers — called Service Providers, or SPs — refer clients to federation servers to
acquire access tokens which are signed by the SAML token signing certificate.
\n

e SAML Service Providers (SP), also called Relying Parties, which are applications told to trust the tokens coming

from a federation server, and which accept claims made in SAML tokens because they are signed by the trusted
federation server’s SAML token signing certificate.
\n

 Cloud Identity Providers (Cloud IDPs), which would typically act as a Service Provider to the SAML Identity
Provider but acts as an identity provider to applications which have been told to use it. (This is called Identity
Provider chaining — where one Identity provider delegates authentication to another if so configured). Azure AD is an
example of a Cloud IDP.
\n

« Cloud Service Providers (Cloud SPs), which rely on the tokens issued by a cloud IDP to validate requests.

\n

» Applications and Service Principals in Azure AD are two types of code that authenticate to Azure AD using
certificates, keys, or passwords and to other applications or APIs using OAuth 2.0 access tokens granted Azure AD in
order to talk to other applications, including Microsoft 365 Graph APIs.
\n

\n\n
Typical Components
\n\n

If this is new to you, you can think of tokens as a ticket to a show, the SP as the ticket taker, and the IDP as the box office,
and the signature as the little holograph on the ticket. If someone wants to go to the show, they go to the IDP, get a token,

then present it to the SP who validates the holograph then lets them into the show.
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\n\n

In terms of a typical email interaction with Microsoft 365 with federated auth, think in terms of a user going to their on
premises federation server to get a signed token, then presenting that token to Microsoft 365 (via Azure AD as a chained
IDP) to get access after the signature is validated. If an application is trying to access that data, it will be pre-configured to
know the IDP location, so it will always come to Azure AD first to get the token, but otherwise the OAUTH flows are

similar.
\n\n

For SAML federation relationships where Azure AD has been configured to trust a tenant-configured SAML token signing
certificate from a customer-configured federation server, the federation server is the Identity Provider (IDP)and Azure AD is

the Service Provider (SP).
\n\n

Applications and Service Principals in Azure AD don’t use SAML or delegate trust to on premises federation servers;

credentials must be managed directly in Azure AD.

\n\n\n

Attacker Patterns

\n\n

OK, let’s lay all of this out in terms of the typical attack patterns, and how you might go about looking for them. The actions
were targeted in nature and varied from target to target. Not all indicators of compromise or methodologies are present in all

cases.
\n\n

A rough overview of an indicative attack is as follows (see also https://aka.ms/solorigate). Each attack varied in details, but

this pattern emerged repeatedly:
\n\n

\n

o The attacker compromises network management vendor software which is typically deployed with high privileges in
on premises networks.
\n

» The attacker uses the on premises administrative access to extract SAML Token Signing certificate.
\n

» The attacker uses the stolen SAML Token Signing certificate to forge SAML tokens representing privileged cloud
users.
\n

o The attacker uses the forged token to sign in impersonating the privileged user and add credentials to an existing
application or service principal.
\n

o The attacker uses the added credentials to impersonate the existing application or service principal, and call
Microsoft 365 APIs to extract mail.

\n
\n\n
Attacker Patterns
\n\n
The details of each phase of the attack are described below.

\n\n\n

Pattern 1: Forged SAML tokens using Stolen SAML Token Signing Material

\n

The first significant pattern we have seen is evidence of forged SAML tokens. It is worth noting that we don’t retain logs for
very long. We do this in accordance with our data retention and privacy policies. It varies by agreement, but is generally is
30 days, and we never log complete tokens, so we can’t see every aspect of a SAML token. Customers who want longer

retention are encouraged to configure storage in Azure Monitor or other systems. What token anomalies we did detect were
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tokens which were anomalous in lifetime, usage location, or claims (particularly MFA claims). The anomalies were

sufficient to convince us that the tokens were forged. We did not find this pattern in all cases.

\n\n
What we found
\n
\n
« Tokens with expiration instant exactly 3600 seconds or 144000 seconds (no milliseconds value) — note 144000 (40
hours) is exceptionally long
\n
» Tokens which were received at the same time as the issuance time— no latency between creation and usage
\n
 Tokens which were received BEFORE the issuance time — falsified issuance time after token received
\n
« Tokens used from outside normal user locations
\n
» Tokens which contained claims which were not previously seen from the tenant’s federation server
\n
o Tokens indicating MFA used when token claimed auth from within corporate boundary where MFA not required
\n
\n
What it implies
\n
\n
* SAML token signing certificate was exfiltrated from the customer environment and used to forge tokens by the actor.
\n
o Administrative access to SAML Token Signing Certificate storage compromised, either via service administrative
access or by direct device storage or memory inspection.
\n
¢ Deep penetration of the customer environment, with administrative access to identity infrastructure or the hardware
environment on which it executes.
\n
\n
What to look for
\n
\n
* SAML Tokens received by the SP with configurations which deviate from the IDP’s configured behavior.
\n
e SAML Tokens received by the SP without corresponding issuing logs at the IDP.
\n
¢ SAML Tokens received by the SP with MFA claims but without corresponding MFA activity logs at the IDP.
\n
* SAML Tokens which are received from IP addresses, agents, times, or for services which are anomalous for the
requesting identity represented in the token.
\n
» Evidence of unauthorized administrative activity.
\n
\n
What to do
\n
\n

Determine mechanism of certificate exfiltration and remediate (see below)
\n
Roll all SAML token signing certificates
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\n

o Consider reducing your reliance on prem SAML trust where possible
\n

» Consider using an HSM to manage your SAML Token Signing Certificates
\n

\n\n

Pattern 2: Illegitimate registrations of SAML Trust Relationships
\n

In some cases, the SAML token forgeries described above correspond to configuration changes in the Service Provider. By
impersonating a user with valid administrative credentials, the actor can change the configuration of the SAML Service
Provider (in our case, Azure AD). In this case, the actor tells Azure AD to trust their certificate by, in effect, saying to the SP
“There’s another SAML IDP you should trust, validate it with this public key.”

\n
What we found
\n

\n
Addition of federation trust relationships at the SP done which later resulted in SAML authentications of users with

administrative privileges. The attacker took care to follow naming conventions of or impersonate existing federation
server names (e.g. FED_SERVERO1 exists, and they add FED_SERVEROL1). The impersonated users later took
actions consistent with attacker patterns described below.
\n

» Token forgeries consistent with pattern 1, above.

\n

These calls came from different IP addresses for each call and user, but generally tracked back to anonymizing VPN
Servers.

\n

\n
What it implies
\n

\n
» Administrative access to the Azure AD was gained.
\n
» Attacker may have been unable to gain a toe-hold on premises, or was experimenting with other persistence
mechanisms.
\n
» Attacker may have been unable to exfiltrate tokens, possibly due to use of HSM.

\n
\n
What to look for
\n

\n
» Anomalous administrative session associated with modification of federation trust relationships.

\n

\n

What to do
\n

\n
» Review all federation trust relationships, ensure all are valid.
\n

e Determine mechanism of administrative account impersonation (see below).
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\n
» Roll administrative account credentials.

\n

\n\n

Pattern 3: Adding credentials to existing applications
\n

Once the attacker was able to impersonate a privileged Azure AD admin account, they added credentials to existing
applications or service principals, usually with the permissions they wanted already associated and high traffic patterns (e.g.
mail archival applications). There are some cases in which we see the attacker add permissions to existing applications or
service principals. We also see cases in which a new application or service principal was set up for a short while and used to
add the permissions to the existing applications or service principals, possibly to add a layer of indirection (e.g. using it to

add a credential to another service principal, then deleting it).
\n

What we found

\n

\n
Addition of federation trust relationships at the SP done which later resulted in SAML authentications of users with

administrative privileges. The impersonated users later took actions consistent with attacker patterns described below.
\n

e Service Principals added into well known administrative roles such as Tenant Admin or Cloud Application Admin.
\n

» Reconnaissance to identify existing applications with application roles that have permissions to call Microsoft Graph.
\n

« The applications or service principals impersonated were different from customer to customer — the actor did not
have a “go to” target.
\n

» The applications or service principals included both customer developer and vendor developed software.
\n

» No Microsoft 365 applications or service principals were used impersonated (customer credentials cannot be added to
these applications and service principals).
\n

» Token forgeries consistent with pattern 1, above.

\n
\n
What it implies
\n

\n
» Administrative access to the Azure AD was gained.
\n
» Attacker did extensive recon to find unique applications which could be used to obfuscate their activity.

\n

\n
What to look for

\n

\n

» Anomalous administrative session associated with modification of federation trust relationships.
\n

» Unexpected service principals added to privileged roles in cloud environments.

\n

\n

What to do
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\n\n

\n

Review all applications and service principals for credential modification activity.
\n

Review all applications and service principals for excess permissions.

\n

Remove all inactive service principals from your environment.

\n

Regularly roll creds for all applications and service principals.

\n

Pattern 4: Queries impersonating existing applications

\n

With credentials added to an existing application or service principal, the actor proceeded to acquire an OAUTH access

token for the application using the forged credentials, and call APIs with the permissions which had been assigned to that

applications. Most of the API calls we detected were focused on email and document extraction, but in some cases API calls

added users, or added permissions to other applications or service principals. Calls were generally very targeted,

synchronizing then monitoring email for specific users.

\n
What we found
\n
\n
» Application calls attempting to authenticated to Microsoft Graph resource with applicationID: \"00000003-0000-
0000-c000-000000000000\"
\n
» Impersonated calls to the Microsoft Graph Mail.Read and Mail.ReadWrite endpoints.
\n
» Impersonating calls came from anomalous endpoints. These endpoints were not repeated from customer to customer.
The endpoints were usually Virtual Private Server (VPS) vendors.
\n
\n
What it implies
\n
\n
o Attacker was primarily interested in persistence and reconnaissance.
\n
o Attacker was attempting to obfuscate their activity.
\n
\n
What to look for
\n
\n
» Anomalous requests to your resources from trusted applications or service principals.
\n
» Requests from service principals that added or modified groups, users, applications, service principals, or trust
relationships.
\n
\n
What to do
\n
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\n

o Review all federation trust relationships, ensure all are valid.
\n

» Determine mechanism of administrative account impersonation (see below).
\n

¢ Roll administrative account credentials.

\n

\n\n

Other Observations
\n\n
This section relates other observations of attacker behavior.

\n\n
Attacker access to on premises resources

\n

Our optics into on premises behavior are limited, but here are the indicators we have as to how on premises access was
gained. We recommend using on premises tools like Microsoft Defender for Identity (formerly Azure ATP) to detect other

anomalies:
\n

\n
* Compromised network management software used as command and control to place malicious binaries which
exfiltrated SAML token signing certificate.
\n
» Compromised vendor credentials with existing administrative access (vendor network compromised).
\n
» Compromised service account credentials associated with compromised vendor software.
\n
 Use of non-MFA service account.

\n
\n
Attacker access to cloud resources
\n

For administrative access to the Microsoft 365 cloud, we observed:

\n
\n
» Forged SAML tokens impersonating accounts with cloud administrative privileges.
\n
e Accounts without MFA required — these are easily compromised (see https://aka.ms/yourpassworddoesntmatter)
\n
e Access from trusted vendor accounts where the attacker had compromised the vendor environment.
\n
\n\n
Identity Attack Graph
\n\n

This graph summarizes the vectors and combinations tracked in this document.

\n\n\n\n\n

Other Guidance

\n\n
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The following guidance may assist customers in protecting their environments.
\n\n

\n
» We published an Azure AD Workbook to help you hunt for the behaviors described in this document.

\n

To protect Microsoft 365 resources from a compromise of on-premises environments: https://aka.ms/protectm365
\n

« If your organization has been compromised, review recovery guidance from DART at
https://aka.ms/dartrecoveryguide

\n
» To configure for Zero Trust to increase explicit request verification, least privileged access, and assumed breach
protection: https://aka.ms/ztguide

\n

\n\n

Stay up to date
\n\n

The Solarwinds attack is an ongoing investigation, and our teams continue to act as first responders to these attacks. As new
information becomes available, we will make updates through our Microsoft Security Response Center (MSRC) blog
at https://aka.ms/solorigate.
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{"assetName":null,"backgroundSize":"COVER","backgroundRepeat":"NO_REPEAT","backgroundPosition":"CENTER_CENTER","lastModified":null,'

[{"id":"community.widget.navbarWidget","props":

{"showUserName":true,"showRegisterLink":true, "uselconLanguagePicker":true,"useLabel LanguagePicker":true,"style":

{"boxShadow":"var(--lia-bs-box-shadow-sm)","linkFontWeight":"400","controllerHighlightColor":"hsla(30, 100%,

o

50%)","dropdownDividerMarginBottom":"10px","hamburgerBorderHover":"none","linkFontSize":"14px","linkBoxShadowHover":"none","backgroundC

-lia-border-radius-50)","hamburgerBgColor":"transparent","link TextBorderBottom":"none","hamburgerColor":"var(--lia-

nav-controller-icon-

wn

color)","brandLogoHeight":"30px","linkLetterSpacing":"normal","linkBgHoverColor":"transparent”,"collapseMenuDividerOpacity":0.16,"paddingBotto1

solid var(--lia-bs-border-

"o o TR

color)","hamburgerBorder":"none","dropdownPaddingX":"10px","brandMarginRightSm":"10px","linkBoxShadow":"none","linkJustifyContent":"flex-

"o o

start","linkColor":"var(--lia-bs-body-color)","collapseMenuDividerBg":"var(--lia-nav-link-

non L,

color)","dropdownPaddingTop":"10px","controllerTextColor":"var(--lia-nav-controller-icon-

color)","controllerHighlightTextColor":"var(--lia-yiq-dark)","background": { "image AssetName":"","color":"var(--lia-bs-
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white)","size":"COVER","repeat":"NO_REPEAT","position":"CENTER_CENTER","imageLastModified":""},"linkBorderRadius":"var(-

-lia-bs-border-radius-sm)","linkHoverColor":"var(--lia-bs-body-

non

color)","position":"FIXED","linkBorder":"none","linkTextBorderBottomHover":"2px solid var(--lia-bs-
primary)","brandMarginRight":"30px","hamburgerHoverColor":"var(--lia-nav-controller-icon-
color)","linkBorderHover":"none","collapseMenuMarginLeft":"20px","linkFontStyle":"NORMAL","linkPaddingX":"10px","controllerTextHoverColor":
-lia-nav-controller-icon-hover-

color)","paddingTop":"15px","linkPaddingY":"5px","link TextTransform":"NONE","dropdownBorderColor": "hsla(var(--lia-

bs-black-h), var(--lia-bs-black-s), var(--lia-bs-black-1), 0.08)","controllerBgHoverColor":"hsla(var(--lia-bs-black-h), var(--

lia-bs-black-s), var(--lia-bs-black-1), 0.1)","linkDropdownPaddingX":"var(--lia-nav-link-

"o .

px)","linkBgColor":"transparent","linkDropdownPaddingY":"9px","controllerIconColor":"var(--lia-bs-body-
color)","dropdownDividerMarginTop":"10px","linkGap":"10px","controllerlconHoverColor":"var(--lia-bs-body-
color)"},"links":{"sideLinks":[],"logoLinks":[],"mainLinks":[{"children":
[1,"linkType":"INTERNAL","id":"gxcuf89792","params":{ },"routeName":"CommunityPage"},{"children":
[1,"linkType":"EXTERNAL","id":"community-hub-link","url":"/Directory","target":"SELF"},{"children":
[{"linkType":"INTERNAL","id":"Common-microsoft365-link","params":
{"categoryId":"microsoft365"},"routeName":"CategoryPage"},{"link Type":"INTERNAL","id":"Common-windows-
link","params":{"categoryld":"Windows"},"routeName":"CategoryPage"},{"link Type":"INTERNAL","id":"Common-
microsoft-security-link","params": {"categoryld":"microsoft-security" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-teams-link","params":
{"categoryld":"MicrosoftTeams"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-azure-
link","params":{"categoryld":"Azure"},"routeName":"CategoryPage" },{"linkType":"INTERNAL","id":"Common-
content_management-link","params":{"categoryld":"Content_Management"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoftintune-link","params":
{"categoryld":"microsoftintune"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-exchange-
link","params":{"categoryld":"Exchange"}, "routeName":"CategoryPage" },{"linkType":"INTERNAL","id":"Common-
windows-server-link","params":{"categoryld":"Windows-Server"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-outlook-link","params":
{"categoryld":"Outlook"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-microsoft365-copilot-
link","params":{"categoryld":"Microsoft365Copilot"},"routeName":"CategoryPage" },
{"linkType":"EXTERNAL","id":"Common_Enntvz-view-all-products-
link","url":"/Directory","target":"SELF"}],"linkType":"EXTERNAL","id":"products-link","url":"/","target":"SELF"},
{"children":[{"linkType":"INTERNAL","id":"Common-education-sector-link","params":
{"categoryld":"EducationSector"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-partner-
community-link","params":{"categoryld":"PartnerCommunity" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-healthcare-and-life-sciences-link","params":
{"categoryld":"HealthcareAndLifeSciences"},"routeName":"CategoryPage" },{"linkType":"INTERNAL","id":"Common-i-
t-ops-talk-link","params":{"categoryld":"ITOpsTalk"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-public-sector-link","params":
{"categoryId":"PublicSector"},"routeName":"CategoryPage" },{"linkType":"INTERNAL","id":"Common-microsoftfor-
nonprofits-link","params":{"categoryld":"MicrosoftforNonprofits"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-io-t-link","params":{"categoryld":"IoT"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-mvp-link","params":{"categoryld":"mvp"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-mechanics-link","params":
{"categoryld":"MicrosoftMechanics"},"routeName":"CategoryPage"},{ "linkType":"INTERNAL","id":"Common-driving-
adoption-link","params":{"categoryld":"Driving Adoption"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoft-learn-for-educators-link","params": { "categoryld": "microsoft-learn-
for-educators"},"routeName":"CategoryPage" } ],"link Type":"EXTERNAL","id":"topics-link", "url":"/","target":"SELF" },
{"children":[],"linkType":"EXTERNAL","id":"all-blogs-link","url":"/Blogs","target":"SELF" } ,{ "children":
[1,"linkType":"EXTERNAL","id":"all-events-link","url":"/Events", "target":"SELF"},{"children":
[{"linkType":"INTERNAL","id":"Skills-Hub-link","params":{"categoryld":"skills-hub"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Skills-Hub-Blog","params":{"boardId": "skills-hub-blog","categoryId":"skills-
hub"},"routeName":"BlogBoardPage"},{"linkType":"EXTERNAL","id":"ms-learn-ext-LD","url":"/category/skills-hub?
tab=grouphub","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
dynamics","url":"https://docs.microsoft.com/learn/dynamics365/?WT.mc_id=techcom_header-webpage-
m365","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
m365","url":"https://docs.microsoft.com/learn/m365/?wt.mc_id=techcom_header-webpage-m365","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-security","url":"https://docs.microsoft.com/learn/topics/sci/?
wt.mc_id=techcom_header-webpage-m365","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

"o

pPpP’,
powerplatform","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
github","url":"https://docs.microsoft.com/learn/github/?wt.mc_id=techcom_header-webpage-github","target":"BLANK"},

url":"https://docs.microsoft.com/learn/powerplatform/?wt.mc_id=techcom_header-webpage-

{"linkType":"EXTERNAL","id":"ms-learn-ext-teams","url":"https://docs.microsoft.com/learn/teams/?
wt.mc_id=techcom_header-webpage-teams","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

net","url":"https://docs.microsoft.com/learn/dotnet/?wt.mc_id=techcom_header-webpage-dotnet","target":"BLANK"},
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{"linkType":"EXTERNAL","id":"ms-learn-ext-azure","url":"https://docs.microsoft.com/learn/azure/?
WT.mc_id=techcom_header-webpage-m365","target":"BLANK"}],"linkType":"INTERNAL","id":"Skills-Hub","params":
{"categoryld":"skills-hub"},"routeName":"CategoryPage"},{"children":[{"link Type":"INTERNAL","id":"Common-
community-info-center-link","params":{"categoryld":"Community-Info-Center" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-usergroups-link","params":
{"categoryld":"usergroups"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-community-news-
desk-link","params":{"categoryld":"CommunityNewsDesk"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoft-global-community-initiative-link","params": { "categoryId": "microsoft-
global-community-initiative"},"routeName":"CategoryPage"}],"link Type":"INTERNAL","id":"Common-gxcuf89792-
community","params":
{},"routeName":"CommunityPage"}]},"showSearchIcon":true,"languagePickerStyle":"iconAndLabel"},"__typename":"QuiltComponent"},

{"id":"community.widget.breadcrumbWidget","props":{"backgroundColor":"transparent","linkHighlightColor":"var(--lia-

bs-primary)","visualEffects": {"showBottomBorder":true},"linkTextColor":"var(--lia-bs-gray-
700)"},"__typename":"QuiltComponent"},{"id":"custom.widget. CommunityBanner","props":
{"widgetVisibility":"signedInOrAnonymous","useTitle":true, "usePageWidth":false, "useBackground":false,"title":"","lazyLoad":false},"__typename":"Qu
{"id":"custom.widget.ChatbotWidget","props":

{"customComponentId":"custom.widget.ChatbotWidget","cDisplay_form":true, "useBackground":false},"__typename":"QuiltComponent"},

o

"id":"custom.widget.HeroBanner","props":
{"widgetVisibility":"signedInOrAnonymous","usePageWidth":false, "useTitle":true,"cMax_items":3,"useBackground":false,"title":"","lazyLoad":false,"w
{"backgroundImageProps":
{"assetName":null,"backgroundSize":"COVER","backgroundRepeat":"NO_REPEAT","backgroundPosition":"CENTER_CENTER","lastModified":null,'

"o

[{"id":"custom.widget.SocialSharing","props":

nn

{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"useBackground":false, "title":"","lazyLoad":false},"__typename":"QuiltComponent"},

"o

{"id":"custom.widget.MicrosoftFooter","props":
{"widgetVisibility":"signedInOrAnonymous","useTitle":true, "useBackground":false, "title":"","lazyLoad":false}," __typename":"QuiltComponent"}],"__t
components/common/ActionFeedback-1775111751358":{"__typename":"CachedAsset","id":"text:en_US-
components/common/ActionFeedback-1775111751358","value":

non

{"joinedGroupHub.title":"Welcome","joinedGroupHub.message":"You are now a member of this group and are subscribed
to updates.","groupHubInviteNotFound.title":"Invitation Not Found","groupHubInviteNotFound.message":"Sorry, we could
not find your invitation to the group. The owner may have canceled the invite.","groupHubNotFound.title":"Group Not
Found","groupHubNotFound.message":"The grouphub you tried to join does not exist. It may have been
deleted.","existingGroupHubMember.title":" Already Joined","existingGroupHubMember.message":"You are already a
member of this group.","accountLocked.title":"Account Locked","accountLocked.message":"Your account has been locked
due to multiple failed attempts. Try again in {lockoutTime} minutes.","editedGroupHub.title":"Changes
Saved","editedGroupHub.message":""Your group has been
updated.","leftGroupHub.title":"Goodbye","leftGroupHub.message":"You are no longer a member of this group and will not
receive future updates.","deletedGroupHub.title":"Deleted","deletedGroupHub.message":"The group has been
deleted.","groupHubCreated.title":"Group Created","groupHubCreated.message":"{groupHubName} is ready to

se","accountClosed.title":" Account Closed","accountClosed.message":"The account has been closed and you will now be

redirected to the homepage","resetTokenExpired.title":"Reset Password Link has

"

Expired","resetTokenExpired.message":"Try resetting your password again","invalidUrl.title":"Invalid

URL","invalidUrl.message":"The URL you're using is not recognized. Verify your URL and try
again.","accountClosedForUser.title":" Account Closed","accountClosedForUser.message":"{userName}'s account is
closed","inviteTokenInvalid.title":"Invitation Invalid","inviteTokenInvalid.message":" Your invitation to the community has
been canceled or expired.","inviteTokenError.title":"Invitation Verification Failed","inviteTokenError.message":"The url you
are utilizing is not recognized. Verify your URL and try again","pageNotFound.title":"Access
Denied","pageNotFound.message":"You do not have access to this area of the community or it doesn't

won non

exist","eventAttending.title":"Responded as Attending","eventAttending.message":"You'll be notified when there's new
activity and reminded as the event approaches","eventInterested.title":"Responded as
Interested","eventInterested.message": " You'll be notified when there's new activity and reminded as the event
approaches”,"eventNotFound.title":"Event Not Found","eventNotFound.message":"The event you tried to respond to does
not exist.","redirectToRelatedPage.title":"Showing Related Content","redirectToRelatedPageForBaseUsers.title":"Showing
Related Content","redirectToRelatedPageForBaseUsers.message":"The content you are trying to access is
archived","redirectToRelatedPage.message":"The content you are trying to access is
archived","relatedUrl.archivalLink.flyoutMessage":"The content you are trying to access is archived View Archived
Content"},"localOverride":false},"Cached Asset:component:custom.widget. CommunityBanner-en-us-1775110952328":

"

__typename":"CachedAsset","id":"component:custom.widget. CommunityBanner-en-us-1775110952328","value":
{"component":{"id":"custom.widget. CommunityBanner","template":
{"id":"CommunityBanner","markupLanguage":"REACT","style":null,"texts":null,"defaults":{"config": { "applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget. CommunityBanner","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":

{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
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[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1775110952328":{"__typename":"CachedAsset","id":"component:custom.widget.ChatbotWidget-en-us-
1775110952328","value":{"component":{"id":"custom.widget.ChatbotWidget","template":
{"id":"ChatbotWidget","markupLanguage":"REACT","style":null,"texts":{"chatbot.references.title":"Related
Articles","chatbot.welcome.title":"Welcome!","chatbot.welcome.description":"I'm here to help you explore and discover

non

great content.","chatbot.welcome.prompt":"Ask me a question or choose a suggestion below to get

started:","chatbot.welcome.cta":"Let's dive in—what would you like to discover today?","chatbot.status.typing":" Assistant

wn "o

is typing...","chatbot.status.error":"error","chatbot.error.response":"Failed to get response. Please try

again.","chatbot.error.processing":"There was an error processing your message.","chatbot.error.configuration":"API URL
not configured","chatbot.error.network":"Network error occurred. Please check your connection and try
again.","chatbot.error.timeout":"Request timed out. Please try again.","chatbot.error.emptyResponse":"I couldn't generate a
response. Please try rephrasing your question.","chatbot.buttons.send":"Send","chatbot.buttons.close":"Close
chat","chatbot.buttons.newChat":"Start new chat","chatbot.buttons.collapse":"Collapse chat
panel","chatbot.buttons.expand":"Expand chat panel","chatbot.buttons.fullscreen":"Enter

"o

fullscreen","chatbot.buttons.exitFullscreen":"Exit fullscreen","chatbot.buttons.like":"Like this

response","chatbot.buttons.dislike":"Dislike this response","chatbot.buttons.removeLike":"Remove

like","chatbot.buttons.removeDislike":"Remove dislike","chatbot.aria.chatInput":"Chat
input","chatbot.aria.sendMessage":"Send message","chatbot.aria.openChat":"Open chat
assistant","chatbot.aria.closeChat":"Close chat assistant","chatbot.defaults.title":" Ask Tech
Community","chatbot.defaults.subtitle":"Ask questions — get answers","chatbot.defaults.entryHeading":"Find
answers","chatbot.defaults.entrySubtext":"Ask the agent","chatbot.defaults.placeholder":"Type your

"o

message...","chatbot.defaults.initialMessage":"Hi! I'm your assistant. Ask me something or pick a suggestion above to

"o

begin.","chatbot.suggestions.findBlogs":"Find insightful blogs","chatbot.suggestions.exploreEvents":"Explore upcoming

won

events",

o

chatbot.suggestions.startJourney":"Start your journey with something new","chatbot.dialog.endConversation":"End
conversation","chatbot.dialog.confirmEndConversation":"Do you want to end this conversation and start
over?","chatbot.dialog.endConversationButton":"End

conversation","chatbot.dialog.cancel":"Cancel",

chatbot.error.genericServiceUnavailable":"The service is currently
unavailable. Please try again later.","chatbot.error.noResults":"We could not find any information related to your query. Try
rephrasing your query."},"defaults":{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.ChatbotWidget","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null},"localOverride":
en-us-1775110952328":{"__typename":"CachedAsset","id":"component:custom.widget. HeroBanner-en-us-
1775110952328","value":{"component":{"id":"custom.widget. HeroBanner","template":
{"id":"HeroBanner","markupLanguage":"REACT","style":null,"texts":{"searchPlaceholderText":"Search this
community","followActionText":"Follow","unfollowActionText":"Following","searchOnHoverText":"Please enter your
search term(s) and then press return key to complete a search.","blogs.sidebar.pagetitle":"Latest Blogs | Microsoft Tech
Community","followThisNode":"Follow this node","unfollowThisNode":"Unfollow this
node","customField.teamsLink.title":"Microsoft teams link","customField.teamsLink.label":"Teams meeting
url"},"defaults":{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label ":"Max Items","description":"The
maximum number of items to display in the
carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.HeroBanner","form":{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti
{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description
"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description":n
"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label ":"Max
Items","description":"The maximum number of items to display in the
carousel","possibleValues":null,"__typename":"FormField"}],"layout":{"rows":
[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":

[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"viewVariant"

{"id":"widgetVisibility","type":"fieldset","as":null,"items":

Page 28 of 38



https://techcommunity.microsoft.com /t5/azure-active-directory-identity/understanding-quot-solorigate-quot-s-identity-iocs-for-identity/ba-p/20076 10

[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant
{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
[1,"__typename":"Component"}],"grouping™:"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label ":"Max Items","description":"The

maximum number of items to display in the

"o

carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"form":

{"fields":

[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description

{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss

{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul

{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti

{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description
"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description":n
"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label ":"Max

Items","description":"The maximum number of items to display in the

carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":

[{"id":"widgetChooser","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{ "id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":

[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'
{"id":"widgetVisibility","type":"fieldset","as":null,"items":

[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

won

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
{"fields":

[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti
{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max

Items","description":"The maximum number of items to display in the
carousel","possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},

{"id":"useTitle","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to

"id":"useBackground","type":"fieldset","as":null,"items":

[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'

{"id":"widgetVisibility","type":"fieldset","as":null,"items":

[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

won

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
en-us-1775110952328":{"__typename":"CachedAsset","id":"component:custom.widget.Unregistered CTAWidget-en-us-
1775110952328","value":{"component":{"id":"custom.widget.Unregistered CTAWidget","template":

{"id":"Unregistered CTAWidget","markupLanguage":"REACT","style":null,"texts": { "register.communityHub":"Welcome to

the {name} Community Hub. Sign in to like, participate, or start a conversation.","register.category":"Welcome to the

wn

{name} Community Hub. Sign in to like, participate, or start a conversation.","register.discussionBoard":"Welcome to the

nn

{name} space. Sign in to like, reply, or start a discussion.","register.blogSpace":"Welcome to the {name} space. Sign in to

"o

like or comment on articles in this space.","register.eventSpace":"Welcome to the {name} space. Sign in to RSVP, add

"o

events to your calendar, and join the conversation.","register.ideaSpace":"Welcome to the {name} space. Sign in to vote,

wn

comment, or submit your own feedback.","buttonRegister":"Sign in","register.discussionBoardArticle":"Have a question or

insight to share? Sign in to join the discussion.","register.blogSpaceArticle":"Enjoying the article? Sign in to share your
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thoughts.","register.eventSpaceArticle":"Don’t just watch - take part. Sign in to RSVP, ask questions, and join the
discussion.","register.ideaSpaceArticle":"Sign in to submit ideas, upvote ideas, and join the conversation."},"defaults":
{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.Unregistered CTAWidget","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

o

[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":

PR—

en-us-1775110952328":{"__typename":"CachedAsset","id":"component:custom.widget.Social Sharing-en-us-
1775110952328","value":{"component":{"id":"custom.widget.SocialSharing","template":
{"id":"SocialSharing","markupLanguage":"HANDLEBARS","style":".sharePage {\n display: flex;\n justify-content:
center;\n background: #d7d7d7;\n padding: Opx;\n height: 60px;\n}\n.singleSociallcons {\n display: flex;\n gap: 12px;\n list-
style-type: none;\n padding: Opx;\n margin: 0;\n}\n.containers {\n display: flex;\n gap: 30px;\n}\n\n.listIcon {\n align-
content: center;\n}\n.headingShare {\n display: inline;\n margin-right: 25px;\n margin-bottom: Opx;\n font-size: 20px;\n
font-weight: 550;\n align-content: center;\n}\n\n@media (max-width: 990px) {\n .sharePage {\n display: flex;\n justify-
content: center;\n }\n\n .containers {\n display: inline-block;\n justify-content: center;\n align-content: center;\n align-items:
center;\n }\n .headingShare {\n display: flex;\n justify-content: center;\n }\n .singleSociallcons {\n
H\nhn","texts":null,"defaults":{"config":{"applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.SocialSharing","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":
{"css":".custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n background:
#d7d7d7;\n padding: 0;\n height: 3.75rem;\n}\n.custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n display:
flex;\n gap: 0.75rem;\n list-style-type: none;\n padding: 0;\n margin:
0;\n}\n.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: flex;\n gap:
1.875rem;\n}\n.custom_widget_SocialSharing_listIcon_6x3n8_20 {\n align-content:
center;\n }\n.custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: inline;\n margin-right: 1.5625rem;\n
margin-bottom: 0;\n font-size: 1.25rem;\n font-weight: 550;\n align-content: center;\n}\n@media (max-width: 990px) {\n
.custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n }\n\n
.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: inline-block;\n justify-content: center;\n align-content:
center;\n align-items: center;\n }\n .custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: flex;\n justify-
content: center;\n }\n .custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n }\n}\n","tokens":
{"sharePage":"custom_widget_SocialSharing_sharePage_6x3n8_1","singleSociallcons":"custom_widget_SocialSharing_singleSociallcons_6x3n8_8","cc
en-us-1775110952328":{"__typename":"CachedAsset","id":"component:custom.widget. MicrosoftFooter-en-us-
1775110952328","value":{"component":{"id":"custom.widget.MicrosoftFooter","template":
"id":"MicrosoftFooter","markupLanguage":"HANDLEBARS","style":".context-uhf {\r\n min-width: 280px;\r\n font-size:
15px;\r\n box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *\r\n &
*:before,\r\n & *:after {\r\n box-sizing: inherit;\r\n }\r\n a.c-uhff-link {\r\n color: #616161;\r\n word-break: break-word;\r\n
text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n &a:visited {\r\n text-decoration:
none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UT', SegoeU], 'Helvetica Neue', Helvetica, Arial, sans-
serif;\r\n J\r\n}\r\n.c-uhff {\r\n background: #f2f2f2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n}\r\n.c-uhff-
nav {\r\n margin: 0 auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n &:before,\r\n
&:after {\r\n content: ' ;\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
padding-left: 12px;\r\n }\r\n .c-heading-4 {\r\n color: #616161;\r\n word-break: break-word;\r\n font-size: 15px;\r\n line-
height: 20px;\r\n padding: 36px 0 4px;\r\n font-weight: 600;\r\n }\r\n .c-uhff-nav-row {\r\n .c-uhff-nav-group {\r\n display:
block;\r\n float: left;\r\n min-height: 1px;\r\n vertical-align: text-top;\r\n padding: 0 12px;\r\n width: 100%;\r\n zoom: 1;\r\n
&:first-child {\r\n padding-left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 12px;\r\n }\r\n }\r\n
@media only screen and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only
screen and (min-width: 1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.c-list.f-bare {\r\n font-size: 11px;\r\n line-height:
16px;\r\n margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-
word;\r\n padding: 8px 0;\r\n margin: 0;\r\n }\r\n }\r\n }\r\n }\r\n}\r\n.c-uhff-base {\r\n background: #f2f2f2;\r\n margin: 0
auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 30px 5% 16px;\r\n &:before,\r\n &:after {\r\n content: ' ;\r\n
display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n a.c-uhff-ccpa,\r\n a.c-uhff-consumer {\r\n display: flex;\r\n float:
left;\r\n font-size: 11px;\r\n line-height: 16px;\r\n padding: 4px 24px 0 0;\r\n }\r\n a.c-uhff-ccpa:hover,\r\n a.c-uhff-
consumer:hover {\r\n text-decoration: underline;\r\n }\r\n ul.c-list {\r\n font-size: 11px;\r\n line-height: 16px;\r\n float:
right;\r\n margin: 3px 0;\r\n color: #616161;\r\n li {\r\n padding: 0 24px 4px 0;\r\n display: inline-block;\r\n }\r\n }\r\n .c-
list.f-bare {\r\n padding-left: 0;\r\n list-style-type: none;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
display: flex;\r\n flex-wrap: wrap;\r\n padding: 30px 24px 16px;\r\n }\r\n}\r\n\r\n.social-share {\r\n position: fixed;\r\n top:
60%;\r\n transform: translateY(-50%);\r\n left: 0;\r\n z-index: 1000;\r\n }\r\n\r\n.sharing-options {\r\n list-style: none;\r\n
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padding: 0;\r\n margin: 0;\r\n display: block;\r\n flex-direction: column;\r\n background-color: white;\r\n width: 50px;\r\n
border-radius: Opx 7px 7px Opx;\r\n}\r\n.linkedin-icon {\r\n border-top-right-radius: 7px;\r\n}\r\n.linkedin-icon:hover {\r\n
border-radius: 0;\r\n}\r\n\r\n.social-share-email-image:hover {\r\n border-radius: 0;\r\n}\r\n\r\n.social-link-footer:hover
Jinkedin-icon {\r\n border-radius: 0;\r\n }\r\n.social-link-footer:hover .social-share-email-image {\r\n border-radius:

0;\r\n }\r\n\r\n.social-link-footer img {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s ease;\r\n}\r\n\r\n.social-
share-list {\r\n width: 50px;\r\n }\r\n.social-share-rss-image {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s
ease;\r\n}\r\n.sharing-options li {\r\n width: 50px;\r\n height: 50px;\r\n padding: 8px;\r\n box-sizing: border-box;\r\n border:
2px solid white;\r\n display: inline-block;\r\n text-align: center;\r\n opacity: 1;\r\n visibility: visible;\r\n transition: border
0.3s ease; /* Smooth transition effect */\r\n border-left: none;\r\n border-bottom: none; /* Apply bottom border to only last
item *Ar\n }\r\n\r\n.social-share-list-linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius: 5px; /* Rounded
top right corner of first item*/\r\n}\r\n.social-share-list-facebook {\r\n background-color: #3c5c9c;\r\n }\r\n.social-share-list-
xicon {\r\n background-color: #000;\r\n}\r\n.social-share-list-reddit {\r\n background-color: #fc4404;\r\n }\r\n.social-share-
list-bluesky {\r\n background-color: #f0f2f5;\r\n }\r\n.social-share-list-rss {\r\n background-color: #ec7b1c;\r\n}\r\n.social-
share-list-mail {\r\n background-color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last
item*/\r\n }\r\n.sharing-options li.social-share-list-mail {\r\n border-bottom: 2px solid white; /* Add bottom border only to
the last item */r\n height: 52px; /* Increase last child height to make in align with the hover label */\r\n}\r\n.x-icon {\r\n
filter: invert(100%);\r\n transition: filter 0.3s ease;\r\n width: 20px !important;\r\n height: auto;\r\n padding-top: 5px
limportant;\r\n }\r\n.bluesky-icon {\r\n filter: invert(20%) sepia(100%) saturate(3000%) hue-rotate(180deg);\r\n transition:
filter 0.3s ease;\r\n padding-top: 5px !important;\r\n width: 25px !important;\r\n }\r\n\r\n.share-icon {\r\n border: 2px solid
transparent;\r\n display: inline-block;\r\n position: relative;\r\n}\r\n\r\n.sharing-options li:hover {\r\n border: 2px solid
white;\r\n border-left: none;\r\n border-bottom: none;\r\n border-radius: Opx;\r\n }\r\n.sharing-options li.social-share-list-
mail:hover {\r\n border-bottom: 2px solid white; /* Add bottom border only to the last item */\r\n}\r\n\r\n.sharing-options
lizhover .1abel {\r\n opacity: 1;\r\n visibility: visible;\r\n border: 2px solid white;\r\n box-sizing: border-box;\r\n border-left:
none;\r\n }\r\n\r\n.label {\r\n position: absolute;\r\n left: 100%;\r\n white-space: nowrap;\r\n opacity: 0;\r\n visibility:
hidden;\r\n transition: all 0.2s ease;\r\n color: white;\r\n border-radius: 0 10 0 10px;\r\n top: 50%;\r\n transform:
translateY(-50%);\r\n height: 52px;\r\n display: flex;\r\n align-items: center;\r\n justify-content: center;\r\n padding: 10px
12px 15px 8px;\r\n border: 2px solid white;\r\n }\r\n.linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius:
5px; /* Rounded top right corner of first item*/\r\n}\r\n.facebook {\r\n background-color: #3c5c9c;\r\n}\r\n.twitter {\r\n
background-color: black;\r\n color: white;\r\n}\r\n.reddit {\r\n background-color: #fc4404;\r\n}\r\n.mail {\r\n background-
color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last item*/\r\n}\r\n.bluesky {\r\n
background-color: #f0f2f5;\r\n color: black;\r\n }\r\n.rss {\r\n background-color: #ec7blc;\r\n}\r\n\r\n@media (max-width:
991px) {\r\n .social-share {\r\n display: none;\r\n }\r\n}\r\n","texts":{"heading.whatsNew":"What's
new","heading.store":"Microsoft

non "o

Store","heading.education":"Education”,"heading.business":"Business","heading.developer":"Developer &

wn

IT","heading.company":"Company","link.whatsNew.surfacePro":"Surface Pro","aria.whatsNew.surfacePro":"Surface Pro

non

What's new","link.whatsNew.surfaceLaptop":"Surface Laptop","aria.whatsNew.surfaceLaptop":"Surface Laptop What's
new","link.whatsNew.surfaceLaptopStudio2":"Surface Laptop Studio 2","aria.whatsNew.surfaceLaptopStudio2":"Surface

Laptop Studio 2 What's new","link.whatsNew.copilotOrganizations":"Copilot for

"o

organizations","aria.whatsNew.copilotOrganizations":"Copilot for organizations What's

wn

new","link.whatsNew.copilotPersonal":"Copilot for personal use","aria.whatsNew.copilotPersonal":"Copilot for personal

use What's new","link.whatsNew.ailnWindows":"Al in Windows","aria.whatsNew.ailnWindows":"AlI in Windows What's

new","link.whatsNew.exploreProducts":"Explore Microsoft products”,"aria.whatsNew.exploreProducts":"Explore Microsoft

products What's new","link.whatsNew.windows11Apps":"Windows 11 apps","aria.whatsNew.windows11Apps":"Windows

URl

11 apps What's new","link.store.accountProfile":"Account profile","aria.store.accountProfile":" Account profile Microsoft
Store","link.store.downloadCenter":"Download Center","aria.store.downloadCenter":"Download Center Microsoft

Store","link.store.support":"Microsoft Store support","aria.store.support":"Microsoft Store support Microsoft

o URD

Store","link.store.returns":"Returns","aria.store.returns":"Returns Microsoft Store","link.store.orderTracking":"Order

nn

tracking","aria.store.orderTracking":"Order tracking Microsoft Store","link.store.certifiedRefurbished":"Certified

Refurbished","aria.store.certifiedRefurbished":"Certified Refurbished Microsoft Store","link.store.promise":"Microsoft

Store Promise","aria.store.promise":"Microsoft Store Promise Microsoft Store","link.store.flexiblePayments":"Flexible

wn

Payments","aria.store.flexiblePayments":"Flexible Payments Microsoft

"o

Store","link.education.microsoftInEducation":"Microsoft in education","aria.education.microsoftinEducation":"Microsoft in

nn

education Education","link.education.devices":"Devices for education","aria.education.devices":"Devices for education

"o

Education","link.education.teams":"Microsoft Teams for Education","aria.education.teams":"Microsoft Teams for Education

Education","link.education.m365":"Microsoft 365 Education","aria.education.m365":"Microsoft 365 Education

Education","link.education.howToBuy":"How to buy for your school","aria.education.howToBuy":"How to buy for your

school Education”,"link.education.training":"Educator training and development","aria.education.training":"Educator

wn

training and development Education","link.education.deals":"Deals for students and parents","aria.education.deals":"Deals

nn

for students and parents Education","link.education.ai":"Al for education","aria.education.ai":"AI for education
Education","link.business.microsoftAi":"Microsoft AI","aria.business.microsoftAi":"Microsoft Al

won won

Business","link.business.security":"Microsoft Security","aria.business.security":"Microsoft Security
Business","link.business.dynamics":"Dynamics 365","aria.business.dynamics":"Dynamics 365
Business","link.business.m365":"Microsoft 365","aria.business.m365":"Microsoft 365

Business","link.business.powerPlatform":"Microsoft Power Platform","aria.business.powerPlatform":"Microsoft Power
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wn

Platform Business","link.business.teams":"Microsoft Teams","aria.business.teams":"Microsoft Teams
Business","link.business.m365Copilot":"Microsoft 365 Copilot","aria.business.m365Copilot":"Microsoft 365 Copilot

nn

Business","link.business.smallBusiness":"Small Business","aria.business.smallBusiness":"Small Business

Business","link.developer.azure":"Azure","aria.developer.azure":"Azure Developer &

IT","link.developer.developerCenter":"Microsoft Developer","aria.developer.developerCenter":"Microsoft Developer

wn

Developer & IT","link.developer.learn":"Microsoft Learn","aria.developer.learn":"Microsoft Learn Developer &
IT","link.developer.aiMarketplace":"Support for Al marketplace apps","aria.developer.aiMarketplace":"Support for Al
marketplace apps Developer & IT","link.developer.techCommunity":"Microsoft Tech

won

Community","aria.developer.techCommunity":"Microsoft Tech Community Developer &

o

IT","link.developer.marketplace":"Microsoft Marketplace","aria.developer.marketplace":"Microsoft Marketplace Developer
& IT","link.developer.marketplaceRewards":"Marketplace Rewards","aria.developer.marketplaceRewards":"Marketplace
Rewards Developer & IT","link.developer.visualStudio":"Visual Studio","aria.developer.visualStudio™:"Visual Studio

wo

Developer & IT","link.company.careers":"Careers","aria.company.careers":"Careers

nn

Company","link.company.about":"About Microsoft","aria.company.about":" About Microsoft

"o

Company","link.company.news":"Company news","aria.company.news":"Company news

non

Company","link.company.privacy":"Privacy at Microsoft","aria.company.privacy":"Privacy at Microsoft

o "o

Company","link.company.investors":"Investors","aria.company.investors":"Investors

nn

Company","link.company.diversity":"Diversity and inclusion","aria.company.diversity":"Diversity and inclusion

non

Company","link.company.accessibility":" Accessibility","aria.company.accessibility":" Accessibility

nn

Company","link.company.sustainability":"Sustainability","aria.company.sustainability":" Sustainability

nn wn

Company","ccpa.label":"Your Privacy Choices","consumerhealthprivacy.label":"Consumer Health

"o won

Privacy","corp.sitemap":"Sitemap","corp.contact":"Contact

"o o won

Microsoft","corp.privacy":"Privacy","corp.manageCookies":"Manage cookies","corp.terms":"Terms of

URD "o

se","corp.trademarks":"Trademarks","corp.safetyEco":"Safety &

wn wn

eco","corp.recycling":"Recycling","corp.aboutAds":"About our
ads","corp.microsoft":"Microsoft","social.linkedin.alt":"Share to LinkedIn","social.linkedin.label":"Share on
LinkedIn","social.facebook.alt":"Share to Facebook","social.facebook.label":"Share on Facebook","social.x.alt":"Share to
X","social.x.label":"Share on X","social.reddit.alt":"Share to Reddit","social.reddit.label":"Share on
Reddit","social.bluesky.alt":"Share to Blue Sky","social.bluesky.label":"Share on Bluesky","social.rss.alt":"Subscribe to
RSS","social.rss.label":"Share on RSS","social.email.alt":"Share to Email","social.email.label":"Share on
Email"},"defaults":{"config":{"applicablePages":[],"description":"The Microsoft
Footer","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.MicrosoftFooter","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":"The Microsoft
Footer","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":

"css":".custom_widget_MicrosoftFooter_context-uhf_qp4x5_1 {\r\n min-width: 17.5rem;\r\n font-size: 0.9375rem;\r\n
box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *,\r\n & *:before,\r\n &
*:after {\r\n box-sizing: inherit;\r\n }\r\n a.custom_widget_MicrosoftFooter_c-uhff-link_qp4x5_23 {\r\n color: #616161;\r\n
word-break: break-word;\r\n text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n
&a:visited {\r\n text-decoration: none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UT', SegoeUI, 'Helvetica
Neue', Helvetica, Arial, sans-serif;\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff_qp4x5_23 {\r\n background:
#£2£2£2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff-
nav_qp4x5_69 {\r\n margin: 0 auto;\r\n max-width: calc(100rem + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n
&:before,\r\n &:after {\r\n content: ' ;\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width:
1083px) {\r\n padding-left: 0.75rem;\r\n }\r\n .custom_widget_MicrosoftFooter_c-heading-4_qp4x5_97 {\r\n color:
#616161;\r\n word-break: break-word;\r\n font-size: 0.9375rem;\r\n line-height: 1.25rem;\r\n padding: 2.25rem 0
0.25rem;\r\n font-weight: 600;\r\n }\r\n .custom_widget_MicrosoftFooter_c-uhff-nav-row_qp4x5_113 {\r\n
.custom_widget_MicrosoftFooter_c-uhff-nav-group_qp4x5_115 {\r\n display: block;\r\n float: left;\r\n min-height:
0.0625rem;\r\n vertical-align: text-top;\r\n padding: 0 0.75rem;\r\n width: 100%;\r\n zoom: 1;\r\n &:first-child {\r\n padding-
left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 0.75rem;\r\n }\r\n }\r\n @media only screen
and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only screen and (min-width:
1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.custom_widget_MicrosoftFooter_c-
list_qp4x5_155.custom_widget_MicrosoftFooter_f-bare_qp4x5_155 {\r\n font-size: 0.6875rem;\r\n line-height: 1rem;\r\n
margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-word;\r\n
padding: 0.5rem 0;\r\n margin: 0;\r\n }\r\n }\r\n }\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff-base_qp4x5_187
{\r\n background: #f2f2f2;\r\n margin: 0 auto;\r\n max-width: calc(100rem + 10%);\r\n padding: 1.875rem 5% lrem;\r\n
&:before,\r\n &:after {\r\n content: ' ;\r\n display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n
a.custom_widget_MicrosoftFooter_c-uhff-ccpa_qp4x5_213,\r\n a.custom_widget_MicrosoftFooter_c-uhff-
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