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Introduction

Emulation is a technique that could be very handy and effective when we have to deal with malware triage,
configuration extractor and deobfuscate part of the code without rewriting complex algorithms. Even if it
seems magic (and it’s not unfortunately) it’s still not possible to apply emulation on random code. However, if
applied correctly this method could really speed up our malware analysis and triage. Through this blogpost I

would like to give an overview about emulation usage and apply it in a real case scenario.

Recently, I followed a twitter warning about Vidar malware in the wild and eager to revalidate an IDA-python
script to deobfuscate strings, I immediately jumped into it. However, extracting that sample it was pretty obvious
that I was dealing with another stealer, called MarsStealer. Since I did have a lot of information about that sample,
I thought that could be a good choice to experiment with emulation. The result was quite promising and because
of that I want to take this occasion to show a few basic emulations that could, hopefully, help someone else to

speed up its analysis.

Opening up in IDA the original sample, it was clear that a lot of strings were actually obfuscated and the code was

partially packed, because of the references to jumps or calls towards registries and un-initialized DWORD.

test esi, esi
jz short loc_42DCF7
_ ¥ _ (]
= = )
push [ebp+arg_C] .rdata:@e44A490 | ;org 44A49eh
mov ecx, esi loc_42pehisrrdaia: 00444490 of f_44A490 dd offset nullsub_9
push [ebp+arg_8] push 32h -rdata:ee44adse
push [ebp+arg_4] pop eax -rdata:0044A494 unk_44A454 do @
h [ebp+arg €] .rdata:@e44A495 db [}
pus - P g .rdata:@044A496 db o
call j_nullsub_9 .rdata:@844A497 b o
call esi rdata:@e dd offset sub_42A53F
jmp short loc_420CFA .rdata:e dd offset sub_4@125F
T

loc_42DCFA:
pop esi

Figure 1: MarsStealer packed code

In order to extract the actual payload that will contain a deobfuscation string routine and additional code, it’s
necessary to go for dynamic analysis and speed up our extraction. As always one of the quickest methods to

extract unpacked information is to look for VirtualAlloc and VirtualProtect.
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¥ vd.exe - PID: 4908 - Module: kernel32.dIl - Thread: 8348 (switched from Main Thread) - x32dbg [Elevated]

File View Debug Tracing Plugins Favourites Opbons. Help Nov 7 2023 (TitanEngine;
SE 0 T 9§ taxBoEe i Al B
o gr [t @ peipons W MenoyMe [ ) Cllsack S sen ) somt @] smeok €D sore fofwencs P Twests gy bandes g7 Trce
B Rl / 065040 <kernel32 \virtl 8BFF mov edi,edi ;
: [7eezoscs faec BT ’
+ |7g6s04cs 50 Rop ebp’ © EAX 0376204
e ||766504C6 <IMP.&virtualPl - FF25 64136876 jmp dword ptrds:[<VirtualProtect} EBX 00000073 ‘s’
e |[766504cC cc %nta ECX OD1B5EF68 "GetProcaddress"
» ([766504CD cc 'iﬂtﬂ EDX 0000000E
o ||766504CE (52 int3 EBP 0376FB08
- GG6504CF cC int3 ESP 0376FAE4
. ??ggj;i = i"g ESI  031F10F7
* |[766 in npE"
o ||766504D cc int3 EDI  031F11EF PE
76650403 cc int3 )
: 76650404 cc -}:tg EIP 766504C0 <kernel32.virtualProtect>
o ||766504D5 cc int3
e |[766504D6 cc int3 EFLAGS 00000344
o ||766504D7 cc int3 ZF1 PF1l AFO
e ||766504D8 cc int3 OF0 SFO DFO
|| 766504D9 cc int3
o ||766504DA cc int3 O WL wd
0| [ = i LastError 00000057 (ERROR_INVALID_PARAMETER)
e || 766504DD cC int3 LastStatus 0000000 (STATUS_INVALID_PARAMETER
» || 766504DE GO int3 R,
o ||766504DF cc int3 <
» ||766504E0 <kernel32.Glob 6A 18 push 18
o ||766504E2 8 push kerne132.766C1D88 S
» || 766504E7 E8 24480000 €all kernel32.76654D10
s || 766504EC 834D E4 FF or dword ptrss:|[lebp-1d),FFFFFFFF 1:
» |[766504F0 FF35 34076E76 push dword otrds:[766E0734 2: [esp+8] 00000004 00000004
< » 3: [esp+C] 00000100 00000100
- LS I 3 esp—rll!} 0376FB04 0376FB04
edi=031FLIEF "PE 5: [esp+14] 00000000 00000000

.text:766504C0 kernel32.d11:5$204C0 #114C0 <VirtualProtect>

B9 oump1 iy oump2 By ouma 3 iy cumps iy Dumos l§l Wateh 1 |re=| Locss g st
Address Hex ASCIT A
- LFJ B0 LaFy e LLLL =B -
06 81 F6 AD 9B ED CB 49 33 CD 03 D1 C1 CA 1A 46| ..6. . fEI3I.RAE.F
2B D7 43 81 C7 2E BO FE 2B F8 03 F8 81 EF 2B| +xC.C+"éb+a.0. 1+
BO EA FE 48| 03 D7 4€ CI €2 1A 28 DL 33 CD 41 81| “&pK. +R31A.
F6 AD 9B ED CB €1 €9 F7 DE 87 €2 81 F3 GA AS| &..1EAE.+b.A.63¥
A4 7B 4A CL C3 04 BF 91 23 00 F7| DE 81 F6 CB| B{JAA.;B.#. 5b.0E
32 07 AA 87 D1 F7 DF CL CB 10 81 C7| 85 8D EE 38 2.’.N+ME..§..TS
€1 CE 1C 33/ C2 F7 D6 49/ 41 F7 D6 33 €2 C1 C6 1C| Al.3A:01A-03AA%
81 EF 85 8D EE 38 C1 €3 10 F7 DF 87/ D1 81 F6 CB| .7..18AA.+B.N.8E
32 07 AA F7|DE 87 C6 C1L C9 15 F7 DL 87 DO C1 C7| 2.2+b.£AE.+N.DAG
VS Sl ER DS Il 1o Te oo L 53 CZ L0 IT T7 BT+ CUCID S oARA, -0

Figure 2: Unpacked payload retrieved

Deobfuscation routine analysis

Since that our purpose is to find out code to emulate, we could look for a deobfuscation routine within the payload

extracted. Our search won’t last long because, almost immediately after the VirtualProtect call the malware

jumps directly to the allocated memory, starting the name resolving routine.

B

031F2E38
031F2E3A
031F2E3C
031F2E41
031F2E46
031F2E4B
031F2E4E
031F2E53
031F2E55
031F2E5A
031F2ESF
031F2E64
031F2E67
031F2E6C
031F2EGE
031F2E73
031F2E78
031F2E7D
031F2E80
031F2E8S
031F2E87
031F2E8C

Figure 3: Deobfuscation wrapper

=. 55 push ebp
. 8BEC mov ebp,esp
. B6A OE push E
. 68 A3D92003 push 320D9A3
. 68 03DB2003 push 320DB03
. E8 CClE0000 €all <sub_31F4D17>
. 83Cc4 0C add esp,C
. A3 BF3B4103 mov dword ptrds:[3413BBF,eax
. B6AO0C push C
. 68 13DB2003 push 320DB13
. 68 23DB2003 push 320DB23
. E8 B31E0000 call <sub_31F4D17>
. 83c4 oC add esp,C
. A3 133a4103 mov dword ptrds:[3413A13,eax
. 6A08 push 8
. 68 B3D92003 push 3200983
. 68 33DB2003 push 320DB33
0 E8 9A1E0000 call <sub_31F4D17>
. 83c4 0C add esp,C
. A3 673D4103 mov dword ptrds:[3413D67],eax
6A 0A push A
68 3FDB2003 push 320DB3F
68 48DB2003 push 3200848

The highlighted function is a wrapper that contains the actual routine. The code is quite easy to spot because of the

three push instructions. Opening the payload in IDA, it’s possible to go a little bit deeper and explore the

deobfuscation routine, reconstructing its signature and from that point, understanding the function flow.
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Pseudocode-A (=)
1lint _ cdecl mw_stringResolver(char *ciphertext, char *key, unsigned int key_length)
2
3| char chr_ciphertext; // bl
4| unsigned int i; // [esp+4h] [ebp-Ch]
5| int v6; // [esp+8h] [ebp-8h]
6| int v7; // [esp+Ch] [ebp-4h] BYREF
>
8 ve = [ENCRYISREEEEE (64, <y length + 1);
9| *(_BYTE *)(key_length + v6) = @;
18| for ( 1 =0; i < key_length; ++i )
11| {

12 (75483849) ;

13 (75483850);

14 (75483856);

15 chr_ciphertext = ciphertext[i];
16| *(BYTE ) (i +ve) = key[i % [N (/)] ~ chr_ciphertext;
17 (75483857);

18 (75483858) ;

19 (75483861);
20| }

21, v7 = @;
22| ORISR (o, 4, 256, &7);
23| return v6;

Figure 4: Deobfuscation routine

Regardless of the red box related memory errors, it’s very easy to understand its core functionality and control
flow. However, even if it seems quite easy to reconstruct its logic, I’'m going to take this code as a use case to try a

completely different approach, using emulation to resolve all the strings.
Emulation requirements

Before proceeding with emulation, there are few things to settle. The first one is that for emulating this code, we
need to emulate the user mode because we are dealing with instructions that are going to make additional calls to

WindowsAPI. For that reason, we are going to use dumpulator, implementing if needed some API calls. The

second thing to talk about are the requirements for dumpulator. To make it effective, it’s necessary to take a
minidump of the process that we are analyzing and understand the parameters for starting and stopping

emulation.

e In order to take a minidump, its possible to use x32dbg/x64dbg that include it as a command (e.g.,
minidump mstealer.dump);
« then to take the starting point, it’s possible to take references to deobfuscation calls and save those

addresses for later.

E8 1D1EQ00D €all <sub_31F4D175 e ] '
83c4 0C add esp,C
gi ]3_23“103 Cuoh 12 VL » 57 (ERROR_INVALID|PARAMETER)
68 CFDB2003 push 320DBCF
68 E3DB2003 push 320DBE3 BB assemble Spare
E8 041E0000 call <sub_31F4D17> —~
83c4 0OC add esp,C Patches an+p . .
A3 1F3B4103 mov dword otrds:[3413B1A. i8F 0320DB8F "19KSE
105 00000005
Set EIP Here [ i70 0376FB70
\F2E 03205F2E
|¢ Create New Thread Here ‘834 0376FB34
> A wow 3
By oump3 iy Dumpd iy oumes B watcn 1 [x=| Locals j,' Struct i Search for . gg
ASCII n Find raferences to r Selected Address(es) anRr
4 1F 3B 30[ 36 28 51 00 31 39 4B 35| £AS6T. ;=6(Q.19K5 0376FB20 .
2 BE 2F SN 35 NN NN NN SQ B8 SR Arl F hii D:(Q v1I¥1 F.;“.’.:r“t Mdrﬂss. 31F4p17

Figure 5: References to deobfuscation function
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Now that we have two out of three requirements, it’s necessary to focus on the emulation ending point. Of
course, this one is the most important requirement and could impact your result in terms of efficiency (emulation

is tremendously slow) and code writing (could be required to write more code that fits your needs).

For the purpose of this analysis/tutorial about emulation I’m going straight to the point using hints collected from

IDA and doing some dynamic code analysis.

Observing carefully the Figure 4, it’s easy to spot that the plaintext string is settled after the for loop and before
the VirtualProtect call. Looking at the assembly with the information acquired, it’s easy to understand that

emulation should stop at the instruction push ecx. In fact, ecx register is going to be a pointer for the plaintext

string.
. — .- S G Ao teA = eaprier ceaLa g,

lea eax, [ebptvar_4] ® 16 *(_BYTE *)(i + v6) = key[i % NN (<=y)] ~ chr_ciphertext;
push eax ® 17 (75483857);

push 100h ® 18 (75483858) ;

push 4 ®19 (75483861);

mov ecx, [ebp+var_8] 20| }

push ecx @21 v7 = 9;

call  dword ptr ds:47FAL1FH o 27|  [EHIORNCRGRRRNE (¢, 4, 256, &v7); // VirtualProtect
mov eax, [ebp+var_8] ® 23| return v6;

pop ebx aah

Figure 6: Focus on plaintext resolution

With all this information, the emulation end variable could be easily retrieved within the debugger at the address
0x031f4De5.

¢ [|O31F4DDB . 68 00010000 push 100

e (|O31F4DEO . B6AO04 push 4

e (|O31F4DE2 . 8B4D F8 mov ecx,dword ptrss:|febp-8]

» [03IF4DES < = 51 push ecx ]

e [|O31F4DE6 . FF15 1FA12003 call dword ptrds:[<&virtualProtect}
e ||031F4DEC . 8B45 F8 mov eax,dword ptrss:|febp-8]

e (|O31F4DEF a 5B pop ebx

e (|O31F4DFO . 8BES mov esp,ebp

e ||031F4DF2 . 5D pop ebp

e ||O31F4DF3 ™ c3 ret

Figure 7: Emulation stop address

String Resolving Automation

Since that we have collected all the requirements for the emulation, we are ready to setup our code as follow:

Launching this script we are able to extract a lot of information on Mars Stealer, starting our triage without even
reversing the whole malware. In fact, from the resolved string we have something related to common stealer

targets such as: credit cards, browser, crypto wallet, etc..
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0x31f485 ELECT name_on_card, expiration_month, expiration_year, card_number_encrypted FROM credit_cards
0x31f406
ox31f4e8
ex31f4eal
ox31f4eb!
ex31f4ed
ox31f40eb : Login Data
©x31f4184 : Web Data
0x31f411d : History
©x31f4136 : logins.json
0x31f414f : formSubmitURL
©0x31f4168 : usernameField
0x31f418 ncryptedUsername
8x31f419. ncryptedPassword
0x31f41b uid
ex31f4lc ELECT host, isHttpOnly, path, isSecure, expiry, name, value FROM moz_cookies
ex31f4le ELECT fieldname, value FROM moz_formhistory
0x31f41f ELECT url FROM moz_places LIMIT 1eee
ox31f421 ookies.sqlite
0x31f4230 : formhistory.sqlite
0x31f4249 : places.sqglite
©0x31f4262 : Plugins
©0x31f427b : Local Extension Settings
0x31f4294 : Sync Extension Settings
@x31f42ad : IndexedDB
©x31f42c6 : Opera Stable
ox31f42df : Opera GX Stable
©x31f42f8 : CURRENT
©x31f4311 : chrome-extension_
: _@.indexeddb.leveldb
: Local State
ox31f435c : profiles.ini
©x31f4375 : chrome
ox31f438e : opera
ox31f43a7 : firefox
0x31f43c0 : Wallets

Figure 8: Retrieved strings

Additionally we also have a chance to get a few insights about anti-analysis or reversing-aware functions such as:
IsDebuggerPresent or CreateToolhelp32Snapshot. Additionally we have also some indications about anti-
sandbox techniques with HAL9TH, that should be the Microsoft sandbox computer name. All deobfuscated

strings could be found within the Reference section.

Conclusion and next chapter

Emulation represents the state of the art for analyzing malware functions or triaging sample without losing
yourself in complex and heavily obfuscated routine. It was pretty fun to analyze Mars Stealer through this
technique. I’m thinking of creating additional and probably more structured content (maybe a Whitepaper) about

malware emulation.

The script above could be used as a reference for further analysis, it’s quite simple (and not perfect) but very

effective and I used that as a “soft” introduction to this topic and also to give an idea of emulation capabilities.
Hope you enjoyed reading this post as much as I had reversing this malware and writing this article!
References
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Extracted strings:
e strings.txt
Dumpulator:

o Reference
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