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2 Tool: HopperTick

Names HopperTick
Category Malware
Type Loader

(Check Point) HopperTick is an MFC application whose purpose is to pass an infection from
an infected USB thumb drive. The launcher is saved on the USB thumb drive, with the thumb

Description ) o ) ) )
drive current name and a USB thumb drive icon. Those steps are part of a social engineering
scheme to get an unsuspecting user to click and execute the launcher.

. <https://research.checkpoint.com/2023/beyond-the-horizon-traveling-the-world-on-camaro-

Information

dragons-usb-flash-drives/>

Last change to this tool card: 23 June 2023

Download this tool card in JSON format

All groups using tool HopperTick

Changed Name Country Observed
APT groups

*
Mustang Panda, Bronze President - 2012-Jun 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=75843ca6-c97c-4af0-baa3-d3a05307e350
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